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Abstract. Historically, business process design has beeremrby business
objectives, specifically process improvement. Hosvethis cannot come at the
price of control objectives which stem from varidesislative, standard and
business partnership sources. Ensuring the coneglign regulations and
industrial standards is an increasingly importastié in the design of business
processes. This warrants a systematic approachsdistan the design of
compliant business processes. In this paper, wecatly the importance of
compliance in business process management and #rgueontrol objectives
should be addressed at an early stage, i.e., désignso as to minimize the
problems of runtime compliance checking and consegwiolations and
penalties. This paper specifically presents a quaine measure of compliance
for a given process model against a set of comtbjgctives. The associated
methods will allow process designers to comparbtiessess the compliance
degree of their design as well as be better infdrroa the cost of non-
compliance.

Keywords: Business Process Design, Business Process Coggli@ontrol
Objectives, Compliance Degree, Business Processdésnent.

1. Background and Motivation

Compliance essentially means ensuring that busipeesesses, operations and
practice are in accordance with a prescribed aratjozed set of norms. Compliance
is increasingly gaining importance as well as rgjighe pressure for organizations in
practically all industry sectors. Although thisrist a new issue, but recent events,
particularly high profile corporate scandals, adlas new regulations such as the
Sarbanes-Oxley act have raised a new set of clgalen

Compliance is predominantly viewed as a burdemoalgh there are indications
that businesses have started to see the regulasoaa opportunity to improve their
business processes and operations. Industry repiriadicate that up to 80% of
companies said they expected to reap business itseriEdm improving their
compliance regimens.

Currently there are two main approaches towardsewaicty compliance. First is
retrospective reportingwherein traditional audits are conducted for énthe-fact”
detection, often through manual checks by expermwsultants. A second and more
recent approach is to provide some level of autmmahroughautomated detection
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The bulk of existing software solutions for comptia follows this approach. The
proposed solutions hook into variety of enterpagstem components (e.g. SAP HR,
LDAP Directory, Groupware etc.) and generate auwdforts against hard-coded
checks performed on the requisite system. Thes#i®o$ often specialize in certain
class of checks, for example the widely supporteztks that relate to Segregation of
Duty violations in role management systems. Howethés approach still resides in
the space of “after-the-fact” detection. Althougfie assessment time is reduced, and
correspondingly the time to remediation and/or gaition of control deficiencies is
also improved. This improvement is much soughtradteis evident from the heavy
investment in compliance software during the last fears.

A major issue with the above approaches (in vargdegrees of impact) is the lack
of sustainability. Even with automated detectiorilfiy, the hard coded check
repositories can quickly grow out of control makimgxtremely difficult to evolve
and maintain them for changing legislatures andpdiamce requirements. In addition
to external pressures, there is often a compargrnat push towards quality of
service initiatives for process improvement whidwéd similar requirements. The
complexity of the situation is exasperated by thesence of dynamically changing
collaborative processes shared with business partrighe diversity, scale and
complexity of compliance requirements warrant ahhigsystematic and well-
grounded approach.

We believe that a sustainable approach for achjevmmpliance should
fundamentally have a preventative focus, thus &iatgecompliance by design

Incorporating compliance issues with business p®c®esign methodologies can
assist process designers in tackling this comptesud using known successful
strategies. However, at the same time, there deace that dealing with compliance
may be a rather distinct activity within organipat@l structures from business
process management.

Often, the source of objectives for the two will distinct both from an ownership
and governance perspective, as well as from a itimeberspective. Where as
businesses can be expected to have some form dfieBasobjectives, control
objectives will be dictated by mostly external sms& and at different times.
Furthermore, there is likelihood of conflicts, imsistencies and redundancies within
the two, and hence the intersection of the two s¢edbe carefully studied.

This paper presents a particular method to study rblationship between
compliance requirements modeled as controls, aadegs requirements modeled as
business process models. Specifically we will pnese quantitative measure of
compliance for a given process model against ao$etontrol objectives. The
associated methods will allow process designerscamparatively assess the
compliance degree of their design as well as bebetformed on the cost of non-
compliance.

The remaining paper is structured as follows. 8ecff presents the underlying
methodology forcompliance awardusiness process design. In section 3, we present
the technique to quantitatively measure the compéadegree during business
process design. We conclude this paper in section 4
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2. Compliance by Design M ethodology

Regulations and other compliance directives are ptexn vague and require
interpretation. Business will typically deal withnamber of regulations/standards at
one time. Often in legalese, these mandates neleel tianslated by experts. Tackling
this issue warrants a systematic methodology [BFMZ2Z? reference]

Firstly, there is a need to provide a structurecamseof managing the various
(expert) interpretations within regional, indussgctor and organizational contexts.
Control directory management [e.g. SAP GRC Repository] can be realized by
repositories of control objectives (and associgteglameters) against the major
regulations.

Interpretation of regulations from legal /financexperts comes in the form of
textual descriptions (see example in section bel&sdablishing an agreement on
terms and usage between these descriptions andbubk&ess processes and
constituent activities/transactions is a difficbltit essential aspect of the overall
methodology. However, it is evident that severahtoals may be applicable on a
given business task, and one control may impachwitiple tasks as well.

A fundamental question in this regard is the appadg formalism to undertake the
task of representing controls objectives. Our observation is that a compliance
requirement (or its translation into a control aijge and subsequently internal
controls) can be reduced to the identification dftvobligations an enterprise has to
fulfill to be deemed as compliant.

The motivation to model control objectives is nfaltieted: Firstly, a generic
requirements modeling framework for compliance bgsign will provide a
substantial improvement over current after-the-ftection approaches. Secondly, it
will allow for an analysis of compliance rules thoioviding the ability to discover
hidden dependencies, and view in holistic contemthile maintaining a
comprehensible working space. Thirdly, a precisel amambiguous (formal)
specification will facilitate the systematic ennisant of business processes with
control objectives.

Lastly, there is a need to provide the ability dohance enterprise models
(business processes) with compliance requirem&hts.may constitute visualization
schemes [6], which facilitates a better understamdif the interaction between the
two specifications for both stakeholders (processers as well as compliance
officers).

However, the visualization is only a first step.eTiiew checks introduced within
the process model, can in turn be used to anaheemibdel for measures such as
compliance degrethat carnprovide a quantification of the effort requiredachieve a
compliant process model. Eventually, process modey need to be modified to
include the compliance requirements.

In this paper, we are focused on this last aspleat,is to assist process designers
in creating compliant business processes. The peesef the previous phases of the
methodology is assumed. As such the goal of thisafled compliance aware
business process design is to design the process while keeping a tracketdvant
control objectives and ensuring that high risk calstare not ignored or violated.

In the remaining section, we first discuss the apph to model the controls
objectives and present an appropriate languageéar representation, followed by a
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simple formalization for the business process mod then introduce the technique
to map the controls objectives and the process hiotdtea canonical form, such that

the degree of compliance in the process model eacompared with regard to the

controls objectives. The subsequent discussionagedh on a sample procurement
process (cf. Figure 1).

G: Send
Purchase
Request

A: Create
Purchase
Request

Delivery
> k days

Delivery
within k days

J: Receive
Delivery Within
k Days

H: Alert
Manager &
Charge Penalty

B: Receive
Request

I: Receive Delay
Delivery

I

F: Express
Approval

C: Check
Expense
History

D: Check
Warehouse
Availability

Purchase
cycle <2k days

Purchase
cycle > 2k days

K: Alert
Manager &
Close Request

M: Close
Purchase Request
Normally

e

E: Manager
Approval

@ Approved
Rejected

Fig. 1. Example procurement process

The procurement process may subject to a numberoofrol objectives from
various restrictions such as internal control, stdal standards and partner
obligations. The internal controls will have a @sponding risk statement, and a
translation to an internal control indicating effee implementation of the control
objective. Typically, these internal controls cowvewltiple aspects of business
process, including:

— Model structurege.g, task execution restrictions (every purchase ordast be
initially assessed before passing to the Manageadproval).
- Data integrity,e.g, every purchase request must contain a valid RseciOrder

Number.

- Resource allocatiorg.g, segregation of duty constraint (the creation apgdroval
of purchase order must not be the same officer).

— Temporal restrictionse.g, deadline (all purchase order must be closed mithi
days).
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Table 1 provides examples of such control objestfee the procurement process.

Table 1. Control objectives of the procurement process.

Control Objective Risk Internal Control
Process efficiency Process delays due Rorchase request with sufficient
activity level delays information should be in streamline
process without management level
approval.
Ensure adequate Production delays due t&supplier can be charged a penalty if
supply of materials lack of resources/goods not received within k days of
materials receipt of goods shipment notice

Timely and efficient Production delays due tdPurchase requests not closed
procurement process lack  of  resources/(declined or converted to Purchase

materials Orders) within & days should raise
an alert to purchasing manager
Supplier.

2.1 Modeling Control Objectives

Although, our work is primarily targeted at achimyi compliance by design by
adopting a preventative approach facilitated byri®ss process models, the work on
formal modeling of control objectives has takenoirgiccount the violations and
resultant reparation policies that may surfacaiatime. The compliance controls can
be represented in a formal language, such as F@&ordtact Language (FCL) [2].

FCL is a combination of an efficient non-monotofacmalism (defeasible logic)
and a deontic logic of violations [2]. We illusieahow to use this formalism to
represent and reason about "normative" specificatielative to a business process.
For detailed presentation of the formalism we rédgd 5], [12].

Definition 1 (FCL Rule). A rule in FCL is an expression of the form
r:Ag,...,A,=B

wherer is the name of the rule (unique for each rubs),.., A, are the premises
(propositions in the logic), and is the conclusion of the rule (also a propositifn
the logic).

The propositions of the logic are built from a finget of atomic propositions, and
the following operators: =(negation),O(obligation), P(permission), and
O(violation/reparation). The formation rules arda@bws:

— every atomic proposition is a proposition;

— if pis an atomic proposition, thenpyis a proposition;

— if p is a proposition the®p is an obligation proposition arfép is a permission
proposition; obligation propositions and permissipropositions are deontic
propositions

— if py,...P, are obligation propositions arglis a deontic proposition, thegnO ...
Opnq is a reparation chain.



6 Ruopeng Lu, Shazia Sadiq, Guido Gover natori

A simple proposition corresponds to a factual statet. A reparation chain, for
exampleB;[1B, captures obligations and normative positions rgish response to
violations of obligation. Thus the expression abmeans that it is obliged to perform
B,, in caseB, is not fulfilled (i.e., the obligation is violatedhen the "secondary"
obligation B, has to be fulfilled. The control objectives shownTable 1 can be
expressed in the following FCL rules:

Purchase request should be supplied with suffidierekground information in order
to streamline the approval process

r;: CreatePurchaseRequeReceiveRequest ExpressApproval
O(CheckWareHouseAvailabiligheckExpenseHistoianagerApproval

Supplier can be charged a penalty if goods noeiresd within k days of receipt of
goods shipment notice, while manager should beeder

r.: SendPurchaseRequestReceiveeDeliveryWithinkDays
O(ChargePenalty&AlertManagegReceiveDelayDelivejy

If purchase order is not closed within 2k daysrienager should be alerted.

rs: ReceiveDeliveryWithinkDays ClosePurchaseRequest
O(AlertManagerCloseDelayPurchaseRequest

r4. ReceiveeDelayDelivery ClosePurchaseRequest
O(AlertManagerCloseDelayPurchaseRequest

For the ease of discussion, we use the task nunmibedsnote the tasks in the
process model shown in Figr2.- r4,can be denoted by:

r:AB=FOCDE), rnG=JOH;);rs: I =>=MIOK;rgz: J=>MOK

2.2. Business Process M odel

We provide a formal definition for a simple busis@socess model.

Definition 2 (Process Model). A process modelV is a pair N, E), which is defined
through a directed graph consisting a finite sehadesN, and a finite set of flow
relations (edgeslE O N x N. Nodes are classified into tasksand coordinatorg,
whereN =C O T, andC n T = 0. T is the set of tasks iWV, and C contains
coordinators of the typeBegin End Fork, Synchronizer, Choice, Mergewhich
have typical workflow semantics [8]. A sub-procesedel is a special type o,
which is a fragment of a process model in whi&egin End} is excluded from its
coordinator nodes.

Given a process mod# and a tasK'i O T, TriggerW, Ti) denotes the set of tasks
that can be triggered by ta¥kin W as the result of execution. E.@riggenW, A) =
{B} (cf. Fig. 1). For tasks followed byrork (AND-SPLIT or aChoice(XOR-SPLIY
coordinator, we consider all subsequent tasks #fercoordinator can be triggered.
E.g., TriggenW, B) = {C, D, F}, Trigge(W, G) = {H, J}. DisablgW, Ti) denotes the
set of tasks disabled as the consequence of ergclitiwhich is defined to realize



Compliance Aware Business Process Design 7

the semantics of th€hoice coordinator. For exampldisablgWw, H) ={J}, which
means eitheH or J is executed but not bothitial (W) is a function returning the first
task node inw.

An execution sequenasd a process variant is referred to as the trdaxecution
in a process model, which reflects a possible oafetask executions at runtime.
Typically, a process model with parallel branch&srk) or alternative branches
(Choicé contains more than one possible execution se@genc

For example, for task#, B, C, D, E, andF in W (cf. Fig. 1), there are three
possible execution sequences B, F>, <A, B, C, D, E> and <A, B, D, C, E>, sinceF
andC, D, E are in alternative branches, a&BdD in parallel branches.

We follow the general mathematical definition tdide an execution sequence: A
finite sequencs = {s, S, ..., S} is a function with the domain {1, 2, ..n}, for some
positive integen. Thei-th element o6 is denoted bw.

Definition 3 (Execution Sequence). An execution sequenc of a process mod&V

is a finite sequence of tasks /T in W, which is defined by the sequencg<T, ...,
T.>, n> 1. An execution sequeneg” is asubsequence of s” if every element irss”
i%\lan element o§", and the elements 8" occur in the same order as they occur in
s™.

Note that we use the angle brackets “<” and “>émote the order in an execution
sequence. For example, givefi= <A, B, C>, 5" = A 5" = B, ands;" = C. The
superscript of an execution sequens&for a process modaV can be omitted if no
ambiguity is caused.

2.3 Measurement of Compliance

It is desirable to transform the control objectiwes-CL into a canonical form such
that it is comparable to business process designe#tablish the connection between
FCL and business process model through executignesees and the state of
idealness [3].

Intuitively an ideal situation is a situation where execution sequertd@not
violate FCL expressions, and thus the executiomesaeps are fully compliant with
the control rule. Asub-idealsituation is situation where there are some \imtest, but
these are repaired. Accordingly, processes reguitirsub-ideal situations are still
compliant to a control rule even if they providenraptimal performances of the
control objective. A situation imon-ideal (hon-compliank if it violates a control
objective and the violations are not repaired.

There are two possible reasons for a process ragrnply with a control rule: 1)
the process executes some tasks which are prahilbiye the control rule (or
equivalently, it executes the opposite of obligattasks); 2) the process fails to
execute some tasks required by the control ruleekample consider the rule

rrA=B0OC

which means that, iA occurred then it must be followed By or in alternative, in
caseB does no occur, it must be followed By An ideal state for is the situation (a
possible execution sequencg)= <A, B>. A sub-idealsituation can be, = <A, C>
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where the first obligatioB is not fulfilled. Note that we also considgr= <A, B, C>
a sub-idealsituation since it is not required to perfo@whenB is already in place.
Thenon-idealsituation iss, = <A>. Suppos® = B;;B,, additionalsub-idealsituations
includess = <A, By, C> and 5= <A, By, C>. Alsos; = <A, B> andsg = <A, B,> are
non-compliansince not every required task is performed.

Through the states of idealness we can determiretheh an execution sequence
of a process model is compliant with the contrgeotive.

Definition 4 (Idealness of execution sequence). Let S" be the set of all possible
execution sequences of a process midet: A, ..., A, = B; 0...00 B, be a control
objective in FCL.
- A sequencs 0 S”is anideal execution sequence tdff sequence A, ..., Ay, B>
is a subsequence sf
- A sequence 0 S" is asub-ideal execution sequence tdff [B;, 1<i < n such that
<A, ..., Am B> is a subsequence sf
- Asequencs 0 S”is anon-ideal execution sequence tdff sequence A, ..., A>
is a subsequence stnds s neitherideal nor sub-ideal

Given a control ruler, we denote the set dfleal and sub-ideal execution
sequences aSigeas aNd Sgup.igea FESPeECtively. Table 2 shows tideal and sub-ideal
sequences for control rules —rs. To check for compliance, we only concern the
ideal and sub-idealexecution sequences, son-ideal execution sequences are not
listed.

Table2. State of idealness of control rulgs-r,.

Control Rule Slideal S sub-ideal
rn:AB=FOCDE) {<ABF>} <ABCDE><ABFCDE>,
<A,B,C,D,E F>

ry;G=J30H;l) <G, J> <G, H, 1> <G JHI><GH,I I
ral=>MOK <l, M> <1, K>, <, M, K>, <, K, M>
rg J=>MOK <J, M> <J, K>, J, M, K>, J, K, M>

3. Compliance Degree

We now have all the machineries to define the meafawr compliance between a
process model and a given control rule. We proposese the notion of compliance
degree as a quantitative measurement. The technidizes the concept dupport
Given a set of execution sequen&eand a process moddl, thesupportof W based
on a sequencgl1Sis given by the proportion of tasksdrthat can be executed W.
The range of support is a real number between (Qlamdere 0 indicates no support
(sis not executable ikV at all) and 1 complete match (the entire sequanzan be
executed inW, i.e., it is possible to derive an execution segees’ from W such that
s = s". The support of W based onS is the weighted sum afupport from all
sequences i, which is also between 0 and 1.

In order to calculate thigleal and sub-ideal compliance degreee need to first
extract the set dfieal andsub-idealexecution sequences for each control rylend
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calculating the degree of support for these semseic the process model. The
rationale of this technique is to measure how wejiven process mod& represents
the ideal and sub-idealsituations in control rule by calculating the support foW
against the set afleal andsub-idealexecution sequences representingVe refer to
the support forideal sequences agleal compliance degreeand thesub-ideal
sequencesub-ideal compliance degre€he first measurement indicates whether the
ideal situation can be fully or partially supportedW (by havingideal compliance
degree= 1, or between [0, 1), respectively). Similarthhe latter measurement
indicates whetheW allowssub-idealsituation(s) and by what degree. We will discuss
how to interpret these two measurements later i ghction with the help of an
example.

We the extract a sub-process from the process mebih contains only the
relevant tasks as in the setid¢al andsub-idealexecution sequencesfTo achieve
this we use a technique called SELECTIVE_REDUCE. [Bbr example, the
procurement process modM (cf. Fig. 1) is reduced int@V;, W,, W3 andW, (Fig. 2)
against control ruley, ro, r3 andr, respectively.

J: Receive
Delivery Within

A: Create
Purchase
Request

B: Receive
Request

k Days

Purchase Purchase Purchase
cycle <2kdays cycle > 2k days cycle < 2k days

# I: Receive Delay
G: Send Delivery
Purchase

Request

Insufficient Delivery @ Delivery
Information > k days within k days

H: Alert J-Receive
Manager & Delivery Within
Charge Penalty k Days

Sufficient
Information

F: Express

Approval Purchase

cycle > 2k days,

I: Receive
C: Check DelayDelivery K- Alert
Expense

§ Manager &
History Close Request

D: Check
Warehouse
Availability

M: Close
Purchase Request
Normally

K: Alert
Manager &
Close Request

M: Close
Purchase Request
Normally

E: Manager
Approval

W, W, Ws W,

Fig. 2. Sub-processes of the procurement process

We present the approach to calculate complianceeddg Fig. 3. The algorithm
takes as inputs a process mollél and a set of sequenc&s and produces the
compliance degreeom FunctionsTrigger, Disable andInitial given in Definition 2
are utilized.

For each sequenadn S Tris initially given the first task iW in step 3. For each
task T, in a sequencs (in this case,l; = s wheres is thei-th element ins. We
postulates, to be an “empty” element.Jr is the current set of triggered tasks as the
result of executing task; in Win step 5. Step 6 checks whether the triggerdds tis
Tr includesT;. Step 7 calculates the proportion of task¥Miriggered by tasks is.
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After all different sequences iB have been accounted for, the final compliance
degree is scaled according to the total numbeegfisnces it$ and returned (step 8).
The algorithm complexity is bound by the numbettasks in the sequence and the
number different sequences$n

Procedure COVPLI ANCE DEGREE
Input W, S

Output degree

1. disc, countek— 0

2. For each different sequensén S"

3. Tr « Initial (W)
4. For each task &denoted byf;, i < O, ..., 1|
5. Tr = (Tr — {T;} — DisabldW, T;)) O TriggenW, T))
6. counter — counter+ M
I Ti|
7. degree — counter
s|

degree

8.Return ——
|S|

Fig. 3. An algorithm to compute compliance degree

For example, to compute tligeal compliance degreef W with regard tar;: A, B
= F O(C;D;E), we inputW,, the sub-process oW relevant tor, (cf. Fig. 2), and
S'iear the set ofdeal execution sequences af whereS .. = {<A, B, F>}. Since
there is only one sequence $li4ea, theideal compliance degreis (1+ 1+1)/3 = 1
(step 6 and 7), becaus@, B, F> is an exact execution sequence executablé.in

The sub-ideal compliance degred W with regard ta; can also be computed. We
again inputW,; and St bdea the set ofsub-dealexecution sequences of, where
S'aubicea= {<A, B, C,D,E >, <A B, F, C, D, E > <A B, C,D,E, F >}. For each
sequencain S bideal WE display in Table 3 the intermediate resulledree which
is the support ofV; received froms. Sequence &, B, C, D, E> hasdegreeof 1 since
it is an exact sequence executabl®\in Sequence &, B, F, C, D, E > hasdegreeof
0.5 because after triggeriry B andF in W;, C, D, and E will not be triggered
((1+1+1+0+0+0)/6 = 0.5 in step 6 and 7). Similadgguence & B, C, D, E, F> has
degreeof 0.833 since after triggering B, C, D, andE in Wy, E will not be triggered
((1+1+1+1+1+0)/6 = 0.5). Theub-ideal compliance degrde 0.778, which is the
average of the thregegrees

Table 3. Intermediate result for applying Compliance_Dedte® g p.igear@andW.

S subideal degree
<A B,CD,E> 1

<A B,F,CD,E> 0.5
<A B,C,D,EF> 0.833

sub-ideal compliance degree 0.778
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Suppose there is a procé&¥scontaining a subgraplV’; relevant ta,, where tasks
D and E are not includeaf( Fig. 4). In this case the there is no ideal sitmain W
since thdadeal compliance degreis (1+1+0)/3 = 0.66% 1. Thesub-deal compliance
degreeis also reduced to 0.444.

A: Create
Purchase
Request

B: Receive
Request

F: Express
Approval

!

C: Check
Expense
History

W’

Fig. 4. Sub-process relevantitpof an alternative procurement process

We use theideal compliance degre& evaluate how well the process model
supports a control ruledegree= 1 indicates all ideal situation(s) of the control
objective are represented in the process m@dddii.e., it is possible to find out the
exact ideal execution sequence(s) in the relevangsaph ofW, hence the process is
anideal desigrfor the control rule). While O indicates none of the ideal situation(s)
is represented W, from which we can immediately conclude that Wnisn-
compliantwith r (i.e., none of the task in any ideal executiorusege is presented in
the relevant sub-graph @¥). If none of the task in any sequencadwgal or sub-ideal
execution sequenceSi., is presented in the process mowélthen one can only
derive an empty sub-graph froml which contains the relevant tasksSpea, Thus
the algorithm returns O in this case, which is esponding to anon-compliant
situation. Lastly, having a number between 0 anddlcatesW represents part of
someideal situation (i.e., it is not possible to find outagk but partial ideal execution
sequence(s) in the relevant sub-grapi/pf

In addition, from thesub-ideal compliance degrege can find out whether the
process model supportsub-ideal situation besidesdeals There can be many
interpretations fosub-ideal compliance degreklere we consider it as an auxiliary
measurement to examine the expressiveness of theege model, in terms of
expressing botlideal and sub-idealexecutions. For example, in the case when two
arbitrary process model/, and W; are bothideal to a control rule, butv, has a
highersub-ideal compliance degred Wj, thenW, is a better design since it is more
expressive.

Table 4 lists the ideal and sub-ideal compliancgrele for control rules; - ry
respectively. An overall compliance degree can éleutated by summing up the
individual compliance degree of each control rilete that we can take a weighted
approach for calculating theub-ideal compliance degreEor each control rule, a
weight can be assigned to reflect the relative ingyme of compliance with. The
overall sub-ideal compliance degrefer W undertakes such approach. The results
show thatwW is compliant with all ideagituationaccording to control ruleg - r4, and
W supportssub-idealsituations for a large degree.
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Table 4. Compliance measurement for process mudel

Control Rules Ideal Compliance Risk (Weight) Sub-ldealCompliance

Degree Degree
r 1 10% 0.778
r 1 50% 0.813
rs 1 20% 0.889
l4 1 20% 0.889
TOTAL 1 100% 0.840

4. Conclusion and Future Work

This paper presents a methodology to measure tgeeeleof compliance between
compliance controls and business process desigis dpproach can be further
extended to measuring compliance / check for canpé for deployed business
processes, i.e., contract monitoring.
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