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Abstract—This paper presents a reversible data hiding
scheme. The proposed scheme is based on the difference
histogram shifting to spare space for data hiding. Nine basic
scan paths are defined, and this means all-directional
adjacent pixel differences can be obtained. Due to the fact
that the grayscale values of adjacent pixels are close to each
other, the all-directional adjacent pixel difference histogram
contains a large number of points with equal values. Hence,
more data can be embedded into the cover image than
previous works based on histogram shifting. Furthermore,
multi-layer embedding is used to increase the hiding
capacity. In each embedding process, we can embed a large
number of data into the cover image by choosing the best
scan path and the optimized pixel difference. As
experimental results have shown, the cover images are able
to embed secret data at an average 12.5% of the size of the
original images while all the PSNR values of the stego
images remain larger than 30 dB.

Index Terms—Lossless data hiding, Histogram shifting,
Scan path, Multi-layer embedding, Pixel difference

1. INTRODUCTION

Data hiding is a commonly used technique that hides
information into digital media imperceptibly, such as
images, videos, audios, etc. The information can serve as
authentication codes, annotation, or secret data depending
on the purpose of the application itself. In most cases of
data hiding, the cover media may suffer permanent
distortion due to data embedding and can not be inverted
back to the original one. However, in some applications,
such as medical image system, law enforcement and
military imagery, it is desired to recover the original
media with no distortion for some legal considerations or
rare media themselves after data extraction. Therefore, a
distortion-free, reversible, lossless data hiding technique
is required.

Recently, some lossless data hiding algorithms have
been reported in the literature. Honsinger et al. [1] in their
patent used modulo-256 addition to embed the hash value
of the original image for authentication. Although they
can prevent overflow/underflow and achieve reversibility
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by using modulo-256 addition, their algorithm may cause
salt-and-pepper artifacts and hinder watermark retrieval
due to the many wrapped around pixel intensities. A very
different approach was proposed by De Vleeschouwer et
al. [2] based on the circular interpretation of the bijective
transformations of the image histograms to reduce the
salt-and-pepper visual artifacts found in [1].

The other category of approaches, such as Fridrich et
al.’s [3,4] and Kalker et al.’s [5] schemes, involves
methods to losslessly compress a set of selected features
from an image and embed the payload in the space saved
due to the compression. Celik et al. [6, 7] improved
Fridrich et al.’s technique and proposed the generalized-
LSB (G-LSB) scheme. Xuan [8] proposed a scheme
based on integer wavelet transform (IWT) and created
more space in high frequency sub-bands, which can
provide payload two to five times as large as that in
Fridrich et al.’s scheme.

Tian [9] proposed a high capacity reversible data
embedding technique that is called difference-expansion
(DE) embedding. The DE technique is able to embed
significantly larger amounts of data than the other earlier
approaches. The distortion introduced is also significantly
less for comparable payload sizes. Alattar [10] improved
Tian’s scheme by introducing the difference expansion of
a vector to obtain more extra space. Afterwards, many
techniques, such as [11-13, 15-17], extended Tian’s
scheme and increased the embedding capacity and kept
the distortion low. Kamstra et al. [14] also extended
Tian’s algorithm by using the information in the low-pass
band to find suitable expandable differences in the high-
pass band.

Another novel reversible watermarking technique,
sometimes referred to as histogram-shifting technique,
was proposed by Ni et al. [18]. After finding a peak point
of image histogram and histogram shifting, the peak point
of the histogram is selected to embed data. However,
their payload is quite limited because few images contain
a large number of pixels with equal gray values. Recently,
Ni et al.’s technique has been extended by Chang et al.
[19]. By using the pixel difference instead of simple pixel
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value, they can obtain the higher peak point to embed a
large amount of message.

In this paper, a new lossless data hiding scheme using
adjacent pixel difference based on scan path is proposed.
The basic concept of difference histogram shifting of the
proposed scheme is based on the technique proposed in
Ni et al.’s scheme [18]. We present an efficient extension
of the histogram modification technique by calculating
the differences between adjacent pixels in different scan
paths instead of the same sequential order each time in
Chang et al.’s scheme [19]. In this way, we can obtain

all-directional adjacent pixel differences of a cover image.

In addition, multi-layer data embedding is used to
increase the hiding capacity. In each embedding process,
we can embed a large number of data intothe cover image
by choosing the best scan path and the optimized pixel
difference. Due to the fact that the grayscale values of
adjacent pixels are close to each other, the all-directional
adjacent pixel difference histogram contains a large
number of points with equal values. Hence, we can
improve the embedding capacity and keep the distortion
low. As experimental results have shown, our scheme
outperforms Ni et al.’s [18] and Chang et al.’s [9] scheme
in terms of the image quality and the payload of the stego
image.

The rest of this paper is organized as follows. Related
works are first briefly introduced in Section II, and the
proposed scheme is presented in Section III.
Experimental results are illustrated in Section IV, and
conclusions are drawn in Section V.

II. RELATED WORKS

A. Histogram shifting

Ni et al. [18] firstly introduced a reversible data hiding
technique based on histogram shifting (sometimes
referred to as histogram modification) that we shall
describe briefly in this section. Let P, be a pixel value
that corresponds to the peak point of image histogram,
and all the pixels whose values are larger (or smaller)
than P, are increased (or decreased) by 1. The whole
image has no pixel whose value is equal to Pp.t1 (or
P.x-1) after histogram shifting. Therefore, P.x can be
selected to embed data. When embedding a bit 1, P,y is
modified to Ppatl (or Phax-1), otherwise P, remains
intact. Obviously, the amount of message that can be
embedded into an image equals to the number of pixels
which are associated with the peak point. Because few
images contain a large number of pixels with equal gray
values, the major drawback of Ni et al.’s scheme is low
payload.

B. Extended histogram modification

In 2008, in order to achieve high embedding capacity,
Chang et al. [19] improved Ni et al.’s scheme and

presented a new scheme based on histogram modification.

By calculating the differences between adjacent pixels
instead of simple pixel values, they extended Ni et al.’s
scheme. Since the pixel grayscale values in a local area
are often highly correlated and spatial redundancy, the
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distribution of pixel difference has a prominent maximum.
Hence, their scheme can offer higher embedding capacity
and keep lower distortion than Ni et al.’s scheme.
However, once the differences between adjacent pixels in
a certain sequential order are utilized to embed data, the
distribution of pixel difference does not maintain a
prominent maximum. This means that the performance of
their scheme will drastically decline after the initial
period embedding is applied.

III. PROPOSED SCHEME

In this section, we shall present the proposed scheme,
whose embedding and extracting processes will be
illustrated by the block diagrams shown in Figs. 1 and 2,
respectively.
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Figure 1. Data embedding algorithm.
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Figure 2. Data extraction algorithm.

To improve hiding capacity, we present an efficient
extension of the histogram modification technique by
calculating the differences between adjacent pixels in
different scan paths instead of the same sequential order
each time. In this way, we can obtain all-directional
adjacent pixel differences of a cover image. Furthermore,
multi-layer data embedding is used to increase the hiding
capacity, and in each embedding process, we can offer
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high embedding capacity and keep low distortion by
choosing the best scan path and the optimized pixel
difference. Details are given below.

A. Scan path

In order to obtain all-directional adjacent pixel
differences of a cover image, various scan paths could be
defined. Nine basic scan paths are defined in this work.
For simplicity, the basic scan paths are shown for 4x4
regions, as shown in Fig.3. Let / be a grayscale image
with H-rowxW-column pixels, in which each pixel takes
up 8 bits. After one scan path is assigned from Fig. 3, we
can obtain a series of pixel values py, p,, ps, ..., py along
the pre-assigned scan path, we have k = HxW.

I ] |4 DA Ay
| (/4
| | |7

< i e i R e
@ ® ©
NS Llrh
l\ N y L
s - |
A A |
@ © @
I l/ /IV /IV Pi <
s
nERINNNIBEIES
v [ [T v
® ® o

Figure 3. Nine basic scan paths. (a) path s1; (b) path s2; (c¢) path s3; (d)
path s4; (e) path s5; (f) path s6; (g) path s7; (h) path s8; (i) path s9.

B. Adjacent pixel difference

As mentioned above, for a cover image, we can obtain
a series of pixel values pi, ps, p3, ..., pr along a pre-
assigned scan path. Hence, we can compute -1 adjacent
pixel differences, and the sequence of adjacent pixel
differences is defined as <d,, d», ds, ..., di.;>, and d; is
given by

d=p.-p - (1

where 1<i<k.

Figure 4. Ni et al.’s and our histograms for Lena. (a) Ni et al.’s
histogram for Lena; (b) Our histogram for Lena.

For simplicity, in this paper, the terms “adjacent pixel
difference” and “pixel difference” are interchangeable.
The histogram of the pixel differences of image Lena
with size 512x512x8 is illustrated in Fig. 4 (b), where the
pre-assigned scan path are path s2. It is easy to see that
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difference histogram contains a larger number of points
with equal values than image histogram as shown in Fig.
4(a). The difference histogram for most natural images
would be similar to this, in the sense that difference
values with small magnitudes occur more frequently [12].

C. Difference histogram shifting

Before data embedding, we can adjust pixel
differences to obtain extra space. For this purpose, we
introduce a threshold 0, which is a nonnegative integer.
Assume that the pixel differences, whose absolute values
are equal to J, will be used to embed data. As Fig. 5
illustrates, two cases are taken into account for different o.

Case 1. 0=0

The pixel differences are modified to

) {d,.+1 if d, >0
d’ =

d. otherwise ’

1

2

where 1<i<k. After the pixel differences are modified, as
Fig. 5 (a) shows, there is no pixel difference with value 1;
in other words, we obtain extra space availably.

Case 2. 640

The pixel differences are modified to

d+1  ifd>6
d=1d,-1  ifd <=5 @)
d, otherwise

where 1<i<k. Also, as Fig. 5 (b) illustrates, after the pixel
differences are modified, there is no pixel difference with
value (J+1) or —(d+1) in the whole image.

The whole process described above is referred to as
difference histogram shifting in this paper.

- o = I e e - e e Y

(b g} A\-,i:u

Figure 5. Difference histogram shifting. (a) case 6=0; (b) case 0#0.

Obviously, histogram shifting causes a smaller change
in these differences than difference expansion (DE).
Therefore, it is not necessary to check whether a
histogram shift might cause overflow/underflow and the
proposed scheme also eliminates the need to have a
location map of the selected expandable locations. In
addition, the computational intensity required for
histogram shifting is much less than that required for the
compression decompression engine.

A histogram shift can be easily reversed if ¢ is known.
In fact, the reverse difference histogram shifting can be

given by
d’ -1
d; =3 .
d

1

if d”>1

otherwise

(4)
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for the case 0=0, and

d’ -1 if d'>o0+1
d =<d +1 ifd' <-(6+1) )
d; otherwise
for the case 0#0.

D. Data embedding and Extraction

After the difference histogram shifting, as mentioned
above, we obtain some extra space. Hence, we can embed
data as follows by exploiting the extra space.

Case 1. 0=0

Assume that the pixel differences with value 0 will be
employed to embed data, case 0=0 will deserve this
occasion. All pixel differences are scanned one by one,

once a di* with value 0 is encountered, the to-be-

embedded bit in the bit stream is checked. If the to-be-
embedded bit is 1, the pixel difference with value 0 is
added by 1. Otherwise, the pixel difference remains intact.
Case 2. 040
All pixel differences are scanned one by one, once a

d: with value 6 or —J is encountered, the to-be-

embedded bit is checked. If the to-be-embedded bit is 1,
the pixel difference with value J is added by 1, and the
pixel difference with value -0 is subtracted by 1.
Otherwise, the pixel difference remains intact.

The above mentioned data embedding process can be
described by

d'+1 ifd =0 and b=1
di={d' -1 if 520 and d/ =—5 and b=16)
d; otherwise

i

where 1<i<k and b is the to-be-embedded bit.
After embedding bits into the pixel differences, we can
produce the pixel values of the stego image by

(7

where 1<i<k, and the pixel p; remains unaltered in the
data embedding process. In fact, in extracting phase, as a
reference pixel, py is used to restore other pixel values.

P =p.,—d.
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Figure 6. An illustration of data embedding of our scheme with a 4x4
image, scan path s1 and J=0.
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An example of data embedding is shown in Fig.6.
Given a 4x4 image with pixel values being p;=196,
=196, p;=196, ps=198, ps=198, p=196, p;=193, ps=195,
po=195, p1=192, p1i=191, p1,=196, pi;=197, p14=193,
p15=194 and p;=198 along the scan path sl, the adjacent
pixel differences are then generated by (1) as follows:

dlzpz-p1:196-196:0, d2:p3-p2:196-196:0, d3:p4-
p3=198-196=2,  dy=ps-ps=198-198=0,  ds=pe-ps=196-
198=-2, d¢=pr-p=193-196=-3, d=ps-p;=195-193=2,
dg:pg-pg:195-195:0, dgzpl()-pgzl 92-1 95:—3, d10:p1 1~
P10=191-192=-1, d1\=p 2-p11=196-191=5,d\,=p13-p1,=197-
196:1, d13:p14-p]32193-197:-4, d14:p]5-p14:194—193:1,
d\s=p16-p15=198-194=4. Suppose the pixel differences
with value 0 (i.e., 0=0) are used to embed data and the
data bits are “1011”, then the pixel differences d,, d,, d4
and ds can be used to embed bits. After difference
histogram is shifted by using (2), due to embedding 1, the
differences d,, d; and dg are added by 1, 1 and 1,
respectively, and the differences d, remains intact due to
embedding 0. The fifteen pixels of the stego image are
generated by using (7), and p;¢ remains unchanged in the
whole data embedding process.

Let h(x) denote the number of the pixel differences
with value x, then the number of the absolute pixel
differences with value |x|, which is denoted by h(|x|), can
be given by

h(5)

hdlsh foro=0
(op= h(S) +h(-5)

. (®)
for 6 #0

Obviously, the amount of message that can be
embedded into an image equals to h(|J|) in our scheme in
a single pass.

Assume that there is no pixel with overflow or
underflow in the embedding phase, in the worst case, all
pixel values except for the reference pixel p; will be
altered by 1. Hence, the mean square error (MSE) is less
than one, i.e., MSE<I. So, the PSNR of the stego image
can be calculated by

PSNR=10xlog,, (25%3;55} > 48.13 (dB)- (9)

Data extraction process is a reverse process. With the
stego image and the scan path and the threshold J, we can
extract the hidden data and recover the original cover
image with no distortion.

E. Multi-layer embedding

As mentioned above, in the embedding phase, the
original pixel values are only altered by 1 or kept
unchanged. Therefore, as long as there is no pixel with
value “<1” or “>254”, the embedding process can be
applied to the stego image once again, so that more data
can be embedded into the cover image. In general, if
there is no pixel with value “<a” or “>(255-a)”, the
embedding process can be applied to the stego image a
times, and the whole process is called multi-layer
embedding.
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A tradeoff between the embedding capacity and the
visual quality of the stego image is a critical issue for data
hiding. From the angle of the embedding capacity, the
best scan path s and the most optimized threshold J,
which can provide the maximum number of absolute
pixel differences, should be used to embed data in each
embedding pass. However, as mentioned in section 3.3,
for a pre-assigned scan path, if we select a larger
threshold J to embed data, the number of the pixel
differences need to be adjusted will be smaller and the
visual quality of the stego image will be higher. Specially,
as shown in Fig. 4(b), sometimes the numbers of the pixel
differences are close to each other while the
corresponding difference values are very different. For
these pixel differences, we can choose a larger threshold
0 to embed data, and this can ensure that the PSNR value
is high while the embedding capacity remaining high
relatively.

Let D[s, 6] denote the number of the absolute pixel
differences with value 0 along the scan path s, and
MAX N is the maximum value of D[s, J] among all s
and J, and assume D[Spax, Omax] = MAX _N.

Then, we introduce another threshold 7. If Dls,
0>( MAX N-7), we say that MAX N and DJs, J] are
close to each other. Assume the sequence of the numbers
of absolute pixel differences, which satisfy Dls,
O[> (MAX N-T7), is defined as <D[sy, 01], D[s,, 0] , D[s3,
03], ..., D[sq, dq]>. Let J,, be the largest 6 among the
sequence of <d, &3, 03, ..., 05> If [Om-Omax|<1, 1.€., Oy 1S
close t0 dmax, Smax aNd gy are referred to as the best scan
path and the optimized threshold J; otherwise s, and J,
are referred to as the best scan path and the optimized
threshold 6. The detailed process is given by
Best Path Delta function which is described next.

Clearly, if the threshold T is set to 0, the maximum
number of absolute pixel differences will be used to
embed data. In general, along with the increase of 7, the
PSNR value of the stego image will increase, and the
embedding capacity will decrease. In this way, by
selecting a suitable 7, we can reach a good balance
between the embedding ratio and the stego image quality.
By employing the Best Path Delta function, we can
obtain the best scan path s and the optimized threshold 6,
hence, we can embed more data by using the best scan
path s and the optimized threshold ¢ each time. After that,
the new best scan path s and new optimized threshold &
could be obtained again using the Best Path Delta
function, and we can repeat the embedding process once
more.

ALGORITHM Best_Path Delta(/, 7, s, 9)
/* Inputs: image, /; the threshold, 7 */
/* Output: the best scan path s and threshold ¢ */
{
For each spe{sl,s2,...,s9}
D[sp, 0:255] <0
Get py, p2, p3, --., pr from I along the scan path sp
Fori=1to k-1
d — |pi-pil
D[sp, d] «=Dl[sp, d] + 1
End for
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End for
MAX N « max(D[s1:s9, 0:255]);
Find sy0x and Oy that satisfy D[Spax, Omax] = MAX N;
w158 < Smax; O < Omax
For each spe{sl, s2, ..., s9}
For d =0 to 255
If (D[sp, d]>( MAX N - T) and d>0yp,x+w)
S «—8p; 0 «— d; w— wtl;
End if
End for
End for

H

F. Prevention of Overflow/Underflow

As mentioned above, in multi-layer embedding
(assume that a-layer embedding would be applied), the
maximum change of pixel values in the cover image will
be +a. For an 8-bit grayscale image, the permitted range
is [0, 255]. Hence, if some pixel values in the cover
image are larger than (255-a) or less than o,
overflow/underflow may occur. For the pixels with value
less than a or larger than (255-a)), we can preprocess them
as follows.

Save their locations and grayscale values orderly in a
defined format to a file, and reset these pixel values like
this: If the original pixel value is less than a, reset it to a;
if the original pixel value is larger than (255-a), reset it to
(255-a).

The overhead file will be compressed losslessly. The
compressed overhead information and secret data are
concatenated and embedded into the cover image together.
As a result, actual data embedding capacity (pure payload)
is less than or equal to the maximum data embedding
capacity (payload).

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS

Eight grayscale images sized 512x512x 8 each, as
shown in Fig. 7(a)-(h), are used to evaluate the
performance of the proposed scheme. The secret data
used in our experiments are generated by a pseudo-
random number generator. The measurement of the
image quality used in the test is the peak signal to noise
ratio (PSNR). In general, the larger the PSNR is, the
higher the image quality is. Because the stego image can
be inverted to its original one after data extraction, the
embedding capacity is a significant factor when the visual
quality of the stego image does not decline to an
unacceptable degree, e.g., PSNR>30 dB[17].

A. Test image preprocessing

All test images are preprocessed before embedding
data. In our experiments, assume that 12-layer embedding
would be applied at most. Hence, the pixels with value
less than 12 or larger than (255-12) in every test image
have been preprocessed, i.c., we have saved their
locations and grayscale values to a file and reset them to
12 and 243, respectively. In this way, we generate some
overhead information, and the overhead information is
then compressed losslessly. As a result, images Lena,
Baboon, Boat, Peppers and Zelda have compressed
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overhead information of size 87, 587, 94, 7921 and 3845
bytes, respectively, and the PSNR values of these images
after preprocessing are 95.33, 58.40, 79.91, 47.28 and
54.67 dB, respectively.

Figure 7. Test images. (a) Lena; (b) Airplane; (c) Tiffany; (d) Barbara;
(e) Baboon; (f) Boat; (g) Peppers; (h) Zelda.

B. The result of 3-layer embedding

We first embed secret data into each test image by
applying 3-layer embedding, and the results are depicted
in Table 1. The parameters J and s are determined by
employing the Best Path Delta function, where the
threshold 7 is set to 1000.We re-implement Chang et al.’s
scheme on all the preprocessed test images, and the
results are also shown in Table I. As shown in Table I, all
test images except for “Barbara” image, our scheme
outperforms theirs in terms of payload and image quality.
For image Barbara, the payload of the proposed scheme
is higher than that of Chang et al.’s scheme, and their
PSNR value is a little higher than ours. It should be noted
that images with high textured areas and low correlation,
such as “Baboon”, produce less payload than smooth
images, like “Airplane”, and hence, embed less pure
payload size at lower PSNR.

TABLE I.
PERFORMANCE COMPARISONS BETWEEN CHANG ET
AL.’S ALGORITHM AND THE PROPOSED SCHEME ON ALL

TEST IMAGES.
Images Chang et al. Proposed
PSNR Payload Pure PSNR Payload Pure

(dB) payload (dB) payload

Lena 40.350 0.389 0.386 40.72 0.431 0.428

Airplane | 40.220 0.523 0.523 41.26 0.579 0.579
Tiffany | 39.730 0.468 0.468 41.79 0.541 0.541
Barbara | 39.870 0.303 0.303 39.63 0.370 0.370
Baboon | 39.220 0.176 0.158 39.34 0.177 0.159

Boat 40.340 0.392 0.389 40.85 0.438 0.435

Peppers | 39.210 0.506 0.264 40.21 0.524 0.282

Zelda 40.180 0.384 0.267 40.82 0.481 0.364

C. The result of 12-layer embedding

Next, we apply 12-layer embedding to all the test
images, and the results are illustrated in Table II. The
threshold ¢ and scan path s are determined by employing
the Best Path Delta function, where the threshold 7 is set
to 1000. As shown in Table II, our scheme can achieve
average pure payload 1.02 bpp, and this means that our
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scheme can offer very high payload. In our experiments,
we let threshold 7 be in the range of [200, 2500], and the
experimental results show that 7=1000 is a good
candidate on the whole.

TABLE II.
THE PERFORMANCE OF THE PROPOSED SCHEME WITH 12-
LAYER EMBEDDING ON ALL TEST IMAGES

Image PSNR(dB) Payload * Pure Payload
bits bpp bits bpp
Lena 30.12 282147 | 1.08 | 281451 1.07
Airplane 30.08 338492 | 1.29 | 338492 1.29
Tiffany 29.90 328307 | 1.25 | 328307 1.25
Barbara 2991 234631 | 0.90 | 234631 0.90
Baboon 30.06 133158 | 0.51 128462 0.49
Boat 30.36 276547 | 1.06 | 275795 1.05
Peppers 29.87 327825 | 1.25 264457 1.01
Zelda 30.11 312339 | 1.19 | 281579 1.07

a Average payload = 1.06 bpp; b Average pure payload = 1.02 bpp.

TABLE III.
THE PERFORMANCE OF THE PROPOSED SCHEME ON ALL
TEST IMAGES FOR PSNR>30 DB

Image PSNR(dB) Payload * Pure Payload b
bits bpp bits bpp
Lena 30.12 282147 | 1.08 | 281451 1.07
Airplane 30.08 338492 | 1.29 | 338492 1.29
Tiffany 30.69 314142 | 1.20 | 314142 1.20
Barbara 30.56 223896 | 0.85 | 223896 0.85
Baboon 30.06 133158 | 0.51 128462 0.49
Boat 30.36 276547 | 1.06 | 275795 1.05
Peppers 30.71 311404 | 1.19 248036 0.95
Zelda 30.11 312339 | 1.19 | 281579 1.07

a Average payload = 1.05 bpp; b Average pure payload = 1.00 bpp.

1.4 T T T T T T T T T
: : : : : : 1| —&—Lena
.| —B— Airplane
o | —#F—Tiffany
—#—— Barbara
.| —&— Bahoon ]
| ——Boat
—+—Peppers
T —=— Zelda

Payload (bpp)

30 32 34 3R 35 40 42 44 4G 45 A0
PSNR (dE)

Figure 8. The embedding capacity versus PSNR by the proposed
scheme with 12-layer embedding.

Due to the difference between the original image and
the stego image being unnoticeable by the human eye
when the PSNR value is higher than 30 dB [17], we
collect the results which the PSNR values of the stego
images are larger than 30 dB in Table III. It can be
observed that the average pure payload of the test images
for PSNR>30 dB can be up to 1.0 bpp. This implies that
the proposed scheme can offer high embedding capacity
and low image degradation. It can also be observed that
the payload of each image is different according to the
complexity of the cover image. In general, the higher the
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complexity of the cover image is, the lower the
embedding capacity is. The image Baboon has the least
payload among all the test images, and the embedding
capacity of image Airplane is up to 1.29 bpp.
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Figure 9. Performance comparison with existing reversible schemes
[18-19] based on histogram shifting. (a) Lena; (b) Baboon; (c) Barbara;
(d) Boat.
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The whole results that 12-layer embedding is applied
to each test image are illustrated in Fig. 8. Along with the
increase of embedding times, the payload increases while
the PSNR value decreases slowly. Hence, by controlling
the embedding times, we can reach a good tradeoff
between the embedding ratio and the stego image quality
depending on the purpose of the application itself.

Fig. 9 shows the performance comparison of payload
in bpp versus image quality in PSNR of the proposed
scheme with that of some existing histogram-based
lossless hiding schemes [18-19] for four commonly used
images. We can see that Ni et al.’s scheme [18] has low
embedding capacity compared to the others. Chang et al.
[19] have improved Ni et al.’s work and have derived
higher payload. Among the histogram-based schemes, it
is clear that our proposed scheme performs better than Ni
et al.’s and Chang et al.’s algorithms at all embedding
rates, for four test images.

D. Comparison between our scheme and some other
existing schemes with high capacity

Finally, to know exactly how competitive our work is,
we compare it with many well-accepted techniques. The
test images with size 512x512, namely Lena and Baboon
are used across the evaluated schemes to see how they
performed, and the comparison results are depicted in
Table IV. As shown in Table IV, our scheme can offer
the highest payload among all the schemes, and the
PSNR values of larger than 30dB show that the visual
quality does not decline to an unacceptable degree. Our
scheme outperforms Tian’s in terms of payload and
image quality. Though some schemes have higher PSNR
values, their payloads are limited relatively. The
embedding capacities of the proposed scheme in Table IV
are pure payload.

TABLE IV.
PERFORMANCE COMPARISONS AMONG SOME EXISTING
REVERSIBLE DATA HIDING SCHEMES ON TWO STANDARD
IMAGES: LENA AND BABOON.

Schemes Lena (512x512) Baboon (512x512)
Payload PSNR Payload PSNR

(bits) (dB) (bits) (dB)

Celik et al. [6] 74,600 38 15,176 38

Xuan et al. [8] 85,507 36.6 14,916 32.8
Tian [9] 233,067 29.97 95,852 29.41
Alattar [10] 173,655 36.6 86,264 36.6
Tsengetal. [11] | 274,992 30.44 94,576 30.54
Kamstra [14] 135547 35.20 103653 30.12
Our scheme 281,451 30.12 128,462 30.06

V. CONCLUSION

This paper proposes a new lossless data hiding scheme
using adjacent pixel difference based on scan path. Nine
basic scan paths are defined, and this means all-
directional adjacent pixel differences can be obtained. In
addition, multi-layer data embedding is used to increase
the hiding capacity, and in each embedding process, we
can offer high embedding capacity and keep low
distortion by choosing the best scan path and the
optimized threshold ¢. Experiments have been conducted
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to show the effectiveness of the proposed method.
Furthermore, the proposed scheme can conveniently
apply the multi-layer embedding to the cover image for
many times depending on the purpose of the application
itself.
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