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Year [Author] Rounds Type Chosen Plaintexts Time of Analysis1993 [22] 2 di�erential 210 2421993 [22] 2.5 di�erential 210 21061993 [9] 2.5 di�erential 210 2321997 [8] 3 di�erential-linear 229 2441997 [8] 3.5 truncated-di�erential 256 2671998 This paper 3.5 impossible-di�erential 238:5 2534� impossible-di�erential 237 2704.5 impossible-di�erential 264 2112� From the second to the �fth round.Table 1 Summary of our attacks on IDEA with reduced number of rounds comparedto the best previous results.IDEA, Khufu and Khafre block ciphers. The main idea is to �nd two eventswith probability one, whose conditions cannot be met together. In this casetheir combination is an impossible event, that we are looking for. Once theexistence of impossible events in a cipher is proved, it can be used directly as adistinguisher from a random permutation. Furthermore we can �nd the keys ofa cipher by analyzing the rounds surrounding the impossible event, and guessingthe subkeys of these rounds. All the keys that lead to impossibility are obviouslywrong. The impossible event in this case plays the role of a sieve, methodicallyrejecting the wrong key guesses and leaving the correct key. We stress that themiss in the middle technique is only one possible way to construct impossibleevents and the sieving technique is only one possible way to exploit them.In order to get a sense of the attack, consider a cipher E(�) with n-bit blocks,a set of input di�erences P of cardinality 2p and a corresponding set of outputdi�erences Q of cardinality 2q. Suppose that no di�erence from P can cause anoutput di�erence from Q. We ask how many chosen texts should be requestedin order to distinguish E(�) from a random permutation? In general about 2n�qpairs with di�erences from P are required. This number can be reduced by usingstructures (a standard technique for saving chosen plaintexts in di�erential at-tacks, see [5]). In the optimal case we can use structures of 2p texts which containabout 22p�1 pairs with di�erences from P . In this case 2n�q=22p�1 structuresare required, and the number of chosen texts used by this distinguishing attackis about 2n�p�q+1 (assuming that 2p < n� q + 1). Thus the higher is p+ q thebetter is the distinguisher based on the impossible event.This paper is organized as follows: In Section 2 we propose attacks on IDEA [19].We develop the best known attack on IDEA reduced to 3.5 rounds and the �rstattacks on 4 and 4.5 rounds, as described in Table 1. In Section 3 we show thatthis technique can also be applied to Khufu and Khafre [23]. Section 4 concludesthe paper with a discussion of provable security of ciphers against di�erentialattacks, and describes several impossible di�erentials of DES, FEAL, and CAST-256. 2



2 Cryptanalysis of IDEAThe International Data Encryption Algorithm (IDEA) is a 64-bit, 8.5-round non-Feistel block cipher with 128-bit keys, proposed by Lai and Massey in 1991 [19].It is a modi�ed version of a previous design by the same authors [18], with addedstrength against di�erential attacks [5].Although almost a decade has passed since its introduction, IDEA resistedintensive cryptanalytic e�orts [22, 9, 10, 12, 15, 8, 13]. Progress in cryptanalyzinground-reduced variants was very slow, starting with an attack on a two roundvariant of IDEA in 1993 [22] by Meier and leading to the currently best attack on3.5 rounds published in 1997 [8] by Borst et.al. In [17, page 79] IDEA reducedto four rounds was claimed to be secure against di�erential attacks. Table 1summarizes the history of attacks on IDEA and our new results described inthis paper (all attacks in this table are chosen plaintext attacks). In additionto these attacks two relatively large easily detectable classes of weak keys werefound: In [10] 251 weak keys out of the 2128 keys were found to be detectablewith 16 chosen plaintexts and 217 steps using di�erential membership tests, andin [13] 265 weak keys were found to be detectable given 20 chosen plaintextswith a negligible complexity under di�erential-linear membership tests. Still thechance of choosing a weak key at random is about 2�63 which is extremely low.Related key attacks [6] on 3.5 rounds [15] and on 4 rounds [13] of IDEA weredeveloped but these are mainly of theoretical interest. Due to its strength againstcryptanalytic attacks, and due to its inclusion in several popular crypto packages(such as PGP and SSH) IDEA became one of the best known and most widelyused ciphers.Before we describe the attacks we introduce our notation. IDEA is an 8.5-round cipher using two di�erent half-round operations: key mixing (which wedenote by T ) and M-mixing denoted by M = s �MA, where MA denotes amultiplication-addition structure and s denotes a swap of two middle words.4BothMA and s are involutions. T divides the 64-bit block into four 16-bit wordsand mixes the key to the data using multiplication modulo 216 + 1 (denoted by�) with 0 � 216 on words one and four, and using addition modulo 216 (denotedby �) on words two and three. The full 8.5-round IDEA can be written asIDEA = T � s � (s �MA � T )8 = T � s � (M � T )8:We denote the input to the key mixing step T in round i by X i, and its output(the input to M) by Y i. The rounds are numbered from one and the plaintext isthus denoted by X1. We later consider variants of IDEA with a reduced numberof rounds which start with M instead of T . In these variants the plaintext isdenoted by Y 1 (and the output of M is then X2). See Figure 1 for a picture ofone round of IDEA.In the rest of this section we describe a 2.5-round impossible di�erential ofIDEA, and a chosen plaintext attacks on IDEA reduced to 4 and 4.5 rounds4 As usual the composition of transformations is applied from right to left, e.g. MA isapplied �rst, and the swap s is applied on the result.3
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XFig. 1 One round of IDEA.using this impossible di�erential, which are faster than exhaustive search. Wealso describe a similar attack on 3.5-rounds of IDEA, which is more than 214times faster than the best previously known attack [8] and which uses 217 timesless chosen plaintexts. One interesting feature of these attacks is that they areindependent of many of the design details of IDEA: They work for any choiceof the MA permutation, and for any order of the � and � operations in thekey-mixing T . In addition they depend only marginally on the choice of thekey-scheduling of IDEA.2.1 A 2.5-round Impossible Di�erential of IDEAOur main observation is that IDEA has a 2.5-round di�erential with probabilityzero. Consider the 2.5 rounds M � T �M � T �M . Then the input di�erence(a; 0; a; 0) (where 0 and a 6= 0 are 16-bit words) cannot cause the output di�er-ence (b; b; 0; 0) after 2.5 rounds for any b 6= 0. To prove this claim, we make thefollowing observations:1. Consider a pair with an input di�erence (a; 0; a; 0) for a 6= 0. In such a pair,the inputs to the �rst MA-structure have di�erence zero, and the outputsof the �rst MA have di�erence zero. Thus, the di�erence after the �rst half-round (s �MA) is (a; a; 0; 0) (after the swap of the two middle words). After4



the next half-round (T ) the di�erence becomes (c; d; 0; 0) for some c 6= 0 andd 6= 0.2. Similarly, consider a pair with an output di�erence (b; b; 0; 0) for b 6= 0 after2.5 rounds. In such a pair the di�erence before the last half-round (M) is(b; 0; b; 0), and the di�erence before the last T is of the form (e; 0; f; 0) forsome e 6= 0 and f 6= 0.3. Therefore, if the input and output di�erences are both as above, the inputdi�erence of the middle half-round (M) is (c; d; 0; 0), and the output di�er-ence of the same half-round is (e; 0; f; 0). The di�erence before the swap ofthe two middle words is (e; f; 0; 0). From these di�erences we conclude thatthe di�erences of the inputs to the MA-structure in the middle half-round isnon-zero (c; d) = (e; f), while the output di�erence is (c� e; d� f) = (0; 0).This is a contradiction, as theMA-structure is a permutation. Consequently,there are no pairs satisfying both the input and the output di�erences si-multaneously.Due to symmetry there is another impossible 2.5-round di�erential, with inputdi�erence (0; a; 0; a) and output di�erence (0; 0; b; b).2.2 An Attack on 3.5-Round IDEAConsider the �rst 3.5 rounds of IDEA T � (M � T )3. We denote the plaintext byX1 and the ciphertext by Y 4. The attack is based on the 2.5-round impossibledi�erential with two additional T half-rounds at the beginning and end, andconsists of the following steps:1. Choose a structure of 232 plaintexts X1 with identical X12 , identical X14 , andall possibilities of X11 and X13 .2. Collect about 231 pairs from the structure whose ciphertexts satisfy Y 43 0 = 0and Y 44 0 = 0.3. For each such pair(a) Try all the 232 possible subkeys of the �rst T half-round that a�ect X11and X13 , and partially encrypt X11 and X13 into Y 11 and Y 13 in each ofthe two plaintexts of the pair. Collect about 216 possible 32-bit subkeyssatisfying Y 11 0 = Y 13 0. This step can be done e�ciently with 216 time andmemory complexity.(b) Try all the 232 possible subkeys of the last T half-round that a�ect X41and X42 , and partially decrypt Y 41 and Y 42 into X41 and X42 in each ofthe two ciphertexts of the pair. Collect about 216 possible 32-bit subkeyssatisfying X41 0 = X42 0. This step can be done e�ciently with 216 time andmemory complexity.(c) Make a list of all the 232 64-bit subkeys combining the previous twosteps. These subkeys cannot be the real value of the key, as if they do,there is a pair satisfying the di�erences of the impossible di�erential.4. Repeat this analysis for each one of the 231 pairs obtained in each structureand use a total of about 90 structures. Each pair de�nes a list of about 2325



incorrect keys. Compute the union of the lists of impossible 64-bit subkeysthey suggest. It is expected that after about 90 structures, the number ofremaining wrong key values is: 264 � (1 � 2�32)231�90 � 264 � e�45 � 0:5 andthus the correct key can be identi�ed as the only remaining value.5. Complete the secret key by analyzing the second di�erential (0; a; 0; a). Sim-ilar analysis will give 46 new key bits (16 bits out of 64 are in common withthe bits that we already found, and two bits 17 and 18 are common betweenthe 1st and 4th rounds of this di�erential). Finally guess the 18 bits that arestill not found to complete the 128-bit secret key.This attack requires about 238:5 chosen plaintexts and about 253 steps of analysis.This analysis requires only about 248 memory (apart from the memory requiredto keep the plaintexts and the ciphertexts) when performed in a slightly di�erentorder.2.3 An Attack on a 4-Round IDEAThe attack is also applicable to IDEA reduced to 4 rounds: (M � T )4, fromsecond to the �fth round (inclusive). We denote the plaintext by X2 and theciphertext by X6. Depending on the starting round and on the di�erential beingused ((a; 0; a; 0) or (0; a; 0; a)), there is a varying amount of overlap between thesubkey bits. In the case of our choice (from second to the �fth round, with the�rst di�erential), we will work with subkeys:Z21 [97 : : :112]; Z23 [26 : : :41]; Z51 [76 : : : 91]; Z52 [92 : : :107]; Z55 [12 : : : 27]; Z56 [28 : : : 43];these have 69 distinct key bits out of 6 �16 = 96. The attack guesses the two sub-keys Z55 ; Z56 of the last MA structure, and for each guess performs the previousattack on 3.5 round IDEA. More precisely:1. For each guess of Z55 ; Z56 :(a) Decrypt the last half round of all the structures, using the guessed sub-keys.(b) For each structure �nd all pairs with zero di�erences in the third andfourth words, leaving about 231 pairs per structure.(c) For each pair:i. Notice that at this point we already know Z23 due to the subkeyoverlap. Thus we calculate the di�erence of the third words:(Z23 �X23 )� (Z23 �X23 �);and �nd the key Z21 , which produces the same di�erence in the �rstwords: (Z21 �X21 )� (Z21 �X21 �):On average only one Z21 is suggested per pair.6



ii. Similarly �nd the pairs of keys Z51 and Z52 which cause equal di�er-ences at the 5th round. Since Z21 and Z52 share eleven key bits, we areleft with about 25 choices of subkey pairs, and thus with about 25choices of newly found 37 subkey bits. These choices are impossible.(d) We need about 50 structures to �lter out all the wrong keys (this isbecause we �x many key bits at the outer-most loop):237 � �1� 25237�231�50 � 237 � e�37 � 2�162. After analyzing all the structures only a few possible subkey values remain.These values are veri�ed using auxiliary techniques.This attack requires about 50 �232 � 238 chosen plaintexts packed into structuresas in the previous section. The total complexity of this attack consists of about232 � 238 half-round decryption (MA) steps which are equivalent to about 267 4-round encryptions plus about 232 � 237 � 25 � 274 simple steps. When these stepsare performed e�ciently, they are equivalent to about 270 4-round encryptionsteps, and thus the total time complexity is about 270 encryptions.2.4 An Attack on a 4.5-Round IDEAIn this section we describe our strongest attack which can be applied to the 4.5rounds of IDEA described by: M � (T �M)4 which start after the �rst T half-round. We denote the plaintext by Y 1 and the ciphertext by X6. In additionto the 64 key bits considered in the previous section we now need to �nd thesubkeys of the two additional M half-rounds. We observe however, that only 16of these key bits are new, and the other 48 bits are either shared with the setwe found in the previous section, or are shared between the �rst and the lasthalf-rounds. Therefore, it su�ces to guess 80 key bits in order to verify whetherthe impossible di�erential occurs. These key bits are 12{43, 65{112, covering thesubkeys: Z15 [65 : : : 80]; Z16 [81 : : :96]; Z21 [97 : : : 112]; Z23 [26 : : : 41];Z51 [76 : : : 91]; Z52 [92 : : :107]; Z55 [12 : : :27]; Z56 [28 : : : 43]:The attack consists of the following steps:1. Get the ciphertexts of all the 264 possible plaintexts.2. De�ne a structure to be the set of all 232 encryptions in which X22 andX24 are �xed to some arbitrary values, and X21 and X23 range over all thepossible values. Unlike the previous attacks, these structures are based onthe intermediate values rather than on the plaintexts.3. Try all the 280 possible values of the 80 bits of the subkeys. For each suchsubkey(a) Prepare a structure, and use the trial key to partially decrypt it by onehalf-round with the keys Z15 and Z16 to get the 232 plaintexts.7



(b) For each plaintext �nd the corresponding ciphertext and partially de-crypt the last two half-rounds by the trial subkeys (Z55 ; Z56 and Z51 ; Z52).Partially encrypt all pairs in the structure with the subkeys Z21 and Z23 .(c) Check whether there is some pair in the structure which satis�es the64-bit condition Y 21 0 = Y 23 0, X51 0 = X52 0, Y 53 0 = 0, and Y 54 0 = 0.(d) If there is such an impossible pair, the trial 80-bit value of the subkeyscannot be the right value.(e) If there is no such pair in the structure, try again with another structure.(f) If no pairs are found after trying 100 structures, the trial 80-bit value isthe real value of the 80 bits of the key.4. Assuming that a unique 80 bit value survives the previous steps, the remain-ing 48 bits of the key can be found by exhaustive search.This attack requires 264 plaintexts, and �nds the key within 2112 steps usingabout 232 memory. This is about 216 times faster than exhaustive search. SeeTable 1 for a summary of our attacks on IDEA compared to the best previousattacks.3 Attacks on Khufu and KhafreKhufu and Khafre are two 64-bit block 512-bit key ciphers designed byMerkle [23]with a fast software implementation in mind. Khufu is faster than Khafre dueto a smaller number of rounds but has a much slower key-setup. The strengthof Khufu is based on key-dependent 8x32-bit S-boxes. These are unknown toan attacker and thus defy analysis based on speci�c properties of the S-boxes.The only additional way in which the key is used is at the beginning and at theend of the cipher, where 64-bit subkeys are XORed to the plaintext and to theciphertext. The cipher is a Feistel cipher, so the input to a round is split intotwo 32-bit halves L and R. Each round consists of the following simple steps:1. Use the least signi�cant byte of L as an input to the S-box: S[LSB(L)].2. XOR the output of the S-box with R: R = R� S[LSB(L)].3. Rotate L by several bytes according to the rotation schedule.4. Swap L and R.The S-box is changed every eight rounds in order to avoid attacks based onguessing a single S-box entry. The rotation schedule of Khufu for every eightrounds is: 2; 2; 1; 1; 2; 2; 3; 3 (byte rotations to the right). Since our attack worksequally well for any rotation schedule we simplify the description of the attackby assuming that all the rotations are by a single byte to the left. A descriptionof this simpli�ed version of Khufu can be found in Figure 2. Khafre di�ers fromKhufu only in two aspects: its S-boxes are known, and it XORs additional 64-bitsubkeys to the data every eight rounds. The best currently known attack onKhafre is by Biham and Shamir [5], which requires about 1500 chosen plaintextsfor attacking 16 rounds, and about 253 chosen plaintexts for attacking 24 rounds.The best attack on Khufu is by Gilbert and Chauvaud [11]. It requires about 2438
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Fig. 2 Description of Khufu.chosen plaintexts and 243 operations (preliminary information on the secret keycan be derived with about 231 chosen plaintexts in 231 steps). It is believed thatKhufu is stronger than Khafre, since Khufu has secret key-dependent S-boxes,which prohibit attacks based on analysis of speci�c S-boxes.Interestingly the approach described in this section is not very sensitive tothe di�erences between these two ciphers, and works well for both of them sinceit is independent of the concrete choice of the S-boxes and (surprisingly) doesnot assume their knowledge by an attacker. We describe our attack on Khufu,and unless explicitly stated otherwise all the results hold for Khafre as well,usually with smaller complexities.3.1 Impossible Di�erentials of KhufuIn this section we describe long impossible di�erentials for Khufu. The impos-sibilities in Khufu stem mainly from the fact that the avalanche e�ect of thedi�erence can be postponed by eight rounds. This leads to many eight rounddi�erentials with probability one, whose concatenation is contradictory. Due tothe byte-oriented structure of Khufu, these di�erentials come in sets of 256 or9



larger, and allow tight packing into structures. We study mainly the di�eren-tials with an eight byte input di�erence 000000*0, where 0 denotes a byte withzero di�erence and * denotes a byte with arbitrary non-zero di�erence. Howevertwo byte and three byte input di�erences are possible as long as p + q remainsconstant (see the relevant discussion in the Introduction). Notice that a XORof two di�erent S-box entries necessarily looks like ****, since the S-boxes ofKhufu are built from four permutations. Let us study one of these di�erentialsin some more detail.The di�erential that we describe below spans 14 rounds of Khufu, and coversthe set of 256 input di�erences and the corresponding set of impossible 232 outputdi�erences. An 18-round di�erential can be obtained similarly, and will appearin the �nal version of this paper.1. Consider a pair of inputs with di�erence 000000*0. After eight rounds ofKhufu this di�erence turns into the di�erence ****00*0.2. Similarly consider a pair with the output di�erence *00**00* after the14th rounds. This output di�erence can only be derived from a di�erence0**00**0 at the output of the 10th round. Thus in order for an input di�er-ence 000000*0 to cause output di�erence *00**00*, the necessary conditionis that the di�erence ****00*0 at the input to the 9th round causes thedi�erence 0**00**0 at the output of the 10th round. This may happen onlyif 00*0�****=00**, which is clearly impossible, since * is a non-zero di�er-ence.For additional impossible di�erentials of Khufu with up to 20 rounds see Table 3(these were observed experimentally on a small model of Khufu with 24-bit blockand 3x12-bit S-boxes using 100 di�erent keys). If these di�erentials hold for full64-bit Khufu, then using the 20-round impossible di�erential from Table 3 it ispossible to distinguish Khufu from a random cipher, with only about 248 chosenplaintexts. This is the �rst cryptanalytic result for Khufu with more than 16rounds.By experimentally analyzing reduced models of Khufu we noticed that somedi�erentials are impossible for fractions of the key-space, and not for all the keys.Below we describe some of the key-dependent impossible di�erentials5 found on a24-bit Khufu. Key-dependent di�erentials cover more rounds of Khufu, since theycome from corresponding impossible di�erentials (with the same input/outputconditions) by adding few rounds in the middle of Khufu. This way the con-tradiction in the middle becomes key-dependent. See Table 2 for examples ofsuch di�erentials. In order to get the results for 24 rounds we tested 100 di�er-ent keys, with 221 structures of eight 24-bit plaintexts (each structure contains8 � 7=2 = 28 pairs). In a random mapping one would expect to get about 30pairs with di�erence in a single byte and about 180 pairs with di�erences intwo bytes. If the key fraction for the full 64-bit Khufu is the same, then we canuse the impossible di�erential for 16 rounds of Khufu (third line of Table 2) as5 Conditional (key-dependent) characteristics were studied in the case of conventionaldi�erential cryptanalysis in [3]. 10



Rounds Input Output Type Key Fraction14 000000*0 6�! **0**00* Impossible 14%14 000000*0 6�! *00***00 Impossible 10%16 000000*0 6�! *00**00* Impossible 48%18 000000*0 6�! *00*000* Impossible 64%23 000000*0 6�! 0000000* Impossible 58%23 000000*0 6�! 000*0000 Impossible 86%23 000000*0 6�! *0000000 Impossible 19%23 000000*0 6�! 000*000* Impossible 2%24 000000*0 6�! 000*0000 Impossible 19%Table 2 Some Impossible Key-Dependent di�erentials of Khufu (derived from 24-bitmodel).an e�cient distinguisher of Khufu from a random cipher. We need about 234pairs with input di�erence 000000*0. Thus we can use 227 chosen plaintextspacked into 219 structures of 28 chosen plaintexts, each containing 215 pairs.This data can be used to distinguish 16-round Khufu from a random permuta-tion with 227 chosen plaintexts and in 227 steps using an array of 216 of wordswith 1� (1� 2�32)234 � 1� ( 1e )4 � 0:98 success probability for half of the keys.3.2 Attacks on KhufuWe are aware of attacks on Khufu with more than 20 rounds that �nd the fulldescription of the unknown S-boxes faster than via exhaustive search. However,the description of these attacks is too long for this submission, and will ap-pear in the �nal version of this paper. Below we show an attack on a 16-roundversion of Khufu using the 15-round impossible di�erential shown in Table 3(000000*06�!*00**00*) from the 1st to the 15th round). Since the S-boxes areunknown, we can always assume that the bytes of the last subkey can be ar-bitrarily set to zero, yielding an equivalent (but modi�ed) description of thecorresponding S-boxes (and using a modi�ed �rst subkey).1. Encrypt structures of 256 plaintexts di�ering only in the 7th byte (we countthe bytes of the block from left to right).2. Check all the 215 pairs contained in the structure and retain only those withzero di�erence in ciphertext bytes 5 and 6 (2�16 of all pairs are left). Inaddition we can discard a small number of pairs that have zero di�erence inbyte 2 or 3.3. Denote the inputs to the S-box used in the last round in a particular pair byi and j. Denote the ciphertext di�erence by C 0 = C 01; C 02; : : : ; C 08. For eachremaining pair we get the impossible condition on the two middle bytes ofS[i]� S[j]: S[i]2 � S[j]2 6= C 02 and S[i]3 � S[j]3 6= C 0311



Rounds Input Output Type14 000000*0 6�! *00**00* Impossible14 00*000*0 6�! *00*000* Impossible15 000000*0 6�! *00**00* Impossible15 000000*0 6�! *00*000* Impossible15 000000*0 6�! *00**000 Impossible15 000000*0 6�! 000**00* Impossible15 000000*0 6�! *000*00* Impossible16 000000*0 6�! 000*000* Impossible16 000000*0 6�! *000000* Impossible16 000000*0 6�! 000**000 Impossible18 000000*0 6�! 000*0000 Impossible18 000000*0 6�! *0000000 Impossible18 000000*0 6�! 0000000* Impossible20 000000*0 6�! 000*0000 ImpossibleTable 3 Some Impossible di�erentials of Khufu (derived from 24-bit model).About two structures (29 chosen plaintexts) are su�cient in order to �nd the�rst such constraint. However in order to actually derive an S-box from suchconstraints it seems that at least 232 constraints are required. Thus the totaldata requirements of this attack rises to 241 chosen plaintexts.It is interesting to note that these attacks are particularly sensitive to re-dundancy in the plaintexts. If the distribution of the plaintexts is not uniform,then in some cases we can e�ciently convert these chosen message attacks intoknown-plaintext and even ciphertext-only attacks, similarly to [7].4 Concluding RemarksSince the introduction of di�erential cryptanalysis in 1990 various approaches tothe design of ciphers with provable security against this attack were suggested(see for example [2, 26, 21]). One way of proving a cipher to be secure againstdi�erential attack is to show an upper bound on the probability of the best di�er-ential. For example in [26] for a Feistel cipher with a bijective round function theprobability of a three (or more) round di�erential was proved to be less than 2p2,where p is the highest probability for a non-trivial one-round di�erential.6 Thisresult makes it possible to construct Feistel ciphers with few rounds which areprovably resistant against conventional di�erential cryptanalysis (for example,four rounds with best di�erential probability � 261). Examples of such ciphersare KN [26]7 and MISTY [20].Notice however that any four and �ve round Feistel cipher has lots of impos-sible di�erentials, which are independent of the exact properties of the round6 A better bound of p2 was proved later by Aoki and Ohta.7 Recently broken by high-order di�erential techniques [28, 14].12



function (this was already observed in [16] in the case of DEAL cipher). Forexample, if the round function is bijective then for any value of a 6= 0, we havean impossible �ve-round di�erential (a; 0) 6! (a; 0), since it causes a zero outputdi�erence at the third round, but the round function is bijective and the inputdi�erence of this round is non-zero.Using the properties of the round function one can usually extend the impos-sible di�erentials to cover even more rounds of a cipher. For example, for DESwe can devise many 7-round impossible di�erentials: Denote by � the set of allthe 24 one-bit and two-bit di�erences, that activate only one S-box after theexpansion E. Let � 2 � be one such di�erence. Consider 64-bit input di�erence(�; 0). After the second round only four bits may di�er. At the third round thesefour bits make at most six S-boxes active8 and thus at the input to the fourthround speci�c 14-15 bits have di�erence zero and either one or two bits di�erwith probability one. On the other hand we may consider 64-bit output di�er-ence after the seventh round (without the �nal swap): (�; 0), where � 2 �. Dueto symmetry it also leads to 14-15 bits with di�erence of zero, at the input to thefourth round and either one or two bits with a di�erence of one. If for example� and � activate the same S-box but � 6= � then the di�erential (�; 0) ! (�; 0)is impossible. Also if the bits of (�; 0) which di�er with probability one have anintersection with zero di�erence bits of (�; 0) at the fourth round, then a suchdi�erential is also impossible.FEAL [24, 25] has three 3-round characteristics with probability one. Usingtwo such characteristics, with additional three rounds in between results in thefollowing impossible di�erential (here x denotes a hexadecimal number):(02000000x; 8080000x) 6�! (02000000x; 8080000x):In this case the characteristics with probability one ensure that the data afterround three and before round seven has the same di�erence: (02000000x; 8080000x).Therefore, the output di�erence of the F -function in round �ve is zero, and thusthe input di�erence of F in this round is zero as well (since F in FEAL is a per-mutation). The input di�erence of F in round four is 02000000x and the outputdi�erence must be 80800000x which is impossible in the F function of FEAL (forexample bit 19 of the output always di�ers for the speci�ed input di�erence).CAST-256 [1] has 20-round impossible di�erential (17 rounds forward and 3rounds backwards, or vice versa) with inputs and outputs which di�er only byone word.Another general belief is that large expanding S-boxes (n bits of input, mbits of output, n � m) o�er increased security against di�erential attacks. Inparticular 8x32 bit S-boxes are very popular, and can be found in Khufu, Khafre,CAST, Blow�sh, Two�sh and other ciphers. However, di�erence distributiontables of such S-boxes contain very few possible entries { at most 216, and all theother 232 � 216 pairs of input/output di�erences are impossible. This facilitates8 Due to the design principles of DES, the four output bits of an S-box inuence twoexpanding and two non-expanding bits of S-boxes in the next rounds. Thus at mostsix S-boxes are activated at the next round.13
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