ResearchGate

See discussions, stats, and author profiles for this publication at:

A taxonomy of DDoS attack and DDoS Defense
mechanisms

Article /1 ACM SIGCOMM Computer Communication Review - May 2004

Impact Factor: 1.12 - DOI: 10.1145/997150.997156 - Source: CiteSeer

CITATIONS READS
745 948

2 authors, including:

@ University of California, Los Angeles

189 PUBLICATIONS 4,546 CITATIONS

SEE PROFILE

Allin-text references are linked to publications on ResearchGate, Available from: Peter Reiher
letting you access and read them immediately. Retrieved on: 08 May 2016


https://www.researchgate.net/publication/2879658_A_taxonomy_of_DDoS_attack_and_DDoS_Defense_mechanisms?enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE%3D&el=1_x_2
https://www.researchgate.net/publication/2879658_A_taxonomy_of_DDoS_attack_and_DDoS_Defense_mechanisms?enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE%3D&el=1_x_3
https://www.researchgate.net/?enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE%3D&el=1_x_1
https://www.researchgate.net/profile/Peter_Reiher?enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE%3D&el=1_x_4
https://www.researchgate.net/profile/Peter_Reiher?enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE%3D&el=1_x_5
https://www.researchgate.net/institution/University_of_California_Los_Angeles?enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE%3D&el=1_x_6
https://www.researchgate.net/profile/Peter_Reiher?enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE%3D&el=1_x_7

A Taxonomy of DDoS Attack
and DDoS Defense Mechanisms:

Jelena Mirkovic
3564 Boelter Hall
Computer Science Department
Los Angeles, CA 90095

sunshine@cs.ucla.edu

ABSTRACT

Distributed denial-of-service (DDoS) is a rapidly growing
problem. The multitude and variety of both the attacks
and the defense approaches is overwhelming. This paper
presents two taxonomies for classifying attacks and defenses,
and thus provides researchers with a better understanding
of the DDoS problem. The attack classification criteria was
selected to highlight commonalities and important features
of attack strategies, that define challenges and dictate the
design of countermeasures. The defense taxonomy classifies
the body of existing DDoS defenses based on their design
decisions; it then shows how these decisions dictate the ad-
vantages and deficiencies of a proposed solution.

1. INTRODUCTION

Distributed denial-of-service attacks pose an immense threat

to the Internet, and many defense mechanisms have been
proposed to combat the problem. Attackers constantly mod-
ify their tools to bypass these security systems, and re-
searchers in turn modify their approaches to handle new
attacks. The DDoS field is quickly becoming more and
more complex, and has reached the point where it is dif-
ficult to see the forest for the trees. On one hand, this hin-
ders an understanding of the distributed denial-of-service
phenomenon. Multitudes of known attacks create the im-
pression that the problem space is vast, and hard to explore
and address. On the other hand, existing defense systems
deploy various strategies to counter the problem, and it is
difficult to asses their effectiveness and cost, and to compare
them to each other.

This paper proposes a taxonomy of DDoS attacks and a
taxonomy of DDoS defense systems. Together, they struc-
ture the DDoS field and facilitate a global view of the prob-
lem and solution space. By setting apart and emphasizing
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crucial features of attack and defense mechanisms, while ab-
stracting detailed differences, these taxonomies can be used
by researchers to answer many important questions:

e What are the different ways of perpetrating a DDoS
attack?” Why is DDoS a difficult problem to handle?

e What attacks have been handled effectively by exist-
ing defense systems? What attacks still remain unad-
dressed and why?

e Given two defense mechanisms, A and B, how would
they perform if attack C occurred? What is their de-
ployment cost? What are their vulnerabilities? Can
they complement each other and how? Are there some
deployment points that are better suited for A than B
and vice versa?

e What are the unsolved problems and how can one con-
tribute to the field?

The proposed taxonomies are complete in the following
sense: the attack taxonomy covers known attacks and also
those which have not currently appeared but are poten-
tial threats that would affect current defense mechanisms;
the defense system taxonomy covers not only published ap-
proaches but also some commercial approaches that are suf-
ficiently documented to be analyzed. Along with classifica-
tion, we provide representative examples of existing mecha-
nisms.

We do not claim that these taxonomies are as detailed as
possible. Many classes could be divided into several deeper
levels. Also, new attack and defense mechanisms are likely
to appear, thus adding new classes to the ones we propose.
Our goal was to select several important features of attack
and defense mechanisms that might help researchers design
innovative solutions, and to use these features as classifi-
cation criteria. It was also important not to confuse the
reader with a too elaborate and detailed classification. It is
our hope that our work will be further extended by other
researchers.

We also do not claim that classes divide attacks and de-
fenses in an exclusive manner, i.e. that an instance of an
attack or a particular defense system must be classified into
a single class based on a given criterion. It is possible for an
attack to be comprised of several mechanisms, each of them
belonging to a different class.

The depth and width of the proposed taxonomies are not
suitable for a traditional numbering of headings — numbers



would quickly become too elaborate to follow. We therefore
introduce a customized marking (numbering) of subsection
headings in Sections 3 and 5. Each classification criterion
is marked abbreviating its name. Attack classes under this
criterion are marked by criterion abbreviation and an ara-
bic number, connected by a dash. To indicate depth of a
specific criterion or a class in the taxonomy, the complete
mark of a subsection is generated by traversing the tax-
onomies depicted in Figure 1 and Figure 2, from root to
the object in question, concatenating levels with a colon.
For example: if an attack classification criterion is degree of
automation, it will bear the mark DA. The second attack
class under this criterion, semi-automatic attacks, will bear
the mark DA-2. One level below, semi-automatic attacks
are divided according to communication mechanism (head-
ing mark DA-2:CM) into attacks with direct communica-
tion (heading mark DA-2:CM-1) and attacks with indirect
communication (heading mark DA-2:CM-2). To keep the
heading names short, some words are omitted. In the pre-
vious example, the subsection describing division by degree
of automation will bear the heading DA: Degree of Automa-
tion, whereas the complete heading should be DA: Attack
Classification by Degree of Automation. The subsection de-
scribing attacks with indirect communication will bear the
heading DA-2:CM-2: Indirect Communication, whereas the
complete heading should be DA-2:CM-2: Semi-Automatic
Attacks with Indirect Communication.

This paper does not propose or advocate any specific DDoS
defense mechanism. Even though some sections might point
out vulnerabilities in certain classes of defense systems, our
purpose is not to criticize, but to draw attention to these
problems so that they might be solved. Following this intro-
duction, Section 2 investigates the problem of DDoS attacks,
and Section 3 proposes their taxonomy. Section 4 discusses
the DDoS defense challenge, and Section 5 proposes a tax-
onomy of DDoS defense systems. Section 6 discusses how
to use the taxonomies. Section 7 provides an overview of
related work, and Section 8 concludes the paper.

2. DDOS ATTACK OVERVIEW

A denial-of-service attack is characterized by an explicit
attempt by attackers to prevent the legitimate use of a ser-
vice [12]. A distributed denial-of-service attack deploys mul-
tiple machines to attain this goal.

There are many ways to perpetrate a denial-of-service at-
tack. One frequently exercised approach is for the attacker
to send a stream of packets to a victim; this stream con-
sumes some key resource, thus rendering it unavailable to
the victim’s legitimate clients. Another common approach
is for the attacker to send a few malformed packets that con-
fuse an application or a protocol on the victim machine and
force it to freeze or reboot. In September 2002 there was an
onset of attacks that overloaded the Internet infrastructure
rather than targeting specific victims [48]. Yet another pos-
sible way to deny service is to subvert machines in a victim
network and consume some key resource so that legitimate
clients from the same network cannot obtain some inside or
outside service. This list is far from exhaustive. It is cer-
tain that there are many other ways to deny service on the
Internet, some of which we cannot predict, and these will
only be discovered after they have been exploited in a large
attack. In an attempt to better understand the denial-of-
service phenomenon, this section will answer following ques-

tions: (1) what makes DDoS attacks possible, (2) how do
DDoS attacks occur, and (3) what is the attacker’s motiva-
tion.

2.1 Internet Architecture

The Internet was designed with functionality, not secu-
rity, in mind, and it has been very successful in reaching
its goal. It offers participants fast, simple and cheap com-
munication mechanisms, enforced with various higher-level
protocols that ensure reliable or timely delivery of messages
or a certain level of quality of service. Internet design fol-
lows the end-to-end paradigm: communicating end hosts de-
ploy complex functionalities to achieve desired service guar-
antees, while the intermediate network provides the bare-
minimum, best-effort service of simply forwarding packets
from the source to the destination. The Internet is man-
aged in a distributed manner; therefore, no common policy
can be enforced among its participants. The Internet de-
sign opens several security issues concerning opportunities
for distributed denial-of-service attacks:

1. Internet security is highly interdependent. DDoS
attacks are commonly launched from systems that are
subverted through security-related compromises. Re-
gardless of how well secured the victim system may
be, its susceptibility to DDoS attacks depends on the
state of security in the rest of the global Internet [19].

2. Internet resources are limited. Each Internet en-
tity (host, network, service) has limited resources that
can be consumed by too many users.

3. The power of many is greater than the power
of few. Coordinated and simultaneous malicious ac-
tions by some participants will always be detrimental
to others if the resources of the attackers are greater
than the resources of the victims.

4. Intelligence and resources are not collocated.
An end-to-end communication paradigm led to stor-
ing most of the intelligence needed for service guaran-
tees with end hosts, limiting the amount of processing
in the intermediate network so that packets could be
forwarded quickly and at minimal cost. At the same
time, a desire for large throughput led to the design
of high bandwidth pathways in the intermediate net-
work, while the end networks invested in only as much
bandwidth as they thought they might need. Thus,
malicious clients can misuse the abundant resources
of the unwitting intermediate network for delivery of
numerous messages to a less provisioned victim.

5. Accountability is not enforced. In IP packets the
source address field is assumed to carry the IP address
of the machine that originated the packet. This as-
sumption is not generally validated or enforced at any
point on route from the source to the destination. This
creates the opportunity for source address spoofing —
the forging of source address fields in packets. Source
address spoofing gives attackers a powerful mechanism
to escape accountability for their actions, and some-
times even the means to perpetrate attacks (reflector
attacks, such as the Smurf [17] attack).

6. Control is distributed. Internet management is dis-
tributed, and each network is run according to local
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policies defined by its owners. The implications of this
are many. There is no way to enforce global deploy-
ment of a particular security mechanism or security
policy, and due to privacy concerns, it is often impos-
sible to investigate cross-network traffic behavior.

2.2 DDeoS Attack Strategy

A distributed denial-of-service is carried out in several
phases. The attacker first recruits multiple agent (slave)
machines. This process is usually performed automatically
through scanning of remote machines, looking for security
holes that will enable subversion. Vulnerable machines are
then exploited using the discovered vulnerability, and they
are infected with the attack code. The exploit/infect phase
is also automated, and the infected machines can be used
for further recruitment of new agents. Agent machines are
used to send the attack packets. Attackers usually hide the
identity of subverted machines during the attack through
spoofing of the source address field in attack packets. Note,
however, that spoofing is not always required for a success-
ful DDoS attack. With the exception of reflector attacks,
all other attack types use spoofing only to hinder attack
detection and discovery of agent machines.

2.3 DDoS Goals

The goal of a DDoS attack is to inflict damage on the vic-
tim. Frequently the ulterior motives are personal reasons (a
significant number of DDoS attacks are perpetrated against
home computers, presumably for purposes of revenge), or
prestige (successful attacks on popular Web servers gain the
respect of the hacker community). However, it is not un-
likely that some DDoS attacks are performed for material
gain (damaging competitor’s resources) or for political rea-
sons (a country at war could perpetrate attacks against its
enemy’s critical resources, potentially enlisting a significant
portion of the entire country’s computing power for this ac-
tion). In some cases, the true victim of the attack might not
be the actual target of the attack packets, but others who
rely on the target’s correct operation.

3. TAXONOMY OF DDOS ATTACKS

In order to devise a taxonomy of distributed denial-of-
service attacks, we observe the means used to prepare and
perform the attack (recruit, exploit and infect phases), the
characteristics of the attack itself (use phase) and the effect
it has on the victim. Figure 1 summarizes the taxonomy. In
the remainder of this section we discuss each of the proposed
criteria and classes.

DA: Degree of Automation

Each of the recruit, exploit, infect and use phases can be
performed manually or can be automated. Based on the de-
gree of automation, we differentiate between manual, semi-
automatic and automatic DDoS attacks.

DA-1: Manual

Only the early DDoS attacks belonged to the manual cat-
egory. The attacker scanned remote machines for vulner-
abilities, broke into them, installed attack code, and then
commanded the onset of the attack. All of these actions
were soon automated.

DA-2: Semi-Automatic

In semi-automatic attacks, the DDoS network consists of
handler (master) and agent (slave, daemon) machines. The
recruit, exploit and infect phases are automated. In the use
phase, the attacker specifies the attack type, onset, duration
and the victim via the handler to agents, who send packets
to the victim.

DA-2:CM: Communication Mechanism

Based on the communication mechanism deployed between
agent and handler machines, we divide semi-automatic at-
tacks into attacks with direct communication and attacks
with indirect communication.

DA-2:CM-1: Direct Communication

During attacks with direct communication, the agent and
handler machines need to know each other’s identity in order
to communicate. This is usually achieved by hard-coding
the IP address of the handler machines in the attack code
that is later installed at the agent machine. Each agent
then reports its readiness to the handlers, who store its IP
address for later communication. The obvious drawback of
this approach is that discovery of one compromised machine
can expose the whole DDoS network. Also, since agents and
handlers listen to network connections, they are identifiable
by network scanners.

DA-2:CM-2: Indirect Communication

Attacks with indirect communication deploy a level of indi-
rection to increase the survivability of a DDoS network. Re-
cent attacks provide the example of using IRC channels [19]
for agent/handler communication. Further, the attack code
can be changed over time. For instance, the W32/leaves
worm [49] used for automatic propagation can receive and
interpret commands through an IRC service which enables
dynamic updates of the attack code. The use of IRC services
replaces the function of a handler, since the IRC channel of-
fers sufficient anonymity to the attacker. Since DDoS agents
establish outbound connections to a standard service port
used by a legitimate network service, agent communications
to the control point may not be easily differentiated from
legitimate network traffic. The agents do not incorporate a
listening port that is easily detected by network scanners.
An attacker controls the agents using IRC communications
channels. Thus, discovery of a single agent may lead no
further than the identification of one or more IRC servers
and channel names used by the DDoS network. From there,
identification of the DDoS network depends on the ability to
track agents currently connected to the IRC server. To avoid
discovery, attackers frequently deploy channel-hopping, us-
ing any given IRC channel for short periods of time. The
IRC service is maintained in a distributed manner, and the
IRC server hosting a particular IRC channel may be located
on a home computer or in a different country. This makes
it hard to prevent inappropriate use of IRC functionality.
Although the IRC service is the only current example of in-
direct communication, there is nothing to prevent attackers
from subverting other legitimate services for similar pur-
poses.
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Figure 1: Taxonomy of DDoS Attack Mechanisms

DA-3: Automatic

Automatic DDoS attacks automate the use phase in addi-
tion to the recruit, exploit and infect phases, and thus avoid
the need for communication between attacker and agent ma-
chines. The start time of the attack, attack type, duration
and victim are preprogrammed in the attack code. Deploy-
ment mechanisms of this attack class offer minimal exposure
to the attacker, since he is only involved in issuing a single
command — the start of the attack script. The hardcoded at-
tack specification suggests a single-purpose use of the DDoS
network, or the inflexible nature of the system. However,
the propagation mechanisms usually leave a backdoor to the
compromised machine open, enabling easy future access and
modification of the attack code. Further, the code that con-
trols all phases can be arbitrarily complex and adaptive,
checking for updates at pre-arranged places. The drawback
of automated attacks is that all flexibility must be designed
in advance and built into the code.

DA-2 and DA-3:SS: Scanning Strategy

Both semi-automatic and automatic attacks recruit the agent
machines by deploying automatic scanning and propagation
techniques, usually through use of worms. The goal of the
scanning strategy is to locate as many vulnerable machines
as possible while creating a low traffic volume to escape de-
tection. Based on the scanning strategy, we differentiate
between attacks that deploy random scanning, hitlist scan-
ning, signpost scanning, permutation scanning and local sub-
net scanning. We give a brief description of these scanning
techniques here and refer the reader to [62] for a detailed
description and performance comparison. Attackers usu-
ally combine the scanning and exploit phases, thus gaining
a larger agent population, and our description of scanning
techniques relates to this model.

DA-2 and DA-3:SS-1: Random Scanning

During random scanning, each compromised host probes
random addresses in the IP address space, using a different
seed. Code Red (CRv2) performed random scanning [47].

Random scanning potentially creates a high traffic volume
since many machines are likely to probe the same addresses.
The probability for collision increases as a larger portion of
total address space gets infected. The high traffic volume
can lead to attack detection.

DA-2 and DA-3:5S-2: Hitlist Scanning

A machine performing hitlist scanning probes all addresses
from an externally supplied list. When it detects a vul-
nerable machine, it sends a portion of the initial hitlist to
the recipient and keeps the rest. Hitlist scanning allows for
great propagation speed and no collisions during the scan-
ning phase. The disadvantage is that the hitlist needs to
be assembled in advance. The information contained in the
list is not likely to be gathered through scanning (since it
would duplicate the effort) but rather collected over time
through some less conspicuous techniques. For instance, the
hitlist could be assembled using information published at
netscan.org related to domains that still support directed
IP broadcast and can thus be used for a Smurf attack [17].
The hitlist also needs to be transmitted to machines that
are being infected. If the list is too large, this traffic might
be of high volume and lead to attack detection; if it is too
small, it will generate a small agent population.

DA-2 and DA-3:8S-3: Signpost Scanning

Signpost scanning (also called topological scanning in [62])
uses information on the compromised host to select new tar-
gets. E-mail worms use signpost scanning, exploiting the
information from address books of compromised machines
for their spread. A Web-server-based worm could spread by
infecting each vulnerable Web browser of clients that click
on the server’s Web page, and then further infect servers
of subsequent Web pages visited by these clients. Signpost
scanning does not generate a high traffic load and thus re-
duces chances of attack detection. The drawback is that the
spreading speed depends on agent machines and their user
behavior, i.e. it is not controllable by the attacker. The
agent mobilization may be slower and less complete than
with other scanning techniques.



DA-2 and DA-3:55-4: Permutation Scanning

During permutation scanning, all compromised machines
share a common pseudo-random permutation of the IP ad-
dress space; each IP address is mapped to an index in this
permutation. Permutation scanning is preceded by small
hitlist scanning during which an initial population of agents
is formed. A machine infected during this initial phase be-
gins scanning through the permutation by using the index
computed from its IP address as a starting point. When-
ever it sees an already-infected machine, it chooses a new
random start point. A machine infected by permutation
scanning always starts from a random point in the permu-
tation. Permutation scanning has the effect of providing a
semi-coordinated, comprehensive scan while maintaining the
benefits of random probing. This technique is described in
[62] as not yet deployed. The analysis provided there shows
that the spreading speed could be on the order of several
minutes, while small number of collisions should not lead to
attack detection.

DA-2 and DA-3:8S-5: Local Subnet Scanning

Local subnet scanning can be added to any of the previously
described techniques to preferentially scan for targets that
reside on the same subnet as the compromised host. Using
this technique, a single copy of the scanning program can
compromise many vulnerable machines behind a firewall.
Code Red II [11] and Nimda Worm [15] used local subnet
scanning.

DA-2 and DA-3:PM: Propagation Mechanism

After the recruit and exploit phases, the agent machine is
infected with the attack code. Based on the attack code
propagation mechanism during the infect phase, we differ-
entiate between attacks that deploy central source propaga-
tion, back-chaining propagation and autonomous propaga-
tion, building on the propagation models described in [19].

DA-2 and DA-3:PM-1: Central Source Propagation

During central source propagation, the attack code resides
on a central server or set of servers. After compromise of
the agent machine, the code is downloaded from the central
source through a file transfer mechanism. The 1i0n [14]
worm operated in this manner. Central source propagation
imposes a large burden on a central server, generating high
traffic and possibly leading to attack discovery. The central
server is also a single point of failure; its removal prohibits
further agent mobilization.

DA-2 and DA-3:PM-2: Back-Chaining Propagation

During back-chaining propagation, the attack code is down-
loaded from the machine that was used to exploit the system.
The infected machine then becomes the source for the next
propagation step. The Ramen worm [16] and Morris Worm
[28] used back-chaining propagation. Back-chaining prop-
agation is more survivable than central-source propagation
since it avoids a single point of failure (central server).

DA-2 and DA-3:PM-3: Autonomous Propagation

Autonomous propagation avoids the file retrieval step by in-
jecting attack instructions directly into the target host dur-
ing the exploit phase. Code Red [10], Warhol Worm [62]
and numerous E-mail worms use autonomous propagation.

Autonomous propagation reduces the frequency of network
traffic needed for agent mobilization, and thus further re-
duces chances of attack discovery.

Note that one could easily imagine an attack that would
not fall into any of the proposed manual, semi-automatic
and automatic classes. For instance, just the recruit and
use phases of the attack could be automated, and the exploit
and infect phases could be performed manually. Generating
classes to accommodate all combinations of automated and
non-automated phases would introduce unnecessary com-
plexity since most of these attacks are not likely to occur.
We therefore limited our attention to known and probable
combinations.

EV: Exploited Vulnerability to Deny Service

Distributed denial-of-service attacks exploit different strate-
gies to deny the service of the victim to its clients. Based
on the vulnerability that is exploited to deny service, we
differentiate between semantic and brute-force attacks.

EV-1: Semantic

Semantic attacks exploit a specific feature or implementa-
tion bug of some protocol or application installed at the vic-
tim in order to consume excess amounts of its resources. For
example, in the TCP SYN attack, the exploited feature is
the allocation of substantial space in a connection queue im-
mediately upon receipt of a TCP SYN request. The attacker
initiates multiple connections that are never completed, thus
filling up the connection queue. In the CGI request attack,
the attacker consumes the CPU time of the victim by is-
suing multiple CGI requests. In the authentication server
attack, the attacker exploits the fact that the signature ver-
ification process consumes significantly more resources than
bogus signature generation. He sends numerous bogus au-
thentication requests to the server, tying up its resources.
The NAPTHA [53] attack is an especially powerful attack
on the TCP protocol. It initiates and establishes numerous
TCP connections that consume the connection queue at the
victim. NAPTHA bypasses the TCP protocol stack on the
agent machine, not keeping the state for connections it orig-
inates. Instead it participates in the connection, inferring
its attributes from received packets. Thus a single agent
machine can easily deplete the resources of any victim.

EV-2: Brute-Force

Brute-force attacks (or, as they are frequently called, flood-
ing attacks) are performed by initiating a vast amount of
seemingly legitimate transactions. Since an upstream net-
work can usually deliver higher traffic volume than the vic-
tim network can handle, a high number of attack packets
can exhaust the victim’s resources.

There is a thin line between semantic and brute force
attacks. Semantic attacks also overwhelm a victim’s re-
sources with excess traffic, and badly designed protocol fea-
tures at remote hosts are frequently used to perform “re-
flector” brute-force attacks, such as the DNS request at-
tack [13] or the Smurf attack [17]. The difference is that
the victim can usually substantially mitigate the effect of
semantic attacks by modifying the misused protocols or de-
ploying proxies. However, it is helpless against brute-force
attacks due to their misuse of legitimate services (filtering
of the attack packets would also mean filtering legitimate
requests for service) or due to its own limited resources (a
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victim cannot handle an attack that swamps its network
bandwidth). Countering semantic attacks by modifying the
deployed protocol or application pushes the corresponding
attack mechanism into the brute-force category. For exam-
ple, if the victim deploys TCP SYN cookies [18] to combat
TCP SYN attacks, it will still be vulnerable to TCP SYN
attacks that generate more requests than its network can
accommodate. Classification of the specific attack needs to
take into account both the attack mechanisms used, and
the victim’s configuration and deployed protocols. It should
be noted that brute-force attacks need to generate a much
higher volume of attack packets than semantic attacks to
inflict damage to the victim. So by modifying the deployed
protocols, the victim pushes its vulnerability limit higher.
It is interesting to note that the variability of attack packet
contents is determined by the exploited vulnerability. Pack-
ets comprising semantic and some brute force attacks must
specify some valid header fields and possibly some valid con-
tents. For example TCP SYN attack packets cannot vary
the protocol or SYN flag field, and HTTP flood packets must
belong to an established TCP connection and therefore can-
not spoof source addresses.

SAV: Source Address Validity

Source address spoofing plays a crucial role in denial-of-
service, since malicious packets cannot be traced to the
source, and responsibility for actions cannot be assigned.
If source address spoofing were eliminated, many denial-of-
service attacks could be solved through resource manage-
ment techniques — giving the fair share of host or network
resources to each source IP address. Based on the source ad-
dress validity, we distinguish between spoofed source address
and wvalid source address attacks.

SAV-1: Spoofed Source Address

This is the prevalent type of attack since it is always to
attacker’s advantage to spoof the source address, avoid ac-
countability, and possibly create more noise for detection.

SAV-1:AR: Address Routability

We further divide spoofed source address attacks based on
the address routability into routable source address and non-
routable source address attacks.

SAV-1:AR-1: Routable Source Address

Attacks that spoof routable addresses take over the IP ad-
dress of another machine. This is sometimes done, not to
avoid accountability, but to perform a reflection attack on
the machine whose address was hijacked. During a reflection
attack many requests for some service are made using the
spoofed address of the victim machine, and multiple replies
are then sent back to the victim, overwhelming it. One ex-
ample of a reflection attack is a Smurf attack.

SAV-1:AR-2: Non-Routable Source Address

Attackers can spoof non-routable source addresses, some of
which can belong to a reserved set of addresses (such as
192.168.0.0/16) or be part of an assigned but not used ad-
dress space of some network. Attack packets carrying re-
served addresses can be easily detected and discarded, while
those packets carrying non-used addresses would be signifi-
cantly harder to detect.

SAV-1:ST: Spoofing Technique

Spoofing technique defines how the attacker chooses the
spoofed source address in its attack packets. Based on the
spoofing technique, we divide spoofing attacks into random,
subnet and en route spoofed source address attacks.

SAV-1:ST-1: Random Spoofed Source Address

Many attacks spoof random source addresses in the attack
packets, since this can simply be achieved by generating
random 32-bit numbers and stamping packets with them.
Recent attempts to prevent spoofing using ingress filtering
[25] and route-based filtering [39, 51] force attackers to de-
vise more sophisticated techniques, such as subnet and en
route spoofing that can avoid current defense approaches.

SAV-1:ST-2: Subnet Spoofed Source Address

In subnet spoofing, the attacker spoofs a random address
from the address space assigned to the agent machine’s sub-
net. Since machines at a subnet share the medium (Eth-
ernet) to reach the exit router (first hop en route to the
outside world), spoofing can be detected by this router us-
ing fairly complicated techniques. It is impossible to detect
it anywhere between the exit router and the victim.

SAV-1:ST-3: En Route Spoofed Source Address

An en route spoofed source address attack would spoof the
address of a machine or subnet that is en route from the
agent machine to the victim. There have not been any
known instances of attacks that use en route spoofing, but
this potential spoofing technique could affect route-based
filtering [39, 51] and is thus discussed here.

SAV-2: Valid Source Address

Attackers benefit from source address spoofing and are likely
to deploy it whenever possible. Valid source address attacks
frequently originate from agent machines running Windows,
since all Windows versions prior to XP do not export user-
level functions for packet header modification. Those at-
tacks that target specific applications or protocol features
must use valid source addresses if the attack strategy re-
quires several request /reply exchanges between an agent and
the victim machine. One example of such an attack is
NAPTHA [53]. While spoofing is desirable for the attacker,
effective attacks are generally possible without spoofing.

ARD: Attack Rate Dynamics

During the attack, each participating agent machine sends
a stream of packets to the victim. Depending on the attack
rate dynamics of an agent machine, we differentiate between
constant rate and variable rate attacks.

ARD-1: Constant Rate

The majority of known attacks deploy a constant rate mech-
anism. After the onset is commanded, agent machines gen-
erate attack packets at a steady rate, usually as many as
their resources permit. The sudden packet flood disrupts
the victim’s services quickly. This approach provides the
best cost-effectiveness to the attacker since he can deploy
a minimal number of agents to inflict the damage. On the
other hand, the large, continuous traffic stream can be de-
tected as anomalous and arouse suspicion in the network
hosting an agent machine, thus provoking attack discovery.
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ARD-2: Variable Rate

Variable rate attacks vary the attack rate of an agent ma-
chine to delay or avoid detection and response.

ARD-2:RCM: Rate Change Mechanism

Based on the rate change mechanism, we differentiate be-
tween increasing rate and fluctuating rate attacks.

ARD-2:RCM-1: Increasing Rate

Attacks that have a gradually increasing rate lead to a slow
exhaustion of the victim’s resources. A victim’s services
could degrade slowly over a long time period, thus substan-
tially delaying detection of the attack.

ARD-2:RCM-2: Fluctuating Rate

Attacks that have a fluctuating rate adjust the attack rate
based on the victim’s behavior or preprogrammed timing,
occasionally relieving the effect to avoid detection. A puls-
ing attack provides one example of a fluctuating rate attack.
During a pulsing attack, agent hosts periodically abort the
attack and resume it at a later time. If this behavior is simul-
taneous for all agents, the victim experiences periodic service
disruptions. If, however, agents are divided into groups that
coordinate so that one group is always active, then the vic-
tim experiences continuous denial-of-service while the net-
work hosting agent machine may not notice any anomalous
traffic.

PC: Possibility of Characterization

Looking at the content and header fields of attack packets,
it is sometimes possible to characterize the attack. Based on
the possibility of characterization, we differentiate between
characterizable and non-characterizable attacks.

PC-1: Characterizable

Characterizable attacks are those that target specific pro-
tocols or applications at the victim and can be identified
by a combination of IP header and protocol header values,
or maybe even packet contents. Examples include the TCP
SYN attack (only packets with SYN bit set in the TCP
header can potentially be part of the attack), ICMP ECHO
attack, DNS request attack, etc.

PC-1:RAVS: Relation of Attack to Victim Services

Characterizable attacks are further divided, based on the
relation of attack to victim services, into filterable and non-
filterable attacks.

PC-1:RAVS-1: Filterable

Filterable attacks are those that use malformed packets or
packets for non-critical services of the victim’s operation.
These can thus be filtered by a firewall. Examples of such
attacks are a UDP flood attack or an ICMP ECHO flood
attack on a Web server. Since a Web server only needs TCP
traffic and some DNS traffic (which can be characterized as
permitting only those inbound UDP packets that are DNS
replies to previous outbound DNS requests), it can easily
block all other inbound UDP traffic and all ICMP traffic,
and still operate correctly.

PC-1:RAVS-2: Non-Filterable

Non-filterable attacks use well-formed packets that request
legitimate services from the victim. Thus, filtering all pack-
ets that match the attack characterization would lead to an
immediate denial of the specified service to both attackers
and legitimate clients. Examples are HTTP requests flood-
ing a Web server or a DNS request flood targeting a name
server. In the case of non-filterable attacks, the contents of
an attack packet are indistinguishable from the contents of
packets originating from a legitimate client.

PC-2: Non-Characterizable

Non-characterizable attacks attempt to consume network
bandwidth using a variety of packets that engage different
applications and protocols. Sometimes packets will even be
randomly generated using reserved protocol numbers.

Note that classification of attack as characterizable or not
depends strongly on the resources that can be dedicated
to characterization and the level of characterization. For
instance, an attack using a mixture of TCP SYN, TCP
ACK, ICMP ECHO, ICMP ECHO REPLY and UDP pack-
ets would probably be characterizable, but only after con-
siderable effort and time, and only if one had access to a
sophisticated characterization tool. Also, an attack using a
mixture of TCP packets with various combinations of TCP
header fields can be characterized as a TCP attack, but
finer characterization would probably fail. So, when per-
forming classification of attacks into characterizable or non-
characterizable, a lot is left to interpretation, and ease of
characterization should be taken into account.

PAS: Persistence of Agent Set

Attacks have been known to vary different features: type of
traffic and attack packets’ header and contents can be varied
during the attack, decoy packets can be interleaved with at-
tack packets, attack rate can be adjusted dynamically, etc.
All these techniques hinder attack detection. Recently there
were occurrences of attacks that varied the set of agent ma-
chines active at any one time, further avoiding detection
and hindering traceback. We regard this technique as im-
portant since it invalidates assumptions underlying many
defense mechanisms — that agents are active throughout the
attack and can thus be traced back following the path of the
attack traffic. We divide attacks, based on the persistence
of the agent set, into attacks with constant agent set and
attacks with variable agent set.

PAS-1: Constant Agent Set

During attacks with the constant agent set, all agent ma-
chines act in a similar manner, taking into account resource
constraints. They receive the same set of commands and are
engaged simultaneously during the attack. Examples are an
attack in which all agents start sending attack traffic simul-
taneously," or they engage in a pulsing attack but the “on”
and “off” periods for pulses match over all agent machines.

IThe definition of a “simultaneous start” is somewhat re-
laxed in this context since the attacker’s command travels
to the agents with a variable delay. Further, because agent
machines are under different loads they do not start sending
at the exact same moment.



PAS-2: Variable Agent Set

During attacks with a variable agent set, the attacker divides
all available agents into several groups and engages only one
group of agents at any one time — like the army general
who deploys his battallions at different times and places. A
machine could belong to more than one group, and groups
could be engaged again after a period of inactivity. One
example attack of the variable agent set type is an attack in
which several agent groups take turns pulsing, while flooding
the victim with a constant flow of packets.

VT: Victim Type

As discussed briefly in Section 2, attacks need not be per-
petrated against a single host machine. Depending on the
type of victim, we differentiate between application, host,
network and infrastructure attacks.

VTI-1: Application

Application attacks exploit some feature of a specific appli-
cation on the victim host, thus disabling legitimate client
use of that application and possibly tying up resources of
the host machine. If the shared resources of the host ma-
chine are not completely consumed, other applications and
services should still be accessible to the users. For example,
a bogus signature attack on an authentication server ties up
resources of the signature verification application, but the
target machine will still reply to ICMP ECHO requests, and
other applications that do not require authenticated access
should still work.?

Detection of application attacks is challenging because
other applications on the attacked host continue their oper-
ations undisturbed, and the attack volume is usually small
enough not to appear anomalous. The attack packets are
virtually indistinguishable from legitimate packets at the
transport level (and frequently at the application level), and
the semantics of the targeted application must be heavily
used for detection. Since there are typically many appli-
cations on a host machine, each application would have to
be modelled in the defense system and then its operation
monitored to account for possible attacks. Once detection
is performed, the host machine has sufficient resources to
defend against these small volume attacks, provided that it
can separate packets that are legitimate from those that are
part of the attack.

VT-2: Host

Host attacks disable access to the target machine completely
by overloading or disabling its communication mechanism.
Examples of this attack are a TCP SYN attack [18] and
attacks that overload the network interface or network link
of the target machine. All attack packets carry the desti-
nation address of the target host. If protocols running on
the host are properly patched, the host attacks likely to be
perpetrated against it are reduced to attacks that consume
network resources. The high packet volume of such attacks
facilitates detection. Since its network resources are con-
sumed, the host cannot defend against these attacks alone,
but can usually request help from some upstream machine
(e.g., an upstream firewall).

2This example assumes that CPU time is shared in a fair
manner between all active applications.

VT-3: Network Attacks

Network attacks consume the incoming bandwidth of a tar-
get network with attack packets whose destination address
can be chosen from the target network’s address space. These
attacks can deploy various packets (since it is volume and
not content that matters) and are easily detected due to
their high volume. The victim network must request help
from upstream networks for defense since it cannot handle
the attack volume itself.

VI-4: Infrastructure

Infrastructure attacks target some distributed service that is
crucial for global Internet operation or operation of a sub-
network. Examples include the recent attacks on domain
name servers [48], large core routers, routing protocols, cer-
tificate servers, etc. The key feature of these attacks is not
the mechanism they deploy to disable the target (e.g., from
the point of view of a single attacked core router, the attack
can still be regarded as a host attack), but the simultaneity
of the attack on multiple instances of a critical service in the
Internet infrastructure. Infrastructure attacks can only be
countered through the coordinated action of multiple Inter-
net participants.

IV: Impact on the Victim

Depending on the impact of a DDoS attack on the victim,
we differentiate between disruptive and degrading attacks.

1V-1: Disruptive
The goal of disruptive attacks is to deny the victim’s service

to its clients. All currently known attacks belong to this
category.

IV-1:PDR: Possibility of Dynamic Recovery

Depending on the possibility of dynamic recovery during or
after the attack, we differentiate between recoverable and
non-recoverable attacks.

IV-1:PDR-1: Recoverable

In the case of recoverable attacks, the victim recovers as
soon as the influx of attack packets is stopped. For exam-
ple, if the attack was a UDP flooding attack, tying up the
victim’s network resources, the victim will be able to use
these resources as soon as the attack is stopped.

IV-1:PDR-2: Non-Recoverable

A victim of a non-recoverable attack cannot automatically
recover after the attack is stopped, but requires some human
intervention (e.g., rebooting the victim machine or reconfig-
uring it). For example, an attack that causes the victim
machine to crash, freeze or reboot would be classified as a
non-recoverable attack.

1V-2: Degrading

The goal of degrading attacks is to consume some (presum-
ably constant) portion of a victim’s resources. Since these
attacks do not lead to total service disruption, they could re-
main undetected for a significant time period. On the other
hand, damage inflicted on the victim’s business could be im-
mense. For example, an attack that effectively ties up 30%
of the victim’s resources would lead to a denial-of-service
to some percentage of customers during high load periods,
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and possibly slower average service. Some customers, dis-
satisfied with the quality, would consequently change their
service provider, and the attack victim would lose income.
Alternately, the false load could result in the victim spend-
ing money to upgrade its servers and networks. The addition
of new resources would easily be countered by the attacker
through more powerful attacks. Almost all existing propos-
als to counter DDoS attacks would fail to address degrading
attacks.

4. DDOS DEFENSE CHALLENGE

The seriousness of the DDoS problem and the increased
frequency, sophistication and strength of attacks have led to
the advent of numerous defense mechanisms. Yet, although
it has been more than three years since the first distributed
attacks were perpetrated, and many solutions have been de-
veloped since then, the problem is hardly tackled, let alone
solved. Why is this so?

There are several serious factors that hinder the advance
of DDoS defense mechanisms:

1. Need for a distributed response at many points
on the Internet. The previous sections have elabo-
rated on the fact that there are many possible DDoS
attacks, very few of which can be handled only by the
victim. Thus it is necessary to have a distributed,
possibly coordinated response system. It is also cru-
cial that the response be deployed at many points on
the Internet to cover diverse choices of agents and
victims. Since the Internet is administered in a dis-
tributed manner, wide deployment of any defense sys-
tem (or even various systems that could cooperate)
cannot be enforced or guaranteed. This discourages
many researchers from even designing distributed so-
lutions.

2. Economic and social factors. A distributed re-
sponse system must be deployed by parties that do not
suffer direct damage from the DDoS attack (source or
intermediate networks). This implies an unusual eco-
nomic model since parties that will sustain the deploy-
ment cost are not the parties that directly benefit from
the system. Similar problems, such as the Tragedy
of the Commons [29], have been handled historically
through legislative measures, and it is possible that
the DDoS problem will eventually attract sufficient at-
tention of lawmakers to invoke a legislative response.
Until then, it is possible that many good distributed
solutions will achieve only sparse deployment and will
thus have a very limited effect.

3. Lack of detailed attack information. It is widely
believed that reporting occurrences of attacks damages
the business reputation of the victim network. There-
fore, very limited information exists about various at-
tacks, and attacks are reported only to government
organizations under obligation to keep them secret. It
is difficult to design imaginative solutions to the prob-
lem if one cannot become familiar with it. Note that
the attack information should not be confused with
attack tool information, which is publicly available at
many Internet sites. Attack information would include
the attack type, time and duration of the attack, at-

tempted response and its effectiveness, damages suf-
fered, etc.

4. Lack of defense system benchmarks. Many ven-
dors make bold claims that their solution completely
handles the DDoS problem. There is currently no
benchmark suite of attack scenarios that would enable
comparison between defense systems. Such a situation
is likely to discourage networks from investing in DDoS
protection, since they cannot be assured of the quality
of the product being purchased.

5. Difficulty of large-scale testing. DDoS defenses
need to be tested in a realistic environment. This
is currently impossible due to the lack of large-scale
testbeds, safe ways to perform live distributed exper-
iments across the Internet, or detailed and realistic
simulation tools that can support several thousands
of nodes. Claims about defense system performance
are thus made based on small-scale experiments and
simulations, and are not credible.

5. TAXONOMY OF DDOS DEFENSES

Some DDoS defense mechanisms address a specific kind
of DDoS attack — such as attacks on Web servers or au-
thentication servers. Other approaches attempt to be effec-
tive against a wider range of attacks. Most of the proposed
approaches require certain features to achieve peak perfor-
mance, and will perform quite differently if deployed in an
environment where these requirements are not met. As is
frequently pointed out, there is no “silver bullet” against
DDoS attacks. Therefore we need to understand not only
each existing DDoS defense approach, but also how those ap-
proaches might be combined together to effectively and com-
pletely solve the problem. The proposed taxonomy, shown
in Figure 2 should help us reach this goal. The remainder
of this section will discuss each of the proposed classes of
defense mechanisms.

AL: Activity Level

Based on the activity level of DDoS defense mechanisms, we
differentiate between preventive and reactive mechanisms.

AL-1: Preventive

Preventive mechanisms attempt either to eliminate the pos-
sibility of DDoS attacks altogether or to enable potential
victims to endure the attack without denying services to
legitimate clients.

AL-1:PG: Prevention Goal

According to the prevention goal, we further divide preven-
tive mechanisms into attack prevention and denial-of-service
prevention mechanisms.

AL-1:PG-1: Attack Prevention

Attack prevention mechanisms modify systems and proto-
cols on the Internet to eliminate the possibility of a DDoS
attack. The history of computer security suggests that a pre-
vention approach can never be 100% effective, since global
deployment cannot be guaranteed. However, doing a good
job here will certainly decrease the frequency and strength of
DDoS attacks. Deploying comprehensive prevention mech-
anisms can make a host completely resilient to protocol
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Figure 2: Taxonomy of DDoS Defense Mechanisms

attacks. Also, these approaches are inherently compatible
with and complementary to all other defense approaches.

AL-1:PG-1:ST: Secured Target

Based on the secured target, we further divide attack pre-
vention mechanisms into system security and protocol secu-
rity mechanisms.

AL-1:PG-1:ST-1: System Security

System security mechanisms increase the overall security of
Internet hosts and routers, guarding against illegitimate ac-
cesses to a machine, removing application bugs and updat-
ing protocol installations to prevent intrusions and misuse
of the system. DDoS attacks owe their power to large num-
bers of subverted machines that cooperatively generate at-
tack streams. If these machines were secured, the attackers
would lose their army, and the DDoS threat would then dis-
appear. On the other hand, systems vulnerable to intrusions
can themselves become victims of denial-of-service attacks
in which the attacker, having gained unlimited access to the
machine, deletes or alters its contents. Potential victims of
DDoS attacks can be easily overwhelmed if they deploy vul-
nerable protocols. Examples of system security mechanisms
include monitored access to the machine [61], applications
that download and install security patches, firewall systems
[43], virus scanners [44], intrusion detection systems [5], ac-
cess lists for critical resources [20], capability-based systems
[56] and client-legitimacy-based systems [50].

AL-1:PG-1:ST-2: Protocol Security

Protocol security mechanisms address the problem of a bad
protocol design. For example, many protocols contain op-
erations that are cheap for the client but expensive for the
server. Such protocols can be misused to exhaust the re-
sources of a server by initiating large numbers of simultane-
ous transactions. Classic misuse examples are the TCP SYN
attack, the authentication server attack, and the fragmented
packet attack (in which the attacker bombards the victim
with malformed packet fragments, forcing it to waste its re-
sources on reassemble attempts). IP source address spoofing
is another important example. Examples of protocol secu-

rity mechanisms include guidelines for a safe protocol design
in which resources are committed to the client only after
sufficient authentication is done [38, 45], or the client has
paid a sufficient price [4], deployment of a powerful proxy
server that completes TCP connections [55], protocol scrub-
bing that removes ambiguities from protocols that can be
misused for attacks [41], approaches that eliminate spoofing
[51, 39, 25], etc.

AL-1:PG-2: DoS Prevention

Denial-of-service prevention mechanisms enable the victim
to endure attack attempts without denying service to le-
gitimate clients. This is done either by enforcing policies
for resource consumption or by ensuring that abundant re-
sources exist so that legitimate clients will not be affected
by the attack.

AL-1:PG-2:PM: Prevention Method

Based on the prevention method, we divide DoS prevention
mechanisms into resource accounting and resource multipli-
cation mechanisms.

AL-1:PG-2:PM-1: Resource Accounting

Resource accounting mechanisms police the access of each
user to resources based on the privileges of the user and his
behavior. The user in this case might be a process, a person,
an IP address, or a set of IP addresses having something in
common. Resource accounting mechanisms guarantee fair
service to legitimate well-behaved users. In order to avoid
user identity theft, they are usually coupled with legitimacy-
based access mechanisms that verify the user’s identity. Ap-
proaches proposed in [34, 64, 60, 26, 37| illustrate resource
accounting mechanisms.

AL-1:PG-2:PM-2: Resource Multiplication

Resource multiplication mechanisms provide an abundance
of resources to counter DDoS threats. The straightforward
example is a system that deploys a pool of servers with a
load balancer and installs high bandwidth links between it-
self and upstream routers. This approach essentially raises
the bar on how many machines must participate in an at-
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tack to be effective. While not providing perfect protection,
for those who can afford the costs this approach has often
proved sufficient. For example, Microsoft has used it to
weather large DDoS attacks. Another approach is the use
of Akamai services for distributed Web site hosting. User
requests for a Web page hosted in such a manner are redi-
rected to an Akamai name server, which then distributes the
load among multiple, geographically distributed Web servers
hosting replicas of the requested page.

AL-2: Reactive

Reactive mechanisms strive to alleviate the impact of an at-
tack on the victim. To attain this goal they need to detect
the attack and respond to it. The goal of attack detection is
to detect every attempted DDoS attack as early as possible
and to have a low degree of false positives. Upon attack
detection, steps can be taken to characterize the packets
belonging to the attack stream and provide this characteri-
zation to the response mechanism.

AL-2:ADS: Attack Detection Strategy

We classify reactive mechanisms based on the attack detec-
tion strategy into mechanisms that deploy pattern detection,
anomaly detection, and third-party detection.

AL-2:ADS-1: Pattern Detection

Mechanisms that deploy pattern detection store the signa-
tures of known attacks in a database. Each communication
is monitored and compared with database entries to discover
occurrences of DDoS attacks. Occasionally the database is
updated with new attack signatures. The obvious drawback
of this detection mechanism is that it can only detect known
attacks, and it is usually helpless against new attacks or even
slight variations of old attacks that cannot be matched to
the stored signature. On the other hand, known attacks
are easily and reliably detected, and no false positives are
encountered. Snort [59] provides one example of a DDoS de-
fense system that uses pattern attack detection. A similar
approach has been helpful in controlling computer viruses.
Like in virus detection programs, signature databases must
be regularly updated to account for new attacks.

AL-2:ADS-2: Anomaly Detection

Mechanisms that deploy anomaly detection have a model
of normal system behavior, such as normal traffic dynamics
or expected system performance. The current state of the
system is periodically compared with the models to detect
anomalies. Approaches presented in [63, 40, 32, 27, 21, 42, 2,
6, 7, 46] provide examples of mechanisms that use anomaly
detection. The advantage of anomaly detection over pattern
detection is that previously unknown attacks can be discov-
ered. The caveat is that anomaly detectors must trade off
their ability to detect all attacks against their tendency to
misidentify normal behavior as an attack.

AL-2:ADS-2:NBS: Normal Behavior Specification

Based on a normal behavior specification, we divide anomaly

detection mechanisms into standard and trained mechanisms.

AL-2:ADS-2:NBS-1: Standard

Mechanisms that use standard specifications of normal be-
havior rely on some protocol standard or a set of rules to

specify this behavior. For example, the TCP protocol speci-
fication describes a three-way handshake that has to be per-
formed for TCP connection setup. Attack detection mecha-
nism can make use of this specification to detect half-open
TCP connections and delete them from the queue, or it can
use TCP SYN cookies to defend against TCP SYN attack.
The advantage of a standard-based specification is that it
generates no false positives; all legitimate traffic must com-
ply to the specified behavior. The disadvantage is that at-
tackers can still perform sophisticated attacks which, on the
surface, seem compliant to the standard and thus pass un-
detected.

AL-2:ADS-2:NBS-2: Trained

Mechanisms that use trained specifications of normal behav-
ior monitor network traffic and system behavior and gener-
ate threshold values for different traffic parameters. All traf-
fic exceeding these values is regarded as anomalous. This
approach catches a broad range of attacks, but it has fol-
lowing disadvantages:

1. Threshold setting. Anomalies are detected when
the current system state differs from the model by a
certain threshold. The setting of a low threshold leads
to many false positives, while a high threshold reduces
the sensitivity of the detection mechanism.

2. Model update. Systems and communication pat-
terns evolve with time, and models need to be updated
to reflect this change. Trained specification systems
usually perform automatic model update using statis-
tics gathered at a time when no attack was detected.
This approach makes the detection mechanism vulner-
able to slowly increasing rate attacks that can, over a
long period of time, mistrain models and delay or even
avoid attack detection.

AL-2:ADS-3: Third-Party Detection

Mechanisms that deploy third-party detection do not han-
dle the detection process themselves, but rely on an external
message that signals the occurrence of the attack and pro-
vides attack characterization. Examples of mechanisms that
use third-party detection are easily found among traceback
mechanisms [8, 54, 23, 58, 57].

AL-2:ARS: Attack Response Strategy

The goal of the attack response is to relieve the impact of the
attack on the victim while imposing minimal collateral dam-
age to legitimate clients. We classify reactive mechanisms,
based on the response strategy, into mechanisms that deploy
agent identification, rate-limiting, filtering and reconfigura-
tion.

AL-2:ARS-1: Agent Identification

Agent identification mechanisms provide the victim with in-
formation about the identity of the machines that are per-
forming the attack. This information can then be combined
with other approaches to alleviate the impact of the attack.
Agent identification examples include numerous traceback
techniques [8, 54, 23, 58, 57]. One frequently mentioned
motivation for deployment of defense mechanisms by inter-
mediate and source networks is possible enforcement of lia-
bility for attack traffic. A successful mechanism for reliable
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agent identification would be necessary for liability enforce-
ment.

AL-2:ARS-2: Rate-Limiting

Rate-limiting mechanisms impose a rate limit on a stream
that has been characterized as malicious by the detection
mechanism. Examples of rate-limiting mechanisms are found
in [40, 27, 21, 46, 2]. Rate-limiting is a lenient response
technique that is usually deployed when the detection mech-
anism has a high level of false positives or cannot precisely
characterize the attack stream. The disadvantage is that
such an approach will allow some attack traffic through, so
extremely high-scale attacks might still be effective even if
all traffic streams are rate-limited.

AL-2:ARS-3: Filtering

Filtering mechanisms use the characterization provided by
detection mechanisms to filter out the attack streams com-
pletely. Examples include dynamically deployed firewalls
[22], and also a commercial system, TrafficMaster [42]. Un-
less the detection strategy is very reliable, filtering mecha-
nisms run the risk of accidentally denying service to legiti-
mate traffic. Worse, clever attackers might leverage them as
denial-of-service tools.

AL-2:ARS-4: Reconfiguration

Reconfiguration mechanisms change the topology of the vic-
tim or the intermediate network to either add more resources
to the victim or to isolate the attack machines. Examples in-
clude reconfigurable overlay networks [1, 32], resource repli-
cation services [63], attack isolation strategies [3, 6], etc.

CD: Cooperation Degree

DDoS defense mechanisms can perform defensive measures
either alone or in cooperation with other entities in the In-
ternet. Based on the cooperation degree, we differentiate
between autonomous, cooperative and interdependent mech-
anisms.

CD-1: Autonomous

Autonomous mechanisms perform independent defense at
the point where they are deployed (a host or a network).
Firewalls and intrusion detection systems provide easy ex-
amples of autonomous mechanisms. Even if a defense system
performs its function in a distributed manner it would still
be considered autonomous if it can be completely deployed
within the network it protects (like a network intrusion de-
tection system).

CD-2: Cooperative

Cooperative mechanisms are capable of autonomous detec-
tion and response, but can achieve significantly better per-
formance through cooperation with other entities. The ag-
gregate congestion control (ACC) system [40] deploying a
pushback mechanism [33] provides an example. ACC de-
tects the occurrence of a DDoS attack by observing con-
gestion in a router’s buffer, characterizes the traffic that
creates the congestion, and acts locally to impose a rate
limit on that traffic. However, it achieves significantly bet-
ter performance if the rate-limit requests can be propagated
to upstream routers that otherwise may be unaware of the
attack.

CD-3: Interdependent

Interdependent mechanisms cannot operate autonomously
at the deployment point; they rely on other entities either
for attack prevention, attack detection or for efficient re-
sponse. Traceback mechanisms [8, 54, 23, 58, 57] provide
examples of interdependent mechanisms. A traceback mech-
anism deployed at a victim site would provide no benefit.
Secure overlay services [36] are another example of an inter-
dependent mechanism. They provide successful protection
to the victim, rerouting legitimate traffic through the In-
ternet, but only if victim’s clients are aware and cooperate
with the mechanism.

DL: Deployment Location

With regard to deployment location, we differentiate be-
tween mechanisms deployed at the victim, intermediate, or
source network.

DL-1: Victim Network

DDoS defense mechanisms deployed at the victim network
protect this network from DDoS attacks and respond to de-
tected attacks by alleviating the impact on the victim. His-
torically, most defense systems were located at the victim
since it suffered the greatest impact of the attack and was
therefore the most motivated to dedicate some resources to
security mechanisms. Resource accounting [34, 64, 60, 26,
37] and protocol security mechanisms [38, 45, 4, 55] provide
examples of these systems.

DL-2: Intermediate Network

DDoS defense mechanisms deployed at the intermediate net-
work provide infrastructural protection service to a large
number of Internet hosts. Victims of DDoS attacks can con-
tact the infrastructure and request the service, possibly pro-
viding adequate compensation. Pushback [40] and traceback
[8, 54, 23, 58, 57] techniques are examples of intermediate-
network mechanisms. Such mechanisms are not yet widely
deployed, and many of them can only be effective in wide
deployment.

DL-3: Source Network

The goal of DDoS defense mechanisms deployed at the source
network is to prevent network customers from generating
DDoS attacks. Such mechanisms are necessary and desir-
able, but motivation for their deployment is low since it is
unclear who would pay the expenses associated with this ser-
vice. Mechanisms proposed in [27, 21, 46] provide examples
of source-network mechanisms.

6. USING THE TAXONOMIES

In designing the above taxonomies, we selected those fea-
tures of attack and defense mechanisms that, in our opinion,
offer critical information regarding seriousness and type of
threats, and effectiveness and cost of defenses. Some at-
tack features, such as damage inflicted, duration, number of
agents involved, etc., were not included as criteria. Although
these are critical when investigating or understanding the in-
cident, there is currently no publicly available information
base that would allow us to design meaningful classifications.
A standardized incident-reporting system would greatly im-
prove that. Some defense mechanism characteristics, such
as timeliness of response, level of false positives, collateral


https://www.researchgate.net/publication/2948047_SOS_Secure_overlay_services?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/3893853_Advanced_and_authenticated_marking_schemes_for_IP_traceback?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/3893853_Advanced_and_authenticated_marking_schemes_for_IP_traceback?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/220593729_An_Algebraic_Approach_to_IP_Traceback?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/220593729_An_Algebraic_Approach_to_IP_Traceback?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/243766969_Hot_spares_for_DDoS_attacks?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/220909918_Resilient_Overlay_Networks?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/2434228_The_XenoService_-_A_Distributed_Defeat_for_Distributed_Denial_of_Service?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/220195243_Controlling_High_Bandwidth_Aggregates_in_the_Network?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/220195243_Controlling_High_Bandwidth_Aggregates_in_the_Network?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/220195243_Controlling_High_Bandwidth_Aggregates_in_the_Network?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/2474220_Hash-based_IP_traceback?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/2474220_Hash-based_IP_traceback?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/4004144_Attacking_DDoS_at_the_source?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/4004144_Attacking_DDoS_at_the_source?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/2329653_Pushback_Router-Based_Defense_Against_DDoS_Attacks?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/2362575_MULTOPS_A_data-structure_for_bandwidth_attack_detection?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/2362575_MULTOPS_A_data-structure_for_bandwidth_attack_detection?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/2401742_Practical_Network_Support_for_IP_Traceback?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=
https://www.researchgate.net/publication/2401742_Practical_Network_Support_for_IP_Traceback?el=1_x_8&enrichId=rgreq-e02be705-5af7-4b37-b683-291104b1e732&enrichSource=Y292ZXJQYWdlOzI4Nzk2NTg7QVM6MTAyODg5Mjg0NDQwMDcwQDE0MDE1NDIxMjUxOTE=

damage, etc., were also not included as criteria. We believe
that these are important but they must be strictly measured
in a controlled and realistic environment using a widely ac-
cepted benchmark suite. Without meeting these require-
ments, we felt that any classification on these criteria that
we could design would be uninformed and likely unjust to
some mechanisms.

In attack taxonomy design, the selected criteria covers
various preparatory phases that preclude the attack (degree
of automation, scanning and propagation strategy, commu-
nication mechanism), the organization of agent machines
(persistence of the agent set), the way the attack is perpe-
trated (ezploited vulnerability), the attack packet contents
(source address wvalidity, address routability, spoofing tech-
nique, possibility of characterization, relation of attack to
victim services), behavior of the individual agent streams
(attack rate dynamics, rate change mechanism), and the vic-
tim (victim type, impact on the victim, possibility of dynamic
recovery). In defense taxonomy design, the selected criteria
covers the defense goal (activity level), how it is achieved
(prevention goal, secured target, prevention method, attack
detection strategy, normal behavior specification, attack re-
sponse strategy), where the system should be deployed (de-
ployment location), and what the requirements are for de-
ployment scope (cooperation degree). It would be beneficial
to summarize here how each of the attack and defense classes
interact. Instead, due to the limited length of the paper we
will offer an example case analysis and leave the rest to the
interested reader.

Let us assume that we want to protect our medium-size
Web server from attacks that deplete server resources only,
and do this in a manner that guarantees continued good
service to legitimate clients. Based on an analysis of at-
tacks suffered so far, we are convinced that we will not be
the subject of attacks that deplete network resources and
we decide not to protect against those. First, using the at-
tack taxonomy, we conclude that the attacks from which
we want protection can be both semantic (EV-1, e.g., mal-
formed packets or misuse of faulty server protocols) and
brute force (EV-2, e.g., too many legitimate-like requests).
These attacks are likely to be characterizable (PC-1) but
non-filterable (RAVS-2, since we host a Web server and are
likely to receive many legitimate requests that obscure the
attack). They are application (VT-1, Web server) and host
(VT-2, machine hosting the server) attacks, and they are
likely to be disruptive recoverable (IV-1, PDR-1) and de-
grading (IV-2) attacks. We have no information about de-
gree of automation (DA), source address validity (SAV), at-
tack rate dynamics (ARD) or persistence of agent set (PAS),
so we assume that attack can belong to any of corresponding
classes.

Next, using the defense taxonomy, we would like to choose
effective protection measures. To prevent semantic attacks
we need to apply attack prevention measures (PG-1) which
include system and protocol security measures (ST-1 and
ST-2). Semantic attacks are likely to target Web server
software, the TCP implementation and HTTP/CGI proto-
col. As defense measures, we need to update our software
regularly and deploy TCP SYN [18] cookies. Additionally,
we will close all unused ports to prevent intrusions and in-
stall a firewall that protects from semantic attacks that use
malformed packets. To defend against brute force attacks
that consume more resources than a Web server has (once

all its protocols have been updated and protected), we can
either use DoS prevention measures (PG-2) to help us sus-
tain the attack (PM-1 and PM-2), or deploy reactive de-
fense systems (AL-2) that detect the attack and recognize
and preferentially serve legitimate requests. Since the at-
tack is recoverable, a reactive defense should lead to contin-
ued good service to legitimate clients. However, since the
attack is likely to be non-filterable, differentiating the le-
gitimate from the attack packets may be impossible. Our
best option is to resort to DoS prevention measures: deploy
resource accounting (PM-1) and purchase resource multipli-
cation services from another organization (PM-2).

7. RELATED WORK

At the time of finalizing this paper, we became aware of
related work in [9]. As that paper has not yet been printed,
we were not able to obtain a copy and cannot offer com-
parison to our work. In [35] authors present a classification
of denial-of-service attacks according to the type of the tar-
get (e.g., firewall, Web server, router), a resource that the
attack consumes (network bandwidth, TCP/IP stack) and
the exploited vulnerability (bug or overload). This classifi-
cation focuses more on the actual attack phase, while we are
interested in looking at the complete attack mechanism in
order to highlight features that are specific to distributed at-
tacks. In [30] and [31], Howard proposes a taxonomy of com-
puter and network attacks. This taxonomy focuses on com-
puter attacks in general and does not sufficiently highlight
features particular to distributed denial-of-service attacks.
CERT is currently taking the initiative to devise a compre-
hensive taxonomy of computer incidents as part of the design
of common incident data format and exchange procedures,
but unfortunately results are not yet available. BBN is also
working on generation of a DDoS attack overview, but its re-
sults are not yet released. The work in [52] provides a very
nice discussion of the DDoS problem and of some defense
approaches. A solid body of work on classification exists in
the field of intrusion detection systems [31, 24, 5] and of-
fers informative reading for researchers in the DDoS defense
field.

8. CONCLUSION

Distributed denial-of-service attacks are a complex and se-
rious problem, and consequently numerous approaches have
been proposed to counter them. However, the multitude
of current attack and defense mechanisms obscures a global
view of the DDoS problem. This paper is a first attempt
to cut through the obscurity and achieve a clear view of
the problem and the existing solutions. The taxonomies de-
scribed here are intended to help the community think about
the threats we face and the measures we can use to counter
those threats.

One benefit we foresee from the development of DDoS
taxonomies is that of fostering easier cooperation among re-
searchers developing DDoS defense mechanisms. Attackers
cooperate to exchange attack code and information about
vulnerable machines, and to organize their agents into coor-
dinated networks to achieve immense power and survivabil-
ity. The Internet community must be equally cooperative
within itself to counter DDoS threat. Good taxonomies for
DDoS attack and defense mechanisms will facilitate commu-
nications and offer the community a common language for
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discussing its solutions. They will also clarify how differ-
ent mechanisms are likely to work in concert, and identify
areas of remaining weaknesses that require additional mech-
anisms. Similarly, the research community needs to develop
common metrics and benchmarks to evaluate the efficacy
of DDoS defense mechanisms, and these taxonomies can be
helpful in shaping these tasks, as well.

We do not claim that these taxonomies are complete and
all-encompassing. We must not be deceived by the simplic-
ity of the current attacks. For the attackers, this simplicity
arises more from convenience than necessity. As defense
mechanisms are deployed to counter simple attacks, we are
likely to see more complex attack scenarios. Many more
attack possibilities exist and must be addressed before we
can completely handle the DDoS threat; some of these are
likely to be outside the current boundaries of the taxonomies
presented here. Thus, these taxonomies are likely to re-
quire expansion and refinement as new threats and defense
mechanisms are discovered. The DDoS attack taxonomy
and DDoS defense taxonomy outlined in this paper are use-
ful to the extent that they clarify our thinking and guide
us to more effective solutions to the problem of distributed
denial-of-service. The ultimate value of the work described
here will thus lie in the degree of discussion and future re-
search that it provokes.
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