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Durian Tunggal, Melaka,
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Abstract—The significant threats of traditional worms such as
Blaster, Sasser, Code Red and Slammer are still continuing due
to their hasty spreading nature on the internet. The worms
attack pattern from three different scenarios have been
extracted from various logs at different OSI layers such as
victim logs, attacker logs and IDS alert log. These worms
attack pattern are further analyzed to form the general worms’
attack pattern which describes the process of worms’ infection.
This paper proposes a general attack pattern for worm in three
different perspectives which is attacker, victim and
victim/attacker or multi-step attack using only Blaster variant.
Thus, the general attack pattern can be extended into research
areas in alert correlation and computer forensic investigation.

Index Terms — worm attack pattern, log, blaster attack

I. INTRODUCTION

It is important to understand on how the current worms’
infection propagates dynamically to protect us against the
attack of the future worms. The most well-known traditional
worms such as Blaster, Sasser, Code Red and Slammer, are
the major threats to the security of the internet. Their quick
distribution in exploiting the vulnerability of the operating
system has threatened the services offered on the internet.
Hence, there is a need to find a solution to detect and predict
the propagation of the worm and for this reason this paper
propose the general worm attack pattern for detecting and
predicting the worm by examining the various OSI layer’s
log from the worm source and the other machine that are
infected with it and investigate the trace leave by the attacker
which is considered as the attack pattern.

For the purpose of this paper, the researchers only select
three scenarios: scenario A, B and C; and used Blaster
variants during the experiment. This attack pattern is based
on the fingerprint of Blaster attack on victim’s logs,
attacker’s logs and Intrusion Detection System (IDS) alert’s
log.

II. RELATED WORK

A. Blaster Worm

The Blaster worm launch on August, 11" 2003 infected at
least 100,000 Microsoft Windows systems and cost millions
in damage. In spite of cleanup efforts, an anti-worm, and a
removal tool from Microsoft, the worm persists [1]. This
worm’s impact was not bounded to a short period in August
2003 as according to [2], a published survey of 19 research
universities showed that during a five-week period of
recovering from the Blaster worms and its variants, an
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average of US$299,579 is consumed. In addition the blaster
worms have the potential to generate the multi-step attack
which can increase the recovery cost of the infected system
and would initiate serious cyber crimes.

Blaster worms spreads by exploiting DCOM RPC
vulnerability in Microsoft Windows as described in
Microsoft Security Bulletin MS03-026. The worms scan
port 135 on random subnets in sequential or random order,
and the target are the discovered systems. The exploit code
opens a backdoor on TCP port 4444 and instructing them to
download and execute the file MSBLAST.EXE from a remote
system via Trivial File Transfer Protocol (TFTP) on UDP
port 69 to the %WinDir%\system32 directory of the infected
system and execute it. The goal of the Blaster attacker is to
make the system unstable by terminating the RPC services
and causes the system to reboot.

Normally an exploit would only target a single operating
system for example; Windows XP or Windows 2000, due to
the location of certain files in the memory on each platform
is usually different. These Blaster worms will semi-
randomly tries and infect machine with 20% probability on
Windows 2000 and 80% probability on Windows XP as in [3].

B. What Is Attack Pattern?

An attack pattern is a systematic description of the attack
goals and attack strategies for defending against attack.
According to [4], an attack pattern is described as the steps in
a generic attack, while [5] explain the term attack pattern as
the attack steps, attack goal, pre-conditions and post-
conditions of an attack. Subsequently, [6] has clarify an
attack pattern is a method to cause an exploit against
software used by attackers. Hence, an attack pattern is
identified as one of the important component to protect from
any potential attack.

The study from [4], [5] and [6] discussed the concept of
attack patterns as a mechanism to capture and communicate
at the attacker’s perspective that shows the common methods
for exploiting software, system or network while [7] and [8]
discussed on the attack pattern on how the attack is
performed, the attack goals, how to defences against the
attack and how to trace once it has occurred. Software
developers and network administrator can mitigate the
impact of these attacks, detect and block any vulnerability in
their network by applying the knowledge of potential attacks
represented by the attack pattern.
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Based on the study, the victim’s perspective is omitted by
focusing on the attacker’s perspective only. Consequently,
the attack patterns by focusing on the attacker’s, victim’s and
attacker/victim’s (multi-step) perspectives are proposed to
provide logical perception on how the attack is accomplished
and the effect caused by the attack.

III. ATTACK SCENARIO

In this experiment, three attack scenarios: scenario A,
scenario B and scenario C are designed using the framework
which consists of four phases: Network Environment Setup,
Attack Activation, Log Collection and Log Analysis as
described in [9]. Each attack scenario is attained through
thorough log analysis. The diverse logs involve in this
analysis are divided into two categories which are host logs
and network logs. The host logs categories: personal firewall
log, security log, system log, application log and network
logs categories: alert log by IDS
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Fig. 1 Blaster attack in scenario A which consists of first step and multi-
step of attack

In Fig. 1, the analysis of scenario A shows that the worms
attack is activated in Mohd and this host has successfully
exploited all hosts except for hosts Sahib and Roslan.
Subsequently, hosts Tarmizi which has been previously
exploited by Mohd has organized attack on host Selamat,
Ramly, Yusof and Abdollah which called multi-step attack.
Later on host Yusof and Selamat which has been exploited by
Tarmizis is trying to exploit Ramly.

In this attack scenario, those host that mark with 735,
4444 and 69 is indicated as successfully exploited by the
attacker and this host has been infected. On the other hand,
those marks with 735 and 4444 shows the attacker has
already open the backdoor but has not successful transfer the
exploit code through port 69

Consequently, in scenario B, as depicted in Fig. 2, the
analysis shows that the worms attack is activated in Mohd
and this host has successfully exploited all hosts except for
hosts Abdollah. Subsequently, hosts Roslan which has been

previously exploited by Mohd has organized attack on host
Selamat and Yusof which called multi-step attack. Later on
host Selamat which has been exploited by Roslan is trying to
exploit Ramly.

Yusof
192.168.11.20

135 ll
Saib: <
192168420 %

First Step of Attack: O_’@
Multi-step of Attack: O_.@_ _,@_.’@

Fig. 2 Blaster attack in scenario B which consists of first step and
multi-step of attack

Meanwhile in scenario C, the analysis as illustrated in Fig. 3;
shows that the worms attack is activated in Mohd and this
host has successfully exploited all hosts except for hosts
Abdollah.  Consequently, host Sahib which has been
previously exploited by Mohd has organized attack on host
Yusof, Ramly, Selamat and Roslan which called multi-step
attack.

1

First Step of Attack: @-‘@
Multi-step of Attack: @_‘®_ _.@

Fig. 3 Blaster attack in scenario C which consists of first step and multi-
step of attack

IV. ANALYSIS AND FINDINGS

The three attack scenarios are further analysed and the
findings from this analysis are used as the primary guideline
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in developing the general worm attack pattern. These attack
patterns are constructed in three different perspectives:
attacker, victim and victim/attacker or multi-step attack. The
details of these perspectives are elaborated in the following
sub-sections.

A. Analysis Of Worm Attack Pattern In Attacker Perspective

In attacker perspective, the analysis found that there are
significant attack pattern in all scenarios and the summary of
the Blaster attacker pattern for these three scenarios are
shown in TABLE 1. The proof of the pattern are analyse in
personal firewall log, security log, system log, application
log and IDS alert log; and the details of the attacker pattern
are discussed.

TABLE I
Summary On Blaster’s Attacker Pattern For Scenario A, B And C
(Item Found=V, Item Not Found=x)

Perspective | Attack Steps | Log Name Attributes Scenario A | ScenarioB | Scemario C
Personal | 135 opentep
Sean firewall y y §
Personal | 4444opentep
Exploit | firewall 69 open-inboundudp y y §
Securty | EventID: 592
Atacker Image Filename: | { |
npactEffct ~\}JlasterA exe
System Nil X X X
Application | Nil M M X
Activity DS Alert | (Portscan) TCP Portsweep y y |
Alarm | DS Alet | Source TP Attacker 3 y §

In all scenarios, the data in attacker’s Personal Firewall
Log shows the vulnerable ports that are used by the attacker
to exploit the system-level command shell on its victims. As
referred to [10], [3] and [11], the attack patterns are /35
OPEN TCP, 4444 OPEN TCP and 69 OPEN-INBOUND
UDP. The local host will primarily scan the vulnerable ports
and opened an outbound session to the remote host which
allows it to transmit the payload (worm codes) to the remote
host by exploiting the vulnerable ports open.

log, system log, application log and IDS alert log. The
summary of the victim pattern are shown in TABLE II and
the details are discussed.

TABLE 1T
Summary On Blaster’s Victim Pattern For Scenario A, B And C
(Item Found=V, Item Not Found=x)

Perspective | Attack Steps | LogName Attributes Scenario A | Scenario B | Scenario C
135 open-inboundtep
5 Personal J J J
can firewall
4444 open-nboundtep
Bglot | Fool | @apenudp { ! !
Event ID: 352
Image Flename:
% WINDIR%\System32|
thtp.exe
| | |
Victin Seeuly | pentin: 592 K ! !
1 Image Flename:
Impact/Effect WWINDIR | System3 2\
msblast.exe
EventID: 1074
System Windows Restart RPC 4 | |
’ Service termmated
Application N ® % %
Activity | IDSAlet | TFTP Get Y A o
Source IP: Victim
Alam IDS Alert | DestmationP: Attacker | | |
Destmation Port: 69

In these three scenarios, as mentioned by [10], [3] and [11]
135 OPEN-INBOUND TCP, 4444 OPEN-INBOUND TCP
and 69 OPEN UDP in Personal Firewall log are considered
as part of victim’s attack pattern which consists of scanning
and exploiting steps. In these steps, the malicious codes use
vulnerable ports /35, 4444 and 69 to exploit the system-level
command shell on its victims which provide an inter-process
communication mechanism. These exploits allow programs
running on one host to execute code on remote hosts.

A complete sequence of blaster worm communication
consists of OPEN-INBOUND, OPEN-INBOUND and OPEN
action used to gain access and upload the malicious codes to
be exploited as described by [13]. The OPEN-INBOUND
action shows that an inbound session was opened to the local

Meanwhile, there is a new process created (Event ID: 592) host and OPEN action shows that an outbound session was

from the security log shows that the blaster worm is activated
and fingerprint is shown on the image file name.
Consequently, there is no significant fingerprint found in
both system log and application log.

In the alert IDS log, (Portscan) TCP Portsweep presents
the pattern of scanning activity which shows the behavior of
worm attack in general and blaster worm attack in specific
[12] and the alarm shows that the Source IP is the attacker.
Therefore, this fingerprint discovers that this local host is a
potential attacker who launched the worm.

B.  Analysis Of Worm Attack Pattern In Victim Perspective
The victim’s fingerprints are extracted from the logs at the

victim’s host and network log. The fingerprints of these
three scenarios are analysed in personal firewall log, security

opened to a remote host.

The Security and System log contained the fingerprint of
the worm’s exploitation impact. The existence of event id:
592 leave in security log can proved that there is a new
process created by the system. The TFTP service has been
initiated and used to download and upload the blaster worm
code as well as executing the remote blaster worm code
(msblast.exe). This fingerprint is capture in [Image File
Name as %WINDIR%\System32\tfip.exe and %WINDIR%)
System32\ msblast.exe.

System log shows the fingerprint of the Blaster-infected
machine stops its 7F'TP daemon after a transmission or after
20 seconds of TFTP inactivity by showing the new process
created on event id-1074 that indicates the windows restart
and RPC service terminated unexpectedly. Subsequently,
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there is no significant fingerprint found in application log.
The addition fingerprint of TFTP Get on port 69 UDP can
also be found in alert IDS log. These fingerprints identify
that there is a pattern exists on how the blaster worm initiates
the client to download the worm code using port 69 where
the source IP address is the victim and the Destination IP
address is the attacker.

C. Analysis Of Worm Attack Pattern In Multi-Step
(Victim/Attacker) Perspective

The multi-step (victim/attacker)’s attack fingerprint is
identified in these three scenarios. The summary of the
fingerprint on the multi-step and network logs are
represented in TABLE III and the details of the attack pattern
of the multi-step’s logs are discussed.

TABLE III
Summary On Blaster’s Multi-Step (Victim/Attacker) Pattern For Scenario
A,BAndC
(Item Found=V, Item Not Found=x)

Attack

Steps Log Name

Attributes

VICTIM
135 open-inbomd tep
Parsonal | | |
firswall | ATTACKER
135 opentep

Scenario
C

Perspective Scenario A | Scenario B

VICTIM
4444 opendnbound tep
69 openudp

Parsonal
fiewal | \TTACKER

4444 opantep

69 open-inbownd udp

VICTDWATTACKER

EventID: 592

Imagz Filsnams:

%WINDIRY%\Systeam3 2\

tiip.exe : : :
Sscurity 4 4 |

EventID: 592

Imagz Filsnams:

% WINDIRYs\System3 2\

mshlastznz

Exploit

Vietim/ ;
Attacker Impact

Effect

VICTIM

EventID:1074 ) . .
Windows Rastart RPC A A i
Servics termingt=d

System

Application | Nl ® ® X

VICTIM
TFTP Get

. D5 Ale
Activity ’ %ﬁ“:)t
N °° | ATTACKER
(Portscan) TCP Portswaep
VICTIM
Sourca IP: Vietim
Destination]P: Attacker
DestinationPort: 69 4 3 i

D5 Alert
(Alarm)

ATTACKER
Sourca IP: Attackar

Referring to TABLE II1, there are two different patterns
existing in personal firewall log that discover attacker and
victim fingerprint. From the victim perspective (OPEN-135
INBOUND TCP, 4444 OPEN-INBOUND TCP and 69 OPEN
UDP), the patterns indicate that the local host has permitted
the TFTP service which then initiate the incoming traffic
from the remote host.

Meanwhile, from the attacker perspective (/35 OPEN
TCP, 4444 OPEN TCP and 69 OPEN -INBOUND UDP), the
patterns show that the local host has opened an outbound

session to the remote host which allow the local host transmit
the payload (worm codes) to the remote host. These
communication activities used the vulnerable open ports that
permit all exploitation. The fingerprints found show it’s
significant to the multi-step attack (victim/attacker) in which
this host was infected (act as victim). Subsequently, as long
as the computer was infected with the worm code (msblast),
it is considered as an attacker and it continue to generate
traffic which attempt to infect other vulnerable computers
[14].

The fingerprint in the security log shows there is a new
process created by the system which initiates the TFTP
service in order to receive and sent the blaster worm code.
Then it executes the blaster worm code (msblast.exe)
remotely. Both processes has new event id created (Event ID:
592). Based on the fingerprint it indicates that this host is a
victim of blaster worm attack. However, this host was
infected previously and automatically generating traffic to
exploit other vulnerable computers by transferring the worm
code.

The fingerprint found in System log shows the Blaster-
infected machine halt by showing the new process created on
event id:1074 which indicates the windows restart and RPC
service terminated. Hence it indicates the host is infected by
blaster worm and this is comparable to the victim pattern.

In TABLE III, the IDS alert log shows that there are
alerts found on TFTP Get and (Portscan) TCP Portsweep
activities for victim and attacker respectively. Both alerts
indicate that there is a pattern exists on the blaster worm
attack activities and shows that the source IP address is the
victim and the destination IP address is the attacker which
are significant to the pattern that found in victim and attacker.

In this analysis, the researchers have identified the
attributes from the victim, attacker and multi-step fingerprint.
These findings are further use to construct the proposed
general worm attack pattern.

V. PROPOSED GENERAL WORM ATTACK
PATTERN

This research proposed the general worm attack pattern
based on victim, attacker and multi-step point of view. The
following section describes the details.

A. General Attacker Pattern

Attacker’s worm attack pattern presents a systematic
description of the attack goals and attack strategies for
defending against the attack. This pattern is a useful guide
for researcher in identifying the attacker of an attack. Based
on the finding in TABLE 1, the overall general attacker’s
attack pattern illustrated in Fig. 4 indicate that the worm
pattern at the attacker’s host used port 135 TCP to allow the
local host scan and transmit RPC DCOM exploit codes to the
remote host which execute the windows shell to initiate
worm code to be downloaded using port 4444 TCP.
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—
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CENERAL BLASTER KT 106 IMAGE FILENAME
ATTACKER Ne—
PATTERN
ACTIVITY H DS ALERTLOG ERROR MESSAGE

NETWORK
106

DS ALERTLOG SOURCE IP ADDRESS

1] [

Fig.4 Proposed general Blaster’s attacker attack pattern

Then TFTP client service is launched using port 69 to allow
the client (remote host) to download the worm code from the
local host. The activity of TCP Portsweep also exists in the
network log that supports all the fingerprint found on the
host.

B. General Victim Pattern

Victim’s attack pattern is useful for identifying on how
the victim attacked by the potential attacker.

ACTION
PROTOCOL

PERSONAL
FIREWALL

106 DESTINATION PORT
FHRSGRAL ACTION
EXPLOIT FIREWALL PROTOCOL
106 DESTINATION PORT

SECURITY EVENTID

IMAGE FILENAME
| S—

GENERAL BLASTER
VICTIM
PATTERN

ol

S

SYSTEMLOG EVENTID
EVENT MESSAGE

| S—

————s

INPACT/
EFFECT
ACTIVITY H IDSALERTLOG ].. ERRORMESSAGE

SOURCE IP ADDRESS
DESTINATION IPADDRESS
DESTINATION PORT

NETWORK
L0G

ALARM IDSALERTLOG

Fig.5 Proposed general Blaster’s victim attack pattern

According to the analysis and findings from TABLE II,
the overall general victim’s attack pattern is summarized in
Fig. 5. The fingerprint described that the blaster worm attack
pattern at the victim’s host used port 135 TCP to authorize
the scanning and transmitting RPC DCOM exploit codes
from remote host which execute the windows shell to begin

downloading the worm code through port 4444 TCP. Next
the TFTP client service is launched on port 69 to download
the worm code. The TFTP Get on port 69 UDP fingerprint
is traced in the network log that supports the entire
fingerprint found on the host log.

C. General Multi-step (Victim/Attacker/) Pattern

Multi-step’s attack pattern is used as a guide for
administrator to identify the true attacker or true victim. This
attack pattern is a combination of victim’s and attacker’s
attack pattern in which the data is extracted from a log of the
same host.
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Fig. 6 Proposed General Blaster’s Multi-step Attack Pattern

Referring to the analysis done in TABLE III, the
summary of the fingerprint on multi-step at the host’s logs
from victim/attacker perspective depicted in

Fig. 6 illustrated the blaster worm scanning and
exploiting activity by using port 135 TCP and port 69 UDP
respectively. This is based on the fingerprint captured in
network logs, showing (Portscan) TCP Portsweep and TFTP
Get activities. The worm then transfers RPC DCOM exploit
codes from remote host which perform the windows shell to
download the worm code through port 4444 TCP.

Immediately after the host is infected (act as victim), it’s
(act as attacker) then generate traffic; attempt to infect other
vulnerable hosts. Based on the TFTP Get, the source IP
address from the host log described the remote host is the
victim and the destination IP address which is the local host
is the attacker. Hence, the proposed general multi-step
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(victim/attacker) attack pattern could identify the true victim
or true attacker.

V1. CONCLUSIONS AND FUTURE WORKS

In this paper, the researchers have analyzed diverse logs in
order to identify attack pattern from attacker and victim
perspective in three different Blaster attack scenario:
scenario A, scenario B and scenario C. The output of the
analysis are the proposed general worm attacker attack
pattern, general worm victim attack pattern and general
worm multi-step attack pattern for Blaster. This general
worm attack pattern is then extended to be further used in
designing worm attack model. The finding is essential for
further research in alert correlation and computer forensic
investigation.
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