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Abstract

We introduce virtual prepaid tokens (VPTSs), a novel
billing scheme that allows usersto obtain access at M-
Fi hotspots without having an account with a hotspot
provider or a physical prepaid token (PPT). Upon ar-
rival at a hotspot, a user buys a VPT onling, using a
third-party payment server with which the user already
has an account. Experiments show that users can buy
a VPT and gain full Internet connectivity in less than
15 seconds, i.e. much less time than it would take to
create another account or to buy and activate a PPT.
VPTs can be used in hotspots that use a captive portal
or 802.1x for user authentication. The latter alterna-
tive enables better security. WWe also contribute a novel
technique that allows a single access point to authenti-
cate users by either method. Hotspots can use this so-
lution for migrating to 802.1x without disrupting legacy
captive-portal users. Experiments demonstrate that the
proposed technique has little overhead and interoper-
ates broadly.

1. Introduction

Wi-Fi hotspots are expected to have an important
role in future provisioning of “anywhere, anytime” con-
nectivity [1, 2]. They are quickly being deployed at
locations that tend to attract nomadic users, such as
cafés, airports, hotels, and conference centers. Al-
though hotspots have limited range, they offer lower
installation costs and higher bandwidth than do com-
peting alternatives, such as 3G wireless.

However, many hotspots have low utilization and
are unprofitable [3]. This low utilization is not due to
incompatibility (many users’ notebook computers and
PDAs have a Wi-Fi interface) or other technologies’

*This project was funded in part by the Pittsburgh Digital &re
house through a grant from the Commonwealth of Pennsyly@sa
partment of Community and Economic Development.

dominance (3G deployment has been slow in most mar-
kets). The observed unprofitability could limit growth
in the deployment of Wi-Fi hotspots.

Billing is often cited as a problem area that con-
tributes to low hotspot utilization [3]: Existing billing
methods have drawbacks that turn away many poten-
tial users. Three of the most common methods are sub-
scription, pay-per-use account, and prepaid tolSei-
scriptions give to the provider a steady revenue stream
and to the user the convenience of a fixed price and
single monthly payment. However, subscriptions are
nontrivial commitments. Several concerns may militate
against such a commitment, including user doubts about
whether he or she will need access in a covered area of-
ten enough to justify the cost of a subscription. Users
can also be concerned about provider reliability.

Instead of a subscription, users may set ppyaper-
use account with a provider. Pay-per-use accounts typ-
ically draw funds automatically from one of the user’s
bank or credit card accounts, when the user gains ac-
cess. Pay-per-use accounts can be less wasteful than are
subscriptions to sporadic users. However, many users
hesitate to open such an account with a provider that
is not perceived as reliable and well-established in ar-
eas frequented by the user. Many providers are startups
that do not meet such criteria. Moreover, a user may
occasionally need access in places that are not served
(directly or by agreement) by any of the providers that
serve areas more frequently visited by the user.

In the latter cases, users may prebegpaid tokens
(PPTs). PPTs contain an id and password that are typ-
ically revealed by scratching a card and are activated
after first use for a limited time. A user does not need
to set up any account to buy such a token; payment may
be, e.g., by cash or credit card. Prepaid tokens offer lit-
tle risk to users. However, such tokens can complicate
access because they need to be physically obtained from
a vendor. In many cases (e.g., at an airport), vendor lo-
cation may be inconvenient or not obvious. Moreover, a
vendor location may be closed when a token is needed.



This paper contributes an alternative billing archi- lution consists in broadcasting such packets twice, once
tecture usingiirtual prepaid tokens (VPTs) and exper- with encryption and once without it. Our experiments
imentally evaluates its performance. Users can buy a show that this solution has little overhead and interop-
VPT from a provider without any relationship between erates with a broad range of Wi-Fi cards.
them before or after a specific access session. Users buy  The rest of this paper is organized as follows. Sec-
VPTs at the point and time of access, using a third-party tion 2 describes how hotspots typically use a captive
online payment server. Users can employ the same portal to authorize access by users with a subscription,
server also for making or receiving many other types of pay-per-use account, or physical prepaid token. Sec-
payment. Therefore, such an account is more flexible tion 3 explains how a captive portal can be modified
than is a conventional pay-per-use account, which can so that it supports also VPTs. Section 4 discusses at-
be used only to purchase access from a specific provider tacks against captive portals and summarizes our previ-
or set of providers. Like physical prepaid tokens, VPTs ous work on defenses against them. Section 5 reviews
do not require users to maintain a possibly wasteful sub- 802.1x operation. Section 6 introduces a new method
scription with the access provider. However, because that permits an access point to support captive portal
VPTs are bought online, they have several advantages and 802.1x authentication at the same time. Section 7
relative to PPTs, including saved time and no need of explains how VPTs can be acquired by users authenti-

staffing outlets for selling them.
The main difficulty in VPT implementation is that

most current hotspot architectures authenticate a user

before authorizingany Internet access by the user. VPT
purchases require, however, thatauthorized users
communicate with payment servers on the Internet. The
VPT architecture accommodates such communication
while blocking all other Internet access by unautho-
rized users. Communication between user and pay-

cated by 802.1x. Section 8 presents our experimental
results, and Section 9 concludes.

2. Captive portals for users with subscrip-
tion, pay-per-use account, or physical
prepaid token

This section describes how hotspots typically au-

ment server is secured end-to-end by SSL. The payment thenticate and authorize access by users who have a

server authenticates the user, debits the user’s credit or

bank account for the price of access, and credits that
amount to the provider. After verifying payment, the
provider authorizes full Internet access by the user.

VPTs involve more steps than do the password-based
authentication schemes typically used for subscriptions
and pay-per-use accounts. On the other hand, our ex-
periments show that users arriving at a hotspot can buy
a VPT and gain full Internet connectivity in less than 15
seconds, i.e. much less time than it would take to buy
and activate a physical token.

VPTs can be used in hotspots that employ a captive
portal [4] or 802.1x [6] to authenticate users. Most cur-
rent hotspots use a captive portal, but 802.1x enables
much better security. In particular, 802.1x enables mu-
tual authentication between user and hotspot and per-
session encryption keys at the link layer. Although the
VPT architecture is secured end-to-end by SSL, 802.1x
can provide a valuable additional line of defense at the
link layer.

This paper also contributes a novel scheme that al-
lows a single access point to support users authenti-
cated by captive portal or 802.1x. Using this scheme,
hotspots can introduce 802.1x without disrupting ser-
vice to legacy users. The main difficulty for this integra-
tion is how to support broadcast packets, given that not
all clients may be using link-layer encryption. Our so-

subscription or pay-per-use account with the provider,
or an acceptable physical prepaid token.

Hotspots typically do not use WEP, Wi-Fi’'s original
security scheme. WEP would require matching secret
keys to be manually configured in access points and user
computers. Such keys would be difficult to keep secret
in public settings, such as hotspots.

Instead, hotspots usually emplogptive portals for
user authentication. Captive portals were first proposed
in Stanford’s SPINACH project [4] and are illustrated
in Fig. 1. Captive portals do not require special config-
uration of user computers. A special gateway between
the hotspot’s LAN and the Internet enables only autho-
rized users to communicate with the Internet. The gate-
way distinguishes authorized and unauthorized users
by their MAC and IP addresses. The gateway allows
unauthorized users’ DHCP, ARP, and DNS query pack-
ets. Unauthorized users use DHCP to obtain network-
ing configuration parameters. They are then expected
to open a Web browser and send a Web request. The
gateway redirects any Web requests from unauthorized
users to a captive portal, and drops any other unautho-
rized packets. The captive portal returns to the user an
SSL-secured login page that requests the user’s id and
password. The captive portal verifies the latter and, in
case of success, sends the user's MAC and IP addresses
to the gateway for authorizing the user’s Internet access.
The captive portal usually also sends the user a session
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Figure 1. Captive portals provide an intuitive Web-based in terface for user authentication. No

special configuration is necessary in user computers.

management page with a button for logging off, on a
small popup window that is not used for browsing. Fi-

nally, the captive portal redirects the user to the Web
page that the user initially requested (note that the ini-
tial redirection by the gateway makes it unnecessary for

enough balance, the OPS withdraws the bill's amount
from the user’s credit card or bank account. After cred-
iting the provider, the OPS notifies the provider’s cap-
tive portal. The captive portal establishes the user’s ac-
count in the database and sends the user's MAC and IP

the user to know the captive portal’s URL).

Captive portals typically communicate with a re-
mote account database for authenticating user pass-
words. Any _of several protocols may be used for such 4. Captive-portal vulnerabilities and de-
communication, e.g., RADIUS, LDAP, or Kerberos. fenses
In the case of physical prepaid tokens, the database
would have been previously populated with temporary
accounts containing user ids and passwords that match ~ This section discusses vulnerabilities of captive por-
those on the tokens. Upon first authentication of such tals and alternatives for defense.
an account's user, the database manager calculates and Although most current commercial hotspots use a

updates the respective account’s expiration time. captive portal for user authentication, the resulting se-
curity does not prevent theft of service. In particular, it

is easy for an attacker tojack a session of an authenti-
cated user [5]. The hijacker periodically sends to an au-
thorized user deauthentication or disassociation notifi-
cations purported to come from the access point. These
This section explains how captive portals can be notifications cause the authorized user to stop transmit-
modified so that they support not only the billing op- ting. The hijacker can then use the user’s IP and MAC
tions discussed in the previous section, but also VPTs, addresses to communicate with the Internet.
as illustrated in Fig. 2. The increasing use of personal firewalls enables
The SSL-secured login page that the captive portal a simpler attackfredloading [5]. Unlike hijacking,
sends to the user is modified so that it contains an area freeloading does not require special tools and can eas-
where users who do not have a valid password can or- ily go undetected. A freeloader simply uses an autho-
der a VPT. In the latter case, the user enters the respec-rized user's MAC and IP addresses while the user con-
tive user id and password and selects an expiration time tinues to communicate. Freeloading would ordinarily
and online payment server (OPS), possibly from among not be expected to work reliably, because the user re-
several alternatives displayed as buttons. The captive ceives packets actually destined to the freeloader and
portal reserves in the account database the entered usemay respond in ways that disrupt the freeloader’'s com-
id. In case of success, the captive portal sends the billto munication. For example, the standard response to a
the selected OPS and redirects the user to the OPS. TheTCP packet that belongs to a connection that, from the
gateway is modified so that it allows unauthorized users point of view of the receiver, is closed, is to send a
to communicate with the supported OPSs. The selected RST segment to the sender, thereby possibly aborting
OPS authenticates the user and asks the user to confirmfreeloaders’ connections. However, a personal firewall
payment of the provider’s bill. After user confirmation, inhibits responses to stray packets, including RST seg-
the OPS debits the bill's amount from the user’'s account ments (the firewall interprets stray packets as attempts
and credits the same amount, minus OPS fees, to the to fingerprint the node’s software or find vulnerable
provider’s account. If the user's account does not carry ports). When both the freeloader and authorized user

addresses to the gateway for authorizing the user’s In-
ternet access.

3. Captiveportalsfor userswith virtual pre-
paid token



LDAP
server

5 Reserve id 12. Establish account
4.0rder VPT 6. Send bill and redirect VPT order
3.Ask id, password captive 11. Notify payment
portal
2.Web redirect 13.Access accept
1.Web request online

access
; ateway | ayment
Lcllent point g y Internet Py ar
8. Show id, password; 10. Confirm payment /P

7. Ask id, password; 9. Ask payment confirmation

Figure 2. Users can employ an account with a third-party onli ne payment server to buy a virtual
prepaid token for hotspot access. User and hotspot need not h ave any relationship before or
after access.

have personal firewalls, freeloading works reliably and 5. Wi-Fi security with 802.1x
can be used in collusion against the hotspot provider.

In another paper, we proposed novel defenses against  This section reviews 802.1x-based Wi-Fi security.
hijacking and freeloading [5]Session id checking se- Readers familiar with this topic may skip this section.
cures the session management page with SSL, asso- |EEE 802.1x is an extensible protocol for authenti-
ciates with the page a non-persistent cookie containing a cating clients before they are granted access to a local
cryptographically random session id, and tags the page area network (LAN) [6]. Three parties are involved in
with a refresh directive and some period. The direc- 802.1x authentication: supplicant, which is the client
tive periodically causes the user’s browser to send to that desires access; anthenticator, which is the node
the captive portal a request to refresh the session man- that mediates the client's access to the LAN, and an
agement page. Such requests are automatically SSL- authentication server, which authenticates supplicants.
secured and accompanied by the cookie. The captive For example, in typical Wi-Fi LANs [1, 2] using 802.1X,
portal can thus detect hijacking by noticing that it has mobile stations are supplicants, access points are au-
not received a correct refresh request from an autho- thenticators, and RADIUS [7] servers are used as au-
rized user for more than the refresh period. The cap- thentication servers.
tive portal then unauthorizes the user’s addre9gsC IEEE 802.1x supports a variety of authentication
sequence number tracking detects freeloading by notic-  schemes. For example, 802.1x can be used with EAP-
ing that MAC-layer sequence numbers form more than TLS [8], whereby servers and supplicants authenti-
one trend line, corresponding one to the authorized user cate each other using digital certificates. Alternatively,
and the remaining to freeloaders. The access pointthen 802.1x can be used with PEAP [9], a recent pro-
causes the user's MAC and IP addresses to be unautho-posal that uses digital certificates to authenticate server
rized. to supplicants and can use passwords (e.g., via MS-

Although session id checking and MAC sequence CHAP-V2 [10]) to authenticate supplicants to servers.
number tracking improve the security of captive portals, PEAP may be considerably simpler and less expensive
802.1x can provide a higher level of security. Unfor- to deploy thanis EAP-TLS, because PEAP does not re-
tunately, 802.1x may require the installation and con- quire supplicants to acquire and maintain certificates.
figuration of new hardware and software in user com- IEEE 802.1x also supports dynamic per-session keys
puters, and the respective standards are still in a state for encrypting or authenticating packets sent between
of flux. Because technical support at a level that most supplicants and authenticators. Dynamic per-session
hotspots cannot provide would be necessary, hotspots keys can make it significantly harder to break Wi-Fi's
cannot currently mandate use of 802.1x. This paper original packet encryption scheme, WEP (Wired Equiv-
contributes a novel scheme, described in Section 6, that alent Privacy) [11, 12, 13, 14, 15]. Nonetheless, new
allows hotspots to enable 802.1x security while still Wi-Fi security standards combine 802.1x with stronger
supporting captive-portal users. cryptography. The interim new standard, WPA (Wi-Fi



Protected Access) [1], uses frame encryption (TKIP) unicast and broadcast keys are used by cryptographic
and authentication (Michael) algorithms that can be algorithms (e.g., WEP) for securing subsequent data
implemented as firmware upgrades on existing net- frames. The authenticator can be configured to suppress
work interface cards (NICs) and access points. IEEE unicast keys, in which case supplicants and authentica-
802.11i [16], on the other hand, will use AES (Ad- tor use the broadcast key for all data frames. The au-
vanced Encryption Standard) [17] and therefore will thenticator can also be configured to refresh keys peri-
need more powerful NIC and access point hardware.  odically.

After authentication and key exchange, the suppli-

In 802.1x, supplicants (i.e., clients) are by default . . .
cant moves to the authorized state, and previous restric-

considered unauthorized. Supplicants in this state can : T
send or receive only EAPOL (EAP [18] over LAN) tions on supplicant communication are removed.
frames. After association, an 802.1x supplicant sends

an EAPOL-Start frame to the authenticator (i.e., ac- 6. Supporting both users authenticated by

cess point). The authenticator responds by requesting captive portal and 802.1x
the supplicant’s identity. The authenticator then trans-

lates and relays a sequence of responses and requests s section describes a novel method that allows a

between the supplicant and the authentication Server. qinqje access point to support both users authenticated
Communication between the supplicant and authenti- by captive portal (who do not use link-layer encryption)
cator uses t_he EAPOL protocol. Or_l the other hand, and by 802.1x (who do use link-layer encryption).
cr:)mmun_lcatlon between Lhe authenSUcator anld the ;u' To make this possible, the gateway functionality nec-

t ent|caSt|on sirver u?est g RADIU prot?(co 7. ,1 1 essary for captive portals, as discussed in Sections 2
RADIUk can h € configure ]EO secure pac(:j ets using @ and 3, is integrated into the access points. The access
se_cret ey. T € sequence o requ_ests and responses Irboints keep track of the authentication state of each as-
this phase will depend on the particular authentication sociated supplicant (i.e., client). Supplicants are by de-

scheme_used (e.9., EAP-TLS or PEAP)_' In the case of fault (e.g., right after association) considered unautho-
PEAP, first a TLS [20] tunnel is established between rized. In this state, supplicants can communicate only

the suEpIicant I:.;md auth(re]nticgtion sehrver. As is u;ual ri}n using EAPOL, DHCP, ARP, DNSS queries, and HTTPS
TLS, the supplicant authenticates the server using the with a captive portal. A supplicant’s state changes to

server_’s certificate, which the server sends to the suppli- authorized when the respective access point receives
cant via TL_S' The TLS tunr_lel Secures the subsequent from an 802.1x authentication server or captive portal
authentication of the suppllcgnt._ A variety O,f meth- a corresponding access-accept packet. The latter packet
ods can be used for authent|cat_|ng the _supphcant; the specifies a sessigimeout value. After that interval has
method currently supported by Microsoftis MS-CHAP- 150564 the supplicant's state reverts to unauthorized.
V2, which is password-based. Communication between access points and 802.1x
After the authentication server authenticates and ac- authentication servers is according to the RADIUS pro-
cepts the supplicant, cryptographic keys are established tocol, which includes access-accept and access-reject
and communicated. The precise steps involved in this packets. Authentication using 802.1x proceeds as de-
phase are still being standardized. In Microsoft's exist- scribed in Section 5, i.e., there is no difference with re-
ing implementation, both authentication server and sup- spect to 802.1x-only LANS.
plicant derive from the TLS session key an MS-MPPE- Communication between access points and captive
Send-Key and an MS-MPPE-Recv-Key [21, 22]. The portals, on the contrary, does not use RADIUS. How-
server includes these keys as vendor extensions in the ever, captive portals send authenticators packets with
RADIUS access accept packet that the server sends to the same format as RADIUS access-accept and access-
the authenticator when the server accepts the suppli- reject packets.
cant [19]. After forwarding the corresponding EAP- If an unauthorized supplicant sends any HTTP or
Success frame to the supplicant, the authenticator sendsHTTPS request, the respective access point redirects the
two EAPOL-Key frames to the supplicant. The first request to a captive portal. Captive portals are SSL-
frame contains the broadcast key that the authentica- secured and ask for and verify the supplicant’s cre-
tor uses to broadcast packets on the LAN. The sec- dentials (e.g., id and password). Captive portals and
ond frame contains a unicast key for communication 802.1x authentication servers may use the same account
between the supplicant and the authenticator. In each database (implemented, e.g., by an LDAP server). Af-
EAPOL-Key frame, the unicast or broadcast key is en- ter authenticating a supplicant, a captive portal sends to
crypted using the MS-MPPE-Recv-Key, and the entire the supplicant’s access point an access-accept packet.
frame is signed using the MS-MPPE-Send-Key. The Access-accept packets may specify different filter
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Figure 3. Testbed used in the experiments. The proposed tech nigues involve changes only in
the access point and captive portal.

values according to supplicant class (as defined in the (e.g., an account with id “visitor”, null password, no
account database) and how the supplicant was authen-expiration date, and a special filtel with access re-
ticated (802.1x or captive portal). The access point can strictions similar to those of unauthorized clients). This
be configured to use different firewall rules or VLANs  account’s dummy credentials allow an 802.1x client to
for forwarding packets from or to each authorized sup- obtain session keys for secure Wi-Fi communication.
plicant, according to the supplicant’s filtét. The client then starts a Web browser and sends a Web
The access point keeps in a record each associatedrequest. Given that the client’s rights are still those of
supplicant’s unicast key. In the case of an 802.1x sup- an unauthorized client, the access point redirects the
plicant, the access-accept packet also specifies an MS-request to the captive portal. The client can then pur-
MPPE-Send-Key and an MS-MPPE-Recv-Key, as dis- chase a VPT as described in Section 3, with the dif-
cussed in Section 5. The access point uses theseferences that 802.1x has authenticated the hotspot to
keys for communicating to the supplicant a unicast and the client and link-layer encryption is used between the
broadcast key for securing subsequent data frames. client and access point. After the client completes the
On the other hand, in the case of a captive-portal purchase, the captive portal sends a new access-accept
supplicant, the unicast key is null, indicating that the ~packet to the respective access point. The access point
access point does not encrypt, decrypt, or authenticate then changes the client’s status to authorized and up-
packets that it forwards to or from the supplicant. This grades the client's access rights. This upgrade is auto-
case achieves backward compatibility with the default matic and does not require the client to input the respec-
configuration of most existing Wi-Fi NICs and access tive id and password.
points.
The access point also keeps track of the number 8. Experimental results
of associated 802.1x and captive-portal supplicants, re-
spectively. When the access point needs to send to its ~ This section presents experimental results from a
associated supplicants a broadcast packet, the accessrototype implementation of the proposed techniques.
point sends the packet secured with the broadcast key, if Fig. 3 shows the testbed used. Reported averages are
there are any associated 802.1x supplicants; and sendsthe result of five tries.
the packet without security if there are any associated  We implemented on an IBM ThinkPad T30 1.8 GHz
captive-portal supplicants (if there are both 802.1x and PC an access point with integrated gateway function-
captive-portal supplicants, the access point sends broad- ality, as described in Sections 2, 3, 6, and 7. This PC
cast packets twice). Commonly, the only packets that contains an integrated Wi-Fi interface based on the In-
may need to be broadcast twice are DHCP and ARP.  tersil Prism 2.5 chipset. It ran Linux 2.4.20 and a modi-
Finally, the access point’s beacon frame is set so that fied version of the HostAP 0.0.3 Wi-Fi driver [23]. The
the Capability field’s Privacy bit is not set (some client modifications necessary for our techniques increased
Wi-Fi cards will not associate without static WEP if this  HostAP’s code by roughly 32 KB. Additional memory
bit is set, regardless of client configuration). is necessary for maintaining session status. For 50 ses-
sions, the additional table memory needed is about 1
KB. These results suggest that the proposed techniques
can be adopted in memory-constrained access points.
Testbed clients were two other T30 1.8 GHz PCs
running Windows XP Professional SP 1 and Internet
This section briefly explains how VPTs can be used Explorer 6.0.28 configured to remember passwords and
with 802.1x-based security. auto-fill forms (to reduce variations due to data entry).
To enable 802.1x paying visitors, a special, well- The 802.1x clients were configured to use the PEAP
known account may be defined in the account database protocol and dynamic WEP. The 802.1x authentication

7. Using virtual prepaid tokenswith 802.1x-
based security



Table 1. Breakdown of VPT purchase latency

| Payment step | Latency (s)]
Visitor orders VPT from captive portal 0.6
Captive portal sends bill to online payment server (OPS)radiects visitor to OPS 2.6
Visitor inputs id and password and sends to OPS 2.3
OPS verifies visitor id and password and asks payment cortfoma 1.4
Visitor confirms payment 0.6
OPS processes payment and notifies captive portal 6.8

| Total | 143 |

server used was a Dell Dimension 4550 2.4 GHz PC
running Windows 2000 Server SP 3 with 802.1x patch,
IAS RADIUS server, and Active Directory. The captive
portal and FTP server were two identical Dell 4550 PCs
running Linux 2.4.20. The captive portal used Apache
2.0.40.

In the first experiment, we measured the time neces-
sary for a visitor to purchase a VPT and gain full ac-

figured both clients with captive-portal or 802.1x au-

thentication or each client with a different authentica-
tion method. We also configured either client to use
the integrated Prim 2.5 Wi-Fi interface while the other

client uses a Netgear, Orinoco Gold, Cisco Aironet 350,
or the integrated Prism 2.5 Wi-Fi interface. (The Cisco
interface needed to be configured to “allow association
to mixed cell;” the other interfaces used do not have an

cess. We used PayPal as a representative online pay_equivalent configuration option.) We verified that_ both
ment server. We set up a consumer account for the client clients operated correctly in all of the tested configura-

and a business account for the prototype hotspot. Pay- tlons.
Pal fees for these types of account are respectively none

and $0.30 plus 2.9% per payment [24]. The business
account was configured to send instant payment notifi-
cations (IPNs) to the captive portal, so as to avoid de-
lays. The captive portal communicates with PayPal us-
ing SSL to verify IPNs. Table 1 breaks down the total
latency into its constituent parts. The total latency mea-
sured was 14.3 s, which is probably acceptable for occa-
sional users (frequent and highly mobile users may pre-
fer a subscription, which allows faster authorization).
Of this total, 10.8 s were spent by the online payment
server.

In the next set of experiments, we measured the la-
tency necessary for client authentication, and the TCP
throughput andpi ng round-trip time (RTT) between
client and FTP server, under the following conditions:
captive-portal or 802.1x authentication with unmodified
or modified HostAP. To obtain good resolution, we cal-
culated latencies and RTT by examinietyher eal
traces of the relevant packets. We usedtthep tool

9. Conclusions

Support for VPTs and simultaneous captive-portal
and 802.1x authentication can be added to an access
point with little extra memory, negligible overhead, and
good interoperability with various clients.

For occasional hotspot users, VPTs offer several ad-
vantages relative to other billing options. Unlike a sub-
scription, VPTs do not have a monthly carrying cost. In-
stead of a pay-per-use account with the provider or ag-
gregator, which can be used only to purchase access at
certain hotspots, VPTs use an account with a third-party
online payment server, which allows the user to employ
the account for any other payments as well. And unlike
physical prepaid tokens, VPTs allow a user to order and
obtain Internet access from a provider in less than 15 s,
even if the user has no previous or subsequent relation-
ship with that provider or that provider's aggregator.

Simultaneous support for captive-portal and 802.1x

to measure throughput. The results are displayed in Ta- 5 thentication allows hotspots to provide recent Wi-Fi
ble 2 and show that the proposed techniques have neg- sgcurity improvements to those clients whose configu-
ligible effect on performance. (Captive portal corre-  4i0n supports them, without disrupting legacy clients.
sponds to lower authentication latency and higher TCP 5 6yements include mutual authentication between
throughput because, respectively, it does not authenti- jient and hotspot (e.g. using EAP-TLS or PEAP) and
cate the server and does not activate link-layer encryp- link-layer packet encryption and authentication with
tion.) dynamic per-session keys (e.g. using dynamic WEP,
In the final set of experiments, we exhaustively tested WPA, or 802.11i). These improvements can provide a
the modified access point’s interoperation with multiple valuable extra line of defense against attacks in the Wi-
clients and different client Wi-Fi interfaces. We con- Fi network. However, hotspots typically can provide



Table 2. Access point modifications to support VPTs and simul
802.1x authentication have negligible impact on performan

between brackets)

taneous captive-portal and
ce (standard deviations represented

| Auth. method| Access point| Authentication latency (ms) TCP throughput (KB/s) Round-trip time (ms)|

802.1x unmodified 660 [120] 556 [9] 3.5[0.5]
modified 700[110] 555 [6] 3.3[0.5]

Captive portal| unmodified 48.3[0.4] 598 [8] 2.9[0.2]
modified 48.7 [0.6] 593 [8] 3.0[0.2]

only minimal technical support and therefore may not

be able to mandate clients to upgrade to the more secure
802.1x-based authentication.

backward compatibility with captive portals provides an
attractive trade-off between security and usability.
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