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Biometric features are increasingly used for authenticasind identification purposes in
a broad variety of institutional and commercial systemshsas e-government, e-banking
and e-commerce applications. On the other side, the adopfidiometric techniques
is restrained by a rising concern regarding the protectfahe biometrics templates. In
fact, people are not generally keen to give out biometritstraith little assurance that
they cannot be stolen or used without an expressed consetenRresults showed that
generating a unique identifier by combining biometric fraitaking it impossible to recover
the original biometric features (thus preserving the et the biometric traits) is feasible.
The chapter reviews the privacy issues related to the usemiirics and presents some of
the most advanced techniques available up to date, prgvalzomparative analysis. and
giving an overview on future trends.

1.1 INTRODUCTION

Biometric features are increasingly used for authenticedind identification purposes
in a broad variety of institutional and commercial systemihe large diffusion
of e-government, e-banking and e-commerce applicatiofpgines more stringent
methodologies to identify customers or citizens in ordepttevent any malicious
behavior which could lead to economic loss or fraud atterfgqpthe involved parties.
Biometric data are natural candidates to be used in auttaiun systems which
should guarantee an higher level of security. Such kind tf dee indeed unique for
each person and strictly associated to its owner. They geoicable, in the sense
that the association cannot be changed during the humaaniféen many cases they
are hard to forge.

Many different authentication systems have been propaaedd into account
different biometric traits, some physiological, some hedial, each proposal hav-
ing different advantages or drawbacks. In some cases,igabsettings have been
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devised and different solutions are available in commeéagiplications or for border
control. If from one side the interest in biometrics techugg is more and more
increasing for their advantages (security, reliabilitic.@ on the other side, the
potential threats to the privacy of users, coming from theselnf biometric informa-
tion, is object of discussion and often prevent the adopidniometric systems on
a large scale. In fact, people are not generally keen to giv@iometric traits with
little assurance that they cannot be stolen or used withoekpressed consent. For
the same reason discussed above, many people are more and/onoed about the
adoption of biometric systems in practical situation.

Recently, much research work has been devoted to the cotistrof techniques
for the protection of biometric templates. In this way, b&nt authentication
schemes can be devised, satisfying the increasing requestifacy coming from
users. Such techniques usually enable the generation ofes@tentifiers after a
transformation of the input biometric traits making it ingsible to recover the orig-
inal biometric features (thus preserving the privacy ofltlmmetric traits). Several
proposals have been formulated combining cryptographytamaehetrics in order
to increase the confidence in the system when biometric tgephre stored for
verification.

The chapter reviews the privacy issues related to the usemigtrics and presents
some of the most advanced techniques available up to datadprg a comparative
analysis and giving an overview on future trends. The chiaggtructured as follows.
In the next section we present the most common biometritsteaid features used
in real-world applications as well as the associated rigkllen the privacy for the
individuals. In Section 1.3 we introduce efficient reprea&on of biometric features
in order to protect biometric templates and construct gsicammpliant authentication
system. In Section 1.4 we discuss privacy issues in multahbimetric systems,
when more than one biometric trait is used, and present itiddet.5 an innovative
method for building multimodal privacy-aware verificatisystem.

1.2 BIOMETRIC TRAITS AND PRIVACY

In this section we discuss the privacy issues concerningithetical usage of the
biometric systems. To this purpose it is important to comskbth the view of users
and the real risks which they could be exposed to. Differamspectives about
privacy can also be given w.r. to the application context ok biometrics are
exploited and the particular methodology used for the ctibea of biometric data.
Finally privacy risks can also be evaluated consideringsthexific traits which the
biometric systems are based on.

1.2.1 User perception and real risks

The users commonly perceive biometric authentication deditification techniques
as a threat to their privacy rights. In particular there amas aspects that enforce
this perception [18]. The first one is related to the fact thatacquisition of the
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biometric traits is considered as an exact and permanenry 6ili the user’s activities
and behaviors. For example, itis very common the thoughbtioat biometric system
has 100% identification accuracy and that the biometric $asrgnd templates are
necessarily stored and/or sent over a network, exposimg théurther risks of being
exposed. Actually, the latter is a well founded concern. det,fwhile it should
be granted to the user that the biometric information ctdiéshould not be used
for any other activities than the ones expressly declaredpime cases it is harder
to grant this aspect, especially if the biometric samplesitelves are sent over a
network. The second issue is related to the possibilitygtktidown the user activities
associated to the biometric acquisition, even in the farrfut This leads to produce
in the users the perception of the possibility to be “tra¢kedhis movements, or his
buying and life style. Commonly this issue is associated $ora of “big brother”
phobia, in which a superior entity is capable of observind acquiring knowledge
on each activity of the user.

In a negligible part of the population, the usage of a bioiosirstem is also per-
ceived as uncomfortable or dangerous. For example, therfirigesensor — when
previously used by other people and not properly cleaned+beaconsidered as
unpleasant or disgusting. Or face and iris acquisitionesgstmight induce appre-
hension to have the eyes damaged by lasers and/or IR sowepsinterestingly,
users often overlook others privacy related problemsragisihen biometrics are
involved.

The first point concerns the possible usage of biometriainé&ion for operating
Proscription Lists For example, a user can be classified from a previous behavio
or activity in a specific class, and then — as a consequendasotiassification —
some services and accesses can be denied. Important esashiiés situation are
the black lists present in call centers and service prosidspecially designed to
identify and to manage the users considered as “offendingiat-collaborative”.
Other examples are the “bad-credit” lists filled in many stee and mutual founds
companies. Indeed, proscription lists can be employedvaittmut the adoption of
biometric systems (and actually they are), but the usageéoofdtric technologies
can make the situation more and more dramatic.

The second point concerns the fact that many biometric festaan be used
to obtain personal informatiorof the users, such as medical information of past
illnesses or the current (and future) clinical trends. Bameple, the retinal pattern
acquired by the biometric system can produce valuablenmdion of the presence
of hypertension, diabetes and others illnesses [17]. Mumtempersonal information
can be extracted from DNA samples [15].

1.2.2 Applicative contexts

The real risk of privacy invasiveness can be analyzed in rdetail with respect
to both the final application which the biometric system iglidated to and the
biometric trait which is involved. Table 1.1 plots a qudlita representation of the
privacy risks versus ten different application featuresoading to the International
Biometric Group [16].
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Table 1.1 Applicative aspects concerning the privacy (aceding to the IBG)

Lower «— Risk of privacy invasiveness> Greater

Overt « Covert
Optional + Mandatory
Verification « Identification
Fixed Period « Indefinite
Private Sector «—  Public Sector
Individual, Customer «— Employee,Citizen
Enrollee < Institution
Personal Storage <+ Database Storage
Behavioral « Physiological
Templates <~ Images

Biometric covert applicationgsuch as the surveillance systems without explicit
authorization from the users) are considered to be mora@rimvasive. On the other
hand, the biometric systems for identification or verifioatihat areptionalare con-
sidered as more privacy compliant. In this case, users aadel® not be checked by
a biometric system, and they can adopt a different identifinéverification system.

Privacy is considered to be exposed to a greater risk whehitimetric system
performs ardentificationinstead of a simpler verification task. That is related to the
fact that the identification process encompasses a “1-toytr@mparison, which,
in most cases, is not carried out in the same place of the sitiqui (typically, the
biometric data is sent trough a network to a database forahmarisons).

Also thedurationof the retention of the biometric data impacts the privask.rif
retention expires in a fixed period of time, the privacy riskéduced. Best practice
notions require that every project which encompasses hranaata retention should
always explicitly state its duration.

Different risks are present with respect to the sector ofiegiion: the biometric
setups in theublic sectorare considered to be more susceptible to privacy invasive-
ness than the same installations in phivate sector

Also therole of the individuals that use the biometric system has grepath
on the privacy. There roles have an increasing privacy rislividual, customer,
employee, citizen. The most relevant privacy invasion lategl to the association
of the fundamental rights of the individual to a biometriemdity test. The privacy
risks are lower in the applications where the individuataireusage rights over the
biometric data.

Also thestorage methodf the biometric data affects the privacy risk. The worst
case is when they are all stored in a central database, ol¢ efser’s control. The
best case is when the user personally holds the biometag fdatexample when the
personal biometric information is stored only on a smartiéglonging to the users.

The distinction between behavioral and physiologicatsriairelevant with respect
to the privacy risks. Thehysiological datgsuch as fingerprints, or iris templates)
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Table 1.2 Data Collection Approaches

Approach Examples
Protective Enterprise Security, Accountholder verifizati
Sympathetic  Application of the Best practice notions in coom applications
Neutral Personal PCA, Home PC, Access control
Invasive Surveillance, some Centralized National ID Sersi

can be used in a more invasive manner. That is related to thehfat the physi-
ological traits are the most stable in time and they are ctaraed by very high
verification/identification accuracies. On the other stlebehavioral traitstend to
be less accurate, and, most of the time, they request theoitsboration.

Also the storage format is relevantemplatesare usually carrying much less
information than the original sample/images. While they kss powerful when
used as direct identifiable data, they are privacy-invasive

1.2.3 System design and data collection

Another useful taxonomy concerns the different approattrelsiometric data col-
lection and storing. The IBG classifies four different cissoncerning the privacy
protection (Table 1.2): Protective, Invasive, Neutralygathetic [16].

A privacy-protectivesystem is designed to protect or limit the access to personal
information, providing a means for an individual to estsbla trusted identity. In
this case, the biometric systems use biometrics data tegrpersonal information
which might otherwise be copied, stolen or misused.

A privacy-sympathetisystem limits access/usage to personal data. A privacy-
sympathetic approach encompasses the specific designnoérmte able to protect
biometric data from unauthorized access and usage. Alsstthage and the trans-
mission of biometric data must be informed, if not driven fuivacy concerns.

In a privacy-neutralsystem, privacy aspects are not important or the potential
privacy impactis slight. Privacy-neutral systems aregiesil to be difficultly misused
with regards to privacy issues, but they do not have the dhiyab protect personal
privacy.

A privacy-invasivesystem facilitates or enables the usage of personal data in a
fashion which is contrary to privacy principles. In privaicyasive systems personal
data are used for purposes broader than what originallypdiee. Systems which
facilitate the linkage of personal data without an indialsiconsent, and those in
which personal data are loosely protected belong to thiscla

1.2.4 Technology evaluation

The different biometric technologies associated to eaombtric trait can produce
various levels of privacy risk. In Table 1.3 it has been @dtthe overall risk for
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Table 1.3 Privacy risk ranking with respect the available tehnologies (Verif. = verifi-
cation; Id. = identification; Behav. = behavioral; Phys. = ptysiological; Ov. = Overt;
Cov. = Covert; DB Comp. = Database compatibility).

Trait Verif./ld. Behav./Phys. Ov./Cov. DB Comp. Overa8ki

Face high medium high high high
Fingerprint high high low high high
Retina high high low low medium
Iris high high low low medium
Hand low medium low low low
\oice low low medium low low
Keystroke low low medium low low
Signature low low low low low

the user’s privacy associated to the specific trait. Theapyivelated aspects are
summarized by taking into account the four most significanhhologies features
[16].

The first feature is associated to the capability of the teldgy to process searches
in databases of biometric records. The higher this capgltitie higher the privacy
risk.

The second feature is associated to the possibility of ttent@ogy to effectively
work in an overt or covert fashion. For example, a face rettimgnsystem can be
more likely used in a covert manner than a classical fingetggistem. The higher
this capability, the higher the privacy risk.

The third feature tends to distinguish the behavioralgrdm the physiological
ones. The acquisition of most behavioral traits need catjoer from the user and
they are less stable in time, hence they are considered tmbeprivacy compliant
than the physiological. The higher the need of user coojperat the variability in
time, the lower the privacy risk.

The forth feature is related to two points: the technologgrioperability when
working with different databases, and the presence of nous&and/or large available
databases to process comparisons. For example, a facaidoguian be used for
multiple search in different databases with relatively kefforts. Similarly, many —
and large — databases of fingerprints templates exist aydctirebe queried using
fingerprints taken with different sensor and techniquesni@arizing: the higher the
interoperability and the presence of available databdsesigher the privacy risk.

The last column of the Table 1.3 reports the overall risk efrative technologies
obtained by qualitatively weighting all the feature scores

1.2.5 Best practice for privacy assessment in biometrics

It is worth noting that the biometric features, samples ardplates can not be
considered as “secrets” since it is possible to capture tioeoneate real or digital
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artifacts suitable to attack a biometric system [18]. Bugny case, the protection of
the biometric data is absolutely essential from many pahtsew such as privacy
and security issues [29].

The design and the usage of a biometric system should alvespect strict
guidelines in order to protect the user privacy. These netencompass four main
points [16]: i) the scope and the capabilities of the systiénthe data protection;
i) the user control of personal data; iv) the disclosungditing and accountability
of the biometric system. In the following discussion, weerdgb two main classes of
actors: the users and the operators who manage the biosyttem.

The first point concerns thecope and the capabilities of the systefirst of all,
the scope and the functionalities of the system should neixpanded without the
explicit and informed consensus of all the users. From tipaloiity point of view,
the retention of the biometric information must be limitedthe minimal amount.
In general, the biometric system stores the enrollment dhatathe verification data
should always be deleted. Only templates should be recoedgdrow data, images
and recordings should be deleted as soon as possible dberfgrictioning. Also
the collection of other information should not happen andoéiiely should not
not be integrated into the biometric data. In addition, #enination date of all
system functionalities should be provided, or, at least, dbletion date must be
communicated to the user.

The second point focus atata protection The use of proper techniques to protect
the biometric data should always be considered. Suital@dmples are the adoption
of encryption primitives and private networks which mustesigned and managed
using the state-of-the-art best practices. Systems stadsitdbe hosted in secure
and controlled areas. These condition must be ensuredlftrealife cycle of the
biometric system. Itis importantto note that also the tesfithe matching phase (the
“match”, “non-match”, and errors cases) must be proteateicansidered as private
information. The final issue concerns the limitation of tlteess of the biometric
data to a well-defined and limited group of operators.

The third point is related to theser control of personal dataThe guidelines
foreseen that the user must keep the control on her/his bimdata. The biometric
system should be used voluntarily by the user, and, in ang, ¢as system must
ensure to the user the possibility to be un-enrolled. Intaafdithe user should be
always able to correct and modify her/his personal data.

The forth point describes thaisclosure, auditing and accountabilitf the bio-
metric data. The exact purpose of the biometric system masixblicated to the
operators and the enrollees. In particular, it must be é@xgdhif the biometric ac-
quisition is optional or compulsory. It is important to disge when the biometric
system is used, especially when enrollment and verificatiddentification phases
are carried on. The guidelines suggest also that each operatist be accountable
for the possible missuses/errors perpetrated during thkimgpactivities. Also suit-
able procedure must be considered in order to solve dispoteserning the usage
of the biometric system. The owner of the biometric systeohthe operators must
also be able to provide a clear and effective process ofiagdithen an institution
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Enrollment phase
PASSWOR
e Hash (PASSWORD)
Authentication phase
PASSWOR l
Hash (PASSWORD) Compare
True/False

Fig. 1.1 Password based authentication scheme.

or a third party must perform a critical review of all the méekiwhich compose the
biometric system.

A broad and rapidly growing literature is focused on the gufgbrotecting and
augmenting the privacy protection of a biometric systemthin following part of
this chapter we will focus in particular on the multidisai@ry approaches which
encompass biometric and cryptographic techniques.

1.3 BIOMETRIC TEMPLATES PROTECTION

Much work in the literature has been devoted to the constucf techniques for the
protection of biometric templates in biometric based antiication schemes. The
naive approach of storing biometric templates during thelenent phase (for the
successive identification of verification process) in a markess secured database
has a number of risks for users privacy. The strict associdietween each user
and his biometric templates raises concerns on possibéeamskabuses of such kind
of sensible information, since biometrics traits cannotdygaced or modified. A
stolen template after an unauthorized access to the databatd help a malicious
user to impersonate a legitimate user and steal privatentation or run applications
accessing sensible resources. The loss of biometric didiarisin important security
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issue which directly affects the valuation of a biometrithemtication schema and
should be carefully considered to prevent thefts of idgh#9].

In many communities (in Europe see the Biometric Identificatechnology Ethic
(BITE Project) [5]), groups of researchers are investigathe legal background of
biometric technologies, to define and consider bioethssalés arising from emerging
biometric identification technologies. Different courtsiare adopting strict rules to
limit the impact of biometric technologies on the privacycitfzens. The proposed
authentication schemes often have to face the legal camstrianposed by such
directives considering the risk of function creep and datase.

To protect users privacy, biometric templates are usuadlysformed before their
storage during the enroliment phase, such that the autla¢ioth process can be cor-
rectly performed, but unauthorized access to the storeplstes leaves the adversary
with a small and unusable amount of sensible data on the himsief the attacked
user. A natural way to protect biometric templates couldbeplicate the approach
used in password based authentication schemes where passaiords are typically
stored in their hashed form (see Figure 1.1). Due to the ndbremtionality of the
used hash functions, the knowledge of the hashes does msta@iy information; so
if the database has been corrupted the passwords are nataroieed. For biometric
templates, things are more complicated since usable ondrasagformation of the
templates are not so easy to achieve. Indeed the highebitgyiavithin different
readings of biometric data makes them unsuitable to bettlirased as input for
hash functions or as cryptographic keys.

In the literature, a wide range of techniques have been pteddased on the
combination of biometrics and cryptography, in order toe@pth both problems:
variability of biometric templates and protection of perabdata. A comprehensive
survey of different approaches and of the related problesnshe found in [35].
The process of generating cryptographic keys from biomeigenerally relies on
an error tolerant representation of the biometric feataresn the selection of a
distance preserving robust transformation operating erbtbmetric template. The
transformation of biometric templates in a suitable regnéstion which can be effi-
ciently treated, for example in a metric space, is itself etiva research area [34].
IrisCode [9] and Fingercode [19] are techniques for theagtion of a binary string
from iris and fingerprint templates, respectively. The meféd model is depicted in
Figure 1.2, where a string representation is extracted ftentonsidered biometric
feature and successively a noninvertible transformasiapplied in order to securely
store the biometric template. The same transformation diexpto the fresh bio-
metric templates acquired during the authentication ptesd the biometric match
succeeds if the two obtained transformations are equalficisatly close. The non
invertibility of the transformation ensures that an adaeysloes not get any valuable
information even if he gets or steals the stored (transfdjrreamplate.

Anotherrecently developed approach relies on the extmacftihelper dataduring
the enrollment phase which is stored together with the hehfsren of the biometrics.
Such data can be made publicly available and is used in thesmtitation phase
in combination with fresh biometric features in order toaestruct the derived
secret. The recently introduced fuzzy cryptographic piims [12],secure or fuzzy
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Enrollment
Template String
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Authentication
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Fig. 1.2 A biometric authentication scheme with a non invertiblesfarmation (NIR).

sketchandfuzzy extractobuild on this principle and allow the secure extraction of a
uniformly random string from the (biometric) inputin a neitolerant way. Based on
this primitives, recently several constructions for denggpractically usable biometric
authentication systems have been proposed [32, 33].

1.3.1 Hash based transformations

Hash based biometric authentication schemes, rely ontiarsaof hash functions,
ensuring a robustness property so that small changes inplé hiometric samples
produce the same hash value. In Davidal. [10, 11], “robust” hash functions are
used to protect the sensitive user template avoiding the ofgtoring the biometric
template in the database. Different kinds of comparisowben the hashed templates
are used in the one-way transformation combined with a semyptographic hash
function. The one-way transformation is designed as a coatioin of various
Gaussian functions to behave as a robust hash scheme. Tkdmgh function is
used to cryptographically secure the biometric templataed in the database.
Such techniques have been applied taking into accounteiiftdiometric traits.
In [37] a similar technique has been defined for signatumethis application a pen-
based PDA is used to collect a signature which is transfointe@ hash value. Then,
the hash value is also used to create a key for a secure datawdoation channel.
The authentication is not made using a typical biometrioaigre comparison but
using a vector of hash values, composed by 24 features esdriiom the signature.
The method uses a statistical approach: during enrollrdesigjnatures per user are
required to build a personal interval matrix which will bergtd in the database. The
final decision is made by comparing the fresh hash valueginghbtor with the stored
interval matrix of each individual present in the databas¢8] palmprint biometrics
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has been considered. The features of palmprints are eadirroim the palm images,
then the Fisher Discriminant Analysis is applied to selbetrmost significant ones
producing a reduction of the space dimensionality. Thisddefeatures is then
combined with a randomized number (the token) by the “Palghiitey” algorithm
achieving a discretization process. This algorithm prgj¢ite biometric input into
a orthonormal base produced by the randomized number (tke}aising the well-
known Gram-Schmitd process.

The Biohashingiechnique has been introduced in [20] and relies on the usfage
a two-factor authenticator combination of pseudo-randomlmers and a biometric
binarized feature. The main disadvantage of the BioHashiethod is that poor
verification performances are displayed when an impostéaisthe pseudo-random
number used to build the ID of a genuine and tries to authateticas the genuine
[25]. The usage of a multi-modal biometric authenticatigastsm where one or
two biometric features have been “biohashed” is shown tagedhe effect of this
drawback, but the proposed technique increases the otzepadll Error rate. In [21]
a biohashing approach is used to produce the Facehashimtlatg. In this case,
the face images are pre-processed using the Fourier-Medlirelet transformation
in order to obtain a low-frequencies face representatitme résulting representation
is more robust with respect to facial expressions and snwallusions. Then, a
discretization process is defined, achieved by a repeates-product of the used
data and an orthonormal base obtained with a secret nuniteetaken) using the
Gram-Schmitd process. The final hashed data are considebbeditzero-knowledge
representation of the user input. In [24] the face is usedddyce a non-reversible
binary template by using a recognition of fiducial pointsggynose, eyebrows) and
the application of a set of Gabor filters to the face imagese dhantization of
the extracted features is then processed using a compdrétareen the obtained
features vector from the face and the mean features veateseit in the database.
Every bit in the binary template is associated with a religbestimate based on
the standard deviation of its corresponding feature. Thetmadiable components
of the vector after quantization are used to compose thelfinary template. The
matching function has been designed using a correlationtiga.

A different approach aims at building a transformation aped on the original
biometric template, that is difficult to be inverted, but winican preserve similarity.
In [28] a general scheme is proposed to produce a non-ibleftinction capable to
transform a point pattern (for example the minutiae setgreis a fingerprint or the
frequency-amplitude parameters of a speech pattern) hgifingorder polynomials.
In [1] it has been proposed a transformation and matchinayihgn for fingerprints.
The transformation is based on geometric translationsaftinutiae coordinates and
their angles. Such transformation depends on a key and sd=med not-reversible.
Changing the key, it is possible to produce a new transfortasplate from the
same fingerprint. Unfortunately, the study does not progidemplete analysis of
the security of the scheme, focusing only on the error ratesleeper insight on
geometrical and functional transformations in fingerphinmetrics is given in [27].
The study compares the capability of the cartesian, radidlfanctional transfor-
mations in producing cancelable biometrics. This apprgaadvide flexibility to
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change the transformation from one application to anothensure the security and
privacy of biometric data. The paper demonstrates the ewersibility by proving
that it is computationally hard to recover the original b&tnic identifier from a
transformed version. A similar approach has been propas¢80] to achieve a
biometric system for offline verification of certified, crggtraphically secure docu-
ments. The presented technique can produce printable i@@mel from an extracted
and compressed iris feature and an arbitrary text.

In most of the presented approaches rigorous securitysiséymissing. In partic-
ular, it is not clear the real robustness of these schemestbatash values/function
are also compromised (or the transformed-templatesfoamation-algorithm for
the second approach), as well as the related keys and pararfiet, the tokens)

1.3.2 Cryptographic Fuzzy Primitives

A different set of techniques coping with the variability mbmetric templates, is
based on the use of error correction codes aiming to extracn&jue associated
feature from each different biometric reading: the difféareeadings are treated as
corrupted codewords and are accordingly decoded. Duriag¢hification phase,
the feature retrieved by a biometric reading is given astitgpan hash function, and
compared with the hash value stored during the enrolimesdgh

A generalization of this basic approach has been proposadimup of researchers
which introduced fuzzy cryptographic primitiveise. fuzzy or secure sketch and
fuzzy extractor, which can be used in different field of apgiions and biometric
authentication scheme as well. Such constructions usdialhot rely on a particular
metric space even if most of the constructions have been givaesidering Hamming
distance. However set difference and edit distance métaies also been considered,
referring to the size of the symmetric difference of two ihgets in the first case and
to the number of insertions and deletions needed to conmerswing into the other,
in the second case.

1.3.2.1 Fuzzy Commitmentin [23], Juels and Wattenberg proposed the “fuzzy
commitment” scheme where a secret message is protectepbusiometric template.
In this case, an error correcting code is used in order tocéegsoa codeword with
a person and to compute an offsét£ ¢ @ x) for the biometric template. The
encrypted message (tfiezzy commitmets then represented by the pédt h(c)),
whereh(c) is a one way hash function. It is worth to notice that neithertliometric
feature, nor the associated codeword are publicly storbd.alithentication process
is correctly performed if a fresh biometric readipcpllows the computation of a
binary stringe’ = 6 & y sufficiently close ta: so that the code decodes ittand the
comparison between their hash values succeeds.

A similar construction has been proposed by Ha@l., with the application of
an iris code feature extraction algorithm and the combirsal of Hadamard and
Reed-Solomon codes [14].
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1.3.2.2 Fuzzy Vault Juels and Sudan proposed a “fuzzy vault scheme” in [22]
relying on the polynomial interpolation technique in orttecope with variability of
the stored biometric template. With such technique thelprotof having an order
invariant representation of the biometric template is copre. The basic idea is to
lock a secret in a vault using an unordered set. The secréd b@usuccessfully
retrieved using another unordered set which substanta#ylaps with the first used
set. More in detail, the secret is encoded using the evaluafia polynomial over
a given set of points using the Reed Solomon encoding schiemesuch points
represent a codeword. To increase the security, a sehaff points are added to
the first set in order to form the vault. To reconstruct theeweard, the user has to
provide a set of points which overlaps with the original set.

The fuzzy vault construction has been successfully apflietdludag and Jain
using fingerprinttemplates [36]. Claneyal. proposed a construction of a biometric
identification schema using a secure smartcard to storeathle[V]. Their construc-
tion however has been slightly modified in order to cope wéhl fife parameters.
Finally the problem of the selection of chaff points, avomglithat the attacker get
enabled to distinguish between chaff and real points has beesidered by Chang
and Li [6]. Some bounds on the entropy loss have also beerdinted.

1.3.2.3 Fuzzy Sketch and Fuzzy ExtractoiAn important step towards the real-
ization of personal identification system based on crym@phic key derived from
biometrics features has been recently done by Deidid. [12]. In their work, novel
primitives were introduced, theecure or fuzzy sket@ndfuzzy extractowhich find

a natural application in such kind of systems.

Fuzzy sketches resolve the problem of error tolerance lieigathe computation
of a public stringP from a biometric reading, such that from another readimg
sufficiently close ta- it is possible to reconstruct the original reading. Funihere
the knowledge of?, should not reveal too much information on the original irgd
r, i.e. the entropy orr is enough to be useful even#f is public. Fuzzy extractors
address the problem of non-uniformity by associating a@amdniform stringR to
the public stringP still keeping all the properties of fuzzy sketches. Inddadzy
extractors can be built out of fuzzy sketches and enablectt@vering of the secret
uniform random stringR, from the knowledge of the public string and a reading
r’sufficiently close to-.

To present more formally the fuzzy primitives and the assted constructions,
we introduce the basic notions. In particular, even if défg metric spaces have
been considered in [2], we focus only on Hamming distanceimetnd the fuzzy
commitment construction of Juets al., which can be easily turned in a more robust
fuzzy extractor primitive.

A metric spaceM is a finite set equipped with a non negative distance function
d: MxzM — R*. Consider the Hamming spa@é, where M = %" for some
alphabet and the Hamming distance which for two stringsw’ € X" returns the
number of bits in which the two words differ. 8\, m, m/, t)-fuzzy sketch is a pair
(Fsk, Cor), where:
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e Fskis a (typically) randomized sketching function thatmpuitw € H outputs
a sketchP € {0, 1}*, such that for all random variablé&” over H with min-
entropyH (W) > m, the average min-entropy oF given Fsk(W) is a least
m'.

e Coris a correction function which enables the recover éfom its sketch and
another vector’ close tow: given a wordw’ € H and a sketchP, outputs a
wordw” € H such that for any? = Fsk(w) andd(w,w’) < t, it holds that
w"” = w.

A (M,m,l,t,¢)-fuzzy extractor is a pair of procedures genei@enandRep
where:

e Genis a randomized generation function that on inputce M extracts a
private stringR € {0, 1} and public string? such that for all random variable
W over M with min-entropyH . (W) > m, it holds that- is close to uniform
even for who observerB, i,e, the statistical distand@(R, P)(U;, P) < e.

e Repis a regeneration function which given a wartl € H and a public string
P, outputs a string’, such that ifd(w,w’) < t, and(R, P) = Gen(w), it
holds thatRep(w’, P) = R = S.

The first property (security) guarantees the uniformitiheféxtracted secret string
R (remember that the min-entropy , the second property (ctress) guarantees the
correctness of the reproduction.

In this setting it is possible to show that the fuzzy committneonstruction of
Juels and Wattenberg is a(&1 = X", n, k, t,0)-fuzzy extractor when a a binary
linear code” of length n, dimension k and correction capacity t, i,e, idnameters
[n, k, 2t + 1], is used, and when W is uniformé., m = n). In this caseGen(w),
wheres = w — C(z), returnsR = 2 and P = s. To execute,Rep(w’, P),
decodew’ — P to obtainC(x) and apply the decoding function to obtain Notice
that s is random when alsa is random, and i’ is not uniform,s would leak
information aboutr. In general it is possible to obtain for a given co@ewith
parametergn, k, 2t + 1] and anym ande a (M, m,l,t,¢€) fuzzy extractor with
¢ =m+k—n—2xlog(l/e) + 2, by using in the extraction phase pairwise
independent hashing.

In a successive work [2], Boyen pointed out how multiple ukthe same fuzzy
secret can cause some security problem, introducing @utsidd insider attack
scenarios, where an adversary tries to obtain informatidhe secret by performing
repeatedly extractions and regenerations of the fuzzyesecdn such scenarios,
with some limitations, it is possible to show that infornoatitheoretic security
can be achieved and existing constructions can be adapsadisfy the additional
requirements. More general attack models and constrigdticachieve secure remote
biometric authentication are proposed in [3]

1.3.2.4 Fuzzy based authentication schemeSince the introduction of the fuzzy
primitives, many researchers have proposed several digaton schemes based on
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the applications of such techniques. A general framewoudeign and analyze a
secure sketch for biometric templates is presented in {@2¢re the face biometrics
have been used as example. Interestingly, the paper shatvthtoretical bounds
have their limitations in practical schemes. In particuildnas been shown that the
entropy loss of the template can not be considered a comgéteription of the
robustness level of the scheme in practical applicatioflgwthe analysis of the FAR
and FRR should be always envisioned. In [4] a near-optinralr-eworrecting code
is discussed (based on a two-dimensional iterative min-geending algorithm) for
application with iris biometrics in a fuzzy sketches schenTde paper produces
also an explicit estimation of the upper bounds on the ctmecapacity of Fuzzy
Sketches on iris-based biometrics. A fuzzy based consruédr fingerprint bio-
metrics has been discussed in [33], where the string repiesen of the biometric
templates relays on Fingercodes.

1.4 PRIVACY IN MULTIMODAL SYSTEMS

Humans beings typically identify other individuals usingiametric approach which
encompasses more than a single biometric trait. For examplean recognize
a person watching his face, but the final decision is ofteagir#ted using other
biometric traits such as the voice, the stature, the gath@behavior. In a similar
way, a multimodal biometric system uses different bioneetraits and combines
them efficiently [31]. More in detail, in the literature thertnmultibiometric system
is used when different approaches are considerd. In pkatj¢he term is used when
one or more of the following setups are present: -multiphsses €.g, solid state and
optical fingerprint sensors), -multiple acquisitiorsy, different frames/poses of the
face), -multiple traits (e.g, an eye and a fingerprint), 4mnstances of the same trait
kind (e.g, left eye, and right eye), -multiple algorithm (e.g, diffat preprocessing
and/or matching techniques). In this framework, a multial@ystem is a case of a
multibiometric system.

The usage of multimodal systems has an heavier impact onriecp of the
user since the amount of the involved personal informatiogreater. This issue
can be better understood taking into account the specifiglipeities of multimodal
systems.

1.4.1 Pros and cons of multimodal systems

The multimodal approach has several positive aspects. »ange, typically, the
performance of a matching system is improved with respe¢héosame system
working with the single traits which compose the multimagladtem. Using different
traits, it is possible for these systems to increase thelptipo coverage, since some
individuals can not have one or more biometric traits (Bses, injuries, etc.). In
addition, the global fault tolerance of the system is enkdnsince, if one biometric
subsystem is not working properlg.¢, a sensor problem occurred), the multimodal
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system can keep working using the remaining biometric suhues that are correctly
functioning.

The multiple acquisition of different traits at the samedifar in a very narrow time
frame) achieves an effective deterring against spoofirigret Also the efficiencies
of the database management can be improved by indexingiteem

In particular, the performances of a multimodal system mugroved when uncor-
related traits are used (for instance an eye and a fingeririntight eye and the left
eye).

The usage of multimodal biometric systems has also somertangtadrawbacks.
The first is related to the higher cost of the systems, sineg &me composed by
multiple and different biometric subsystems, each forgsergle traits that has been
selected.

A second aspect is related to the acquisition time: a maljusition is mostly
longer than a single acquisition. In addition, the user carcgive the multiple
acquisition as more invasive and/or inconvenient.

A third point is associated to the fact that the retention ifi®etric data is
proportionally larger in the case of multimodal biometgistems. Hence, the privacy
issues discussed in previous sections of this chapter earoh more relevant [26].

1.4.2 Design of privacy compliant multimodal systems

Proper guidelines for the design of the multimodal systeamsreduce the described
drawbacks and encourage its use in a wide range of applictticauthentication.
Hence, in addition to the guidelines described in previeasisns, the following key
points should be considered:

e The usage of the templates should be subjected to randdomzetnsforma-
tion such that the derived published identifier do not suffem information
leakage.

e When designing a multimodal system it should be carefukgteinto account
the numberof samples and th&/pesof the biometric traits. For example,
less biometric traits should be acquired for a low-secuatylication €.g, the
access to a transport system) than a high-security applic@.g, the access
to a nuclear plant). Accordingly, also the choice of the kind traits to be
used by the multimodal system is relevant with respect tqtheacy of the
user as discussed in the previous sections.

e Multiple biometrics readings should be combined in ordexdapt the security
of the authentication system to the level requested by theing application.
For example, if the same multimodal biometric system is éelbpn the same
building/area (such as an airport terminal), each resttiarrea with different
levels of security should be accessed by using differeitstoat combination
of traits.

e The multimodal system should be modular in order to not relyagoropri-
etary algorithm. In this case, the discovery of novel teghas for biometric
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recognition can be easily embedded in the system, in péaticiaking into
the account new techniques and new template formats whécmare privacy
compliant.

e Proper protection techniques must be envisioned in ordevedd that each
biometric sample/template/feature which is composingtiaimodal acqui-
sition might be used for other searches in different singd@-databases in an
unauthorized context.

The actuation of the previous guidelines is made difficulti®yfact that some of
them seem to appear as discordant or in mutual exclusign (he third point can
be in conflict to the fifth point), but some techniques avddab the literature seem
capable to effectively overcome these drawbacks.

As a matter of fact, the enhancements of the sensors and lo&tbeare/software
architectures associated to the reduction of the systeta wa§produce a growing
interest and diffusion of the multimodal systems in the reairkl he application of
proper, practical and standard privacy-compliant guigsiis becoming more and
more necessary.

1.5 AN EXEMPLIFYING SCHEME

Building over the considerations of the previous sectiaresdescribe the design of
a multimodal verification scheme satisfying much of the désed issues regarding
privacy compliance. The discussion will point out how fewrbietric traits might be
used to construct an identification code for a subject whileemisuring protection
to the biometric templates themselves. Also it will cla@gfyew problematic aspects
which might be faced when constructing an actual implentemta

A typical multimodal biometric verification scheme proved®o basic modules.
The first, theenroll module, creates some sort of ID linked to a single user starti
from the user’s biometric samples. The ID could then be gtore.g. a document
or a smart card and must be provided during the verificaticmsph The second
module, theverificationone, verifies if the ID matches a new set of freshly provided
biometrics.

While the number of biometric traits might in principle becinased as desired,
we limit the discussion to the case of two independent biometadings.

1.5.1 A multimodal enrollment module

At enroliment, as in common multimodal biometric systema dlifferent biometric
readings are collecte@:.g.an iris scan of one eye and a fingerprint or the fingerprints
from two different fingers. The samples are then processied tise feature extrac-
tion algorithms of choice, selected among what the markigtsoopen literature offer.
Each algorithm delivers a set of features depending on thraddrric trait, which are
then turned into a binary string. For example, concerningeiiprints, the features
describe characteristic points of the ridges’ patternhsuambers are then collected
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Fig. 1.3 A multimodal biometric enroll module satisfying privacyrpliance issues.

in what is called a binary “template” possibly according tstandard. An example
is the ANSI INCITS 378-2004 standatdSimilarly, for iris, the image of the eye is
processed to obtained a string of bits (the so called “ioded) directly.

In a simpler multimodal biometric system, the two templatesoted with/; and
I (Figure 1.3) would be stored in a database or a portable Iattather who could
somehow access the database or recover the ID might obtdinlitile effort the
templates of the user. To avoid such scenario, the temategenerally encrypted
using a public key infrastructure (thus relayingeg. a network). In here, following
a different approach, the biometric strings are conceakpibiing their peculiar
quality of being “similar” when obtained from the same suihje

The novelty with respect to a multimodal biometric systergibe in figure 1.3
after the construction of; andl,. First, I; is fed into a “fuzzy extractor”. Fuzzy
extractors are cryptographic primitives which enable thkgagtion of a random
uniform stringR from a given input in a noise-tolerant way. Therefore thepvent
a noisy non-uniform input such as a biometric reading, in@aaily and reliably
reproducible binary string, allowing a certain degree téri@ance in the given input.
The tolerance to variations within biometric strings isitghly obtained using an
[n, k, 2t 4 1] error correcting code, whereandk are the lengths of the codeword
and the message respectively anslthe number of errors the code can correct. The
code correcting capabilityneeds to be large enough to compensate for within-subject
variability in the biometric samples. On the other hand itstoe smaller that the
between-subjects variability, or otherwise the toleramicthe fuzzy extractor might
be so large that impostors might be recognized as genuinelldis.

But this is actually not a big issue in practise. In fact usuhle opposite problem
arises and the error correcting capability of typical coesot large enough for
practical applications involving biometric samples. Givibe large inter-subjects
variability of biometric templates, the fraction of errdte code must be able to
withstand is larger than in usual ECC applications. CommGgR Eode, like BCH,

1American National Standard for Information Technology Xdér Minutiae Format for Data Interchange.
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are capable of correcting a fraction of errerst strictly < 0.25%, thus are often
ruled out. Others binary codes might get closer to tiie = 1/2 Singleton bound,
but the Plotkin bound implies [13] that a binary code canectrmore tham /4 errors
only at the expenses of reducing the length of codeword tatdbgn. This is the
route one might pursue by deriving a binary code from a Reddron for which
time-efficient decoding routines exist.

The fuzzy extractor produces two binary strings. The fiRsinust be kept secret
while the secondP can be made public without disclosing any information orhbot
I, andR. So, the scheme started with two “secret§”and, and by now we only
swapped the secrét for R. But the important difference is that beidtuniformly
random by construction if we properly compasend/: with a fuzzy commitment
we are sure that no information is disclosed on both. Alorig fine a possible
composition function might be the binary xor function.

The two stringD andP, while derived from the biometrics provided by the subject
at enrollment (and no other information) can not be used tainlinformation on the
biometric templates. They might be merged and publishechdDavhich the user
could even safely lose.

1.5.1.1 A correspondent verification schemé& he verification phase enables a
“strong” authentication of the subject who has to providthlihe biometric traits he
was requested at enroliment and the ID he received. Thelbsttecture is reported
in figure 1.4.

The verification phase follows the line of a typical multinabthiometric verifi-
cation. The subject is requested the same biometric traifgdvided at enroliment
and the samples are collected. From the samples, two frestnybiemplates are
constructed’; andrj.

The fuzzy reconstructor guarantees that if the distandé sbm I is within the
tolerance of the error correcting code, aRds available (thus the ID is provided),
the same secrek® built at enrollment can be constructed (hence the name fireco
structor”). With R in hand, I, is easily decomposed fro. If the subject is an
impostor the distance of its biometric sample and the ID &otahe is larger than the
fuzzy reconstructor tolerance aitlis not reconstructed. The verification scheme is
positively concluded if the retrieved biometiig matches the fresh orig.

In a biometric multimodal system with two inputs, we would/édad two bio-
metric comparisons. In the simple example we offered imstéee only biometric
test is performed betweefs and I, while the other enters the scheme through the
fuzzy reconstructor only. While this is not an issue for béirt tests based only on
Hamming distance measures (like in the case of iris-codtds)the small price one
needs to pay to enforce protection of the biometrics therasel

2Actually, BCH codes could be employed in the schemes we siggdut the construction needs to be
generalized slightly. The main idea is that injecting esr@mnly over a restricted part of a longer codeword,
a larger local error correction ratio is obtained; which umnt could easily satisfies the requirements
imposed by the biometrics at hand.
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Fig. 1.4 A multimodal biometric verification module.

1.6 CONCLUSIONS

In this chapter we focused on issues and relative possililgi@es regarding the
privacy protection in the context of biometric systems. Wesalibed the risks
perceived by the user approaching to biometric systems,ttandctual risks for
her/his privacy.

Privacy issues are pervasive in all the design phases ofragic system: they
can be related to the applicative context, to the approaghdsgyoals set up when
collecting the biometric data, and to the involved traitd tathnologies. Best practice
notions have been discussed to ensure a privacy compligigrdand management
of biometric systems.

Recent advances show that it is possible to achieve anigédtometric template
protection. Most techniques present in the literature asetd on methods which
combine standard cryptographic techniques and biométritse purpose of provid-
ing a privacy compliant and deployable identity verificatgystem. The approaches
we discussed are the fuzzy based constructions (Fuzzy Ciomemt, Fuzzy Vault,
Fuzzy Sketch) and the hash based techniques. The applicatihese schemes
offers a valid solution to the privacy protection of the usanplates.

Multimodal systems revealed new privacy issues, and a sguinfelines for
the design of a privacy-compliant system has been discusgedexemplifying
scheme is presented, showing a possible privacy compliaitimodal system. In
particular, the proposed method is inherently multimodaleast two biometric traits
are simultaneously used to create a secure identifier. Slacttifier combines the
biometric features extracted in the enroll phase, ensuhagthe verification phase
can be correctly executed, but avoiding any attempt to nhiagtivacy of the users.
Indeed, the information contained in the identifiers is ndfisient to reconstruct
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the biometric features of the users and any abuse of biceriafdrmation is then
prevented.

Moreover, the presented scheme satisfies the design quedeli he security prop-
erties of the methods have been analyzed informally, agdrethe well investigated
properties of the used fuzzy cryptographic primitives. $y&tem is completely mod-
ular: both the input biometric readings and the matching@dares can be selected
among the different ones proposed in the open literatureagsed systems can be
constructed by assembling a number of enroll and verifinatiodules requiring a
corresponding larger number of input biometric readingsyder to achieve a higher
degree of security when requested by the application.
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