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Biometric features are increasingly used for authentication and identification purposes in
a broad variety of institutional and commercial systems, such as e-government, e-banking
and e-commerce applications. On the other side, the adoption of biometric techniques
is restrained by a rising concern regarding the protection of the biometrics templates. In
fact, people are not generally keen to give out biometric traits with little assurance that
they cannot be stolen or used without an expressed consent. Recent results showed that
generating a unique identifier by combining biometric traits making it impossible to recover
the original biometric features (thus preserving the privacy of the biometric traits) is feasible.
The chapter reviews the privacy issues related to the use of biometrics and presents some of
the most advanced techniques available up to date, providing a comparative analysis. and
giving an overview on future trends.

—

1.1 INTRODUCTION

Biometric features are increasingly used for authentication and identification purposes
in a broad variety of institutional and commercial systems.The large diffusion
of e-government, e-banking and e-commerce applications requires more stringent
methodologies to identify customers or citizens in order toprevent any malicious
behavior which could lead to economic loss or fraud attemptsfor the involved parties.
Biometric data are natural candidates to be used in authentication systems which
should guarantee an higher level of security. Such kind of data are indeed unique for
each person and strictly associated to its owner. They are irrevocable, in the sense
that the association cannot be changed during the human lifeand in many cases they
are hard to forge.

Many different authentication systems have been proposed taking into account
different biometric traits, some physiological, some behavioral, each proposal hav-
ing different advantages or drawbacks. In some cases, practical settings have been

i



ii PRIVACY IN BIOMETRICS

devised and different solutions are available in commercial applications or for border
control. If from one side the interest in biometrics techniques is more and more
increasing for their advantages (security, reliability, etc..) on the other side, the
potential threats to the privacy of users, coming from the abuse of biometric informa-
tion, is object of discussion and often prevent the adoptionof biometric systems on
a large scale. In fact, people are not generally keen to give out biometric traits with
little assurance that they cannot be stolen or used without an expressed consent. For
the same reason discussed above, many people are more and more worried about the
adoption of biometric systems in practical situation.

Recently, much research work has been devoted to the construction of techniques
for the protection of biometric templates. In this way, biometric authentication
schemes can be devised, satisfying the increasing request for privacy coming from
users. Such techniques usually enable the generation of secure identifiers after a
transformation of the input biometric traits making it impossible to recover the orig-
inal biometric features (thus preserving the privacy of thebiometric traits). Several
proposals have been formulated combining cryptography andbiometrics in order
to increase the confidence in the system when biometric templates are stored for
verification.

The chapter reviews the privacy issues related to the use of biometrics and presents
some of the most advanced techniques available up to date, providing a comparative
analysis and giving an overview on future trends. The chapter is structured as follows.
In the next section we present the most common biometric traits and features used
in real-world applications as well as the associated risk level in the privacy for the
individuals. In Section 1.3 we introduce efficient representation of biometric features
in order to protect biometric templates and construct privacy compliant authentication
system. In Section 1.4 we discuss privacy issues in multimodal biometric systems,
when more than one biometric trait is used, and present in Section 1.5 an innovative
method for building multimodal privacy-aware verificationsystem.

1.2 BIOMETRIC TRAITS AND PRIVACY

In this section we discuss the privacy issues concerning thepractical usage of the
biometric systems. To this purpose it is important to consider both the view of users
and the real risks which they could be exposed to. Different perspectives about
privacy can also be given w.r. to the application context in which biometrics are
exploited and the particular methodology used for the collection of biometric data.
Finally privacy risks can also be evaluated considering thespecific traits which the
biometric systems are based on.

1.2.1 User perception and real risks

The users commonly perceive biometric authentication and identification techniques
as a threat to their privacy rights. In particular there are some aspects that enforce
this perception [18]. The first one is related to the fact thatthe acquisition of the
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biometric traits is considered as an exact and permanent filing of the user’s activities
and behaviors. For example, it is very common the thought that most biometric system
has 100% identification accuracy and that the biometric samples and templates are
necessarily stored and/or sent over a network, exposing them to further risks of being
exposed. Actually, the latter is a well founded concern. In fact, while it should
be granted to the user that the biometric information collected should not be used
for any other activities than the ones expressly declared, in some cases it is harder
to grant this aspect, especially if the biometric samples themselves are sent over a
network. The second issue is related to the possibility to track down the user activities
associated to the biometric acquisition, even in the far future. This leads to produce
in the users the perception of the possibility to be “tracked” in his movements, or his
buying and life style. Commonly this issue is associated to asort of “big brother”
phobia, in which a superior entity is capable of observing and acquiring knowledge
on each activity of the user.

In a negligible part of the population, the usage of a biometric system is also per-
ceived as uncomfortable or dangerous. For example, the fingerprint sensor – when
previously used by other people and not properly cleaned – can be considered as
unpleasant or disgusting. Or face and iris acquisition systems might induce appre-
hension to have the eyes damaged by lasers and/or IR sources.Very interestingly,
users often overlook others privacy related problems arising when biometrics are
involved.

The first point concerns the possible usage of biometric information for operating
Proscription Lists. For example, a user can be classified from a previous behavior
or activity in a specific class, and then – as a consequence of this classification –
some services and accesses can be denied. Important examples of this situation are
the black lists present in call centers and service providers especially designed to
identify and to manage the users considered as “offending” or “not-collaborative”.
Other examples are the “bad-credit” lists filled in many investor and mutual founds
companies. Indeed, proscription lists can be employed alsowithout the adoption of
biometric systems (and actually they are), but the usage of biometric technologies
can make the situation more and more dramatic.

The second point concerns the fact that many biometric features can be used
to obtain personal informationof the users, such as medical information of past
illnesses or the current (and future) clinical trends. For example, the retinal pattern
acquired by the biometric system can produce valuable information of the presence
of hypertension, diabetes and others illnesses [17]. Much more personal information
can be extracted from DNA samples [15].

1.2.2 Applicative contexts

The real risk of privacy invasiveness can be analyzed in moredetail with respect
to both the final application which the biometric system is dedicated to and the
biometric trait which is involved. Table 1.1 plots a qualitative representation of the
privacy risks versus ten different application features, according to the International
Biometric Group [16].
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Table 1.1 Applicative aspects concerning the privacy (according to the IBG)

Lower← Risk of privacy invasiveness→ Greater

Overt ↔ Covert
Optional ↔ Mandatory

Verification ↔ Identification
Fixed Period ↔ Indefinite

Private Sector ↔ Public Sector
Individual, Customer ↔ Employee,Citizen

Enrollee ↔ Institution
Personal Storage↔ Database Storage

Behavioral ↔ Physiological
Templates ↔ Images

Biometriccovert applications(such as the surveillance systems without explicit
authorization from the users) are considered to be more privacy invasive. On the other
hand, the biometric systems for identification or verification that areoptionalare con-
sidered as more privacy compliant. In this case, users can decide to not be checked by
a biometric system, and they can adopt a different identification/verification system.

Privacy is considered to be exposed to a greater risk when thebiometric system
performs anidentificationinstead of a simpler verification task. That is related to the
fact that the identification process encompasses a “1-to-many” comparison, which,
in most cases, is not carried out in the same place of the acquisition (typically, the
biometric data is sent trough a network to a database for the comparisons).

Also thedurationof the retention of the biometric data impacts the privacy risk. If
retention expires in a fixed period of time, the privacy risk is reduced. Best practice
notions require that every project which encompasses biometric data retention should
always explicitly state its duration.

Different risks are present with respect to the sector of application: the biometric
setups in thepublic sectorare considered to be more susceptible to privacy invasive-
ness than the same installations in theprivate sector.

Also the role of the individuals that use the biometric system has great impact
on the privacy. There roles have an increasing privacy risk:individual, customer,
employee, citizen. The most relevant privacy invasion is related to the association
of the fundamental rights of the individual to a biometric identity test. The privacy
risks are lower in the applications where the individuals retain usage rights over the
biometric data.

Also thestorage methodof the biometric data affects the privacy risk. The worst
case is when they are all stored in a central database, out of the user’s control. The
best case is when the user personally holds the biometric data, for example when the
personal biometric information is stored only on a smart card belonging to the users.

The distinction between behavioral and physiological traits is relevant with respect
to the privacy risks. Thephysiological data(such as fingerprints, or iris templates)
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Table 1.2 Data Collection Approaches

Approach Examples

Protective Enterprise Security, Accountholder verification
Sympathetic Application of the Best practice notions in common applications

Neutral Personal PCA, Home PC, Access control
Invasive Surveillance, some Centralized National ID Services

can be used in a more invasive manner. That is related to the fact that the physi-
ological traits are the most stable in time and they are characterized by very high
verification/identification accuracies. On the other side,thebehavioral traitstend to
be less accurate, and, most of the time, they request the usercollaboration.

Also the storage format is relevant:templatesare usually carrying much less
information than the original sample/images. While they are less powerful when
used as direct identifiable data, they are privacy-invasive.

1.2.3 System design and data collection

Another useful taxonomy concerns the different approachesfor biometric data col-
lection and storing. The IBG classifies four different classes concerning the privacy
protection (Table 1.2): Protective, Invasive, Neutral, Sympathetic [16].

A privacy-protectivesystem is designed to protect or limit the access to personal
information, providing a means for an individual to establish a trusted identity. In
this case, the biometric systems use biometrics data to protect personal information
which might otherwise be copied, stolen or misused.

A privacy-sympatheticsystem limits access/usage to personal data. A privacy-
sympathetic approach encompasses the specific design of elements able to protect
biometric data from unauthorized access and usage. Also thestorage and the trans-
mission of biometric data must be informed, if not driven, byprivacy concerns.

In a privacy-neutralsystem, privacy aspects are not important or the potential
privacy impact is slight. Privacy-neutral systems are designed to be difficultly misused
with regards to privacy issues, but they do not have the capability to protect personal
privacy.

A privacy-invasivesystem facilitates or enables the usage of personal data in a
fashion which is contrary to privacy principles. In privacy-invasive systems personal
data are used for purposes broader than what originally intended. Systems which
facilitate the linkage of personal data without an individual’s consent, and those in
which personal data are loosely protected belong to this class.

1.2.4 Technology evaluation

The different biometric technologies associated to each biometric trait can produce
various levels of privacy risk. In Table 1.3 it has been plotted the overall risk for
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Table 1.3 Privacy risk ranking with respect the available technologies (Verif. = verifi-
cation; Id. = identification; Behav. = behavioral; Phys. = physiological; Ov. = Overt;
Cov. = Covert; DB Comp. = Database compatibility).

Trait Verif./Id. Behav./Phys. Ov./Cov. DB Comp. Overall risk

Face high medium high high high
Fingerprint high high low high high

Retina high high low low medium
Iris high high low low medium

Hand low medium low low low
Voice low low medium low low

Keystroke low low medium low low
Signature low low low low low

the user’s privacy associated to the specific trait. The privacy related aspects are
summarized by taking into account the four most significant technologies features
[16].

The first feature is associated to the capability of the technology to process searches
in databases of biometric records. The higher this capability, the higher the privacy
risk.

The second feature is associated to the possibility of the technology to effectively
work in an overt or covert fashion. For example, a face recognition system can be
more likely used in a covert manner than a classical fingerprint system. The higher
this capability, the higher the privacy risk.

The third feature tends to distinguish the behavioral traits from the physiological
ones. The acquisition of most behavioral traits need cooperation from the user and
they are less stable in time, hence they are considered to be more privacy compliant
than the physiological. The higher the need of user cooperation or the variability in
time, the lower the privacy risk.

The forth feature is related to two points: the technology interoperability when
working with different databases, and the presence of numerous and/or large available
databases to process comparisons. For example, a face acquisition can be used for
multiple search in different databases with relatively lowefforts. Similarly, many –
and large – databases of fingerprints templates exist and they can be queried using
fingerprints taken with different sensor and techniques. Summarizing: the higher the
interoperability and the presence of available databases,the higher the privacy risk.

The last column of the Table 1.3 reports the overall risk of the relative technologies
obtained by qualitatively weighting all the feature scores.

1.2.5 Best practice for privacy assessment in biometrics

It is worth noting that the biometric features, samples and templates can not be
considered as “secrets” since it is possible to capture themto create real or digital
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artifacts suitable to attack a biometric system [18]. But, in any case, the protection of
the biometric data is absolutely essential from many pointsof view such as privacy
and security issues [29].

The design and the usage of a biometric system should always respect strict
guidelines in order to protect the user privacy. These notions encompass four main
points [16]: i) the scope and the capabilities of the system;ii) the data protection;
iii) the user control of personal data; iv) the disclosure, auditing and accountability
of the biometric system. In the following discussion, we refer to two main classes of
actors: the users and the operators who manage the biometricsystem.

The first point concerns thescope and the capabilities of the system. First of all,
the scope and the functionalities of the system should not beexpanded without the
explicit and informed consensus of all the users. From the capability point of view,
the retention of the biometric information must be limited to the minimal amount.
In general, the biometric system stores the enrollment data, but the verification data
should always be deleted. Only templates should be recorded: any row data, images
and recordings should be deleted as soon as possible during the functioning. Also
the collection of other information should not happen and absolutely should not
not be integrated into the biometric data. In addition, the termination date of all
system functionalities should be provided, or, at least, the deletion date must be
communicated to the user.

The second point focus ondata protection. The use of proper techniques to protect
the biometric data should always be considered. Suitable examples are the adoption
of encryption primitives and private networks which must bedesigned and managed
using the state-of-the-art best practices. Systems shouldalso be hosted in secure
and controlled areas. These condition must be ensured for all the life cycle of the
biometric system. It is important to note that also the result of the matching phase (the
“match”, “non-match”, and errors cases) must be protected and considered as private
information. The final issue concerns the limitation of the access of the biometric
data to a well-defined and limited group of operators.

The third point is related to theuser control of personal data. The guidelines
foreseen that the user must keep the control on her/his biometric data. The biometric
system should be used voluntarily by the user, and, in any case, the system must
ensure to the user the possibility to be un-enrolled. In addition, the user should be
always able to correct and modify her/his personal data.

The forth point describes thedisclosure, auditing and accountabilityof the bio-
metric data. The exact purpose of the biometric system must be explicated to the
operators and the enrollees. In particular, it must be explained if the biometric ac-
quisition is optional or compulsory. It is important to disclose when the biometric
system is used, especially when enrollment and verificationor identification phases
are carried on. The guidelines suggest also that each operators must be accountable
for the possible missuses/errors perpetrated during the working activities. Also suit-
able procedure must be considered in order to solve disputesconcerning the usage
of the biometric system. The owner of the biometric system and the operators must
also be able to provide a clear and effective process of auditing when an institution
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Fig. 1.1 Password based authentication scheme.

or a third party must perform a critical review of all the modules which compose the
biometric system.

A broad and rapidly growing literature is focused on the goalof protecting and
augmenting the privacy protection of a biometric system. Inthe following part of
this chapter we will focus in particular on the multidisciplinary approaches which
encompass biometric and cryptographic techniques.

1.3 BIOMETRIC TEMPLATES PROTECTION

Much work in the literature has been devoted to the construction of techniques for the
protection of biometric templates in biometric based authentication schemes. The
naive approach of storing biometric templates during the enrollment phase (for the
successive identification of verification process) in a moreor less secured database
has a number of risks for users privacy. The strict association between each user
and his biometric templates raises concerns on possible uses and abuses of such kind
of sensible information, since biometrics traits cannot bereplaced or modified. A
stolen template after an unauthorized access to the database could help a malicious
user to impersonate a legitimate user and steal private information or run applications
accessing sensible resources. The loss of biometric data isthen an important security
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issue which directly affects the valuation of a biometric authentication schema and
should be carefully considered to prevent thefts of identity [29].

In many communities (in Europe see the Biometric Identification Technology Ethic
(BITE Project) [5]), groups of researchers are investigating the legal background of
biometric technologies, to define and consider bioethical issues arising from emerging
biometric identification technologies. Different countries are adopting strict rules to
limit the impact of biometric technologies on the privacy ofcitizens. The proposed
authentication schemes often have to face the legal constraints imposed by such
directives considering the risk of function creep and data misuse.

To protect users privacy, biometric templates are usually transformed before their
storage during the enrollment phase, such that the authentication process can be cor-
rectly performed, but unauthorized access to the stored templates leaves the adversary
with a small and unusable amount of sensible data on the biometrics of the attacked
user. A natural way to protect biometric templates could be to replicate the approach
used in password based authentication schemes where users’passwords are typically
stored in their hashed form (see Figure 1.1). Due to the mono-directionality of the
used hash functions, the knowledge of the hashes does not gives any information; so
if the database has been corrupted the passwords are not compromised. For biometric
templates, things are more complicated since usable one waytransformation of the
templates are not so easy to achieve. Indeed the higher variability within different
readings of biometric data makes them unsuitable to be directly used as input for
hash functions or as cryptographic keys.

In the literature, a wide range of techniques have been presented based on the
combination of biometrics and cryptography, in order to cope with both problems:
variability of biometric templates and protection of personal data. A comprehensive
survey of different approaches and of the related problems can be found in [35].
The process of generating cryptographic keys from biometrics generally relies on
an error tolerant representation of the biometric featuresor on the selection of a
distance preserving robust transformation operating on the biometric template. The
transformation of biometric templates in a suitable representation which can be effi-
ciently treated, for example in a metric space, is itself an active research area [34].
IrisCode [9] and Fingercode [19] are techniques for the extraction of a binary string
from iris and fingerprint templates, respectively. The referred model is depicted in
Figure 1.2, where a string representation is extracted fromthe considered biometric
feature and successively a non invertible transformation is applied in order to securely
store the biometric template. The same transformation is applied to the fresh bio-
metric templates acquired during the authentication phase, and the biometric match
succeeds if the two obtained transformations are equal or sufficiently close. The non
invertibility of the transformation ensures that an adversary does not get any valuable
information even if he gets or steals the stored (transformed) template.

Another recently developed approach relies on the extraction ofhelper dataduring
the enrollment phase which is stored together with the hashed form of the biometrics.
Such data can be made publicly available and is used in the authentication phase
in combination with fresh biometric features in order to reconstruct the derived
secret. The recently introduced fuzzy cryptographic primitives [12],secure or fuzzy
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Fig. 1.2 A biometric authentication scheme with a non invertible transformation (NIR).

sketchandfuzzy extractorbuild on this principle and allow the secure extraction of a
uniformly random string from the (biometric) input in a noise-tolerant way. Based on
this primitives, recently several constructions for devising practically usable biometric
authentication systems have been proposed [32, 33].

1.3.1 Hash based transformations

Hash based biometric authentication schemes, rely on variations of hash functions,
ensuring a robustness property so that small changes in the input biometric samples
produce the same hash value. In Davidaet al. [10, 11], “robust” hash functions are
used to protect the sensitive user template avoiding the need of storing the biometric
template in the database. Different kinds of comparison between the hashed templates
are used in the one-way transformation combined with a secure cryptographic hash
function. The one-way transformation is designed as a combination of various
Gaussian functions to behave as a robust hash scheme. Then, the hash function is
used to cryptographically secure the biometric templates stored in the database.

Such techniques have been applied taking into account different biometric traits.
In [37] a similar technique has been defined for signatures. In this application a pen-
based PDA is used to collect a signature which is transformedinto a hash value. Then,
the hash value is also used to create a key for a secure data communication channel.
The authentication is not made using a typical biometric signature comparison but
using a vector of hash values, composed by 24 features extracted from the signature.
The method uses a statistical approach: during enrollment,4 signatures per user are
required to build a personal interval matrix which will be stored in the database. The
final decision is made by comparing the fresh hash values in the vector with the stored
interval matrix of each individual present in the database.In [8] palmprint biometrics
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has been considered. The features of palmprints are extracted from the palm images,
then the Fisher Discriminant Analysis is applied to select the most significant ones
producing a reduction of the space dimensionality. This setof features is then
combined with a randomized number (the token) by the “PalmHashing” algorithm
achieving a discretization process. This algorithm projects the biometric input into
a orthonormal base produced by the randomized number (the token) using the well-
known Gram-Schmitd process.

TheBiohashingtechnique has been introduced in [20] and relies on the usageof
a two-factor authenticator combination of pseudo-random numbers and a biometric
binarized feature. The main disadvantage of the BioHashingmethod is that poor
verification performances are displayed when an impostor steals the pseudo-random
number used to build the ID of a genuine and tries to authenticates as the genuine
[25]. The usage of a multi-modal biometric authentication system where one or
two biometric features have been “biohashed” is shown to reduce the effect of this
drawback, but the proposed technique increases the overallEqual Error rate. In [21]
a biohashing approach is used to produce the Facehashing algorithm. In this case,
the face images are pre-processed using the Fourier-Mellinwavelet transformation
in order to obtain a low-frequencies face representation. The resulting representation
is more robust with respect to facial expressions and small occlusions. Then, a
discretization process is defined, achieved by a repeated inner-product of the used
data and an orthonormal base obtained with a secret number (the token) using the
Gram-Schmitd process. The final hashed data are considered to be a zero-knowledge
representation of the user input. In [24] the face is used to produce a non-reversible
binary template by using a recognition of fiducial points (eyes, nose, eyebrows) and
the application of a set of Gabor filters to the face images. The quantization of
the extracted features is then processed using a comparisonbetween the obtained
features vector from the face and the mean features vectors present in the database.
Every bit in the binary template is associated with a reliability estimate based on
the standard deviation of its corresponding feature. The most reliable components
of the vector after quantization are used to compose the finalbinary template. The
matching function has been designed using a correlation quantifier.

A different approach aims at building a transformation operated on the original
biometric template, that is difficult to be inverted, but which can preserve similarity.
In [28] a general scheme is proposed to produce a non-invertible function capable to
transform a point pattern (for example the minutiae set present in a fingerprint or the
frequency-amplitude parameters of a speech pattern) usinghigh-order polynomials.
In [1] it has been proposed a transformation and matching algorithm for fingerprints.
The transformation is based on geometric translations of the minutiae coordinates and
their angles. Such transformation depends on a key and is considered not-reversible.
Changing the key, it is possible to produce a new transformedtemplate from the
same fingerprint. Unfortunately, the study does not providea complete analysis of
the security of the scheme, focusing only on the error rates.A deeper insight on
geometrical and functional transformations in fingerprintbiometrics is given in [27].
The study compares the capability of the cartesian, radial and functional transfor-
mations in producing cancelable biometrics. This approachprovide flexibility to
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change the transformation from one application to another to ensure the security and
privacy of biometric data. The paper demonstrates the non-reversibility by proving
that it is computationally hard to recover the original biometric identifier from a
transformed version. A similar approach has been proposed in [30] to achieve a
biometric system for offline verification of certified, cryptographically secure docu-
ments. The presented technique can produce printable IDs obtained from an extracted
and compressed iris feature and an arbitrary text.

In most of the presented approaches rigorous security analysis is missing. In partic-
ular, it is not clear the real robustness of these schemes once the hash values/function
are also compromised (or the transformed-templates/transformation-algorithm for
the second approach), as well as the related keys and parameters (i.e., the tokens)

1.3.2 Cryptographic Fuzzy Primitives

A different set of techniques coping with the variability ofbiometric templates, is
based on the use of error correction codes aiming to extract an unique associated
feature from each different biometric reading: the different readings are treated as
corrupted codewords and are accordingly decoded. During the verification phase,
the feature retrieved by a biometric reading is given as input to an hash function, and
compared with the hash value stored during the enrollment phase.

A generalization of this basic approach has been proposed bya group of researchers
which introduced fuzzy cryptographic primitives,i.e. fuzzy or secure sketch and
fuzzy extractor, which can be used in different field of applications and biometric
authentication scheme as well. Such constructions usuallydo not rely on a particular
metric space even if most of the constructions have been given considering Hamming
distance. However set difference and edit distance metricshave also been considered,
referring to the size of the symmetric difference of two input sets in the first case and
to the number of insertions and deletions needed to convert one string into the other,
in the second case.

1.3.2.1 Fuzzy Commitment In [23], Juels and Wattenberg proposed the “fuzzy
commitment” scheme where a secret message is protected using a biometric template.
In this case, an error correcting code is used in order to associate a codewordc with
a person and to compute an offset (δ = c ⊕ x) for the biometric templatex. The
encrypted message (thefuzzy commitment) is then represented by the pair(δ, h(c)),
whereh(c) is a one way hash function. It is worth to notice that neither the biometric
feature, nor the associated codeword are publicly stored. The authentication process
is correctly performed if a fresh biometric readingy allows the computation of a
binary stringc′ = δ⊕ y sufficiently close toc so that the code decodes it toc and the
comparison between their hash values succeeds.

A similar construction has been proposed by Haoet al., with the application of
an iris code feature extraction algorithm and the combined use of Hadamard and
Reed-Solomon codes [14].
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1.3.2.2 Fuzzy Vault Juels and Sudan proposed a “fuzzy vault scheme” in [22]
relying on the polynomial interpolation technique in orderto cope with variability of
the stored biometric template. With such technique the problem of having an order
invariant representation of the biometric template is overcome. The basic idea is to
lock a secret in a vault using an unordered set. The secret could be successfully
retrieved using another unordered set which substantiallyoverlaps with the first used
set. More in detail, the secret is encoded using the evaluation of a polynomial over
a given set of points using the Reed Solomon encoding scheme,i.e., such points
represent a codeword. To increase the security, a set ofchaff points are added to
the first set in order to form the vault. To reconstruct the codeword, the user has to
provide a set of points which overlaps with the original set.

The fuzzy vault construction has been successfully appliedby Uludag and Jain
using fingerprint templates [36]. Clancyet al. proposed a construction of a biometric
identification schema using a secure smartcard to store the vault [7]. Their construc-
tion however has been slightly modified in order to cope with real life parameters.
Finally the problem of the selection of chaff points, avoiding that the attacker get
enabled to distinguish between chaff and real points has been considered by Chang
and Li [6]. Some bounds on the entropy loss have also been introduced.

1.3.2.3 Fuzzy Sketch and Fuzzy ExtractorAn important step towards the real-
ization of personal identification system based on cryptographic key derived from
biometrics features has been recently done by Dodiset al. [12]. In their work, novel
primitives were introduced, thesecure or fuzzy sketchandfuzzy extractorwhich find
a natural application in such kind of systems.

Fuzzy sketches resolve the problem of error tolerance, enabling the computation
of a public stringP from a biometric readingr, such that from another readingr′

sufficiently close tor it is possible to reconstruct the original reading. Furthermore
the knowledge ofP , should not reveal too much information on the original reading
r, i.e. the entropy onr is enough to be useful even ifP is public. Fuzzy extractors
address the problem of non-uniformity by associating a random uniform stringR to
the public stringP still keeping all the properties of fuzzy sketches. Indeed,fuzzy
extractors can be built out of fuzzy sketches and enable the recovering of the secret
uniform random stringR, from the knowledge of the public stringP and a reading
r′sufficiently close tor.

To present more formally the fuzzy primitives and the associated constructions,
we introduce the basic notions. In particular, even if different metric spaces have
been considered in [2], we focus only on Hamming distance metric, and the fuzzy
commitment construction of Juelset al., which can be easily turned in a more robust
fuzzy extractor primitive.

A metric spaceM is a finite set equipped with a non negative distance function
d : MxM → R+. Consider the Hamming spaceH, whereM = Σn for some
alphabetΣ and the Hamming distance which for two stringsw, w′ ∈ Σn returns the
number of bits in which the two words differ. A(M, m, m′, t)-fuzzy sketch is a pair
(Fsk, Cor), where:
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• Fsk is a (typically) randomized sketching function that on inputw ∈ H outputs
a sketchP ∈ {0, 1}∗, such that for all random variableW overH with min-
entropyH∞(W ) ≥ m, the average min-entropy ofW given Fsk(W) is a least
m′.

• Cor is a correction function which enables the recover ofw from its sketch and
another vectorw′ close tow: given a wordw′ ∈ H and a sketchP , outputs a
wordw′′ ∈ H such that for anyP = Fsk(w) andd(w, w′) ≤ t, it holds that
w′′ = w.

A (M, m, l, t, ǫ)-fuzzy extractor is a pair of procedures generateGenandRep,
where:

• Gen is a randomized generation function that on inputw ∈ M extracts a
private stringR ∈ {0, 1}l and public stringP such that for all random variable
W overM with min-entropyH∞(W ) ≥ m, it holds thatr is close to uniform
even for who observersP , i,e, the statistical distanceD(R, P )(Ul, P ) ≤ ǫ.

• Repis a regeneration function which given a wordw′ ∈ H and a public string
P , outputs a stringS, such that ifd(w, w′) ≤ t, and(R, P ) = Gen(w), it
holds thatRep(w′, P ) = R = S.

The first property (security) guarantees the uniformity of the extracted secret string
R (remember that the min-entropy , the second property (correctness) guarantees the
correctness of the reproduction.

In this setting it is possible to show that the fuzzy commitment construction of
Juels and Wattenberg is a a(M = Σn, n, k, t, 0)-fuzzy extractor when a a binary
linear codeC of length n, dimension k and correction capacity t, i,e, withparameters
[n, k, 2t + 1], is used, and when W is uniform (i.e., m = n). In this caseGen(w),
where s = w − C(x), returnsR = x and P = s. To execute,Rep(w′, P ),
decodew′ − P to obtainC(x) and apply the decoding function to obtainx. Notice
that s is random when alsow is random, and ifW is not uniform,s would leak
information aboutx. In general it is possible to obtain for a given codeC with
parameters[n, k, 2t + 1] and anym and ǫ a (M, m, l, t, ǫ) fuzzy extractor with
ℓ = m + k − n − 2 ∗ log(1/ǫ) + 2, by using in the extraction phase pairwise
independent hashing.

In a successive work [2], Boyen pointed out how multiple use of the same fuzzy
secret can cause some security problem, introducing outsider and insider attack
scenarios, where an adversary tries to obtain information on the secret by performing
repeatedly extractions and regenerations of the fuzzy secret. In such scenarios,
with some limitations, it is possible to show that information theoretic security
can be achieved and existing constructions can be adapted tosatisfy the additional
requirements. More general attack models and constructions to achieve secure remote
biometric authentication are proposed in [3]

1.3.2.4 Fuzzy based authentication schemesSince the introduction of the fuzzy
primitives, many researchers have proposed several authentication schemes based on
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the applications of such techniques. A general framework todesign and analyze a
secure sketch for biometric templates is presented in [32],where the face biometrics
have been used as example. Interestingly, the paper shows that theoretical bounds
have their limitations in practical schemes. In particular, it has been shown that the
entropy loss of the template can not be considered a completedescription of the
robustness level of the scheme in practical application, while the analysis of the FAR
and FRR should be always envisioned. In [4] a near-optimal error-correcting code
is discussed (based on a two-dimensional iterative min-sumdecoding algorithm) for
application with iris biometrics in a fuzzy sketches scheme. The paper produces
also an explicit estimation of the upper bounds on the correction capacity of Fuzzy
Sketches on iris-based biometrics. A fuzzy based construction for fingerprint bio-
metrics has been discussed in [33], where the string representation of the biometric
templates relays on Fingercodes.

1.4 PRIVACY IN MULTIMODAL SYSTEMS

Humans beings typically identify other individuals using abiometric approach which
encompasses more than a single biometric trait. For examplewe can recognize
a person watching his face, but the final decision is often integrated using other
biometric traits such as the voice, the stature, the gait, orthe behavior. In a similar
way, a multimodal biometric system uses different biometric traits and combines
them efficiently [31]. More in detail, in the literature the termmultibiometric system
is used when different approaches are considerd. In particular, the term is used when
one or more of the following setups are present: -multiple sensors (e.g., solid state and
optical fingerprint sensors), -multiple acquisitions (e.g., different frames/poses of the
face), -multiple traits (e.g, an eye and a fingerprint), -multi instances of the same trait
kind (e.g., left eye, and right eye), -multiple algorithm (e.g, different preprocessing
and/or matching techniques). In this framework, a multimodal system is a case of a
multibiometric system.

The usage of multimodal systems has an heavier impact on the privacy of the
user since the amount of the involved personal information is greater. This issue
can be better understood taking into account the specific peculiarities of multimodal
systems.

1.4.1 Pros and cons of multimodal systems

The multimodal approach has several positive aspects. For example, typically, the
performance of a matching system is improved with respect tothe same system
working with the single traits which compose the multimodalsystem. Using different
traits, it is possible for these systems to increase the population coverage, since some
individuals can not have one or more biometric traits (illnesses, injuries, etc.). In
addition, the global fault tolerance of the system is enhanced, since, if one biometric
subsystem is not working properly (e.g., a sensor problem occurred), the multimodal
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system can keep working using the remaining biometric submodules that are correctly
functioning.

The multiple acquisition of different traits at the same time (or in a very narrow time
frame) achieves an effective deterring against spoofing actions. Also the efficiencies
of the database management can be improved by indexing techniques.

In particular, the performances of a multimodal system are improved when uncor-
related traits are used (for instance an eye and a fingerprint, the right eye and the left
eye).

The usage of multimodal biometric systems has also some important drawbacks.
The first is related to the higher cost of the systems, since they are composed by
multiple and different biometric subsystems, each for every single traits that has been
selected.

A second aspect is related to the acquisition time: a multi-acquisition is mostly
longer than a single acquisition. In addition, the user can perceive the multiple
acquisition as more invasive and/or inconvenient.

A third point is associated to the fact that the retention of biometric data is
proportionally larger in the case of multimodal biometric systems. Hence, the privacy
issues discussed in previous sections of this chapter became much more relevant [26].

1.4.2 Design of privacy compliant multimodal systems

Proper guidelines for the design of the multimodal systems can reduce the described
drawbacks and encourage its use in a wide range of application for authentication.
Hence, in addition to the guidelines described in previous sections, the following key
points should be considered:

• The usage of the templates should be subjected to randomization transforma-
tion such that the derived published identifier do not sufferfrom information
leakage.

• When designing a multimodal system it should be carefully taken into account
the numberof samples and thetypesof the biometric traits. For example,
less biometric traits should be acquired for a low-securityapplication (e.g., the
access to a transport system) than a high-security application (e.g., the access
to a nuclear plant). Accordingly, also the choice of the kinds of traits to be
used by the multimodal system is relevant with respect to theprivacy of the
user as discussed in the previous sections.

• Multiple biometrics readings should be combined in order toadapt the security
of the authentication system to the level requested by the running application.
For example, if the same multimodal biometric system is adopted on the same
building/area (such as an airport terminal), each restricted area with different
levels of security should be accessed by using different traits or combination
of traits.

• The multimodal system should be modular in order to not rely on a propri-
etary algorithm. In this case, the discovery of novel techniques for biometric
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recognition can be easily embedded in the system, in particular, taking into
the account new techniques and new template formats which are more privacy
compliant.

• Proper protection techniques must be envisioned in order toavoid that each
biometric sample/template/feature which is composing themultimodal acqui-
sition might be used for other searches in different single-trait databases in an
unauthorized context.

The actuation of the previous guidelines is made difficult bythe fact that some of
them seem to appear as discordant or in mutual exclusion (e.g., the third point can
be in conflict to the fifth point), but some techniques available in the literature seem
capable to effectively overcome these drawbacks.

As a matter of fact, the enhancements of the sensors and of thehardware/software
architectures associated to the reduction of the system costs will produce a growing
interest and diffusion of the multimodal systems in the market. The application of
proper, practical and standard privacy-compliant guidelines is becoming more and
more necessary.

1.5 AN EXEMPLIFYING SCHEME

Building over the considerations of the previous sections,we describe the design of
a multimodal verification scheme satisfying much of the discussed issues regarding
privacy compliance. The discussion will point out how few biometric traits might be
used to construct an identification code for a subject while still ensuring protection
to the biometric templates themselves. Also it will clarifya few problematic aspects
which might be faced when constructing an actual implementation.

A typical multimodal biometric verification scheme provides two basic modules.
The first, theenroll module, creates some sort of ID linked to a single user starting
from the user’s biometric samples. The ID could then be stored in e.g. a document
or a smart card and must be provided during the verification phase. The second
module, theverificationone, verifies if the ID matches a new set of freshly provided
biometrics.

While the number of biometric traits might in principle be increased as desired,
we limit the discussion to the case of two independent biometric readings.

1.5.1 A multimodal enrollment module

At enrollment, as in common multimodal biometric systems, two different biometric
readings are collected:e.g.an iris scan of one eye and a fingerprint or the fingerprints
from two different fingers. The samples are then processed using the feature extrac-
tion algorithms of choice, selected among what the market orthe open literature offer.
Each algorithm delivers a set of features depending on the biometric trait, which are
then turned into a binary string. For example, concerning fingerprints, the features
describe characteristic points of the ridges’ pattern; such numbers are then collected
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Fig. 1.3 A multimodal biometric enroll module satisfying privacy compliance issues.

in what is called a binary “template” possibly according to astandard. An example
is the ANSI INCITS 378-2004 standard1. Similarly, for iris, the image of the eye is
processed to obtained a string of bits (the so called “iris-code”) directly.

In a simpler multimodal biometric system, the two templatesdenoted withI1 and
I2 (Figure 1.3) would be stored in a database or a portable ID. Anattacher who could
somehow access the database or recover the ID might obtain with little effort the
templates of the user. To avoid such scenario, the templatesare generally encrypted
using a public key infrastructure (thus relaying one.g.a network). In here, following
a different approach, the biometric strings are concealed exploiting their peculiar
quality of being “similar” when obtained from the same subject.

The novelty with respect to a multimodal biometric system begins in figure 1.3
after the construction ofI1 andI2. First, I1 is fed into a “fuzzy extractor”. Fuzzy
extractors are cryptographic primitives which enable the extraction of a random
uniform stringR from a given input in a noise-tolerant way. Therefore they convert
a noisy non-uniform input such as a biometric reading, into aeasily and reliably
reproducible binary string, allowing a certain degree of tolerance in the given input.
The tolerance to variations within biometric strings is typically obtained using an
[n, k, 2t + 1] error correcting code, wheren andk are the lengths of the codeword
and the message respectively andt is the number of errors the code can correct. The
code correcting capabilityt needs to be large enough to compensate for within-subject
variability in the biometric samples. On the other hand it must be smaller that the
between-subjects variability, or otherwise the toleranceof the fuzzy extractor might
be so large that impostors might be recognized as genuine ID holders.

But this is actually not a big issue in practise. In fact usually the opposite problem
arises and the error correcting capability of typical codesis not large enough for
practical applications involving biometric samples. Given the large inter-subjects
variability of biometric templates, the fraction of errorsthe code must be able to
withstand is larger than in usual ECC applications. Common ECC code, like BCH,

1American National Standard for Information Technology X Finger Minutiae Format for Data Interchange.
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are capable of correcting a fraction of errorsn/t strictly < 0.25%, thus are often
ruled out2. Others binary codes might get closer to thet/n = 1/2 Singleton bound,
but the Plotkin bound implies [13] that a binary code can correct more thann/4 errors
only at the expenses of reducing the length of codeword to about log n. This is the
route one might pursue by deriving a binary code from a Reed-Solomon for which
time-efficient decoding routines exist.

The fuzzy extractor produces two binary strings. The first,R must be kept secret
while the second,P can be made public without disclosing any information on both
I1 andR. So, the scheme started with two “secrets”,I1 andI2 and by now we only
swapped the secretI1 for R. But the important difference is that beingR uniformly
random by construction if we properly composeR andI2 with a fuzzy commitment
we are sure that no information is disclosed on both. Along this line a possible
composition function might be the binary xor function.

The two stringD andP , while derived from the biometrics provided by the subject
at enrollment (and no other information) can not be used to obtain information on the
biometric templates. They might be merged and published on an ID which the user
could even safely lose.

1.5.1.1 A correspondent verification schemeThe verification phase enables a
“strong” authentication of the subject who has to provide both the biometric traits he
was requested at enrollment and the ID he received. The overall structure is reported
in figure 1.4.

The verification phase follows the line of a typical multimodal biometric verifi-
cation. The subject is requested the same biometric traits he provided at enrollment
and the samples are collected. From the samples, two fresh binary templates are
constructed:I ′1 andI ′2.

The fuzzy reconstructor guarantees that if the distance ofI ′1 from I1 is within the
tolerance of the error correcting code, andP is available (thus the ID is provided),
the same secretR built at enrollment can be constructed (hence the name “recon-
structor”). WithR in hand,I2 is easily decomposed fromD. If the subject is an
impostor the distance of its biometric sample and the ID holder one is larger than the
fuzzy reconstructor tolerance andR is not reconstructed. The verification scheme is
positively concluded if the retrieved biometricI2 matches the fresh oneI ′2.

In a biometric multimodal system with two inputs, we would have had two bio-
metric comparisons. In the simple example we offered instead, the only biometric
test is performed betweenI2 andI ′2 while the other enters the scheme through the
fuzzy reconstructor only. While this is not an issue for biometric tests based only on
Hamming distance measures (like in the case of iris-codes),it is the small price one
needs to pay to enforce protection of the biometrics themselves.

2Actually, BCH codes could be employed in the schemes we suggested but the construction needs to be
generalized slightly. The main idea is that injecting errors only over a restricted part of a longer codeword,
a larger local error correction ratio is obtained; which in turn could easily satisfies the requirements
imposed by the biometrics at hand.
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Fig. 1.4 A multimodal biometric verification module.

1.6 CONCLUSIONS

In this chapter we focused on issues and relative possible solutions regarding the
privacy protection in the context of biometric systems. We described the risks
perceived by the user approaching to biometric systems, andthe actual risks for
her/his privacy.

Privacy issues are pervasive in all the design phases of a biometric system: they
can be related to the applicative context, to the approachesand goals set up when
collecting the biometric data,and to the involved traits and technologies. Best practice
notions have been discussed to ensure a privacy compliant design and management
of biometric systems.

Recent advances show that it is possible to achieve an effective biometric template
protection. Most techniques present in the literature are based on methods which
combine standard cryptographic techniques and biometricsfor the purpose of provid-
ing a privacy compliant and deployable identity verification system. The approaches
we discussed are the fuzzy based constructions (Fuzzy Commitment, Fuzzy Vault,
Fuzzy Sketch) and the hash based techniques. The application of these schemes
offers a valid solution to the privacy protection of the usertemplates.

Multimodal systems revealed new privacy issues, and a set ofguidelines for
the design of a privacy-compliant system has been discussed. An exemplifying
scheme is presented, showing a possible privacy compliant multimodal system. In
particular, the proposed method is inherently multimodal:at least two biometric traits
are simultaneously used to create a secure identifier. Such identifier combines the
biometric features extracted in the enroll phase, ensuringthat the verification phase
can be correctly executed, but avoiding any attempt to mine the privacy of the users.
Indeed, the information contained in the identifiers is not sufficient to reconstruct
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the biometric features of the users and any abuse of biometric information is then
prevented.

Moreover, the presented scheme satisfies the design guidelines. The security prop-
erties of the methods have been analyzed informally, and rely on the well investigated
properties of the used fuzzy cryptographicprimitives. Thesystem is completely mod-
ular: both the input biometric readings and the matching procedures can be selected
among the different ones proposed in the open literature. Composed systems can be
constructed by assembling a number of enroll and verification modules requiring a
corresponding larger number of input biometric readings, in order to achieve a higher
degree of security when requested by the application.
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