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Abstract 
Modern communication networks have been becoming more and more 

large-scaled and complicated due to rapid development and 

interconnection among heterogeneous communication networks. 

Therefore, the management and maintenance of modern 

communication networks have posed many grand challenges to both 

industrial and academic communication communities. To overcome 

these challenges, it is very necessary to find new levels of autonomy 

and intelligence in designing, deploying, managing, and maintaining 

communication networks. Embedded software and systems are closely 

related to our daily life, which reside from smart appliances to 

unmanned trains. The present paper deals with the Protection of data 

for unauthorised access in Wireless Networks -security Aspects. 
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1. Introduction 

Security problems with the TCP/IP protocol suite were known 

(as noted by Steven Bellovin), but the Internet was a closed 

network for academics and researchers at the time. Spam and 

malware were minor problems, and the Web had not been 

invented. Security was understandably not one of the high 

priority concerns of the Internet designers 20 years ago, but the 

consequences of an open public Internet are now apparent 

unauthorized access to company wireless and wired networks 

can come from a number of different methods and intents. One 

of these methods is referred to as “accidental association”. 

When a user turns on a computer and it latches on to a wireless 

access point from a neighboring company’s overlapping 

network, the user may not even know that this has occurred. 

However, it is a security breach in that proprietary company 

information is exposed and now there could exist a link from 

one company to the other. This is especially true if the laptop is 

also hooked to a wired network. [1-3] 

 

2. Security threats  
 

The fundamentals of wireless security are largely similar to 

those of the wired Internet, wireless data networks present a 

more constrained communication environment compared to 

wired networks. Because of fundamental limitations of power,  

 

 

available spectrum and mobility, wireless data networks tend to 

have less bandwidth, more latency, less connection stability, 

and less predictable availability. Similarly, handheld wireless  

devices tend to have limited battery life, less powerful CPUs, 

restricted power consumption, smaller displays, and different  

input presenting a more constrained computing environment 

compared to desktop computers. [4, 5] 

 

With a WLAN, transmitted data is broadcast over the air using 

radio waves. This means that any WLAN Client within an 

access point (AP) service area can receive data transmitted to or 

from the access point. Because radio waves travel through 

ceilings, floors, and walls data may hence easily reach 

unintended recipients. Tools like Ethereal; AirSnort can easily 

be used to passively collect data of any Client within the 

broadcast range. Users have no way of knowing if they are 

connecting to rogue access point set-up as part of a man-in-the-

middle attack.  

WLAN security, involves concern in three separate issues:  

 Authentication 

 User Privacy 

 Authorization.   

 

Multihop wireless networks are more unsafe as compared to 

wired or single hop wireless networks. Multilayer security 

attcks need to be considerded before the design of any security 

mechanism or intrusion detection system. [6-18] 

Figure 1 shows Wireless Security Issues 

 

Fig. No. 1. Wireless Security Issues 
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3. Different Attacks  

3.1 Layer Label   

“Malicious associations” are when wireless devices can be 

actively made by crackers to connect to a company network 

through their cracking laptop instead of a company access point 

(AP). These types of laptops are known as “soft APs” and are 

created when a cracker runs some software that makes his/her 

wireless network card look like a legitimate access point. Once 

the cracker has gained access, he/she can steal passwords, 

launch attacks on the wired network, or plant trojans. Since 

wireless networks operate at the Layer-2 level, Layer-3 

protections such as network authentication and virtual private 

networks (VPNs) offer no barrier. Wireless 802.1x 

authentications do help with protection but are still vulnerable 

to cracking. The idea behind this type of attack may not be to 

break into a VPN or other security measures. Most likely the 

cracker is just trying to take over the client at the Layer-2 level.  

3.2 Ad-hoc networks:  

Ad-hoc networks can pose a security threat. Ad-hoc networks 

are defined as peer-to-peer networks between wireless 

computers that do not have an access point in between them. 

While these types of networks usually have little protection, 

encryption methods can be used to provide security.  

3.3 Non-traditional networks:  

Non-traditional networks such as personal network Bluetooth 

devices are not safe from cracking and should be regarded as a 

security risk. Even barcode readers, handheld PDAs, and 

wireless printers and copiers should be secured. These non-

traditional networks can be easily overlooked by IT personnel 

who have narrowly focused on laptops and access points.  

3.4 Identity theft (MAC spoofing):  

Identity theft (or MAC spoofing) occurs when a cracker is able 

to listen in on network traffic and identify the MAC address of a 

computer with network privileges. Most wireless systems allow 

some kind of MAC filtering to only allow authorized computers 

with specific MAC IDs to gain access and utilize the network. 

However, a number of programs exist that have network 

“sniffing” capabilities. Combine these programs with other 

software that allow a computer to pretend it has any MAC 

address that the cracker desires, and the cracker can easily get 

around that hurdle.  

3.5 Man-in-the-middle attacks  

A man-in-the-middle attacker entices computers to log into a 

computer which is set up as a soft AP (Access Point). Once this 

is done, the hacker connects to a real access point through 

another wireless card offering a steady flow of traffic through 

the transparent hacking computer to the real network. The 

hacker can then sniff the traffic. One type of man-in-the-middle 

attack relies on security faults in challenge and handshake 

protocols to execute a “de-authentication attack”. This attack 

forces AP-connected computers to drop their connections and 

reconnect with the cracker’s soft AP. Man-in-the-middle attacks 

are enhanced by software such as LANjack and AirJack, which 

automate multiple steps of the process. What once required 

some skill can now be done by script kiddies. Hotspots are 

particularly vulnerable to any attack since there is little to no 

security on these networks.  

3.6 Denial of service  

A Denial-of-Service attack (DoS) occurs when an attacker 

continually bombards a targeted AP (Access Point) or network 

with bogus requests, premature successful connection messages, 

failure messages, and/or other commands. These cause 

legitimate users to not be able to get on the network and may 

even cause the network to crash. These attacks rely on the abuse 

of protocols such as the Extensible Authentication Protocol 

(EAP).  

3.7 Network injection  

In a network injection attack, a cracker can make use of access 

points that are exposed to non-filtered network traffic, 

specifically broadcast network traffic such as “Spanning Tree” 

(802.1D), OSPF, RIP, and HSRP. The cracker injects bogus 

networking re-configuration commands that affect routers, 

switches, and intelligent hubs. A whole network can be brought 

down in this manner and require rebooting or even 

reprogramming of all intelligent networking devices.  

3.8 Counteracting risks  

Risks from crackers are sure to remain with us for any 

foreseeable future. The challenge for IT personnel will be to 

keep one step ahead of crackers. Members of the IT field need 

to keep learning about the types of attacks and what counter 

measures are available.  

4. Mitigation of counteracting security risks  

There are many technologies available to counteract wireless 

network intrusion, but currently no method is absolutely secure. 

The best strategy may be to combine a number of security 

measures. The following steps are required for security 

mechanism: 

A. All wireless LAN devices need to be secured  

B. All users of the wireless network need to be educated in 

wireless network security  
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C. All wireless networks need to be actively monitored for 

weaknesses and breaches  

 

5. Conclusion 

As the fastest growing industry, embedded systems will have 

great societal and environmental impacts. Therefore, the design 

and implementation of safe and efficient embedded software 

and systems have utmost importance. This paper concludes the 

latest steps taken to the security of wireless networks for the 

protection of the data from the unauthorised access. 

6.  Impact of study 

Wireless mesh networking has been a cost-effective technology 

that provides wide-coverage broadband wireless network 

services. They benefit both service providers with low cost in 

network deployment, and end users with ubiquitous access to 

the Internet from anywhere at anytime. However, as wireless 

mesh network (WMN) proliferates, security and privacy issues 

associated with this communication paradigm have become 

more and more evident and thus need to be addressed.[19] The 

present study will be useful to provide a good foundation to 

implement real time detection. 
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