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Abstract- This paper aims at evaluate an SNMP environment on the basis of its operations and practical
approaches. The SNMP protocol isused to monitor, control and configuring Network elements. Even though
the SNMP technology is well documented but still it is relatively unclear how the SNMP is used in real
practice. This paper discusses about how the SNMP is deployed in a real network and how the traffic is
analyzed and controlled with the help of SNM P. With the continued improvementsin the performance of the
SNM P data collection, the developers of the SNM P based network monitoring system are applying their best
effort in the system development. SNM P network management system development is an important aspect of
the network management, and development process requires a lots of coordination with network
environment, but it istoo costly to construct a real network for development of network management system,
so if we can provide a simulation network environment to develop a network management system, it will
bring a great conveniencefor testing, training and other aspects of SNMP .
Keywords- SNMP, ADVENT Net, MIB, SMI.
I. INTRODUCTION

In today's complex network of routers, switches] sarvers, it can seem like a daunting task to gmad
the devices on your network and make sure thepte@mly up and running but performing optimally.i§s where
the Simple Network Management Protocol (SNMP) celp hSNMP was introduced in 1988 to meet the grgwin
need for a standard for managing Internet Prot@i€)l devices. SNMP provides its users with a "sefiget of
operations that allows these devices to be managadtely. The core of SNMP is a simple set of apens (and
the Information these operations gather) that gaginistrators the ability to change the statesahe SNMP-
based device. For example, you can use SNMP todgtwit an interface on your router or check the d@¢evhich
your Ethernet interface is operating. SNMP can ewenitor the temperature on your switch and wan yaen it
is too high.

The rest of the paper is organized as follows: ant pl we will discuss about the different versioofs
SNMP,in part Il we describe how SNMP works, in tplY we will simulate an SNMP environment and its
operations, part V features the discussion of esults and we will conclude the analysis in patt VI

II. SNMP VERSIONS

SNMP Version 1 (SNMPv1) is the standard versiothefSNMP protocol. It's defined in RFC 1157 and is
a full IETF standard. SNMPv1's security is baseccommunities, which are nothing more than passwaqyidsn-
text strings that allow any SNMP-based applicatitat knows the strings to gain access to a deucalsagement
information. There are typically three communitiesSNMPvV1: read-only, read-write, and trap. SNMer&ion 2
(SNMPvV2) is the next version of SNMP issued in 1988h the functional enhancement but without ausieég
facility. This version uses a community based sgctieature as in SNMPv1 and is known as SNMPv2¢M®B
Version 3(SNMPv3) is not a standalone replaceméttied SNMPvland/or SNMPv2, We can define the SNMPv3
as SNMPv1 and/or SNMPv2 with security mechanisrthentication, privacy and access control.

[Il. SNMP WORKING
Before describing the working of SNMP we will dissuthe elements of an SNMP environment. An SNMP

management system contains:
al Snics and
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- Several nodes each having an SNMP entity which aiesita command responder and notification
originator applications. These nodes are callechégye

- At least one SNMP entity containing command gemerand/or notification receiver applications. This
called a manager.

- A management protocol which is used to convey mftion between these two SNMP entities.

- A database which reflect the status of a physinkldnd resides in the Agent. This is called MIB.

The basic working of SNMP includes the reading ©fffs) Object Identifiers implemented in the MIBsdan
provides the related information to the Manager Manager does this by using several monitoringraadaging
operations. The monitoring operations are perforimgethe manager by sending the commands GET, GETINEX
GETBULK and answered by the agents. On the badisi®the manager collect the information aboutdifierent
devices in the network based on the inbuilt MIBtlie Agent. A manager can also perform a managindywyc
sending a SET request to modify agent parametersagent responds to manager with the status afosemand.
Multiple requests can also be send by a single Sisitket by using multiple OIDs in GET request orusing a
GETBULK command for a range of variables. Moreotleg data can also be send by agent side indepéndent
without any request by manager in the form of TRA€ssages.

IV. SIMULATION of SNMP AGENT

There are many papers which discuss about the SHEMPits functionality, operations but nobody has
incorporated about the practical environment hogs¢hoperations takes place and how the data isvedrfrom
devices and analyzed at the manager side. Thig pagécally creates the practical approach towHdrdsSNMP as
how the operations work. We have used an adve®N&P simulator for representing all the activitietated to
SNMP.

A. Description of Smulator

AdventNet Simulation Toolkit is a comprehensive amdsatile set of intuitive tools that simplify ddepment,
testing, and demonstration of network managemeadyats without requiring real devices. The SNMP rtge
Simulator, bundled with Simulation Toolkit, is aafform-independent JAVA-based tool, which is useditmulate
SNMPv1, SNMPv2C and SNMPv3 manageable devices. ¢apurun this tool on Windows / Linux / Solaris and
simulate one agent at a time. The SNMP Agent Sitauleakes the MIB file as input and simulates inst&a
variables for the MIBs. These instance variablessawved into a file and the agent responds fromfiflel. You can
create default variables from the MIB or learn ahhés from an existing agent.

B. Sepsof simulation

The SNMP Agent Simulator is used to simulate a@&hkme SNMP Agent and is purely SNMP specificufp@orts
SNMPv1/v2c/v3 versions. Now, let us walk through theps involved in simulating a standalone SNMEBrAg

1. Specifying the Input to the SNMP Agent Simulator:

The first step in simulating an SNMP agent, isdad the MIB file or an existing Configuration fila the
SNMP Agent Simulator. When you have completed logdhe MIBs and simulating default values, a basic
SNMP simulation is created.

2. Configuring Values:

Any variation on this basic simulation can be cedafor use with the SNMP Agent Simulator. You can
configure scalar and table values, record real tag@opulate the SNMP table, configure traps ardrins,
configure real time behavior of devices using JgtBoripts, simulate error conditions and scenaias so on.
In case of SNMPv3, the3 configuration tool is used to configure SNMPus&rs.

3. Testing and Editing Tools

AdventNet Simulation Toolkit is packaged along willest and Editor tools to provide the user with the
complete Simulation experience.
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» Test Tools serve as Manager Applications to tesstimulated SNMP agent.
= MIB Browser: To test the simulated SNMPv1/v2/v3 agent.
« Editor Tools are used to edit some of the inpessfibf the simulator.

= SNMPv3 Config Tool: To configure user entries in USM and VACM tabfes the SNMPv3
agent.

C. SNMP Operations

For the simulation of SNMP operations first ofwak will have to load an MIB file into the SNMP agesimulator
and we will simulate it for the default values.Wdor the manager related activites we will hawertroduced
MIB browser which works as an SNMP Manager.

SNMP GET:
SNMP get is used to retrieve the information atibatnetwork variables from the inbuilt MIB in thgemt.

s7] AdwentMet MibBrowser

EI Edlt Niewy Operations Help
= = ﬁml.ﬁl%%@fﬁﬂ g B O E @
[FE Losded MibModules §: |
@ FE AGENT-SAMPLE-MIE H localhost
$ B windows-Systerm-Mik e nmmini [
¢ 3L org
G 5 dod i setvalue |
2 55 internet i ) - - - ]
directory 4| ChjectiD |.|sD.Drg.dDd.mternet.prwate.enterprls
@ 25 mamt | ORI WIS R T T E TS T T IO TS O TS T T e
mih-2 i {Done.
experimental i
9@ {9 private i Loading MIEs ChAdventNetSimulators_0umibswWindow
@ 9 enterprises | IDone.
@ 3 adventnet i
P A i
% userMName | [=ent get requestta localhost | 161

@ computertlame ;| (Request Failed: Error: Request Timed Out to 127.0.0.1
@ numoOfProcessg |
@ processarType | 1| [Sentoget requestto localhost 161

@ oS i FRequest Failed: Error: Regquest Timed Out to localhost
i@ variableReferce
@ sysDate i Sent get requestto localhost : 8001
sysTime A usertame. 0--=userklame
@ ] disk S lcomputertame. 0--=computerame
@ [ memaory numoOTFProcessors. 0--=1
network Sl processorType.0--=processorType
@ [ snmpvz i los.0--=05

Fig.1 SNMP GET Operation

The GET operation is explained in the figure 1the left side of the figure, we have loaded a Wimslaystem-mib
and by expanding the MIB tree we have performed3kd operation for the System1 network element,iarttie
right bottom side of the figure we have the datalb¥ariables of system1.

SNMP GETNEXT:

SNMP getnext is used to retrive the information wkthe next variable. This command is useful whenwant
retrieves the values one by one.

SNMP GETBULK:
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SNMP getbulk command is used in SNMPv2 and SNMI@v3dtrieving more variables in a single requeBtc&it
is a Version 2 and 3 command so we have to telstimilator to use a version 2 PDU for this operatim this
operation the agent responds with as much as isead in a single request. The standard get oparatin attempt
to retrieve more than one MIB object at once, bassage sizes are limited by the agent's capasilifithe agent
can't return all the requested responses, it retannerror message with no data The get-bulk dparain the other
hand, tells the agent to send as much of the respback as it can. This means that incomplete nsgsoare
possible. Two fields must be set when issuing ebgt command: nonrepeaters and max-repetitionsréfmeaters
tells the get-bulk command that the first N objexzta be retrieved with a simple get-next operathdax-repetitions
tells the get-bulk command to attempt up to M gettroperations to retrieve the remaining objects.

| AdventNet MibBrowser.

File Edit View | Gperations | Help
BB B M| o cue |ﬁwﬁ\x.@\9
Loaced MibMaduly Gethiex Ciki ;
®8 AGENT-SAMPU GetBulk Cile | Host ‘Iucalhust ‘V| Port
18 Windows-yst Gal  owli o | Community e | tarite ¢
& o = E
® S3dod | Glop  cwc || setvalue | |
@ "ﬂlme Clear  ChiL : : : n ; ] P ; :
dire e i Object!D |.|s0.urg.dud.lnternet.pnvate.enterprlses.ad\remnet.dlsk.d|SkTabIe.d|SkEntr\r.c
ey i -
@ 4 mgmt B
mnib-2 | | |5ent getbulk request to localhost: 8001
experimeantal diskType.8.100.105115.107.78.97 109101 --=diskType
© = private b sectorPerCluster.8.1000105.115.107.78.97.109.101 --=1
© 3 enterprises i §: hytesPerSector8.100.105.115.107.78.97.109.101 --=1
§ 3 adventnet FDtaISpaceinB\des.SﬂDD.105.115.1D?.?S.Q?.1DQ.1D1:--=1
& = systemi reaSpaceinBytes 8.100.105.1148.107.78.97.109.101--=1
B yzerName B [lotaIFreeSpacelnBﬂes.D:-->4
@ computeriame ||| [totalSpaceinBytes 0--=4
& numoiProcessol | | totalOccupiedSpacelnBytes. 0.4
& processormyps | §; nrocesslD.l--=1

03 || IprocesshioduleMame.1:-=processhiodulebame
8 variahleReferce | ¢ IrocessPriority. 11

|inaOfProcess.0--=4

1B sysDate | | InracessBasePriarity 1:-=1
B sysTime " |i| IprocessMumOfThreads.1 =1

@ 23 disk § §3 nrocessAnpTyYRe. 1 --=processApnTyne
E]dlskTable | | nracessFullPath 1—=processFullPath
& EdiskEntry ||| processkil1—=1

W o e

Figure.2 The GETBULK Operation

As shown in figure getbulk operation has retrivddta of variables in single request.

SNMP SET:

The set command is used to change the value ohaged object or to create a new row in a tablee@bjthat are
defined in the MIB as read-write or write-only che altered or created using this command. It isiptes for an
NMS to set more than one object at a time. By ushig command we are managlng the network with loélp
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SNMP, we can change the status of a network variabl

22| AdwentMNet MibBrowser
File Edit “iew Operations Help

EEeEa BE B3y . e

alits

LB EEe ?

oaded MibMaodules -
& AGENT-SAMPLE-MIE ;| Host localhost
e windows-System-mib 3 Community [
b %< arg :
9 9 dod | setvalue [
@ 4 internat : : - : : :
directory §§ Chject D |.|SD.Drg.dDd.|nternet.prwate.enterprlses.adver
@ 3 rmgmt :
experimental §§ Sent set requestto localhost : 8001
@ 5 private usertName.D--=pradeep
@ =5 enterprises -
@ 25 adventnet il [sent get requestto localhost : 2001
P m usertlame.0--=pradeep
b userMName :
@ computertlame Sent get requestto localhost : 8001
# numofProcessars §§ userklame.0--=pradeep
@ processorType :
# os §§ Sent set requestto localhost - 8001
8 variableReferce || [computerrame.0--=rmriu
A sysDate :
8 sysTime i [|sent get requestto localhost : 8001
@ [ disk | fuserMame. 0--=pradeep
@ [ memary i [computerMame 0 =mriu
network §§ numOfFrocessors. 0--=1
& [ snmpv2 | [processorType.0--=processorType
- 5@ TRAPS | fo5.0--=08
| variahleReferce. 0--=variahleRefarce
sysDate. 0--=sysDate

Fig. 3. SNMP SET Operation

As shown in the fig. 3 the SET command has beenduated for changing the value Username and Comparte
from O to pradeep and mriu respectivly. After settihe values it has again checked by GET request.

SNMP TRAP
The agent, when faced by some problem or errohénttansmission of message, responds to the mamhgger
sending unsolicited messages called traps.
Traps are unsolicited messages sent from an SNJdRt 40 one or more SNMP Management applicatidris.dn
asynchronous notification sent by the agent to nfeager about some event occurrence in the deViep.
messages are received at port 162.
For the simulation of Trap messages, first we hHaveonfigure traps in the SNMP Agent simulator. Ttaps can
be generated on following conditions.

* Request Based Trap

e Threshold Based Trap

e Timer Based trap
In the request base, trap occurs when a request g8 is made by manager, in threshold based a&hma
threshold OID value and condition, and for Timedshw/e specify a specific time.
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"—“’““"E“t”Et SNMP Agent Simulator - o ] =5 |
Ei i x| Operations Settings Help
R 1B — ) :
& s |[iTERs s < | o ce | B e =
12 Infarms el
S8 Loa ﬂ;_ Eehavior Simulation Ctrl-B Y i |
? :EE j Errot Simulatian Ohject |0 (1.261.21.1.5 |
’ﬁ 2 Record frorm a Real sgent Sk Max-Access [read-write |
! Record Traps Synta [DisplayString |
¥ -.«;; e%gr:ntib 2 Mode Diescriptian ; Description
G 23 svystemn
sysDescr
@ sysObjectiD Siration e | coMaT =
@ svsUpTime
: Walle : |sysMame |
- S's-'SLDE:atlon Talile | Bl Confgure Taglk | | T |
_ @ sysServices : gt ! r TRIRE
@ 1 interfaces
e 3 at
e 3 ip
@ 3 icmp
@ 1 tcp
@ [ udp
&= 21 eqp
transmission
<= 3 snmp
i tal
e The agent is starting. ..
LR A t started at it aa01
@ g TRAFPS gent started at po
@ o] TEXTUAL COMNYENTIONS

Fig. 4.1 Configuring traps

We are configuring a request based trap in thedigl.1, 4.2 , 4.3 and 4.4.
In figure 4.1. a trap is to be configured for thegiable sysName. As shown in figure 4.2 it is aue=sq based trap,
whenever a Get or Set request will be send fov#rable sysName a trap should occur. Here we baméigured

20 traps with an interval of 1 milisecond.

For representing the traps we use Trap Viewer wiscthe part of the MIB browser. In the figure 4@ are
performing the get and set operations for varigyl'Name and we see the traps in the trap viewshasn in
figure 4.4,

When an NMS receives a trap, it needs to know lmimterpret it; that is, it needs to know what tfep means and
how to interpret the information it carries. A trapfirst identified by its generic trap number. €fé@ are even
generic trap numbers (0-6Beneric trap 6 is a special atch-all category fmt&rprise-specific” traps, which are
traps defined by vendors or users that fall outsifléhe six generic trap categories. Enterprisesi§igetraps are
further identified by an enterprise ID (i.e., anjemh ID somewhere in the enterprises branch of MHB tree,
iso.org.dod.internet.private.enterprises) and aifipérap number chosen by the enterprise thandefthe trap.
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Trap Configuration YWizard
Selectthe Type of Trap'to be configured from the left hand side list. The fields Total
traps and Time interval' are optional in the case of Request based and Threshaold
based traps.

mManager tHame |I|:|ca|hc|st |
AEsodlated Variahle |3 i 1.1 ﬁl | |
L
Manager Port |162 |
Trap Yersion | Shimp Wl v|
- Community |pub|ic |
Generic Type | coldStart() -vl

soifie Type IL‘l | “ariable Bind.. Configure
Threshold Based Ertarprise oio | 10 || | )| ] |
Load from recar... Load

Regquest Type

Tirmer Based
@ Getand Set

3 Set Only

Taotal Traps |20 Time Interal 11 | [ mitli Secondis) -

Fig. 4.2

AdwentMNet MibBrowser | ;lglil

Gethlent -4 Eontact [

etfdext Ctri \dg:ﬂaec et m = m —
-ocation Coarm... [ | write Sormrmuniby
Seta... e

I Ttr=p

—irl- L -
Y Berices

cir-c BS

mhber s
Etri-L = Chject. . |.iso.org.dod.internet.mgmt.mib—2.|
&= [FL |
— i HEmntey Sent get requestto localhost : 001 -
b2 ‘? = tTable ipForwDatagrams. 0--=32

[=] atEntrw

T atifindes:
i atPhysAddresd
F athletaddress

Sent get regquestto localhost . 2001
ipForwDiatagrams. 0--=38

Sent get requesttio localhost: 2001

IBF orwarding ipForwDatagrams. 0--=46

ipDefaultTTL
iplINReceives
iplnHdrErrors

Sent get reguestto localhost: 8001
ipForwDatagrams. 0:--=50

iplnAaddrErrors - =
Swyntax [(Counter Status rmandaton
ipinUnknownProtos Access  read-only | Reference:
iplnDiscards et i
iplnDelivers : - -
DOhject... 1.71.3.6.1.2.1.4.6

ipOutRequests

"The number of input datagran =
= for which this entity was not il
feirfinal IFP destination, as a res
ult of which an attermpt was mal -

Ciescri...

obal Wiews

Fig. 4.3
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o =T =

—Zlass Tyvpe Sourc Cate Message =
E Cleanr wl Trap A12Z2F.0.0.1 wved Jun 20 B
Clear wl Trap 127.0.0.1 wwed Jun 20
= Clear vl Trap 1Z27.0.0.1 vwed Jun 20
l‘ Clear wid Trap A427F.0.0.1 wwed Jun 20
=2 Clear w1 Trap 127.0.0.1 vwed Jun 20
| Clear w1 Trap 127.0.0.1 wvwed Jun 20
Clear w1 Trap 127.0.0.1 wvwved Jun 20
Clear wi Trap 127F.0.0.1 vwved Jun 20
Cleanr wl Trap 127.0.0.1 wwed Jun 20
Clear vl Trap 1Z7.0.0.1 vwed Jun 20
Clear vl Trap 1Z27.0.0.1 vwved Jun 20
Clear w1 Trap 127.0.0.1 wwed Jun 20
Clear w1 Trap 1Z27.0.0.1 wvwed Jun 20
Clear wl Trap 127001 wvwed Jun 20
Clear wi Trap 127F.0.0.1 vwved Jun 20
Cleanr wl Trap 127.0.0.1 wwed Jun 20
Clear vl Trap 1Z7.0.0.1 vwed Jun 20 1215
Clear vl Trap 1Z27.0.0.1 vwed Jun 20 122135
Clear wid Trap A2>7F.0.0.1 wwed Jun 20 12:13
Clear w1 Trap 127.0.0.1 vved Jun 200 12:13:..
£
=21
[0 Enable Logging [ Authenticate w32 Trap [ Authenticate w1 fw2Zc traps (Sormrmonityd

Fig. 4.4

SNMP Graph:

We can also graph the SNMP information for bettedarstanding the current traffic and its behaviior.
the Figure 5 we are performing the get operatiortifie variable ipForwDatagrams and graph with resfeethis

operation is shown in figure 6.

AdwventMNet MibBrowser il |

Edit  »iewr

o e [

i |

atTable

(=3 atEntry

T atifindesx

@ atFhvsAddresd
% atHetsddress

2R
s ipForwarding
4 ipDefaultTTL
@ ipinReceives
% iplnHdArErrors
iplnaddrErrars

& iplnUnknownFProtos
@ iplnDiscards
@ iplnDelivers
@ ipoutRequests
in 1 =

= L ® e P

Host |Da Port 20| -
o FETEE YW rite Cormirmuinity

Setwa... ~

Cihject... |.iso.org.dod.internetmarmtmib- 2 |
Sent get request to localho=st : 001 |
ipForwDatagrarms. 0--=32

Sent get request ta localhast : 001
ipForwDatagrarms . 0:-—-=38

Sent get request to localhost : 2001
ipForwDatagrams. 0-—-=46

Sent get request to localhost : 2001

ipForwDatagrarms . 0--=50

Syntax | Counter Status [rmandatan.
Access read-only Reference
Incles
Chject.. . 1.3.6.1.2.1.49.6
"The nurmber of input datacran] =
= Tor which this entity was nott
Descl Jeir final IP destination, as a res
ult ofwhich an attermpt was ma| -
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R T=TE
3 F

Paolling Interval isec's.) |5 | [0 Avwerage over Intersal?
Hoaxis Scale (=200> |3I:ID | 1 Show Absolute Time?
Max Foll Durationdsec's . [ Show Polled vwalues?
Log FilerHlarme [0 Log Polled ~alues?

[0 show Absolute SCounters [0 Disable Error Dialog

| Stop | | Ee=start | | Close

Figure 6 Graphing on localhost

V. SIMULATION RESULTS
By this simulation we have got to know that how tlierent operations takes place in an SNMP emvirent. We
have seen the difference between get and getnexatign. We have also demonstrated that how tatleglivalue of
a network variable by using the set operation. Tmagssages, from the agents to the manager hashaéso
explained. For visualizing the performance of SNMHRifferent operations in a scenario has also leahibited.

VI. CONCLUSIONS

To solve the problem of lack of testing environminthe development of SNMP management system, ave h
simulated the SNMP environment and its operatidhg simulation results show that how the managdragents
works together for managing the network. This papealso useful for the network managers as welbther
researchers interested in network management iergken The future work is to improve the proceksimulation
and adding more and more variables in simulatiatgss and showing the more results.
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