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Identifying Sets of Key Nodes for Placing Sensors
in Dynamic Water Distribution Networks

Jianhua Xu, M.ASCE1; Paul S. Fischbeck2; Mitchell J. Small, M.ASCE3; Jeanne M. VanBriesen, M.ASCE4;
and Elizabeth Casman5

Abstract: The design of a sensor-placement scheme capable of detecting all possible contamination events for a water distribution
system before consumers are put at risk is essentially impossible given current technologies and budgets. It is, however, possible to design
sensor-placement schemes that optimize related objectives �e.g., minimize expected volume of contaminated water consumed prior to
detection�, but this requires the availability of hydraulic and water quality models for the distribution network and significant computa-
tional power, which are the main obstacles to the identification of optimal sensor locations. This paper describes a different approach that
reduces the problem’s complexity by expressing a water distribution system as different graphs based on the information readily available
from most, if not all, water utilities. The approach provides critical policy and decision support for utilities when hydraulic and water
quality models are not available and/or when simulation-based techniques are computationally infeasible.
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Introduction

Significant research has taken place in recent years to support the
placement of sensors in water distribution systems to detect acci-
dental or intentional contamination events �Kessler et al. 1998;
Ostfeld and Salomons 2004; Berry et al. 2005, 2006; Grayman
et al. 2006; Gueli 2006; Propato 2006; Shastri and Diwekar
2006�. Placing sensors optimally requires an understanding of
how water flows and contaminants behave in water distribution
systems. These behaviors can be approximated by using a
simulation-based analysis with calibrated hydraulic and water
quality models for the system. However, many water utilities do
not have water quality models for their systems because of the
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significant calibration requirements needed to build this type of
model. Even if a calibrated water quality model does exist, the
computational requirements for computing the contaminant con-
centrations resulting from all possible random contamination
events are daunting. Without prior knowledge, a contamination
event must be assumed to be possible at any time, any location,
and for any duration, thus, requiring the simulation of a large
number of contamination scenarios. As an example, using 30 par-
allel processors, it took 8 days to simulate random contamination
events that could occur at 5 min intervals over a 24 h period from
any of the 12,527 nodes in a modest-sized distribution network
�Krause et al. 2006�. The placement of sensors based solely on
hydraulic models negates the necessity of extracting contaminant
behavior, but still requires the formulation of optimization models
to determine where to place sensors �Lee and Deininger 1992;
Kessler et al. 1998; Berry et al. 2005�. Solving these mathemati-
cal models to optimality for large networks is itself a difficult
problem given that most facility location models for a general
network are NP hard �Drezner and Hamacher 2002�, which means
that no polynomial-time algorithms for these problems have been
found yet. These are the obstacles that must be faced when work-
ing on real-world problems.

In this work, we simplify the problem by applying a graph-
theoretic �network analysis� approach for placing sensors in a
water distribution system, eliminating the need for calibrated
water quality models, and alleviating the computational require-
ments. The paper is outlined as follows: �1� we explain how net-
work analysis can be adapted to work with water distribution
networks; �2� we demonstrate how key sets of nodes can be iden-
tified for sensor placement based on network analysis; and �3� we
evaluate the methods by comparing the performance of our net-
work analysis-based sensor-placement schemes with that of
simulation-based optimal sensor-placement schemes for an illus-

trative water distribution network.

© ASCE / JULY/AUGUST 2008
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Methods

Water distribution systems are physical networks where nodes
represent sources, tanks, junctions �the connections between
pipes�, and points of water withdrawal, while edges represent
pipes, valves, and pumps. In a graphical notation G= �V ,E�,
V=v1 , . . . ,vn�node set, and E=e1 , . . . ,em�edge set. Network
characteristics of water distribution systems have been exploited
either explicitly or implicitly to perform hydraulic analysis �To-
dini and Pilati 1987�, reliability analysis �Su et al. 1987; Wagner
et al. 1988a,b�, and sensor placement �Kessler et al. 1998; Berry
et al. 2005; Shastri and Diwekar 2006; Watson et al. 2004�. In our
analysis, three types of graphs �undirected graphs, dynamic di-
rected graphs, and weighted dynamic directed graphs� are used.
An undirected graph represents the physical structure of a water
distribution system. A dynamic directed graph represents the
compilation of a series of snapshots of a water distribution sys-
tem, with edge direction being the water flow direction. If the
water flow direction changes over time in a pipe, then in the
dynamic directed graph the pipe is represented as two edges with
opposite direction between the pair of nodes incident with the
edge. A weighted dynamic directed graph is defined based on the
dynamic directed graph with the value of an edge being water
travel time between the pair of nodes incident with the edge.
Thus, the construction of an undirected graph requires only infor-
mation on the physical structure of a distribution system, while
the latter two types of graphs require hydraulic information for a
distribution system.

Graph theory and network analysis have shed light on the
properties of a variety of networks: The internet backbone
�Faloutsos et al. 1999�, electricity grids �Blumsack 2006�, trans-
portation networks �Banavar et al. 2000�, urban streets �Crucitti
et al. 2006a,b�, and social networks �Wasserman and Faust 1994�.
In the context of water distribution systems, we are interested in
knowing the structurally important nodes, which might have im-
plications on where sensors should be placed. The following is
the description of the network measures �betweenness centrality
and receivability� that we adopted and how sensors are placed
based on them.

Betweenness centrality defines the centrality of a node in
terms of the degree to which the node falls on the shortest path
between other pairs of nodes. If a node has a high betweenness
centrality, then it lies on the path of many pairs of nodes. Eq. �1�
quantifies the betweenness centrality for a node in an undirected
graph �Freeman 1977�. Gould �1987� proved that the same equa-
tion holds for directed graphs

Ci
B = � �

i,j,k�G,j�k�i

njk�i�/njk�� ��N − 1��N − 2�� �1�

where Ci
B�betweenness centrality of node i; N�total number of

nodes in the network; i, j, and k�indices of nodes; njk�number
of geodesics �the shortest path between two nodes� linking node j
and node k; and njk�i��number of geodesics linking node j and
node k that contain i. Fig. 1 depicts a hypothetical water distribu-
tion network and the betweenness centrality of each node. Nodes
N3, N2, N4, N5, and N7 have the highest betweenness centrality,
with the highest listed first.

In a water distribution network, a node with high betweenness
centrality would be between many potential upstream contamina-
tion events and downstream receptor populations. Nodes with
high betweenness centrality are potential locations for sensors.
However, a systematic analysis of the betweenness centrality

across a set of water distribution networks shows that nodes with
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the highest betweenness centrality tend to cluster. Fig. 2 shows
such an example with Network 1, which is based on a real net-
work and can be found in Ostfeld et al. �2006�. This means that
placing sensors in a water distribution network based only on the
ranks of betweenness centrality might give substantial suboptimal
solutions, as clustered sensors would likely provide redundant
information. As shown by Borgatti �2006�, multiple nodes, each
with a high centrality value, might not provide the highest cen-
trality value collectively. We improved the betweenness-centrality
only-based sensor-placement scheme with two measures: �1� to
widen the graph distance �the number of edges along the shortest
path between two nodes� between nodes with high betweenness
centrality, we divide a water distribution system into a set of
exhaustive and mutually exclusive communities and then identify
the node with the highest betweenness centrality within each
community; and �2� to increase the detection likelihood, we force
the sensor locations to be biased toward the downstream nodes.

The procedure for identifying a set of key nodes for placing
sensors based on betweenness centrality, community structure,
and graph distance is as follows.
1. An undirected graph is used to express a given water distri-

bution system. An adjacency matrix �N�N� is created based
on the physical structure of the system, with N being the
number of nodes in the network. In the adjacency matrix cell,
if there is an edge between node i and node j, then the cell
value cij is equal to 1, and if there is no edge between node
i and node j, then the cell value cij is equal to 0.

Fig. 1. Illustration of betweenness centrality with a hypothetical
water distribution network

Fig. 2. Nodes with high betweenness centrality in Network 1
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2. For each node in the network, the graph distance between the
node and each water source is calculated. From these, the
shortest distance is chosen. Various graph search algorithms
can be used to do such a calculation �Cormen et al. 1997�. In
our research, we used a breadth-first search algorithm. For
example, the graph distance between node N1 �water source�
and node N10 in the hypothetical network shown in Fig. 1
is 5.

3. The number of communities to be detected is set to be equal
to the number of sensors to be placed. The Newman algo-
rithm �Newman 2004� is used to identify communities within
the water distribution network. The rationale of the Newman
algorithm is that the connections of nodes within a commu-
nity are dense and the connections of nodes between com-
munities are sparse. Water distribution systems reflect the
community structure of the real world. Transmission mains
transport water from the water source �e.g., treatment plant
or reservoir� to municipalities/communities. Blocks in com-
munities are connected to water mains. As a result, within
communities, node connections are denser, while between
communities node connections are sparser. For example,
Fig. 3 shows the five communities identified for Network 1
with the Newman algorithm.

4. Within each community, a node with a high betweenness
centrality and a long graph distance from water sources is
chosen as the potential location. The trade-off between graph
distance and betweenness centrality is left for decision
makers.

We used a software �named ORA� developed by Carley and
Reno �2006� to detect community structures, calculate the be-
tweenness centrality of each node, and determine the shortest
graph distance from each node to water sources. When we do the
trade-off between the betweenness centrality and the shortest
graph distance for each community, we select the five nodes with
the highest betweenness centrality and then from those nodes, we
choose the node with the greatest shortest path length value. The
five sensor locations identified for Network 1 using this procedure
are shown in Fig. 4.

Receivability is a concept that we formulate in this study to
describe the set and number of nodes that have paths to the mea-

Fig. 3. Five communities detected for Network 1 using the Newman
algorithm
sured node in a graph. The concept is derived from the well-
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known concept of reachability. If there are one or more paths
from node i to node j, then node j is reachable from node i and
node i is receivable to node j. In our context, node i is the node
where a contamination event originates, and node j is the node
that the contaminant might reach. Receivability can be deter-
mined using a comprehensive set of contamination simulations
with water quality models. However, network analysis provides a
more efficient way. Receivability can be calculated for each node
in a graph �of any type� by using graph search algorithms �Cor-
men et al. 1997�. However, in our context, receivability for nodes
in an undirected graph is trivial. The receivabilities of all nodes
are the same in number for a connected undirected graph since
each pair of nodes in such a graph can reach each other. The
receivabilities for nodes in dynamic directed graphs and weighted
dynamic directed graphs are particularly of interest. Based on a
dynamic directed graph, we can get the set of nodes that if con-
taminated, could reach the studied node eventually if no interven-
tion is implemented. Receivability calculated from a dynamic
directed graph is called nontime-constrained receivability. Fig. 5
shows the sets of nodes that could reach Node 8 �a randomly-
chosen node� in Network 1 �i.e., the receivability of Node 8 under
nontime-constrained condition�. Note that in Fig. 5 water is
pumped into the system in the lower left-hand portion of the
network, enters the main part of the network in the lower-central
portion of the graph, and flows outwards to consumers from there.
Based on a weighted dynamic directed graph, we can determine
the set of nodes that if contaminated, could reach the studied node
within a certain period of time. Receivability calculated from a
weighted dynamic directed graph is called time-constrained
receivability.

Both nontime-constrained receivability and time-constrained
receivability measure the capability of a node with a sensor to
detect contamination events. Sensors placed at nodes with higher
receivability are expected to detect more contamination events,
assuming that every node has an equal chance of being the source
of the contamination. With this assumption, maximizing the de-
tection likelihood is equivalent to maximizing the coverage of the
sensors �i.e., the percentage of the nodes which, if contaminated,

Fig. 4. Five sensor locations identified for Network 1 based on
betweenness centrality, community structures, and graph distance
could be detected by the sensors placed in the system�. The set of
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nodes that collectively have the highest receivability would maxi-
mize the coverage. A greedy heuristic algorithm is used to find the
optimal solution for sensor placement. Nemhauser et al. �1978�
prove that at least 63% of the optimal value is guaranteed by
using a greedy algorithm for submodular set functions. Krause
et al. �2006� show that for submodular set functions for water
distribution network structures, the greedy algorithm finds the op-
timal solutions in 99% of the cases.

The procedure for identifying a set of key nodes with nontime-
constrained receivability is as follows:
1. A dynamic directed graph is used to describe a given water

distribution system. An adjacency matrix �N�N� is created
based on the physical structure of the system, with N being
the number of nodes in the network. In the adjacency matrix
cell, if there is a pipe connection between node i and node j
and water flows from node i to node j sometimes during the
studied time period, then the cell value cij is set as 1; other-
wise, the cell value cij is set as 0.

2. Based on the adjacency matrix, the receiveability of each
node is calculated by using a breadth-first search algorithm
�Cormen et al. 1997�.

3. Following the greedy heuristic algorithm, the first sensor is
placed at the node with the highest nontime-constrained
receivability. The nodes covered by the first sensor are re-
moved, and the second sensor is placed at the node with the
highest nontime-constrained receivability among the remain-
ing nodes. This continues until the nth sensor is placed or
until all the nodes in the water distribution system are
covered.

The procedure for identifying a set of key nodes for placing
sensors based on time-constrained receivability is similar except
for how the adjacency matrix is populated. The cell value cij in
this case becomes water travel time instead of a binary value of 1
or 0. To derive the water travel time in each of the pipes, the
water flow rate is required. In a dynamic water distribution sys-
tem, water flow rates change with time. We record three flow rates
for each pipe to derive a water travel time: The slowest flow rate,
the average flow rate, and the fastest flow rate, which correspond
to the longest, average, and shortest water travel time, respec-

Fig. 5. Receivability of Node 8 under the nontime-constrained
condition
tively. The water travel time is then assigned as the edge value of
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the weighted dynamic directed network. Fig. 6 shows the time-
constrained receivability of Node 8 under the three water flow
rate assumptions.

The sensor location results for Network 1 under the two re-
ceivability conditions are shown in Table 1 with the columns for
sensor location �Node ID�, the number of nodes covered by each
sensor, and the cumulative percentage of the nodes covered, re-
spectively. As shown, based on the nontime-constrained receiv-
ability, the first five sensors cover 91% of the nodes in the
network and 14 sensors are sufficient to cover the whole network.
Based on the time-constrained receivability, 35 sensors are
needed to cover the whole network when requiring that contami-
nation events be detected within 10 h, assuming the average flow
rate in the system. Table 1 shows the first 20 sensors to be placed.
As expected, under the time-constrained condition, more sensors
are needed to achieve the same coverage as with the nontime-
constrained condition.

Comparison of Sensor-Placement Schemes

We evaluated the performance of sensor schemes derived using
the graph-theoretic approach on four criteria: �1� the expected
time to detect a contamination event; �2� the expected population
at risk prior to detection; �3� the expected volume of water con-
taminated prior to detection; and �4� the detection likelihood. The
choice of these four criteria is motivated by the ultimate purposes
of placing sensors in a water distribution network, which are to
�1� detect contamination events as quickly as possible to allow for
a timely response; �2� capture as many contamination events as
possible; and �3� protect as large a population as possible.

A given sensor-placement scheme is evaluated against each of
the criteria with an exhaustive simulation of contamination sce-
narios. A contamination scenario is an event occurring at a given
node and starting at a given point in time with the input of con-
tamination lasting for a given duration. If contamination scenario
i can be detected by any of the sensors, di �a binary indicator� is
recorded as 1, the shortest time for contaminant traveling from the
contamination origin to any of the sensors is recorded as ti, the
population at risk within ti is calculated as pi, and the volume of
contaminated water within ti is denoted as vi. Readers are referred
to Ostfeld et al. �2006� for a detailed description on how pi and vi

Fig. 6. Receivability for Node 8 under the time-constrained condition
�150 min� with different water flow rate assumptions
are calculated. If contamination scenario i cannot be detected by
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any of the sensors, di is recorded as 0, and the detection time ti is
recorded as a large value D �e.g., simulation duration�, the popu-
lation at risk pi and the volume of contaminated water vi are
calculated accordingly �e.g., within D�. The expected time to de-
tect contamination events �Z1�, the expected population at risk
prior to detection �Z2�, the expected volume of contaminated
water consumed prior to detection �Z3�, and the detection likeli-
hood �Z4� are calculated using the following equations by assum-
ing that the total number of the contamination scenarios is S

Z1 = 	�
i=1

S

ti
� S Z2 = 	�
i=1

S

pi
� S

Z3 = 	�
i=1

S

vi
� S Z4 = 	�
i=1

S

di
� S

Even with the absolute values calculated for each of the criteria,
we still cannot tell how good the performance of a sensor-
placement scheme is without a benchmark. In our research, we
use the performance of the optimal results obtained from a
simulation-based analysis as the benchmark. Thus, to evaluate the
effectiveness of sensor-placement schemes developed with our
graph-theoretic approach, we compared their performances with
the performances of the optimal results obtained from a
simulation-based analysis for Network 1. The simulation-based
analysis for Network 1 was originally conducted for the battle of
the water sensor networks �BWSNs� at the 8th Annual Interna-
tional Water Distribution Systems Analysis Symposium, August
27–30, 2006, Cincinnati, Ohio. Steps of the simulation-based
analysis are summarized here but can be found in detail in Krause
et al. �2006�. An exhaustive simulation of random contamination
events was conducted with distinct contamination events begin-

Table 1. Sensor Placement Using a Greedy Heuristics Algorithm for N
Receivability

Nontime-constrained receivability

ith
sensor Location ID

Number of
nodes

covered

Cumu
perce

�%

1st 83 81

2nd 126 16

3rd 45 10

4th 114 7

5th 100 4

6th 123 3

7th 125 1

8th 124 1

9th 113 1

10th 38 1

11th 36 1

12th 13 1

13th 7 1

14th 131 1 1

15th — — —

16th — — —

17th — — —

18th — — —

19th — — —

20th — — —
ning every 5 min for the first 24 h with each event lasting for 2 h.
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A suite of 288 �24�60 /5� contamination events was simulated
for each of the 129 nodes in the network, yielding a total of
37,125 events. A submodular-function maximization model was
applied for the four objectives �derived from the four criteria
described above�. To make the model results easy to interpret, the
objective values were normalized in a way such that larger values
are preferable �Krause, personal communication, October 16,
2006� and the normalized scores range from 0 to 1; i.e., 0 is the
worst and 1 is the best. Thus, in the results, we do not show the
actual effects �the expected population at risk, the expected vol-
ume of contaminated water, the expected detection time, or the
detection likelihood�. Instead, we only show the indicators based
on the normalized scores for each objective. Table 2 shows the
sensor-placement schemes for each of the four objectives and an
equally weighted multiobjective based on simulation analysis for
20 sensors.

We have sensor-placement schemes based on four methods
�betweenness centrality, nontime-constrained receivability, time-
constrained receivability, and the exhaustive simulation-based
analysis�. For the exhaustive simulation-based analysis only, six
sensor-placement schemes were derived based on different opti-
mization objectives �each of the four objectives mentioned above,
detection time and detection likelihood equally weighted, and all
four objectives equally weighted�. We evaluated different sensor-
placement schemes with WaterSim, a software package that uses
a database storing results for an exhaustive simulation of all com-
binations of contamination events �across time, location, and du-
ration� for Network 1 �Krause, personal communication, October
16, 2006�. WaterSim evaluates the performance of any set of sen-
sor locations based on the indicator scores of expected detection
time, expected population at risk, expected volume of contami-
nated water, and the detection likelihood. Figs. 7–10 show the

1 Based on Nontime-Constrained Receivability and Time-Constrained

Time-constrained receivability �10 h�

Location ID

Number of
nodes

covered

Cumulative
percentage

�%�

118 39 30

122 17 43

68 10 51

101 9 58

83 8 64

89 4 67

85 3 70

75 3 72

72 3 74

46 3 77

14 3 79

123 2 81

76 2 82

52 2 84

126 1 84

125 1 85

124 1 86

117 1 87

116 1 88

114 1 88
etwork

lative
ntage
�

63

75

83

88

91

94

95

95

96

97

98

98

99

00
performances of the different sensor-placement schemes for each
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of the criteria. Gauged across the four criteria, three sensor-
placement schemes �i.e., those sensor-placement schemes based
on equally weighted multiobjective, time-constrained receivabil-
ity and betweenness centrality� give comparable performance,
though differences are apparent. The sensor-placement scheme
based on the full simulation and multiobjective optimization out-
performs the sensor-placement scheme based on the time-
constrained receivability, which outperforms the sensor-
placement scheme based on betweenness centrality.

The sensor-placement scheme based on the nontime-
constrained receivability, which targets detection likelihood, and

Table 2. Optimal Sensor Placement Based on a Simulation-Based Appro

ith
sensor

Minimizing
detection

time
�Z1�

Minimizing
population

at risk
�Z2�

Minim
contam

wa
consu

�Z

1st 83 17 1

2nd 118 31 10

3rd 45 68 7

4th 100 80 6

5th 11 118 4

6th 123 21 11

7th 68 122 2

8th 35 96 9

9th 75 102 3

10th 90 77 8

11th 114 37 3

12th 124 46 3

13th 10 126 12

14th 126 34 4

15th 34 65 12

16th 19 4 7

17th 14 85 2

18th 21 26

19th 101 98 3

20th 72 117 9

Fig. 7. Comparison of different sensor-placement schemes based on
the expected-detection-time criterion
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the sensor-placement schemes based on simulation analysis with
single objectives perform well on the corresponding single objec-
tive, but perform worse for the other objectives. The performance
of sensor-placement scheme based on the nontime-constrained re-
ceivability is similar to the performance of sensor-placement
scheme based on simulation analysis that only maximizes the
detection likelihood. Among the top ten sensor locations in the
sensor-placement schemes based on the nontime-constrained re-
ceivability and the single objective �detection likelihood�, seven
locations are the same. The sensor-placement scheme based on
time-constrained receivability targets two objectives: Maximizing

r Different Objectives and 1 to 20 Sensors

Maximizing
detection
likelihood

�Z4�

Equally
weighted

�Z1 ,Z2 ,Z3 ,Z4�

Equally
weighted
�Z1 ,Z4�

83 17 83

126 83 118

45 122 45

10 31 100

100 45 11

123 100 123

114 11 68

124 126 35

19 68 114

34 90 124

35 21 126

11 35 10

106 34 19

110 118 34

128 123 75

129 114 90

— 124 14

— 76 21

— 10 101

— 19 72

Fig. 8. Comparison of different sensor-placement schemes based on
the expected-population-at-risk criterion
ach fo
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detection likelihood and detecting contamination events as soon
as possible �within the allotted time�. The method based on time-
constrained receivability gave comparable results with the equally
weighted objectives of maximizing expected detection likelihood
and minimizing expected detection time in the simulation-based
method.

Conclusion

This paper provides a graph-theoretic approach to identify key
sets of nodes for placing sensors in water distribution systems
when the information available to a water utility is limited to the
physical structure of the system or the hydraulic behavior of
water in the distribution network. When a water utility only has
the information of physical structure of their system, betweenness
centrality, community structure, and graph distance can be used to
identify a set of key nodes for placing sensors. The computational
complexity for betweenness centrality, all pairs shortest path �for

Fig. 9. Comparison of different sensor-placement schemes based on
the expected-volume-of-contaminated-water-consumed criterion

Fig. 10. Comparison of different sensor-placement schemes based on
the detection-likelihood criterion
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calculating graph distances�, and the Newman algorithm �for
identifying community structure� are O�N�M +N��, O�MN�, and
O�DN log�N��, respectively, with N�number of nodes in the
graph; M�number of the edges in the graph; and D�height of
the dendrogram tree �Boccaletti et al. 2006�. When only a hydrau-
lic model is available, nontime-constrained and time-constrained
receivability can be calculated, and reasonable sensor locations
can be identified using a greedy heuristic algorithm. These pro-
cesses are all computationally affordable to any water utility.

Comparisons across the four criteria �the expected detection
time, the expected population at risk prior to detection, the ex-
pected volume of water contaminated prior to detection, and the
detection likelihood� were conducted for the sensor-placement
schemes based on the graph-theoretic approach and sensor-
placement schemes based on the simulation-based approach. The
results showed that sensor-placement schemes based on the ex-
haustive simulation-based approach with equally weighted multi-
objective performs better than that based on the time-constrained
receivability analysis, which performs better than that based on
the betweenness-based analysis. However, the differences be-
tween the three approaches are not large. The comparison be-
tween the nontime-constrained receivability analysis and the
simulation-based analysis that maximizes detection likelihood
shows that they yield very similar results. Simpler network-
analysis methods are, thus, able to replicate more complex,
simulation-based methods when their objectives are clearly
aligned.

Furthermore, the receivability metrics are useful for demon-
stration purposes to educate water utility staff, to allow for the
formulation of a mitigation plan in the case of a contamination
event, and to inform scenario analysis for the purposes of devel-
oping preventative measures and strategies.
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