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ABSTRACT 

Due to the amount of identifiable customer personal, financial and other information stored by real estate 
organisations in their information systems, the threats are real. Challenges to secure the organisational 
(and customer) data are compounded by the nature of the industry (e.g. the core business and employees’ 
qualifications are non-security-related). To investigate the factors that influence real estate employees’ 
intended information security behaviour, we propose a research model based on Protection Motivation 
Theory (PMT) where we also include previous incidents as constituting threat appraisal components. Our 
findings from a survey of 105 real estate business employees in Australia reveal that perceived 
vulnerability, perceived severity, previous incidents, and response efficacy have a positive impact on real 
estate employees’ information security behavioural intention whereas self-efficacy does not. Our study 
also determines that response cost has a negative significant effect on intended information security 
behaviour. 

Keywords 

Information security behavioural intention, Protection motivation theory, Real estate organisations, 
Structural equation modeling. 

Introduction 

Real estate organisations in their daily business operations use information systems to store collect and 
transmit customers’ data. In Australia, real estate organisations routinely collect personally identifiable 
information (PII), financial information and other personal details of their customers when they rent, 
buy, or sell a property. Documents submitted by customers include photocopies of passport, driver’s 
license, credit card, bank statements, letter of employment detailing the place of work and the salary 
earned, utility and phone bills, and healthcare card. Therefore, there is a clear need for organisations that 
collect and store PII and other sensitive personal information to ensure that there is an adequate data 
security and privacy system in place. Banks, financial institutions and other security-related or conscious 
organisations generally have established information security policies and practices in place (Abbas 2014; 
Anderson and Moore 2006; Choo 2011; Salvi 2013). In the real estate sector, however, our earlier studies 
revealed that information security policies are not well practiced or may not exist at all (Mani et al.  2014a, 
2015). In one of our studies, we found that large real estate businesses (i.e. more than 100 employees, 
annual turnover of more than 5 million AUD) generally have information security policies but do not fully 
practice them, and medium size (i.e. 20-100 employees, annual turnover 3-5 million AUD) and small size 
organisations (i.e. 6-20 employees, annual turnover of less than 3 million AUD) do not generally have 
such policies (Mani et al. 2014a). Lack of an information security culture or awareness can lead to 
information security breaches. In August 2013, for example, the system of one real estate organisation in 
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the UK was hacked and resulted in 10,000 customer usernames, passwords and email addresses being 
compromised (Leyden 2013).  

Challenges to ensure the security and privacy of customer data are compounded by the non-IT-focused 
and mobile nature of the real estate industry. For example, in the United States, a company laptop was 
stolen from one real estate employee. The stolen laptop contained unencrypted personal information, 
including social security numbers for more than 600 residents. The organisation was subsequently fined 
$15,000 for not encrypting the laptop and for failing to follow its own written information security 
program (Larose and Veness 2012). When the information systems of real estate organisations are 
compromised, the risk is not only to those of their customers. For example, in August 2014, the system of 
a real estate company was reportedly affected by a malware which allowed the cybercriminals to access 
the company’s online banking system and steal $50,000 (Jennings 2014). A breach or a security incident 
could potentially expose the real estate organisations to reputational, financial, and regulatory risks. 
Reputational risk refers to how negative an organisation might be perceived by their customers, financial 
risk refers to the amount of money that an organisation might lose, and regulatory risk refers to the 
penalties due to criminal investigations or civil litigations (Tipton 2011). 

Technological measures such as firewalls, antivirus software, and anti-spam filters may be commonly 
deployed by real estate organisations, but technological protections are unlikely to adequately protect an 
organisation against the myriad of security threats. As explained by researchers such as Imgraben, 
Engelbrecht and Choo (2014), Ifinedo (2012), Martini and Choo (2014), and Ng, Kankanhalli and Xu 
(2009), the diversity of attack vectors and threat actors necessitates upskilling of the workforce and 
embedding a culture of security in the organisation. Such measures will help mitigate insider-related 
security threats and reduce the likelihood of unintentional actions (e.g. clicking on a suspicious email 
attachment).  

A number of studies suggested introducing policies and employees’ security policy compliance behaviour 
to mitigate insider risks (Workman et al. 2008). Recent studies of real estate organisations in Australia, 
however, found that they are generally ill-equipped to implement or enforce information security policies 
and the level of security awareness is generally very low (Mani et al. 2014a, 2014b).  

It is therefore necessary to understand the factors that positively influence or motivate real estate industry 
employees’ information security awareness in Australia. This is the aim of this study. We use Protection 
Motivation Theory (PMT) (Rogers 1975) as the underlying theoretical lens to determine the behaviour of 
real estate organisation employees in the event of a security breach. We also examine the influence of 
threat and coping appraisal (see Figure 1). We also include the “lesson learned from a previous incident” 
component as part of the threat appraisal of PMT because we believe that people would be more aware of 
the threat if they were previously victimised. For example, previous research in the health sciences has 
determined that past experience has a significant influence on current experience (Dimsdale 2000; Dolan 
and Tsuchiya 2005; John 1992). 

The paper is organised as follows. The next two sections present an overview of protection motivation 
theory, and the research methodology and findings, respectively. In the last section a brief discussion of 
the findings is presented. 

Theoretical Background and Hypotheses 

PMT 

Protection Motivation Theory (PMT), first proposed by Ronald Rogers in 1975, examined how fear or a 
threat of danger leads to changes in attitude (Rogers 1975). The theory suggests that the severity of a 
threat, the probability of the occurrence of a threat, and the effectiveness of a protective response can 
cause a cognitive mediation process in individuals who is motivated to protect oneself from the potential 
threat (Chenoweth et al. 2009). In other words, PMT can be used to determine whether one should take 
precautions or to ignore the warnings based on a risk-benefit analysis of the situation. One key concept in 
the theory is that individuals are motivated to protect themselves if they feel threatened in risky scenarios. 
There are, according to the theory, two cognitive processes encouraging people to participate in actual 
protection behaviour: threat appraisal and coping appraisal (Rogers 1983). Firstly, threat appraisal 
defines an individual’s assessment of the level of threat posed by a threatening event (Maddux and 
Rogers, 1983). The components of the threat appraisal are perceived vulnerability and perceived severity. 
Secondly, coping appraisal describes the individual’s /organisation’s assessment of the ability to cope with 
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the potential damage the threat poses (Woon et al. 2005). Coping appraisal consists of three components, 
self-efficacy, response efficacy, and response cost. Both cognitive processes are equally important since a 
person will adopt a suggested coping behaviour only when he or she believes that the threat is serious. 
Hence, the two cognitive processes result in the intention to enact adaptive response behaviours (Lee et 
al. 2008). However, some medical researchers support the view that coping appraisal components such as 
self-efficacy, response efficacy and response costs have greater predictive validity than threat appraisal 
components (Chenoweth et al. 2009; Milne et al. 2000; Floyd et al. 2000).  

PMT has been widely used in a diverse range of studies ranging from healthcare-related threats (Milne et 
al. 2000; Plotnikoff et al. 2010) to environmental hazards (Vaughan 1993) to security policy compliance 
in organisations (Herath and Rao 2009) to anti-plagiarism software (Lee 2011) to home wireless security 
(Woon et al. 2005). By applying this theory with reference to intended information security behaviour in 
real estate organisation employees, we believe that it will be possible to determine the factors that 
motivate these employees to adopt information security measures. Our research model is illustrated in 
Figure 1.  

 

 

Figure 1. Research Model 

Threat Appraisal 

Perceived Vulnerability  

Perceived vulnerability is the probability to which a person believes threatening incidents will occur to the 
individual (Lee et al. 2008). Therefore the likelihood of adopting the necessary protection increases when 
a person perceives he or she will experience higher vulnerability (Lee 2011). For example, past studies 
have revealed significant effects on the intention to use anti-spyware software (Chenoweth et al. 2009), 
virus protection behaviour (Lee et al. 2008), and anti-malware software (Lee and Larsen 2009). In this 
study, we will examine whether employees believe a threat to their organisation and their customers is 
more likely to lead to the adoption of information security measures.  We hypothesise that: 

H1: Perceived vulnerability positively influences real estate organisation employees’ information 
security behavioural intention. 

Perceived Severity 

Perceived severity refers to the magnitude of the consequences of an incident if the threat succeeds (Milne 
et al. 2000). In this study, the consequences are damage to the organisation’s reputation, compromise and 
leakage of customers’ data and financial records, etc.  The more an individual perceives the threat can 
significantly damage them, their customers and their organisation, the individual is more likely to be 
concerned (Herath and Rao 2009). Hence, we hypothesise that:  

H2: Perceived severity positively influences real estate organisation employees’ information security 
behavioural intention. 
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Previous Incident 

A prior unpleasant experience (in our context, victim of a previous security incident) makes individuals 
take their subsequent security measures more seriously (Weinstein 1989). Employees who have 
experienced a real threat are more cautious than individuals who only have a (“theoretical”) knowledge 
about a threat. Therefore, in our model, we include previous incidents as a component of the threat 
appraisal. We hypothesise the following: 

H3: A previous incident positively influences real estate organisation employees’ information security 
behavioural intention. 

Coping Appraisal 

Self-efficacy 

Self-efficacy refers to the expectancy of an individual’s ability to perform the recommended task; hence, 
when an individual believes he or she has the skills to do that task, the individual will take the necessary 
action (Lee et al. 2008). Researchers have determined that self-efficacy can be a predictor of behaving 
with the intention to implement virus protection (Lee et al. 2008) in an effort to make information 
security more effective (Workman et al. 2008). Further, from the employees’ policy compliance 
perspective, there is a positive relationship between self-efficacy and behavioural intent (Bulgurcu et al. 
2010).  Since self-efficacy posits employees’ knowledge about malicious attacks and information security 
policies, we hypothesise that: 

H4: Self-efficacy positively influences real estate organisation employees’ information security 
behavioural intention. 

Response efficacy 

Response efficacy refers to a belief that the recommended preventive measures will be effective in 
protecting oneself or others from an undesirable threat (Woon et al. 2005). For example, in our context, 
these include adopting information security measures such as backing up of organisation data, 
participating in training, and employees complying with information security policies to enhance the 
information security in their workplace. Consequently, we hypothesise that: 

H5: Response efficacy positively influences real estate organisation employees’ information security 
behavioural intention.          

Response cost 

Response cost is the perceived cost incurred by a user in performing a recommended coping behaviour 
(Chenoweth et al. 2009). When an employee believes that the recommended coping mechanism provides 
protection from a threat, then that individual is more likely to follow the adaptive behaviour (Ifinedo 
2012). On the other hand, if the employee has less trust in a measure’s efficacy, then the individual may 
not be willing to accept it (Rippetoe and Rogers 1987). Accordingly, employees who believe that the 
information security is necessary and coping mechanisms will reduce threats are more likely to follow it 
(Herath and Rao 2009). Thus, we hypothesise that: 

H6: Response cost negatively influences real estate organisation employees’ information security 
behavioural intention. 

Research Methodology  

Data collection 

The survey was conducted in three Australian states, namely South Australia, Western Australia, and New 
South Wales. The questionnaire was published in the weekly email newsletter by the real estate industry’s 
peak bodies of South Australia (Real Estate Institute of South Australia- REISA) and Western Australia 
(Real Estate Institute of Western Australia-REIWA). In New South Wales we directly contacted the real 
estate business through email.   A total of 105 real estate organisation employees responded to the survey. 
Table 1 shows the breakdown of survey respondents by state, organisation size and job position.  



 Information Security Behaviour in Real Estate Organisations 
  

 Twenty-First Americas Conference on Information Systems, Puerto Rico, 2015 5 

 

Category Subcategory Frequency Percentage 

Australian jurisdiction 

South Australia 55 52% 

Western Australia 26 25% 

New South Wales 24 23% 

Organisation size 

Micro Organisation 30 29% 

Small Organisation 44 42% 

Medium Organisation 18 17% 

Large Organisation 13 12% 

Job position 

Managing Director 11 10% 

Property Manager 16 15% 

Salesperson 23 22% 

Owner/Manager 55 53% 

Table 1. Respondents’ demographic details (n = 105) 

We developed the measurement scales based on a comprehensive literature review and wherever possible 
we used existing scales. However, we had to change or create some scales so that they fitted the context of 
this study (see Appendix A).  

Data Analysis and Results 

Reliability and Validity 

The data analysis was performed using the SmartPLS software package (Ringle et al. 2005) and SPSS 21. 
With the data gathered from real estate organisation employees, the individual constructs were tested for 
reliability, convergent validity, and discriminant validity. Cronbach’s alpha (Cronbach 1951) was used for 
reliability analysis to examine each construct’s internal consistency measure. Results in Table 2 indicated 
that the constructs ranged from 0.69 to 0.96.   

 

Construct No. of items Cronbach’s Alpha 
(α) 

Perceived Vulnerability  (PV) 3 0.96* 

Perceived Severity (PS) 2 0.92* 

Previous Incidents(PI) 2 0.90* 

Self-Efficacy (SE) 2 0.93* 

Response Efficacy (RE) 3 0.93* 

Response cost (RC) 2 0.69*** 

Information Security 
Behavioural Intention (ISBI) 

3 0.78** 

Table 2. Reliability of Constructs 

Note: * Cronbach’s alpha level α ≥ 0.9 is considered to be an excellent indicator of internal consistency 

** Cronbach’s alpha level 0.7 ≤ α < 0.9 is considered to be a good indicator of internal consistency 

*** Cronbach’s alpha level 0.6 ≤ α < 0.7 is considered to be an acceptable indicator of internal consistency 
(George and Mallery 2003; Kline 2013) 
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Convergent validity specifies the degree to which a measure correlates with other measures and is 
considered to be adequate if the standardised factor loadings are above .50 (Anderson et al. 1998). Table 3 
confirms that the factor loadings are adequate. The convergent validity was also assessed by Average 
Variance Extracted (AVE). The data analysis shows that the AVE and the composite reliability (CR) of all 
the constructs have adequate convergent validity since both values were above the recommended 0.5 and 
0.6 levels, respectively. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 3. Factor loadings 

Discriminant validity states the degree to which a construct is not correlated with other constructs 
(Fornell and Larcker 1981) and was assessed by comparing the square root of the AVE with each 
construct’s correlation. As shown in Table 4, the discriminant validity of the constructs is sufficient 
because the square root of the AVE for each construct is larger than its correlation with other constructs. 
Consequently, the measurement model demonstrates adequate validity that is required for further testing. 

 

Construct CR AVE PV PS PI SE RE RC ISBI 

PV 0.97 0.92 0.96       

PS 0.96 0.93 .123 0.96          

PI 0.95 0.91 .153 .154 0.95        

SE 0.97 0.93 -.010 .219 .144 0.96       

RE 0.96 0.88 .080 .062 .131 .153 0.94     

RC 0.86 0.75 -.100 -.094 -.167 -.050 -.122 0.86   

ISBI 0.87 0.69 .202 .242 .301 .163 .361 -.241 0.83 

Table 4. Composite Reliability, AVE, and Inter Item Correlations 

Note: CR= Composite Reliability, AVE= Average Variance Extracted, Bold fonts in the leading diagonals 
represent the square root of AVE. 

Item PV PS PI SE RE RC ISB 

PV1 0.969 0.120 0.128 -0.028 0.104 -0.096 0.220 

PV2 0.963 0.163 0.199 -0.013 0.085 -0.118 0.224 

PV3 0.945 0.069 0.121 0.032 0.033 -0.109 0.174 

PS1 0.127 0.969 0.162 0.219 0.087 -0.129 0.270 

PS2 0.115 0.955 0.137 0.184 0.031 -0.042 0.224 

PI1 0.183 0.167 0.964 0.172 0.157 -0.186 0.325 

PI2 0.110 0.126 0.940 0.085 0.089 -0.166 0.254 

SE1 -0.044 0.256 0.184 0.956 0.127 -0.040 0.136 

SE2 0.022 0.166 0.101 0.976 0.173 -0.039 0.185 

RE1 0.114 0.036 0.169 0.114 0.920 -0.081 0.305 

RE2 0.022 0.070 0.132 0.190 0.959 -0.164 0.371 

RE3 0.099 0.071 0.078 0.134 0.932 -0.116 0.335 

RC1 -0.138 -0.072 -0.221 -0.006 -0.139 0.903 -0.242 

RC2 -0.046 -0.094 -0.087 -0.074 -0.083 0.832 -0.187 

ISA1 0.118 0.234 0.238 0.044 0.383 -0.263 0.856 

ISA2 0.116 0.078 0.245 0.187 0.260 -0.175 0.806 

ISA3 0.291 0.300 0.285 0.205 0.250 -0.178 0.830 
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Assessment of the structural model 

Structural Equation Modeling (Anderson and Gerbing 1988) was employed using the SmartPLS 2.0.M3 
(Ringle et al. 2005) software package to test the hypotheses. The Partial Least Squares (PLS) and 
bootstrapping test were respectively employed for the analysis. The hypothesised path significance levels 
(t-values) were calculated by the bootstrapping test while the PLS analysis indicates how well the 
measures relate to each construct (Rusu and Shen 2011). The computed results are shown in Table 5. The 
outcomes obtained in this study confirm that the research model is structurally sound. 

 

Hypothesis Hypothesised path Path coefficient(β) t-value Result 

H1 PV          ISBI 0.127* 2.935 Supported 

H2 PS           ISBI        0.170* 3.901 Supported 

H3 PI            ISBI 0.189** 4.197 Supported 

H4 SE           ISBI 0.057 1.153 Not Supported 

H5 RE           ISBI 0.287** 7.132 Supported 

H6 RC           ISBI -0.145* 3.700 Supported 

Table 5. Summary of the findings 

Note: ** indicates that the item is significant at p<0.01, and * at p<0.05. 

Discussion and Implications 

This study investigates the factors that influence real estate organisation employees’ information security 
behavioural intention. In this study, a model with threat and coping appraisal based on PMT was 
proposed. Analysis shows that five out of the six proposed hypotheses were supported. Perceived 
vulnerability, perceived severity, previous incident, and response efficacy had a positive effect on 
employees’ information security behavioural intention.  

The data analysis strongly supported hypothesis H1, which shows that there is a positive relationship 
between perceived vulnerability and employees’ information security behavioural intention. The finding 
suggests that employees who believe a threat to their organisation will affect their customers are more 
likely to engage in information security behaviours. Our findings echoed observations reported by 
Chenoweth, Minch and Gattiker (2009) and Ifinedo (2012).  

As shown in Table 5 the perceived severity also has a positive effect on information security behaviours 
and therefore supports hypothesis H2. The data analysis indicated that it had a good statistical result (t-
value) and the direction of the path strength (positive) is also consistent with the prediction made. 
Employees, who believe that losing information or adopting unsafe behaviours (e.g. clicking on unknown 
on-line links or suspicious email attachments) is dangerous, are more likely to take appropriate steps to 
implement information security measures. 

Likewise, our results indicated that there is a positive relationship between previous incidents and 
information security behavioural intention; thus Hypothesis 3 is supported. Employees who had 
experienced information security threats are more likely to engage in information security behaviours. 
This also suggested that most employees are following a reactive approach; in other words, taking 
remediation steps only after an incident had occurred. 

We found that self-efficacy did not positively influence employees’ information security behavioural 
intention; thus, not supporting Hypothesis 4. The t-values related to self-efficacy did not lead to a good 
statistical outcome. This finding is similar to that reported in the study by Chenoweth, Minch and Gattiker 
(2009).  They contended that the behavioural intention to use anti-spyware software is not significant as 
it is difficult to install and maintain this kind of software. In our context, self-efficacy measures an 
individual’s ability, such as real estate organisation employees’ qualifications and actual job scope are not 
related to information security.  It is also possible that they may not be aware of current information 
security threats or the outcome might be due to our small research sample size. Proper and regular 
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information security training provided to real estate organisation employees can improve their self-
efficacy when implementing information security.  

As shown in previous security-related studies, response efficacy had a strong impact on employees’ 
information security behavioural intention, and consequently H5 is supported. These results imply that 
employees will improve their intention if they believe that the recommended preventive measures will be 
effective in protecting them from an undesirable threat. This finding is similar to those of previous 
studies, which also found response efficacy to be significant (Ifinedo 2012). 

The hypothesised (H6) negative impact of response cost on information security behavioural intention 
was also supported by the data.  In other words, if employees are more concerned with response cost 
because effort or difficulty is too much, then their intention to follow adequate security measures may 
decline (Chenoweth et al. 2009). 

The findings of the study have important implications for real estate organisations. From their perspective 
this study identifies gaps and provides further insights which can facilitate designing their information 
security policies. For example, it is important for employees to have regular and ongoing training to 
update their knowledge about cybersecurity threats. Crossler et al. (2013) also highlighted that for 
protecting and mitigating threats to information systems, it is necessary to provide regular information 
security training to employees to improve their awareness and efficacy.  

Drawing on PMT, we offered a research model where the previous incident was considered to be a 
component of threat appraisal. We developed a scale to examine the effects of the previous incident on the 
information security behavioural intention.  

The findings indicated that threat appraisals have a particularly stronger impact than coping appraisal on 
employees’ intended behaviour to implement information security. The outcomes of our research are, to 
some extent, consistent with the findings of previous studies (Lee 2011), which found that threat appraisal 
variables exerted more significant influence than coping appraisal. 

Conclusion 

This study investigates the factors that influence real estate organisation employees’ information security 
behavioural intention using a model based on Protection Motivation Theory (PMT). Our findings 
indicated that perceived vulnerability, perceived severity, previous incident, and response efficacy 
positively influence real estate employees’ information security behavioural intention. Conversely, 
response cost negatively influences real estate employees’ information security behavioural intention. 
Thus, the findings from our study indicated that threat appraisal has greater predictive validity than 
coping appraisal, and suggested that information security training for employees enhances their 
information security behavioural intention.  

Future work would include extending the study to other Australian states and territories (e.g. Australian 
Capital Territory, Queensland, Northern Territory, Tasmania, and Victoria) to obtain statistically sound 
national data and a much broader national understanding of the current and emerging information 
security threats faced by the real estate sector in Australia. 
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Appendix A - Measurement items 

Construct Items 

Perceived 
Vulnerability 

(adapted from 
Ifinedo 2012) 

PV1: I know a data breach in my organisation would have an adverse impact 

         on our customers. 

PV2: The likelihood of a data breach in my organisation is… 

PV3: I could be subjected to a serious information security threat if I share    

         passwords with others. 

Perceived 
Severity 

(adapted from 
Mohamed and 
Ahmad 2012) 

PS1: I believe that losing information or files from the computer would be a   

         serious problem.  

PS2: Opening a link from an unknown source is a serious problem. 

Previous 
Incidents  

(Self-developed) 

 

PI1: I gained my awareness about information security threats through 
previous computer security incidents. 

PI2: The information security threats that happened before enhanced my   

        intention to implement a precautionary measures 

Self-Efficacy  

(adapted from Al-
Omari et al. 
2012) 

 

SE1: I have the necessary knowledge to understand the existence of malicious    

         attacks targeting mobile and portable devices. 

SE2: I have the necessary knowledge to understand the information security  

         document policies of my organisation. 

Response- 
Efficacy  

(adapted from 
Siponen et al. 
2010)  

 

RE1: Complying with information security policies keeps information security 
breaches to a minimum. 

RE2: Information security training for employees can reduce information  

         security breaches. 

RE3: Backing up of data prevents the loss of information or files from our    

         organisation. 

Response cost  

(adapted from  

Vance et al. 2012) 

RC1: The impact of information security policies on my work is… 

RC2: Complying with a formal information security-related policy would    

          require considerable investment of effort apart from time. 

Information 
Security 
Behavioural 
Intention 

(adapted from 
Ifinedo 2012)  

 

ISBI1:I regularly update the antivirus software in my computer, and mobile    

          and portable devices. 

ISB2: I am aware of the existence of malicious attacks (virus, worm,    

          Trojan horse, etc.)  targeting mobile and portable devices. 

ISB3: My organisation’s data may be compromised if I don’t pay adequate   

          attention to information security policies. 

 


