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Abstract

Current wireless personal area network (WPAN)
standards provide no method for two previously
unacquainted parties to authenticate to one another in
a trusted manner upon first encounter. The paper
details the research leading up to the development of
Friendly  Authentication  and  Communication
Experience (FACE). The FACE methodology will be
developed to be independent of wirelessly enabled
mobile device types, such as smartphones, personal
multimedia devices, personal digital assistants (PDAs),
and mobile gaming platforms. FACE will enable
individuals that have never met before to communicate
in a trusted manner on the first attempt. FACE
development will advance human interaction via
wirelessly enabled mobile devices.

1. Introduction

Current wireless personal area network (WPAN)
standards provide no method for two previously
unacquainted parties to authenticate to one another in a
trusted manner upon first encounter. A new
authentication methodology is required to enable
individuals that have never met to communicate in a
trusted manner on the first attempt. The name given to
the new authentication method is Friendly
Authentication and Communication Experience
(FACE). The target environment for FACE is
wirelessly enabled mobile devices that form ad-hoc
networks. Traditional authentication methodologies are
inadequate for use in ad-hoc networks. The concept of
enabling individuals that have never met before to
communicate in a trusted manner on the first attempt is
a departure from current authentication mechanisms.

Section 2 details the motivation that led to the
commencement of research, section 3 describes the

current methods available for authentication in ad-hoc
environments that can be utilized by wirelessly enabled
mobile devices, section 4 presents development
requirements, and section 5 discusses future work
areas.

2. Motivation

Many factors motivated the work on a new
authentication methodology. One factor is reducing the
passage of malicious code from one wirelessly enabled
device to another, thereby reducing the vicious cycle of
malicious code propagation. The 2004 CSI/FBI
Computer Crime and Security Survey noted that of all
the respondents, 99% utilized anti-virus software. Anti-
virus technology is the most widely used security
technology, based on the survey results [15]. The
survey only addressed organizational computing
environments that rely on traditional computing
technologies such as desktops, laptops, and servers.
While anti-virus products are available to the mobile
device market, the concentration is on traditional
personal digital assistants (PDAs) and smartphones
[34]. The category of wirelessly enabled mobile
devices has been expanding over time to include
devices such as portable gaming platforms and MP3
players [3, 24, 27]. The evolving capabilities of the
aforementioned devices will require protection from
malicious code. FACE will require authentication prior
to connecting to a device, thereby halting malicious
code. A second factor motivating the work is to bring
people in contact with others they may not typically
associate. An example would be two individuals that
were traveling in a contained environment, such as on a
commuter train, for an hour trip to work. Many
wirelessly enabled mobile devices have the ability to
inform a user if another similarly equipped device is
within range. A user could initiate a probe of all other
wirelessly enabled devices in the environment. At this



point, the proposed authentication process can begin,
and upon agreement of the requested party, a new
relationship can begin to form. A third factor is that the
proposed ubiquitous authentication method can assist
in reducing identity theft occurrences. Identity theft is a
major concern for individuals. Over the last five years,
more than 27 million individuals in the United States,
have been victims [32]. Because wirelessly enabled
mobile devices establish a connection to facilitate the
exchange of data, information stored on either device,
personal or business related, can potentially be
extracted by a malicious entity. Reports of WPAN
enabled devices being vulnerable to attack, potentially
without a device owner’s knowledge, have been
reported in the media [12, 23]. Lastly, WPAN enabled
mobile device applications are starting to be developed,
such as [28], that enable users to exchange files with
individuals that are within range that have similar
preferences. These applications lack security measures
that would allow requestors of a file to be properly
authenticated to another individual’s device.

3. Authentication

In this section, authentication methodologies are
discussed. Section 3.1 provides a brief introduction to
authentication and  describes two  traditional
authentication examples. Section 3.2 introduces WPAN
standards and provides an overview of the applicable
authentication processes. Section 3.3 details prior work
involving authentication for ad-hoc networks.

3.1. Traditional authentication

There are two general types of authentication,
symmetric and asymmetric. The difference between the
two being that the former involves a shared secret and
the latter uses different, although related, secrets [10].
For traditional authentication processes to function, the
two entities must have some prior knowledge of each
other. An example of shared secret, or symmetric,
authentication is the process Bluetooth devices engage
in when they are paired for the first time.
Authentication of two or more Bluetooth enabled
devices is based on a static PIN code. The PIN codes
are typically 4 digits in length, too short for a secure
pin that is also used in the encryption process.
Additionally, many Bluetooth devices do not have a
user interface to enable a user to create their own PIN.
In such instances, the default PIN of 0000 is used [6].

Public Key Infrastructure (PKI) is an example of an
asymmetric authentication process. For PKI, one user
has the private key and another user or system has the

corresponding public key. An example of a PKI based
authentication system, is when a user connects to a
website and has to present their private key credential
in order to log into the site. The backend server then
verifies whether the public-private key pair matches
and is still valid. Many authentication methods have
been introduced in the past, each with varying degrees
of success. Other examples of asymmetric
authentication methods are, email-based identification
and authentication (EBIA), user name password
systems, Identity-Based Encryption (IBE), Internet
Identity Solution from Authentify, Pretty Good Privacy
(PGP), RSA Mobile, Wired Equivalent Privacy (WEP),
Wi-Fi  Protected Access (WPA), 802.1x, and
biometrics [14].

3.2. WPAN authentication

Current wireless personal area network (WPAN)
standards do not include a method for two unknown
users to authenticate in a trusted manner. A partial
listing of current and proposed WPAN technology
standards and industry consortiums, also referred to as
trade associations or alliances, appears in Table 1 [11,
16, 18, 35, 36, 37]. While each WPAN standard
includes a design for authentication, the methods rely
on both parties either having a previous relationship or
allowing a connection to an unknown device without
adequate security measures [2, 4, 8, 9, 17, 19, 20, 21].

Table 1. WPAN consortium and standard relationship

Consortium Standard
WiMedia Alliance 802.15.3
Zigbee Alliance 802.15.4
Bluetooth Special 802.15.1
Interest Group
Infrared Data IrDA
Association
Wireless USB Promoter | WUSB
Group

3.3. Ad-hoc authentication

While research has been conducted with the goal of
developing an authentication method for mobile
devices that form ad-hoc networks, all of the work
relies on prior knowledge of the connecting device or
physical contact of one device to another. The premise
of [5] is that all of the device owners have a pre-
established relationship. The example scenario
provided includes a group of individuals in a meeting
that wish to set up an ad-hoc wireless network so all of
the computers can communicate securely. All ad-hoc



users must be physically in the same room and trust
each other prior to connecting their devices. As
illustrated, the research focuses on how to authenticate
in an environment where the individuals know and
personally trust each other.

Another example of research that has been
conducted targeting ad-hoc authentication is described
in [1]. As with the prior example, all participants must
physically be in the same room and trust each other
prior to connecting their devices. The method
described involves one person in a group creating a
shared key that is then beamed via infrared to all other
participants in a clear text manner.

In [31] the authors propose verification of
credentials in an ad-hoc network where a prior
knowledge of one peer to another is a given. The
solution is based on using a public-key crypto system
where at least one node has access to the Internet.
However, when one node cannot connect to the
Internet, a peer may vouch as to the authenticity of the
requestor. If a peer can verify a certificate, then the
certificate will be accepted as valid to others. The
authors state that revocation issues for public-key
systems in ad-hoc networks are difficult.

[7] builds on previous work dealing with
authentication for mobile devices in ad-hoc networks.
According to the authors, all previous work has
centered around some type of data exchange using an
out-of-band method prior to the establishment of a
wireless connection between two or more wireless
enabled ad-hoc devices. The authors explain how an
earlier proposed solution, known as the Resurrecting
Duckling method, involves imprinting data in devices
during manufacture. Pretty Good Privacy’s (PGP’s)
web of trust authentication method was also discussed.
The PGP out of band authentication method involves a
phone call, email, or physical meeting of individuals to
validate a PGP  fingerprint and  therefore
trustworthiness of another party. The author’s solution
uses a location-limited side channel. The location-
limited solution can either involve a user touching a
device to a printer to exchange some pre-authentication
data at the point of contact or a device can transmit pre-
authentication data in a limited area that a user can
select to authenticate with. Here again is an example of
where a device user has some form of a pre-established
relationship with another device prior to joining an ad-
hoc network.

In [25], a security architecture for ubiquitous ad-hoc
computing is presented, named SHAD (Secure Human-
centered Architecture for Distributed Systems). SHAD
introduces specific aspects that should be considered
when developing secure communications methods for

wireless ad-hoc environments. Prior knowledge of
users trying to gain access to a specific wirelessly
enabled mobile device is assumed. The prior
knowledge can be accomplished by a physical meeting
of individuals to determine if they agree to exchange
the data necessary to pair their devices.

4. Development requirements

FACE development will be carried out with specific
requirements in mind. Face will be designed to ensure
low resource consumption, to include battery life,
processing power, and application footprint. Device
owners will determine who to trust prior to granting a
connection request by being afforded the time to make
a decision. It has been shown that given the right
information, data owners will make appropriate risk
based decisions [29]. The authentication interface will
be designed to minimize cognitive load while
displaying clear and pertinent information. As
exemplified by [26], focus has been lacking with regard
to authentication interface designs. FACE will be
encryption algorithm independent, allowing a user to
select an appropriate level of protection, depending on
the sensitivity of the data to be transmitted. The FACE
methodology will be developed to be independent of a
specific wirelessly enabled mobile device type, such as
smartphones, personal multimedia devices, PDAs, and
mobile gaming platforms.

5. Future work

The development of FACE will rely on the
following assumptions. The first assumption is that all
devices within the ad-hoc network have already agreed
on a given routing protocol to communicate via the
“best connected” device [30]. The second assumption
holds that at least one device in the ad-hoc network has
access to the Internet via wired or wireless means.
Cellular carriers have announced the availability of
new devices that include the capability to function on
more than one type of wireless network at a time [33],
effectively turning the device into a bridge. Example
network types that are now included on one mobile
device include wireless wide area networks (WWAN),
wireless local area networks (WLANSs), and wireless
personal area networks (WPANs). A third assumption
is that the user has already been authenticated to the
actual device in-hand and granted access to the data
contained therein. Numerous papers have been
published on a myriad of methods, including [13, 22].



6. Conclusion

FACE development will enable ubiquitous
authentication for individuals in mobile ad-hoc
networks that have never met before to communicate in
a trusted manner on the first attempt. The innovative
work will have positive implications for expanding
secure communication between previously
unacquainted parties. As previously stated, the
proposed authentication method will limit malicious
code propagation and instances of identity theft.
Additionally, FACE will enable individuals that share
similar interests to communicate with others in range of
their wirelessly enabled device. Existing authentication
methods require some form of prior relationship
between two individuals that wish to communicate.
FACE development will advance human interaction via
wirelessly enabled mobile devices in an unprecedented
manner.
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