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Abstract— Failure recovery in IP networks is critical to high
quality service provisioning. The main challenge is how to achieve
fast recovery without introducing high complexity and resource
usage. The main approaches used by today’s networks are route
recalculation and lower layer protection. The disadvantages are:
route recalculation could take as long as seconds to complete;
while lower layer protection usually requires considerable band-
width redundancy.

We present two fast rerouting algorithms to achieve recovery
from single-link and single-node failures, respectively. The idea is
to calculated backup pathsin advance When a failure is detected,
the affected packets are immediately forwarded through backup
paths to shorten the service disruption. The schemes react to S SETs SR
failures very fast because there are no calculations on the fly. Aot Mayan o Aug sep . ost Nov
They are also cost efficient because no bandwidth reservation is Time
required. This paper answers the following questions: 1. How
to find backup paths? 2. How to coordinate routers during the Fig- 1. Link failures in continental US (Apr. 1-Oct. 21, 2002) [3].

rerouting without eXpI|C|t Slgnallng'? 3. How to realize distributed protect|0n [4], [5] All rout|ng protocols (Such as Open shortest

implementation? Our schemes guarantee 100% failure recovery o, first (OSPF) [6] and intermediate system to intermediate
without any assumptions on the primary paths. Simulations show

that our schemes yield comparable performance to shortest path System.intra-domgin routing (IS-IS) [7]) are designeq to per-
route recalculation. This work illuminates the possibility of using  form failure advertising, route recalculation and routing table

pure IP layer solutions to build highly survivable yet cost-efficient update to recover from failures. Although these mechanisms
networks. are able to deal with any type of failures, the process can easily
reach seconds [8], which leads to long service disruptions
unacceptable for critical applications such as stock trading

I. INTRODUCTION ) )
The | h ved lobal inf ) latf system. On the other hand, lower layer protection achieves fast
e Internet has evolved to a global information plat orrPecovery by establishing backup connections in advance (e.g.,

that supports nu.merous.applications “”?”9‘”9 from online_ th%pfime slot channel) and use them to replace damaged connec-
ping to Worldy\{|de .busmess- and SClgncgtrelgted ac_t'v't'et?ons. In this case, the IP layer can be protected from failures
For .SUCh a gr|t|cal mfra.struc'ture, survivability IS a StrlnQ,ler\]'\/ithout any modifications on the routing tables. However, this
requirement in that sefvices mterrupteq by equipment fa'Iurgﬁproach reserves considerable redundant bandwidth for the
must be recovered as quickly as possible [1]. Typically, a 1§z 40 connections. More importantly, relying on lower layer

covery time of tens of milliseconds satisfies most reqUireme'HFotection means the IP layer is not independent in term of
(e.9., SDH/SONET automatic protection switching (APS) I§urvivabi|ity. From this point of view, the original objective of

completed within 50 ms [2]). At the same time, it is expecte acket switching — to design a highly survivable network

that failure recovery schemes have low complexity and do "Rhere packet forwarding in each router is adaptive to the

reserve redun_dant bandwidth. . network status — is still yet to be achieved after more than
Network failures can be caused by a variety of reaso?grty years of technology evolution [9]

such as fiber cut, interface malfunctioning, software bugs, mis-_~ ]

configuration and attacks. Despite continuous technologicalTNiS paper focus on IP fast rerouting (IPFRR). Its frame-

advances, failures cannot be completely avoided even in wjork is described in a recent draft of Internet Engineering Task
maintained networks [3]. For example, Figure 1 shows tffePrce (IETF) [8]. The basic idea is to let a router maintain

link failures in the Sprint backbone in 2002, where each dét Packup port for each destination and use it to forward

at (t,1) indicates a failure on link at time¢ [3]. Therefore, packets when the primary port fails. Since the backup ports are

developing fast failure recovery schemes has great practi€g/culated in advance and do not occupy redundant bandwidth,
significance. IPFRR achieves fast failure recovery with great cost-efficiency.

Link Number

The fundamental issue of failure recovery is how to set up aWe study the most common scenarios: single-link and
new path to replace a damaged one. The main approaches ssegle-node failures. For each scenario, we formulate the
by today’s IP networks are route recalculation and lower layproblem as integer linear programming (ILP), develop low-



(a) topology (b) ports (c) recovery

4. Link-disjoint paths (solid/dashed lines are primary/backup paths.

the decision without waiting for failure advertisement to
failure IPFRR use updated shorten service disruption.

Fig.
Fig. 2. Example of IPFRR (solid/dashed arrows are primary/backup ports).g

triggered routing tables . . . . . .
]\.smicedismpﬁon rvice resumed « How to realize distributed implementation? The imple-
‘ > mentation of IPFRR requires modifying existing routers.

failure detection link state advertising, route Therefore, the complexity and the compatibility to exist-

recalculation and update

ing routing protocols must be addressed.
Fig. 3. Procedure of failure recovery.

complexity algorithm to find backup paths and evaluate the
performance in various networks. We show that our schenfés Related Work

are feasible to be implemented in practical networks. It iSAsimpIe scheme related to IPFRR is equal cost multi-paths
worth noting that an important issue related to failure recovey cMP), where a number of paths with the same cost are
is failure detection [10]-{12], which, however, is beyond thgy|cylated for each source/destination pair [14]. The failure
scope of this paper. _ ~on a particular path can be handled by sending packets along

This paper is organized as follows. The next section gives, aiternate path. This approach has been implemented in
an overview of the issue and related works. Section Il and I\iactical networks. However, an equal cost path may not exist
discusses single-link and single-node scenarios, respectivelycertain situations (such as in a ring), thus ECMP cannot
Section V presents an implementation scheme in prac“?ﬁ|arantee 100% failure recovery [8].

networks. Section VI presents the performance evaluationy scheme to find loop-free alternate paths is presented in

results. Section VII concludes the work and identifies futurﬁs]_ Consider the routing frons to D. If S has a neighbor
research. X that satisfies!(X, D) < d(X,S) + d(S, D), whered(s, j)
is the cost fromi to j, it can send packets t&§ as an alternate
path. The condition ensures that packets do not loop back to
A. IP Fast Rerouting S. Similar to ECMP, this scheme does not guarantee 100%
Each IP router maintains a primary forwarding port for filure recovery since a node may not have such a neighbor.
destination(prefix). When a failure occurs, some of the primary In [16], a scheme is proposed to set up a tunnel from node
ports could point to the damaged link/node and beconteto nodeY that is multiple hops away. The alternate path to
unusable. The idea of IPFRR is to proactively calculate backapdestinationD is from S to Y then to D. This guarantees
ports that can be used to replace primary ports temporarii®0% failure coverage. The extra cost is the maintenance of
until the subsequent route recalculation is completed. Figurerany tunnels and potential fragmentation when the IP packet
shows an example with node 1 as the destination. Figure 2(agafer encapsulation is longer than the maximum transmission
the topology, Figure 2(b) shows the primary and backup portsit (MTU) [17].
and Figure 2(c) shows the recovery where node 2 and 4 switchA scheme called failure insensitive routing (FIR) is pre-
to their backup ports. Figure 3 shows that IPFRR resumssnted in [18] for single-link failures. Given a primary path
disrupted services immediately after a failure is detected whi¢®e — D, FIR identifies a number of key links such that
route recalculation is performed in parallel. The key points @&moving any of these links forces the packets go back.to
IPFRR are: Therefore, the failure of any key links can be inferred$t
« How to find backup ports? This is non-trivial becausa deflected packet. To provide an alternate path, FIR removes
inconsistency between backup ports may create routititg key links and runs shortest path routing frénto D. FIR
loops. In Figure 2, pointing the backup port of node 4 tis extended to cover single-node failures in [19]. Our schemes
node 3 would create a loop. Traditional link-disjoint pathend FIR share similar ideas. The difference is: we develop
for connection-oriented networks (such as the backu@ifferent algorithms that do not have any assumptions on the
tunnels in MPLS fast reroute [13]) cannot be appliegirimary paths (E.g., the primary paths can be either shortest
to IPFRR. For example, Figure 4 shows link-disjoinbr non-shortest).
primary/backup paths for-%5 and 2-5. In this case, An algorithm called multiple routing configuration (MRC)
node 3 forwards packets through different paths basedpresented in [20]. The idea is to let each router maintain
on their flow ID, which is not feasible in IP networksmultiple routing tables (configurations). After a failure is
that perform destination-based connectionless routing.detected, the routers search for a configuration that is able
« How to perform failure recovery? The answer to thiso bypass the failure. After that, the index of the selected
question helps routers determine when to use pienfiguration is inserted into packet headers to notify each
mary/backup ports. In particular, it is required to makeouter which routing table to use. MRC achieves 100% failure

Il. OVERVIEW



TABLE |
NOTATIONS

(V,E) A network with node seV and link setE.

€ij Binary, e;,; = 1 means a link exists from to j.
The number of nodes in the networkl = |V]|.

Pn The primary port of node:, the value ofp,, is the index of
the node the port points to.

bn, The backup port of node, the value ofb,, is the index of
the node the port points to.

oY Binary, oY = 0/1 means noden selects its pri-
mary/backup port when link—y fails.

pY prY = pn(l—ap¥) +brai? is the forwarding port used
by noden when link z—y fails.

t;(n)  Binary, ¢/ (n) = 1 means the route from node to node

1 takes linki — j when link z—y fails.

coverage. The overhead of MRC is maintaining multiple
routing tables and adding an extra index to packet headers.
Recently, an inspiring work is done on path diver-

Subject to:

1 ifi=n

S oAEEm) D ) =4 -1 ifi=1 )
mev lev 0 otherwise

] e (n) = >t (n). (3)

JEV

t; (1) =0. (4)
el-ypzay =1. (5)
Y #Fy, py? #F . (6)
¥ < egy. (7)
(), al¥, €{0,1}. (8)
by €V. (9)

variables in (2)—(9): Vz,y,i,j,n € V;n # 1.

sity, which discusses how to find multiple paths between The formulation is explained below:

source/destination pairs using routing deflection [21]. The
authors derive three neat conditions that achieve generic patt
diversity. Although the scheme is not designed for a specific
application, it is shown to be promising for failure recovery. In
this stage, directly using the scheme cannot guarantee 100%
failure coverage. ¢

C. Assumptions

Definition 1: Survivable Topology: A topology is said to be
survivable to a category of failures if it remains as a connected,
graph after the failed links and/or nodes are removed.

We always assume the topology is survivable since it is,
impractical to achieve failure recovery otherwise. Without loss
of generality, we select node 1 as the destination throughout
this paper unless explicitly specified. We assume that each link,
is bidirectional, but the costs along the two directions could be
different. We do not introduce any restrictions on the primary
paths, which can be calculated using either shortest or non--
shortest path algorithms. has

IIl. SINGLE-LINK FAILURE
A. Mathematical Formulation

In (1), >, ,ev ' is the total number of backup ports
being used when link—y fails. Therefore, the objective
function minimizes the overall change of the forwarding
paths under all possible link failures.

Constraint (2) guarantees a continuous forwarding path
from each node to node 1.

Constraint (3) ensures that noddorwards all packets
through the same portp"Y. Together with (2), this
guarantees that each path is loop-free.

Equation (4) means node 1 does not generate traffic to
itself.

Constraints (5) and (6) guarantee that the forwarding port
of each node points to the next node through a healthy
link.

Constraint (7) excludes those:,y) pairs from the set

of failures if they do not respresent physical links in the
topology.

he ILP provides a generic description of the problem, and

good flexibility in that it can be modified to achieve dif-

ferent optimization objectives with various contraints. Solving
the ILP yields two set of variables:

Ports: the backup port of each nodg;

In normal operation, the primary paths to node 1 form a, Configurations: the port selection of nodewhen link
spanning tree of the topology. When a failure occurs, a subset ;. fails: a%¥.
of the nodes switch to their backup ports for fast reroutin e
and the set of forwarding paths are changed accordingly. T?al/
rerouting is correct if and only if the new set of forwarding
paths still form a spanning tree with node 1 as the root. Based
on this observation, the problem of IPFRR (with node nodg. Algorithm Description

1 as the destination) is formulated as the following integer Our algorithm is based on sequential search in the primary

linear programming (ILP). The notations are defined in Tab{?ee, which we call SSINK. It contains the following steps.

I. Our goal is to minimize the change in the network, i.e., let o .
the fewest routers switch to the backup ports. D zn't' Szet thejsr):\ckup port of each node to null, itg.= 0
n==2...,N).

present a low-complexity algorithm to find the solution of
s ILP in the next section.

Given: ) ) i

A network (V,E)and the primary port of each nods, 2) Explore the primary tred'(1) using depth—flr'st search.
(n=2,...,N). For each node (n = 2,..., N), assume its primary port
Minimize: pn fails (i.e., linkn — p, fails) and do the following:

a) If b, # 0, the backup port of node is already
found, go back to step 2 to process the next node;
otherwise, continue to the next step.

)

> o

z,yeV nev



(a) link (b) node

(a) primary ports (b) failure 2-1  (c) failure 7-5  (d) failure 9-7 Fig. 6. Link failure vs. node failure.

Fig. 5. Finding backup ports for single-link failures. n to i is exactly the reverse of the primary path frano n,
b) The failure disconnects a sub-tré@&n) from the which does not require complicated route calculation.
primary tree, where: is the root of the sub-tree. In particular, each router only runs a part of the algorithm
Dye the nodes inT'(n) black and all the other when SSLINK is implemented in a distributed manner. For
nodes in the topology white. The forwarding patimode n, it finds its backup port,, and stops immediately.
from each white node is not affected by the failureDenote the primary path from nodeto node 1 a1 — y;, —
¢) In T(n), use breadth-first search to find the firsf,_; — ... — 3 — 1, the computation is simplified by

node; that has a direct link to a white noge set repeating step 2a to 2d from, . .., yr, z. Further complexity
its backup port; = j. We call this port; — j an reduction can be achieved by: first, do not record other
exit of sub-treeT(n). nodes’ backup ports; second, jump along the search path. For

d) If ¢ # n, find the path fromm to i in T'(n). Suppose example, when node 7 in Figure 5 calculates its backup port, it
the path isn — m; — ma ... — my — i. Setthe only searches along 2-5-7. When node 2 finds an exit through
corresponding backup ports &s = m1, by, = node 5, the search jumps to the next node on the search path,
ma, ..., by, =1. GO back to step 2. which is node 7. Meanwhile, it is not necessary to record the

Figure 5 shows the procedure of using_BISIK on the backup ports of node 2 and 5.
depth-first search path 2-5-7-9.
1) Failure 2-1 detaches sub-tr8&2) from the primary

tree. Using breadth-first search, an exit- 6 is found V. SINGLE-NODE FAILURE

and the rerouting path is25—6. Thus, we seby, =5

andbs = 6 (Figure 5(b)). Single-node failures are different from single-link failures
2) Failure 5-2 creates sub-tr¥5), the search is skippedin that the failure of a node disables all the links directly

sincebs # 0. connected to it. Consequently, several sub-trees could be
3) Failure 7-5 dyeT'(7) black, and the search immediatelydetached from the primary tree. Therefore, it is not possible

yields b; = 4 (Figure 5(c)). to apply single-link failure algorithms to handle this situation.
4) Failure 9-7 dyed'(9) black, the algorithm sets; =4 For example, in Figure 6(a), the backup ports of node 2,

(Figure 5(d)). 4, and 6 (dashed arrows) are able to handle any single link

failure on 2-1, 4-2, or 6—2. However, this configuration cannot
) ) recover from the failure of node 2. In contrast, Figure 6(b)
C. Algorithm Properties provides a solution to handle the node failure. Assuming that
Optimality the topology is survivable to any single-node failures, we
Theorem 1:SSLINK minimizes the number of switch- present an algorithm to find backup ports for IPFRR that
overs in (1) if the primary tree is obtained using minimunprovide 100% coverage of single-node failures.
hop routing.
Proof:
When the primary port of nodé fails, the exit of T(k) is A. Mathematical Formulation
found using breadth first search. Therefore, the hop count from
node k£ to the exit is minimized (since the primary tree is We use a set of notations similar to those in Table | except
based on minimum hop routing). This minimizes the numbetat the superscript, y (for the failure of linkz—y) is replaced
of switch-overs because choosing any other exit requires meyigh k, which stands for the failure of node (k # 1). The
nodes to use backup ports. Since_ISIK minimizes the formulation of the single-node failure recovery is similar to
number of switch-overs under any possible failure, it achievésat of the single-link failure scenario, as given below.
the optimality in (1). B Given:
Complexity . _ A network (V,E)and the primary port of each nodgs,
The algorithm has low computation complexity. Although,, _ 2,...,N).
it contains two nested searches in the tree, the CPU cyc Simize:
consumed by each step is very limited. In step 2a, a node is ’
immediately skipped if its backup port is already found. In step
2c, the algorithm only checks if a node has a white neighbor, Z Z k. (10)

n

thus requires very little computation. In step 2d, the path from kEV,k#1 neV,n#k



Subject to:

D thm

1 ifi=n
(n) —Ztﬁi(n)z{ -1 ifi=1 . (1)

mev lev 0  otherwise
th e (n) =D th;(n). (12)
JEV

k _ k _

t; (1) =0, t7;(k) = 0. (13)

€ipr = 1. (14)

py # k. (15)

k k

ti7lj(n)7 Qs € {0?1} (16)

b, € V. (17)

variables in (11)—(17): Vk,i,j,n € V;k # 1;n # 1.

The objective function of the formulation still minimizes (©) cycle 2 (d) cycle 3

the total number of switch-overs under all possible node
failures, and the constraints are similar to those in the singfd?- 7- Example of S{NODE.
link failure scenario, too. Some additional explanations are: iv) Dye all the nodes inT'(r) white, go back to
equation (13) means the root node and any failed node do not step 2d.

generate traffic; (14) and (15) guarantee that forwarding portsFigure 7 shows an example of the above algorithm, where
are always connected to healthy links. The following sectiane assume node 2 fails and repeat steps 2(d)i—2(d)iv to find

presents an

efficient sequential search algorithm to find the backup ports of node 4, 5 and 6.

backup ports. Cycle 1(Figure 7(b)): The black sub-tréE*(2) is the same

B. Algorithm

asT(2). Doing breadth-first search 1*(2) finds link 10—7
as the exit. Therefore, we skf = 10, by = 7 and dye nodes

Description 6, 10, 14, and 15 white.

The algorithm is also based on sequential search, which wecycle 2 (Figure 7(c)):T*(2) is updated by excluding(6)

Ca.” SSNODE. SSNODE takes the fO||0Wing StepS to ﬁndfrom T(2) Performing breadth-first search m*(2) gives
the backup port of each node. 5-10 as the exit. Therefore, we skf = 10 and dyeT(5)
1) Init: Set the backup port of each node to null, itg.= 0  white.
(n=2,...,N). Cycle 3 (Figure 7(d)): NowT*(2) shrinks to include only
2) Explore the primary tre&'(1) using depth-first search. node 2 andT'(4). Using the same method, we find-® as
For each nodex (n = 2,...,N), assume it fails and do the exit and seb, = 8 andbg = 9. Now the backup ports of
the following: node 4, 5 and 6 are found and the failure of node 2 can be

a) Dye all the nodes in sub-tréB(n) black and the recovered.
other nodes in the topology white. The forwarding
path from each white node is not affected by the. Algorithm Properties

fai

b) If noden hasm,, children, denote the child nodes
aScCi,...,Cm,, -

c) For each childi (: = cq,..
port b; # 0, dye all the nodes ifT'(¢) white.

lure. Optimality: Our algorithm guarantees 100% recovery of

node failures. This is can be explained as follows. Consider
o any sub-tree that is created by the failure of its parent node,
-+ Cm, ), 1T 1tS DACKUP - gince the topology is survivable, there must be at least one
link that connects this sub-tree to a node, from where the

d) Noden and all the black nodes form a tree, denOtaestination can be reached. Therefore, each search in step 2(d)i

it asT"(n). Repeat the following steps to update,avs ends up with an exit being found, which guarantees the
T*(n) until it is reduced to contain only one node,; re recovery

noden, and then go back to step 2.

)

i)

ii)

However, the algorithm does not always minimize the
In T*(n), use breadth-first search to find theyumber of nodes that require switch-over. When a node failure
first nodej that has a white neighbap, set creates multiple black sub-trees, they may have to traverse one
bj = w, which is an exit. another to reach a white node for the recovery. In this case,
Search the children of node: {ci,...,cm,} there could be several combinations to form the recovery paths.
to find the noder whose sub-tree contains thepuyr algorithm uses sequential search and does not explore
exit, i.e.,j € T(r). all the combinations, thus does not guarantee the optimality.
Following the links inT(r), find the path from Figure 8 gives an example, where the result of our algorithm
r to j, which is the recovery path. Set therequires switch-overs at node 5, 6, 7, 8 and 11 at the failure
backup ports of the nodes on the recovery pa@f node 3. While pointing the backup port of node 6 to node
accordingly. 12 can avoid the switch-over at node 8.



New packet, get primary&backup ports
according to destination IP address

v

Arrive from Primary Port? No

Primary Port Fails?
Yes
No

Yes

Fig. 8. Optimality of SSNODE. Fig. 9. Packet forwarding policy.

Complexity: Compared to SEINK, this algorithm has .
higher complexity as it may need to perform more than one ’ prefiz \ next_hop \ port \
breadth-first search for each node failure. And the number of (a) traditional routing table.

search is determined by the number of children of that node1 refi ‘ - ‘ : ‘ ok - ‘ ok 7 ‘
Nevertheless, the algorithm does not consume a lot of CPU prejit nemb = Of_g tp;r ?eﬁp}sg Por
cycles and memory since there is no complex computations in (b) routing table supporting '

each step and the search of a sub-tree explores only a parti@fi10. Structure of routing tables.

the topology. We have not derived a closed-form formula gfherefore, it is critical for a router to determine when to
the complexity since it .dlffers a lot in different topologies. I%onyard packets to its backup port and when to use the primary
Figure 7, the breadth-first search of S®DE checks totally ot while this can be determined based on the location of the
18 nodes before finding all the backup ports, resulting in 3gijyre, the failure advertising introduces additional recovery
average 1.125 visits per node. , _delay. Therefore, we design a different approach that does
Sequence of Searctilthough we use depth-first search iy require explicit failure notification. The packet forwarding
step 2, breadth-first search works as well. This is because icy determines which port to use based on two factors:

backup port of a node could be affected only by its parefkstination address and incoming port. The policy is illustrated
or indirect parent. Therefore, the only requirement for thg Figure 9, which is explained as follows.

sequence of search is to find the backup ports from the top , ] ,
to the bottom of a primary tree. This rule also applies to ¢ |f @ failure is detected on the primary port, the backup
SSLINK. port is certainly chosen for packet forwarding.

Dealing with Single-Link Failures: The backup ports ¢ If @ packet comes in from the primary port, it implies
found in this algorithm also guarantees 100% recovery of @& failure on the primary forwarding path. Therefore, the
single-link failures. This is because a link failure is a subset Packup port is used to forward this packet.
of the failure of the node that it is directly connected to. The ¢ Otherwise, the primary port is used.
only exception is the links that are directly connected to thfor example, when node 2 in Figure 7 fails, packets from
root, e.g., link 2-1 in Figure 7. This is because we do nefde 5 follow the path 510—6—10—7—3—1. Node 5 and
consider the failure of node 1, thus there is no backup p@talways use their backup ports because failures are detected
being configured for node 2. Nonetheless, the algorithm can their primary ports. Node 10 uses its primary port when
be extended to achieve 100% coverage of single-link failurpackets arrives from node 5 and selects the backup port when
by running SSLINK for the nodes directly connected to thepackets are deflected back from node 6. All the other nodes
root after the Init step. In Figure 7, this sets+3 and 3-2 stick to their primary ports.
as the backup ports of node 2 and 3, respectively.

V. DISTRIBUTED IMPLEMENTATION . .
B. Routing Table Extension

Our algorithms require that each router has the knowledge
of the overall topology, therefore, the implementation is design Each IP router maintains a routing table where an entry has
for networks using link-state routing protocols, such as OSRRe structure of Figure 10(a). To enable efficient distributed
We first explain what triggers a router to use its backuprocessing, the routing information may be downloaded to
port, and then presents the details of the implementatieach line card to construct a forwarding table [22]. Upon
scheme, including how each router finds its backup ports whitee arrival of an IP packet, the link card performs longest
keeping the results coordinated with other routers; and hgsefix matching and table look-up to retrieve the appropriate
to store backup ports for efficient table look-up. The singlerext_hop and port, which identify the output port to send
link and single-node failure recovery schemes have identidhe packet to. To support IPFRR, each entry is extended by
implementation except that the backup ports are calculatedaidding the backup port informatiob¥:_next_hop andbk_port,

different ways. as illustrated in Figure 10(b). The backup ports are stored in
_ different memory banks by the address are aligned with the
A. When to Switch to a Backup Port primary ports. Therefore, each read/write operation accesses

The example in Figure 5 shows that when a failure occuttfie primary and backup ports in parallel, thus achieving high
only a subset of routers need to switch to their backup portpeed table look-up.



Copenhagen

C. Backup Port Calculation

For simplicity, we only discuss how a router performs
backup port calculation and omit the details of mapping
such information to each specific prefix. Without loss of
generality, we pick router 1 as the destination and consider the
calculations in routek. With link-state routing, each router is
able to obtain the overall topology of the autonomous system
(AS) and thus calculate the primary tree to router 1. Denote the
primary path from routek to 1 ask — my — ... - m; —

1. Only the failures along this path may trigger routeto use

its backup port. Therefore, routér finds its backup port by
searching along its primary path. In the step 2) ofI3SK
and SSNODE, the algorithms explore the whole primary tree.
In the distributed implementation in routgr the only change
is to replace this step with the following:

o Single-link failure: Fromm; to my to k, sequentially
pick a router and assume a failure on its primary port,
run the subsequent steps of SBIK until the backup
port of routerk is found.

« Single-node failure: Fromn, to my, sequentially pick
a router and assume it fails, run the subsequent steps of
SSNODE until the backup port of routér is found.

For example, nodé in Figure 5 only needs to sequentially
check link failures 2-1, 5-2, 7-5 and 9-7. In Figure 7, nodéd- 11. Practical topologies.
10 needs to sequentially consider the failure of node 2 alhit, we only present the results of two practical networks:
node 6 to find its backup port. After the first round (failur€€OST239 (Figure 11(a)), NSFNet (Figure 11(b)) and random
of node 2), it finds its backup port, thus the calculatiotopologies.
terminates immediately. By scanning a subset of the topology,

London Berlin

(b) NSFNet

the efficiency of the calculation is further improved. A. Rerouting Path Lengths
We study the distribution of path lengths to see the percent-
D. Discussions age of long and short path. For single-link and single-node
The above implementation has several advantages: ~failure, we obtain three set of data:
« The switch-over of each router is fast, adaptive and doess Normal: There is no failure in the network, all paths are
not require explicit failure notification. minimum hop paths.

« The additional memory requirement for the routing table « IPFRR: We explore all possible failures and usel38K
extension is bounded. Only two fields are added to each ©f SSNODE to find the forwarding paths.
entry, which can be achieved with minor cost increase. Recalculation: We explore all possible failures and recal-
« The speed of the routing table look-up is not affected culate the minimum hop paths.
because a primary port and its backup port are accessedhe results in Figure 12 show comparable performance
in a single read operation. between IPFRR and route recalculation under either single-
« The complexity of the backup port calculation for eachnk or single-node failures. Compared to the shortest paths
destination is bounded by the number of nodes in tlabtained using route recalculation, our schemes create more
network. The algorithms consume little computation rdeng paths, which is an expected price paid for the short
sources. recovery interval. Nonetheless, the percentage of such long
paths are quite small. The results also show more long paths
Vl PERFORMANCEEVALUAT|ON in NSFNet than in COST239 Th|S iS Caused by the intrinSiC
haracteristics of the topologies: the connections in NSFNet

We use compl,!ter .slmlulat'|ons t(.) study the rerouting pa re not as dense as those in COST239. Nonetheless, the results
lengths and traffic distribution using our IPFRR schemeﬁave consistent tendency.
i .

These are critical performance metrics of fast rerouting be-
cause they have significant impact on router-to-router delay,
congestion, and network efficiency. We compare our schem%s Link Load

with shortest path route recalculation to see the differenceWe study the volume of traffic on each link to identify hot
of the performance metrics. The topologies adopted in ospots in networks. Hot spots often have negative influence on
evaluation include several practical networks and randometwork performance since congestion tend to occur with high
generated ones. The results show that our schemes harabability on links with heavy load. We explore all possible
consistent performance in various networks. Due to spasi@gle-link and single-node failures and measure the average
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and worst traffic load on each directed link. The comparison 20 " IPFRR ==

among normal, IPFRR and route recalculation is shown in wl R‘mw'm"’” I
Figure 13. We assume the traffic demand between any two Aananeanaanan
nodes is 1 Mb/s. For clarity, the links are sorted based on
their normal load.

The results show that IPFRR and route recalculation gener-
ate similar average load on each link. However, the worst case
load generated by IPFRR is often heavier than that generated
by route recalculation. In other words, under certain failures, %o 5 0 15 2
IPFRR is more likely to cause a congested link than route Failure Index
recalculation. There are two solutions to handle this issue in (a) COST239: link failures
practical networks. First, the capacity of each link can be 200 aar—
carefully dimensioned to accommodate such traffic increase Recalculation
when a failure occurs. Second, packets can be prioritized so o
that the delivery of critical traffic is guaranteed at the cost of
degraded service to best-effort traffic. Figure 13(b) shows that
some links have lighter load when a failure occurs. This is
because a failed node does not generate traffic, which reduces
the overall traffic demand.

The last two directed links in Figure 13(b) connect the o T e s 1 1
same node pair but have different IPFRR load. This shows Failure Index
shows that the traffic load created by our schemes may not be (b) COST239: node failures
symmetric, i.e., the load oh— j may not equal to the load on 0 ‘ ‘ ‘ ‘
j — 4. This can be explain using the failure rerouting between Recalcuiion =22z o
node 4 and node 5 in Figure 5. When calculating the backup
path from node 4 to node 5, node 4 may choose eithe?-45
or 4—7—5. Similarly, node 5 also has two valid choices. Our
algorithm does not specifically make the two paths symmetric.
While minor modifications can be introduced to guarantee the
symmetry, we are motivated to study a more interesting issue
in our future work: load balancing. That is, how to select the 300
backup paths to minimize the congestion.
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C. Overall Traffic Volume 500 S :
IPFRR =

Recalculation &zzzz

Denote the traffic load on link — j asu; ;, the overall
traffic volume of the network is defined as

U= Zum‘- (18)
2

Overall Traffic Volume (Mb/s)

Given a traffic demand/ is determined by the routing scheme

350
and reflects the efficiency of the network. The smaller the 0 @@%@%@@%%%%
2

overall traffic volume is, the higher efficiency the network has. 0 4 6 8 10 12 u

Failure Index

(d) NSFNet: node failures

The comparison between our schemes and route recalculation
under each single failure is shown in Figure 14. For clarity,
the data are sorted by the recalculation volume measuremeni§.14. Overall traffic volume under each single-link/node failure.

IPFRR ususally. generates.higher overall .traffic volume theme average degree (the number of links to a node) changes
route recalculation does since the rerouting paths are oﬁﬁegm 4 to 14. In each topology, we assume the traffic demand
longer than the shortest paths. Nonetheless, the differepgg cen any two nodes is 1 Mb/s. We create all possible

is acceptable. The results also shows that COST239 is 18556 jink/node failures and obtain the average traffic volume.

sensitive to the location of failures than NSFNet does in thﬁgure 15 compare IPFRR with route recalculation. The results

the overall traffic volume does not change much under variods,,; that our schemes provide almost the same efficiency as
link failures or node failures. This is because COST239 |50 recalculation regardless of the node degree. In addition,
roughly symmetric while NSFNet is highly asymmetric. Folye test our schemes in fing topology and find that they

example, the failure of node 10 in NSFNet has more impagh,erate much higher overall traffic volume compared to route

than the failure of node 12. _ ) recalculation. This is the penalty of the packet deflection
We generate a number of random topologies using BRITfing in our schemes. Nonetheless, our scheme is designed
[23] and Waxman model, where the node number is 50 and
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