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ABSTRACT

In this paper we develop anation o “objedive trust” for Software
Agents, that is trust of, or between, Agents based on adua
experiences between those Agents. Experiential objedive trust
alows Agents to make dedsions about how to seled other Agents
when a dhoice has to be made. We define amedhanism for such
an “objedive Trust-Based Agent” (oTB-Agent), and pesent
experimental results in a simulated trading environment based on
an Intelli gent Networks (IN) scenario. The trust one Agent places
in ancther is dynamic, updated on the basis of ead experience
We use this to investigate threequestions related to trust in Multi-
Agent Systems (MAS), first how trust affeds the formation o
trading partnerships, seoond whether trust developed over a
period can equate to “loyalty” and third whether a less than
scrupuous Agent can exploit the individual nature of trust to its
advantage.
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1. INTRODUCTION

Software Agents are increasingly being required to make
dedsions and ad locdly, but also operate in the mntext of a
“global” Multi-Agent Society (MAS). As these Agents become
fully autonamous they bemme forced to make dedsions abou
when and when na to engage (for instance to request information,
to delegate important tasks or to trade) with ather Agents. They
must rely on internalised beliefs and knowledge &ou those other
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Agents in the society. This reliance on beliefs forms the basis of a
trust relationship between intentional entities.

The trust relationship, in its broadest sense, has proved difficult to
define [3], [4], [6], [9], [1Q], [11], [20]. We synthesise the
following as a working definition, suited to the purpases of this
paper. “Trust is the assessmnent by which ore individud, A,
expeds that anaher individud, B, will perform (or not perform)
a gven action onwhich its (A's) welfare depends, but over which
it has restricted control”. Trust therefore implies a degree of
dependency of A on B. This dependency may be redprocd.
Where the dependency relationship is asymmetric and ore
individual gains control over the other the relevance of the trust
relationship is weaened for bath A and B [10]. Equaly, as the
element of imposed compulsion in the relationship between the
individuals increases, the role of trust recedes. Similarly, the role
of trust is reduced as the protagonists A and B aayuire more
complete information abou eat ather (when they may acarately
assssthe future outcome of ead transadion) [11]. Willi ams[20]
summarises the trust relationship: “agents co-operate when they
engage in ajoint venture for the outcome of which the actions of
each are necessary, and where the necessary action by at least
one of themis not under the imnediate control of the other”. The
trust relationship may further be subjed to exogenous events
uncer the ontrol of neither party, which may or may not affed
therelationship [10].

Autonamous ftware Agents face d these isales, dependency on
others, restricted control, incomplete information and the dfeds
of exogenous events. It is little wonder, then, that the issues of
trust between Agents oud attrad attention. Until an adequate
system of compurction is widely adopted (through legislation, or
by mutual agreement, for instance) this stuation is likely to
remain. Griffiths and Luck [7] emphasise the notion d trust as a
redprocd of risk, in the cntext of co-operative planning between
Agents. Marsh [11] considers the risk/benefit relationship for
Agents in a Distributed Al context. Castelfranchi and Falcone [ 3]
divide the nation o subjedive trust into comporent belief types
that one Agent might hold with regard to ancther. They argue that
such beliefs may be cmbined to form a Degreeof Trust (DoT xy+)
measure, which may in turn be used to dedde whether a task of
type (1) shodd, or shoud nd, be preferentialy delegated by



Agent X to ancther Agent, Y. Jonker and Treur [9] present a
formalised framework for the description d trust based on
sequences of experiences between Agents.

We remgnise that the definition o trust both as a function o
subjedive bdiefs and as a function o experience will be
important to the cnstruction o Agents in the future. As with red
life, “reputation is important, but no substitute for experience’
[10Q]. Such dred experiences can form an objective trust measure
- the trustworthinessof another Agent put to the test and recorded
as the basis of seleding that individual for future dedings. Trust
shoud be based, whenever posshle, on dred experience rather
than onacamulated social attitude. Asin red life, thereis alimit
to what can be adieved by wondering abou what ancther entity
might, or might not, doin any particular circumstance

In this paper we @nsider objective Trust-Based Agents (oTB-
Agents), Agents which selea who they will trade with primarily
onthe basis of atrust measure built on pest experiences of trading
with those individuals. The purpose of this work is to be &le to
investigate some important questions that arise when Agents are
given a “free thoice” as to whom they will co-operate with. This
paper will consider threequestions:

1) What happens when Agents who rank experientia trust and
trustworthinesshighly form into trading societies?

2) Does atrust relationship established between Agents over a
period d time ejuate to loyaty between those Agents when
trading becomes difficult?

3) Trust, although na dways subjedive, is persond; isit in an
Agent’sinterest to appea trustworthy in some caes, and nd
caein ahers?

We take a pradicd and experimenta approach in ou
investigations. To this end we aopt a mncrete example within
which to dscussand evaluate oTB-Agents. Sedion two provides
an overview of that test domain. Sedion three detail s the oTB-
Agent mecdhanism and introduces ©me terminoogy. By
describing the mechanism within this concrete example, we do nd
intend to convey any presumption that its applicaion shoud be
restricted to this or any particular application areg as we do nd
consider this to be the cae. Sedion four defines the main
functional comporents of an oTB-Agent. Sedion five briefly
describes our Agent simulator. Sedion six describes me
experiments that shed light on the questions just posed. Finally,
we discussrelated and future work and draw some @nclusions.

2. THE TRADING SCENARIO

Increasingly Agent techndogy is e as offering an important
contribution to the problems facel by the telecmmunicaions
industry. Figure one shows a simplified model for an Intelligent
Network (IN). The IN provides an infrastructure in which dfferent
types of Agent may form atrading community, as well asading as
an interface layer between enduser consumers of a
communicaions srvice ad the underlying telecommunicaions
network which will transport voice and data information between
geographicdly distinct points.

We onsider two dstinct Agent types in this paper. Service
Control Point (SCP) Agents are assciated with Service Control
Points, accessportals to the telecommunications network. Service
Switching Point (SSP) Agents srve Service Switching Points,
providing access points for consumers of telecommunicaions

services. There may be alarge number of SCP and S Agents
forming a single IN. Each SCP ads as an agent or broker for the
supdiers of telecommunicaions bandwidth and is tasked with
ensuring that the available bandwidth is ld. Conversely, eah
S ads as agent or broker for end-consumers of
telecommunicaions srvices, tasked with ensuring that sufficient
bandwidth is reserved to med the neads of those mnsumers.

Bandwidth Supgliers

M x SCP “Supplier”
Agents

N x SPP*Consumer”
Agents

Bandwidth Consumers

Figure One: Intelligent Networks

In this model message passng between SCP and SSP Agents is
asumed to take place over an SS7 network and to use a
contemporary Agent Communicaion Language and Protocol,
such as FIPA-ACL [5], [8]). Beyond requiring that the
transmisson o messages between Agents is timely and reliable,
we will not consider related isaues of inter-Agent communicaion
further in this paper.

Agent Architedure models for IN management have proved to be
rich ores for investigating isues diredly related to resource
dlocgion and load control in the @ntext of current
telecmmunicaions ystems ([8], [13], [14], [17]). Rather than
concerning ourselves with isaes relating to overall performance
of the network, we will concentrate on the dfeds of trading
dedsions based on*“objedive Trust Based” (0TB) principles. We
will focus on the performance of individual Agents from the
perspedive of the degreeto which they trust, and are trusted by,
other Agents in the society. In maintaining this focus on isaies
relating to trust we have developed a “trading scenario”, which
gives both SCP and S Agents the oppatunity to behave in a
trustworthy or untrustworthy way in their dedings with fellow
Agents. This then forms a basis on which individual Agents sled
the Agents they will trade with in future.

3. AGENT BASED TRADING

Figure two ill ustrates the (IN derived) trading scenario used to test
and evaluate oTB-Agent based trading. Trading is divided into
equal time dlots, cdled atrading cycle. At the beginning of ead
trading cycle eabh S (customer) Agent receves a demand for
resource (bandwidth in the scenario) and makes bids to SCP
(suppier) Agents to cover that demand. SSP Agents must seled
SCPsthey trust to dffer them the resourcethey require. If the SCP
does not offer to cover an SS's bid for bandwidth resource, then



the SSP has reason to regard that SCP as untrustworthy. While
demand may vary between trading cycles, the total amount of
resource avail ableistaken asfixed. Each SCP Agent must attempt
to dstribute its suppy of resourceto SSP Agents that it trusts to
passthat resource on to its end-users. Any resource not taken up
by S Agents is deemed logt, to the detriment of the SCP Agent.
SSP Agents that fail to use resource offered to them are
considered urtrustworthy.

SP Allocation()
allocations _record (a)

\ 4

(ACL) Interface

SSP Agent

bid_record (b)
SCP_Quantifier()
quantity_record (¢)

SCP Agent

\

Iy

I
Agent Communications Language

offers record (o)
SP_Trust()
S Utilisation()
utilisation_record (u)
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w
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Figuretwo: TheIN Trading Scenario

All S and SCP Agents eadh maintain a trust vector, recording
the opinion the Agent holds abou the trustworthiness of eat of
the other Agents with which it can trade. The trust vedor forms
the primary source for seleding trading partners, and is itself
updated after eat transadion.

Each trading cycle involves three transadion steps (ead
correspondng to an ACL performative between individual
Agents). First, the bid step, in which SSP Agents receve their
demand load and isaue bids to SCP Agents to mee that load.
Semnd the offer step, in which SCP Agents make offers of
resource in resporse to hids they receve. Third, the utilisation
step, in which S Agents distribute the resource units they have
been dfered to their customers, and ndify the SCP that offered
the resource whether or not they utilised al the dlocdion they
were off ered.

The Bid Step: At ead trading cycle every SSP Agent receaves a
quantity of demand from its customer base, which is the sum of
their (the austomer’s) estimate of the resource they require for the
next trading cycle. Each S must then seled one or more SCP
Agents it trusts using an allocator function, and issie a bid
message performative to them indicaing the number of units of
resource it requires. An S Agent may dishorestly (or perhaps
prudently) overbid its requirement, thereby ensuring it will
receve & least as much resource a it requires. In ddng so it risks
having to return unwed urits, and ke seen as untrustworthy by the
SCP Agent that reserved resourcefor it.

The Offer Step: Each SCP Agent recéves a quantity of units bid
from SSPs willi ng to trade with it. SCP Agents €led which S
bids it wishes to honow using a quantifer function, the coice
being derived from the Agent’ s trust vedor. The SCP Agents then
communicae the offers of resource they are prepared to make
bad to the SSPs that made the original bids, the offer message
performative. An SCP may not offer, in total, more resource units
than it has accessto. To do so would, in this enario, introduce
ancther round d transadions.

The Utilisation Step: Once ax SSP Agent has receéved al the
offer messages from SCP Agents, it will attempt to satisfy the
customer demand for the arrent trading cycle from the offers of
resource dlocation that it has obtained. If it has recéved more
resource than it requires it returns the excessto ore or more SCP
Agents on the basis of a utilisation function. Returns are notified
to SCP Agents in a utilisation message performative. Also at this
step the SSP Agent upcktes it trust vedor using its SSP trust
function, on the basis of the difference between the quantity the
SSP Agent bid for against the quantity it receéved from SCP
Agents. We asaume acourtability, in that an SCP Agent can
meter units actualy consumed at the request of an S Agent, so
that an SSP canna just request an urimited number of units and
just discad the excess (thereby appeaing trustworthy to the
SCP). On the other hand, eat SSP is freeto return uniwsed urits
to any SCP, thereby managing its trust relationships.

Finally, on recept of the utili sation messages, eahh SCP Agent
can updite its own trust vedor acording to its SCP trust function
by comparing the quantity of resource requested against that
acdually utili sed.

We tred the resource (bandwidth) as a true ommodity. Any S
may request resource from any SCP. We further tred the resource
to be afixed priceitem. Agents may not “spend more” to seaure
extra suppiesin times of shortage, or reduce their prices in times
of oversupgy. When supgy and demand are mismatched
individual Agents must dedde which Agents they will favour over
others, this is at the heat of the “does trust beget loyalty?”
question pased ealier.

Thereisno overal control or centralised mediationin this g/stem
model (as, for instance in the auction model of Patel, et al., [12]).
Each Agent makes its trading dedsions based on its past
experiences of trading with ather Agents in the IN, updating its
trust vedor, and so affeding its future dedsions, based on eat
new transadion. In the model, Agents that do nd adhere to the
communicaions and transadion protocols are excluded from the
trading arrangement. Messages sent inappropriately, such as an
SCP offer where no hd was made, can be discarded and the
sender considered “untrustworthy” for attempting to supdy an
unsolicited service

4. THE ALLOCATOR, QUANTIFIER,

UTILISATION AND TRUST FUNCTIONS

This ®dion describes the SP-Allocator, SCP-Quantifier, SIP-
Utili sation and the Trust functions used by SCP and SSP Agents
in detall. Together these five functions encepsulate the key
comporents of oTB-Agents. In asociety of N SCP Agents trading
with M SSP Agents, the trust vedor owned by the n'" SCP Agent
will be represented by .t, its trust rating of the m" S, a scaar
value, by ntm. Conversely, the m™ SS's (,t) trust rating of the ™"
SCP Agent by t,. Individua trust ratings are scded from O
(complete distrust) to 10 (complete trust). The use ad
management of these trust values is central to the operation d an
oTB-Agent, they are the principal way in which ather Agents are
seleded to trade with. The manner in which it is used, and the
mechanism by which it is updated, define important aspeds of an
Agents apparent “personality” (the way it appeasto ather Agents)
within the society. The allocations record (a), offer record (0)
and utilisation record (u) are messge buffers used by SSP



Agents to prepare messages for sending (a and u), or receving
(0) messages from SCP Agents. The bid record (b, receve),
quantity record (g, send) and receipts record (7, receve) are used
by SCP Agents to bufer messages to and from SSP Agents. They
employ the same indexing notation as t.

4.1 SSP Allocator Function

The S dlocaor function dvides the tota demand
(act ual _demand) receved by an SSP Agent for the aurrent
trading cycle into smaller units and popuistes an allocations
record, na,, which hdds the number of units of resourcethe SP
Agent mwill be requesting from SCP Agent n.

The alocator function is controlled by three parameters. (1) The
overbid rate, obr at e, which determines how much extra resource
the Agent will bid for above its adual demand. Overbid is
expresed as a percentage. (2) The split rate, srate, which
determines how many SCP Agents will receave bids from this SSP
Agent. This effedively ameli orates the risk for the SSP Agent that
any particular SCP Agent will refuse it suppy. Split is expressed
as an integer = 1, but < number of SCP Agents. (3) The
exploration rate, er at e, which determines the probability with
which the Agent will i gnore its trust ratings and send a bid to a
randam SCP Agent. Thisis expressd as a percentage, where 0%
refers to no exploration o the market and 1006 causes the S
Agent to always make hids to supdiers a random. The
exploration rate parameter addresses a pradicd problem famili ar
in the reinforcement leaning paradigm, that of balancing the
advantages to be gained from trading with known and alrealy
trusted partners with the oppatunity to discover better partners
from the larger pod ([19)]).

The al ocator function is best described proceduraly:
For eadh SSP Agent mdo;
1) Cleaa
2) Setdemand — actual _denmand * obrate
3) Setbid_packet_size — demand/srate
4) If (rand <erate) Set ,a, « bi d_packet _si ze
where, isarandamly seleded SCP Agent and

rand is a randamly generated number, O ..
100

5) Elsefor SCP Agent x, where x is max(mty) and ndy
=0

Set a; < bi d_packet _si ze
6) Repea from step 4 uriil all bid padkets al ocated

Step 5 succesdvely seleds the most trusted, then the next most
trusted urtil all the bid padkets have been alocaed. Once the
dlocaor procedure is completed the S Agent isaues a bid
message to every SCP Agent where ,a, > 0 (i.e. a bid has been
dlocated). Apart from the randam seledions, bids have been sent
to the most trusted trading partners.

4.2 SCP Quantifier Function
The SCP quantifier function dstributes the SCP Agent’s limited
suppy amongst al those SSP Agents that made bids, it does © on

the basis of trust, as recorded in its trust vedor. The function is
unperameterised. Receved hids are recorded in the bid record .6,
the SCP quantifier function popuiates the quantity record g,
which remrds the offers to be made. If the total of bids
(tot al _bi d_val ue) recaved by the Agent totd less than the
avail able suppy, the value of ead hid is smply transferred to the
quantity record, as all SSP Agent bids can be satisfied. When bids
exceed suppy the following procedure is invoked to distribute the
avail able supgdy onthe basis of trust:

For ead SCP Agent n da
Whiletotal _bid val ue>0
For SSP Agent x, where x is max(,t,) and ,qx = 0
Set ngx — nbxif total _bid_val ue > by
else gy « total bid _val ue

total _bid_value — total _bid_val ue —,gy

Offer messages are issued from g notifying the bidding SSP
Agents whether their bid has been successul or not, SSP Agents
note these offers in their offers record, ,0. This procedure
effedively assgns to the S Agents that an SCP Agent trusts the
most al the suppy they want, giving priority to the most trusted
Agentsfirst, until al the supdy isused up The remaining Agents
are rejeded. Other quantification strategies can be implemented,
for example equable distribution where eat hidder recaves afair
share of the supply, but these ae not considered here further.

4.3 SSP Utilisation Function

When an SSP Agent has hid for, and receved, more units than it
acdually requires it may return these excess units to urfortunate
SCP Agents, who have lost the oppatunity to use them and the
units are wasted. If demand exceeals offers, the S Agent
satisfies its customers as best it can, and transfers al the used
offers from ,0 to the its utilisation record, ,u (full utili sation).
When dffers exceal demand, it is popuated thus:

For eadh SSP Agent mdo:
Whiletotal _offer_val ue >0

For SCP Agent x, where x is max(t,) and ,u, =0
Set Uy — mOxiftotal of fer_val ue = 04
ese U, — total _offer_val ue

total _offer_value — total _offer_val ue — Uy

The S Agents utili ses offers from SCP Agents with which it has
the best trust relationships preferentially, and risks damaging
relationships that are dready wedker. Entriesin ,u are transmitted
to SCP Agents who made offers as utilisation messages, and
recorded by the receving SCP Agent in its receipts record, 7.
The S Agent suffers no adual penalty, except the loss of
credibility with its supgier, for returning offers unused.

4.4 SSP Trust Function

An SSP Agent’'s trust vedor is updated on the basis of the
percaved reliability of SCP Agents. This is determined on the
basis of whether, or nat, an SCP Agent honoued individual bids,



mn, With correspondng offers, non. A trust function takes two
parameters, a (0 < a < 1), the degree to which a positive
experience enhances atrust vedor element, and 3 (0 < 3 < 1), the
degreeto which a negative experience damages the relationship.
An individuad SSP Agent trust vedor element, t,, is updated
thus:

mbn <« mtn - B * wty), if abid a, was issued, but no
offer ,0, receved, or

mbn < mta + (a0 * (1 - t), if offer o0, = bid ,a, was
issued, or

mtn - mtn + ((G * (man - mon)) * (1 - mtn))r if mOn < m@n,
or

mtn isleft unchanged otherwise.

These formulations are normalised such that a string of positive
experiences asymptoticadly moves t, towards 1.0, and a string of
negative experiences moves it towards 0.0. The function matches
our intuition that trust is most enhanced by getting exadly what
we requested, partialy enhanced by getting some of our request
and camaged by being excluded. The formulation also conforms
to ou expedation that recent experiences are given gredger weight
that ealier ones, the dfead of past events are discourted with eath
new experience Agents that adopt high values for a are generaly
more susceptible to single positive experiences, those that adopt a
high B value more influenced by negative experiences.

45 SCP Trust Function

The SCP trust function is analogous to the SSP trust function,
except that it is driven from a comparison d the resource offered,
nqm, against that utili zed, 7.

ntm < ntm - (B * ntw), if an dfer g, was made, but no
utili sation 7, was made, or

ntm < ntm+ (@ * (1 - ty), if utili sation .77, = offer g, or

ntm < nlm+ (@ % (Gm—n¥m) * (L - nlw), if 17 < ngm, OF
ntmisleft unchanged atherwise.

5. The Simulator

We have prepared a simulator in order to investigate the
properties of oTB-Agents in the IN like trading situation. The
simulation is detailed in that it performs ead step in the oTB-
Agent algorithm for every Agent a ead trading cycle, and
emulates every communicaion message between Agents. The
simulator allows the investigator to spedfy the number of SCP
and S Agents that will participate, and to set the important
parameters for both types of Agent, the a and 3 trust modificaion
rates, and the overbid rate, the split rate and exploration rate (for
SSP Agents). The investigator may single step the smulation, or
run it for a pre-determined number of trading cycles, modify
parameters and continue. The simulation provides a graphicd
indicaion o messages between Agents, and indicaes the
utilisation o bandwidth resource due to that Agent (as a
percentage of the total posdble). The investigator may also
insped the trust relationships between any single Agent and its
trading partners. At the end o a simulation sesdon logging files

may be produced giving a mmplete record of the development of
the trust vedors.

6. EXPERIMENTSIN oTB-AGENT BASED

TRADING

Experiment one will investigate the dfeds of load on the
relationship between SSP and SCP Agents. We establish trading
communities of 10 Suppiers (SCP) and 20 Consumer (SP)
Agents. All SCP Agents are the same (o = 8 = 0.25), as are dl
SP Agents (0 =3 =0.25 srate =4, erate = 20%, obrate =
0% (i.e. no overbid)). In these experiments dl suppiersrecave an
identicd alocaion d bandwidth, and al consumers have an
equal demand dacal on them. All SCP and S Agents are
identicd and treaed identicdly to ensure that the dfeds of the
oTB-Agent procedure ae placal in a “fair” trading situation (our
first question from sedion 1J).
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Fig 3: Trust Relationships Between Agentsat 100% L oad

This experimental investigation is in three parts, and the results
are summarised in figures 3, 4 and 5 In ead part the suppy of
bandwidth resource is successvely restricted in relation to
demand. Under these drcumstances SSPs must develop strong
relationships in order to ensure supdy (in the mnverse situation,
SCPs are under presaure). Three separate runs are made, one
where suppy exadly matches demand (100% suppy, figure 3),
one where suppy is 75% of demand (figure 4) and ore where
supfy is only 50% of demand (figure 5). Each graph in these
figuresindicaes the changing trust relationships of a single Agent
(SSP above, SCP below) to al its trading partners. In ead case,
the SSP graph (top) is one of 20, and the SCP graph (below) one
of ten.

Eadh figure dso highlights the relationship between spedfic pairs
of Agents (figure 3 between S #5 and SCP #3, figure 4 SP #5
and SCP # 8, figure 5 S #9 and SCP #3). Note that ead runis
completely separate, starting with a new random initialisation.
Agent numbering for eadt figure is independent. At the start of
ead experimental run o 200 trading cycles every trust vedor
element in all Agentsis aled with an initial value random value



in the range 0.499999and 0500001 In genera, oTB-Agents do
not have ay “opinion” abou the trustworthiness of other Agents
(i.e. atrust value of 0.5) at the start of a trading sesson. This
small random perturbation pre-disposes them to start trading with
some Agents in preference to others. oTB-Agents are therefore
initialy trust neutral, [9], prior to gaining experience through
trading.
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Figure 5: Trust Relationships Between Agentsat 50% L oad

In all i nstances we seethat S and SCP Agents tend to “pair-off”
very quickly. In the 100% suppy case (figure 3) we can seethat
SSP Agent builds trust relationships with SCP Agents #0, 2 and 7
quickly, followed by Agent #9 (highlighted with a“‘+’) soon after.

These ae its preferential trading partners, but it partialy trusts
many other SCP Agents and trades with them from time to time
(this occesiond trading between S #5 and SCP #3 is
highlighted with an ‘x’ markers).

In the 75% loading case (figure 4) we note that this “pairing-off”
is more pronourced. Moreover, the number of preferred trading
partners has dropped. This indicates that suppiers (who have the
upper hand in this stuation) prefer to maintain a smaller number
of trusted customers, and serve them fully. In turn the astomers
must continue to bid to these suppiers regularly in order to
safeguard their suppy of bandwidth. The preferential trading
partnership between S Agent #5 and SCP Agent #8 is
highlighted in the middle row. This effed beames ever more
pronourced as supply is further restricted. At 50% supgy (figure
five) the gulf between those Agents that can trade because they
succeeled in establi shing a trust partnership and those that did nat
is very clea. S Agent #9 orly seaured ore trust relationship
(with SCP #3, highlighted ‘' +), and is clealy going to strugge for
supply.

Figure six makes explicit the overal relationship between the
degreeof trading trust an SSP Agent has been able to seaure and
its ability to deliver bandwidth to its customers. Each marker in
the graph shows the average trust rating for eatch S Agent
acossal the SCP Agents, againgt its siccessin meding demand.
When suppy equas demand (100% supdy, diamond markers),
the overall ahility of an SSP Agent to deliver is hardly affeced by
its perceived trust rating (delivery rate is largely unaffeded by
overal trust rating). As aupgy is restricted, (75% suppy, square
markers), there is a dea correlation between trust rating and
ability to deliver has developed. When suppy is further restricted
to 50% of demand (triangle markers) the crrelation is
pronourced. The performance of ead of the three sub-groups
shown circled is diredly propartional to the number of supdiers
with which the SSP Agent has managed to buld a trading
relationship. The worst performing goup (group 3 only
established a partnership with ore other SCP Agent (SSP Agents
#2, 3, 4, 9 and 13 with an average trust rating of 0.1 and a
0.252% delivery record). The higher group (group 1) comprises
Agents #5, 11, 14, 16 and 18 with an average delivery record of
0.72%%, established relationships with three supgiers. In this
instance no SP Agent formed a groupwill four partners.
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Fig 6: The Effect of Trust Rating on SSP Ddlivery
Performance

Experiment two addresses our second question, as to whether
establishing a trust relationship over a period o time will equate



to loyalty when trading becomes difficult. We repea the
condtions of part one of experiment one (supdy = demand),
except that at trading cycle 100 suppy is reduced to 79% of
demand. Figure seven shows a pair of trust graphs linking the
effed on the trust, and hence trade, relationship between SSP
Agent #18 and SCP Agent #9 (highlighted ‘x’). It is clea from
inspedion d these graphs (and the others in the set), that in
addition to the lossof wedker trust relationships (as was the cae
in experiment one), suppiers have amarked tendency to dscard
their strong partners on a last-in first-out basis. It appeas that, at
least in this case, trust does beget loyalty.
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Fig 7: The effect of Increased L oad

To addressour third question, whether an Agent can exploit the
“personal” nature of the trust relationship, we perform an
experiment in which the SSP Agents are divided equally into two
groups. In ore group (the “norma” group) they trade “honestly”,
only bidding for the units of bandwidth they acually require. The
second group bd “gredily”, bidding for 150% of the units they
require (obr at e = +50). Suppy is st to equal demand, and the
other condtions are & before. Figure @ght summarises the
results obtained from running of this experiment.

“

Normal” ssp u "
) Greedy” Ssp

(ane) 1snuL dOS
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Fig. 8: The Effects of Overbidding

The dfeds of this greedy behaviour are dea. While the average
trust rating by al SCP Agents (front rank) of the greedy S
Agentsisfar lower that that for the normal ones (0.391vs. 0.680),
their overal delivery performance (rea rank) is ssmewhat better
(96.1% vs. 885%). They perform better becaise they receve
more offers of bandwidth dwe to overbidding. The dfed of the
oTB-Agent procedure is to always preferentially buy from your
preferred suppiers. So where the normal Agents have good
relationships with their preferred supgiers, and reasonable
relationships with athers, greedy Agents have ejualy good
relationships with their preferred supgiers, but very poa
relationships with all the others, who they have treaed badly. An
element of duglicity, it seams, is dill effedive in a society where
trust is otherwise highly valued.

7. Related Work

There eist a number of issles in the reseach for seaurity and
trust in MAS. We onsider threein the context of this work:

Cryptography and Classical Network Security Techniques vs
Social Approaches. Wong and Sycara, [21] addressa number of
searity and trust issies facal by MAS and povide a
infrastructure to ded with such issues. They make use of
techniques that are well known in the network seaurity literature,
and they apply these techniques to MAS. As these aithors
mention, there is no measure proposed abou trust or horesty.
There is no way of ensuring that an Agent will carry out atask as
expeded, or of guiding an Agent to interad with ather Agents that
will probably be horest. Ancther approach of deding with
seaurity issuesin MAS was made by Thirunavukkarasu, Finin and
Mayfield, [18]. They introduced a number of new KQML
performatives enabling Agents to interad in a seaure manner.
These aithors use dassc network seaurity techniques and donat
propase any seaurity or trust models.

It is obvious from this kind d reseach that network seaurity is
not sufficiently considering the requirements of multi-agent
systems. Following a social approach for seaurity in MAS,
Biswas, Debnath and Sen [2] have propcsed a model where
Agents have relatively complex behaviours. They use a
probabili stic mecdhanism in which an Agent A will dedde whether
or not to honou a request for help by Agent B. This mechanism
takes under consideration previous observations of Agent B, as
well as the alditional cost incurred by Agent A from Agent B.
The reseachers demonstrate that Agents that adapt their trust
models over time and wse the probabili stic dedsion mechanism
are dle to succesully withstand the invasion o selfish and
exploitative Agents.

oTB-Agents use similar medhanisms for adaptation and dedsion
making. However, unlike oTB-Agents, the Agents of the model of
Biswas, Debnath and Sen consider al of their previous
observations equally before delegating a task. 0TB-Agents using
the trust function o sedion 4 pace atra weight on recent
experiences, dthowgh they are influenced by all experiences
between the two Agents.

Implicit vs Explicit Cognitive Approaches. In implicit approaches,
Agents use only a subjedive probability to model the
trustworthiness of the others. Schill o and Funk [16] condicted a
number of simulations where Agents interad with eah aher
using a modificaion d the prisoner' s dilemma (i.e. the disclosed
prisoner' s dilemma with partner seledion). Each single Agent



buildsamode of trustworthinessof the other Agents by gathering
data on pest behaviour and evaluating averages. When Agents are
asked abou their knowledge on aher Agents, they are freeto lie
abou their observations. Nevertheless Schillo and Funk show
that by averaging the values of a sufficient number of
observations Agents can lean models almost twice & fast as other
Agents that use only their own observations, while still reading
the same or better acarragy.

Schillo and Funk’s Agents are daraderised dong two
dimensions; being horest/dishonest and altruistic/egoistic. As
with [2] the aje of an olservation is not taken into acourt.
Furthermore no consideration is given as to the reliability of the
sources that provide information about Agents.

Explicit cognitive gproadces appea more sophisticaed, as they
attempt to model the “mind’ of the other Agents. Castelfranchi
and Falcone, [3] give anumber of guidelines that shoud be taken
into consideration when modelling the trustworthiness of other
Agents. These aithors sparate the oncept of trust from that of
delegation and mention a number of beliefs that shoud exist
before delegating a task to another Agent (i.e. competence,
disposition, dependence beliefs etc.). They aso asert that a
subjedive probability includes too many important beliefs and
parameters. In the future work sedion we outline the ways we
intend to enhance our trust model in order to include belief
revision and analysis.

Centralised vs Decentralised Control Over the Groups of Agents.
In organisations where there is a form of centralised control, trust
can be viewed as athreeparty relationship. Agentstrust the aility
of the authority to assess contrad violations and to purish the
violators. Agents also trust that other Agents will not violate
contrads because they resped/fea the aithority. On the other
hand, there eist groups of Agents with no form of centralised
control. In these groups, Agents need to develop their social skill s
in order to avoid being exploited by decatful Agents. The oTB-
Agents described here eist in an environment withou centrali sed
control.

8. Discussion

The experiments sow that oTB-Agents tend to form strong, tight,
clusters of trading partners very quickly, and that these
partnerships become increasingly important as sipdy and cemand
for the traded commodity becomes mismatched. Trust buil ds trust,
but unreliability breeds indifference “trust is a peculiar resource
which is increased, rather than depleted, through use’ [6]. The
Agents modelled here show a dea preference for building strong
relationships with trusted partners, sustaining successul
partnerships and dscarding lesstrusted partners when conditions
turn urfavourable. “Decetful” Agents, those who generaly
behave in an urtrustworthy manner can ill thrive in this
community, as long as they maintain good trust relationships with
afew key partners.

Redprocd behaviours in a variety of forms are recognised as
effedive strategies for forming stable groupings with in larger
community [2]. The oTB-Agents defined here gopea to adopt an
extended “tit-for-tat” attitude, as might be encourtered in various
game theoretic goproaches, such as the Iterated Prisoner's
Dilemma ([1], [16], [20]). The scenario presented here differs
from the well-understood iterated prisoner’s dilemma in that the
seledion is made on the basis of every transadion between the

Agents. Simple Tit-for-tat strategies are nsidered to be
insufficient for most domains of pradicd interest [2], these
problems are largely overcome when the cmplete transadion
history is considered. In addition, SSP oTB-Agents partialy base
their partner choiceon the basis of exploration.

Variations of the formulation wsed here to evaluate trust find wide
application in some of the more numericdly orientated
approaches to madhine learning (such as reinforcement leaning,
[19], for example) and is ubiquitous, though by no means
universal, in theories of natura leaning. Jonker and Treur [9]
propase asimilar formulation for the “quantitative” comporent of
their formalisation o trust. Despite its apparent simplicity the
application o this formulation invariably imparts interesting
behaviours to the systems that incorporate it.

It is clea from the experiments that a succesdul first transadion
is central to establishing the inter-Agent trading relationship, and
an area where the subjedive as®sanent of posdble partners is
criticdly important. Equally, were this trading community to be
augmented with a “reputation” medhanism (such as those of [2],
[16] and[22]), by which Agents entering the market could consult
existing traders, then the “grealy” Agents of experiment three
would be put at a disadvantage.

9. FutureWork

Our aim will be to produce aforma spedficaion o the trust
model of 0TB-Agents, that encompasses al three @mporents of a
trust based trading relationship, reputation, subjedive trust and
objedive trust. Each, we believe, has an important role to play at
different timesin the overall li fe of atrading partnership.

There eist a number of reassonable atempts to formalise the
concept of trust in MAS ([4], [9]). The forma spedficaion o
trust models shoud include, among other things, dedsions such
as the use and formation o atrust evolution a upcate function as
well asthe properties that shoud hdd for that function[9].

In order to be ale to claim that our model of trust is widely
appliceble, a number of issues sodd be aldressed in the future.
One such isale is the exchanging of observations abou other
Agents. Although we ague that objedive eperience is more
important than reputation, consulting other Agents has proved to
be helpful in many experiments ([2], [16]). Nevertheless in the
case where akind o reputation mechanism is used, then the
reli ability of the Agents-information sources sioud be taken into
consideration. In particular, Agents shoud be &le to model the
trustworthiness of other Agents and validate the honesty of their
sources at the same time.

The behaviour of the Agents can become more wmplex, i.e. have
more oppatunities to chea during interadions. The modelli ng of
the trustworthinessof other Agents can become more cmplex as
well. We intend to integrate our trust modeling with subjedive
belief anadysis and revision ([3]). An Agent shoud be ale to
evaluate the mmpetence, the willi ngness and the trustworthiness
of the another Agent before delegating a task. New parameters
shoud be introduced in the trust modeling process such as the
risk threshold of one Agent (i.e. how much is an Agent willi ng to
risk the delegation o atask).

Our oTB-Agents trade and cevelop trust along a single dimension
only. More sophisticaed Agents will engage with other Agents
for a variety of different reasons, and trust shoud be, in part a
function d the task being performed (Agent X may be reliable



when performing taskl, but unreliable on task2). We would
exped an Agent to maintain an estimate of trust abou ead task
under these drcumstances.

A number of other issues are worth considering in future
experiments and simulations of Agent communiti es, such as slent
communicaion, fedings and affedive trust. Having to reply to
every request can be wstly considering communicaion
overheads. A form of silent communicaion can be alopted in our
trading environment, enabling Agents to either refuse to reply to a
request or just indicae that they canna satisfy that request.
Agents can be enhanced in the future so that they can have
fedings (i.e. love, friendship) abou other Agents, thus making
them biased to delegate tasks to them.
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