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Abstract

We proposea methodolgy for worst-caseanalysisof
systemsvith discreteobservablesignals. Themethodolgy
can be usedto verify different propertiesof systemsud
aspowerconsumptiontiming performancer resouceuti-
lization. We alsoproposeanapplicationof themethodolgy
to timing analysisof embeddedystemsmplementedn a
singleprocessar Theanalysisprovidesa boundon there-
sponsetime of suc systems.lt is typically very efficient,
becausét doesnotrequire a statespaceseach.

1 Introduction

Systemverification is hard becausesystemresponses
needto be checledfor all legal behaiors of the environ-
ment. Typically, thereareinfinitely mary suchbehaiors.
Even when the problem can be reducedto enumerating
finitely mary internalsystenmstatestheir numbeiis usually
prohibitive. Using abstractiongandimplicit stateenumera-
tion cansimplify the problem,but completeverificationis
atbestat(andoftenbeyond)thelimit of existingcomputers.

An alternatveapproachs theworst-casanalysiswhere
the systemresponsés analyzednly for the mostdemand-
ing behaiors of the environment. Worst-caseanalysisis a
well known engineeringnethod but sofarit hasbeenused
ad-hoc,with separatéechniquedor specificsystemprop-
erties.

In this paper we proposea generalmethodologyfor
worst-casanalysisof systemswith discreteobsenablesig-
nals. It canbe usedto verify differentpropertiesof sys-
temssuchas power consumptiontiming performancepr
resourcaultilization. In additionto thegeneramethodology
we also proposeits applicationto timing analysisof em-
beddedsystemsmplementednasingleprocessarTiming
analysisof embeddedoftware systemcanbe divided into
two subproblemsiocal andglobal. The local subproblem
is to determineprocessingime requirementdor a piece
of codeimplementinga single componentf the system.
Theglobalsubproblems to determineesponsdime of the
systemgivenprocessingime requirementsf systemcom-
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ponentsandtaking into accountthat response¢o somere-
guestsmay be delayedby response$o otherrequestsWe
addres®nly the globalsubproblem.

Related Work  Our approachs basedon the analysisof
a systemabstractionMany researcherbave suggesteds-
ing abstractiongo simplify formal verification of systems
(e.g.[7, 6, 9]). In theseapproached is shavn that ab-
stractionpreseressomepropertiesof systemssoto verify
a propertyof the detailedsystem.,it is enoughto verify it
for the abstractone. In contrast,we proposean analysis
of the abstractsystemand shonv how that analysisrelates
to the worst-casebehaior of the detailedsystem. Thus,
our work canbe seenasan instancein the abstractinter-
pretationframework [8]. It is importantto notethatwhile
proving the propertiesof abstracsystemgypically requires
searchingheir statespacespur analysisdoesnot.

The original motivationfor our work wasglobaltiming
analysisof embeddedoftware. This problemhasbeenad-
dressedbefore,startingwith Liu and Layland[10]. They
give anexactsolution,but only for a very restrictedmodel.
To fit arealisticsysteminto this model,mary consenrative
simplificationsarerequired. The restrictionson the model
have beensomavhat relaxed later [2, 3], however several
significant limitations are presentin all the previous ap-
proachesbut notin theapproachpresentedhere:

e The processingtime requirementsof a component
were assumedo be constant. In contrast,we allow
themto beafunctionof theinputsandinternalstates.

e An executionof acomponenis assumedo causesxe-
cutionsof all of its successorsyhile in reality acom-
ponentmaybeenablingonly someof them,depending
ontheinputsandinternalstates.

¢ Previousapproachesvererestrictedto agyclic system
graphs,i.e. to systemsfor which thereexists a well
definedunidirectionalinformationflow.

¢ Previous approachesvereapplicableonly to systems
with staticpriority scheduling.

In theory a generaland exact solution could be obtained
by modelingthesystenin sufliciently expressveformalism
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Figure 1. Voice mail pager.

(i.e. timed automatg1]). However, suchan approachs
ordersof magnitudesslower thanthe worst-caseanalysis,
andpracticallyimpossiblefor realisticsystemgb].

Voice mail pager Throughouthis paperwe useasanex-
amplea voice mail pagershavn in Figurel. To facilitate
futurereferencesye briefly explainits behaior. Thepager
receves message$rom the ervironment. Each messge
consistof up to five frames,andeachframe containsfifty
samples. The CONTROL module storesmessagenter-
nally (in variable frame$ andinitiatesplaying of the most
recentmessagé€by generatinghe frameevent), whenthe
userrequiresso (by generatinghe play event). The CON-
TROL modulealsogenerates frameif someareavailable
andthe BUFFERmodulemakesa reques. The BUFFER
modulestartsplayingthemessagafterit recevestheinitial
framefrom CONTROL. A messagés playedby sendingo
thespealer onesamplepereverytick of thereal-timeclock.
Whentherearefewerthan20 sampledeft to play BUFFER
sendsareques for thenext frameto CONTROL.

Overview Our approachis sketchedin Figure 2. The
worst-caseanalysisis performedon a userprovided ab-
stractionof the system(lower partof Figure?2), ratherthan
onthesystemitself. In the abstractionsignalsarereplaced
with their signatues Abstractingthe signalsleadsto some
informationloss,but signatureshouldretainenoughinfor-
mationto estimateactiity of systemcomponentsFor ex-
ample thesignatureof inputsto CONTROL moduleshould
containenoughinformationto estimatg(i) how muchactiv-
ity of the framesignal CONTROL will generateand(ii),
how muchtime, enegy, memorybandwidthor ary other
resourceof interestCONTROL needdo processts inputs.
Theseestimatesare computedby componentabstractions
(FconTroL andFeurrerin Figure2).

CONTROL _ BUFFER

ol
T
ol
[
ure signature
ol
ol

[
sigmature
[
[
\

_-—— ==

signa

- - 5- - =

FcontroL FBUFFER

N

time, bandwidtheneny, ...

FENVIRONMENT

Figure 2. Worst-case analysis overview.

Themainresultof this paperis thatby analyzingthe ab-
straction,it is possibleto find the worst-casesignaturej.e.
asignaturehatis worsethanthe signatureof anyexecution
of the system. The focus of this paperis the mathemat-
ical foundationof the worst-caseanalysis. We formalize
the analysisand give preciseconditionsthe signatureand
componengbstractionsnustsatisfy for the analysisto be
valid. Meetingtheseconditionsguaranteeshat the result
of analysids indeedworsethenthe signatureof arny execu-
tion, but thereis no guarante¢hatthis boundis useful. The
computedoundmaybeoverly conserative, or eventrivial
(e.g.“the worst-casenepy is not morethaninfinity”). The
quality of thebounddependn theinformationpresered
in the signature,and on the “tightness” of the abstraction
of systemcomponents.How to chosean appropriatesig-
nature,andhow to constructa tight systemabstractiorfor
thatsignaturearebothimportanttopics,but they arebeyond
the scopeof this paper Here,we only presenta casestudy
to indicatethatfor at leastonerealisticdesignit is reason-
ably easyto constructsignaturesandabstractionshatlead
to almostexactperformancéound.

The restof this paperis organizedasfollows. In Sec-
tion 2 we introduceall relevant definitions. The general
worst-casenalysids proposedn Section3. Its application
to responsdime analysisof embeddedoftwaresystemss
proposedn Section4. A casestudyis presentedn Sec-
tion 5. We give somefinal remarksandindicationsof the
futurework in Section6.

2 Systems, signatures and abstractions

First,weintroduceavery simpleandgeneraformal no-
tion of systems.A systenis a setof executions. An exe-
cutionx of lengthlen(x) is a mappingfrom the interval of
real numberg[0,len(x)] to somesetof signal valuessuch
thatit is piecavise-constantright-continuousandhasonly
finitely many discontinuities i.e there must exist finitely



mary pointsty,...,ty suchthat0O=1ty < ... < t, = len(x),
andx is constanin [ti_1,t) for everyi=1,...,n.

We requirethatall executiondgn a systenrangeoverthe
samesetof signalvalues. In fact, we assumehatall exe-
cutionsmentionedn this paperrangeover the sameset,so
we never needto specifyit explicitly. The executionsof a
systemneednot be all of the samelength. In fact,a more
completaedefinitionwould requirethata systencontainsex-
ecutionof ary reallength,andthatthe setof executionsis
prefix closed,but thesetechnicaldetailsare not necessary
for our purposes.

For example, for the pagerin Figure 1 signal values
might be statevariablesandcommunicatiorevents.To sat-
isfy the constrainthatexecutionsareright-continuouswe
may assumethat an event retainsits value until the next
eventoccursonthesameconnection.

Given an executionx and real numbersu,t suchthat
0<u<t<len(x), weusex/u,t] to denoteanexecutionof
lengtht — u definedby: X[u,t](v) = x(u+Vv). If, in addition,
u> 0, we usex[u,t]” to denotex{u — ¢,t — €], wheree > 0
is smallenoughthatx is constanin [u— g,u) and[t — &,t).
Sincex hasonly finitely mary discontinuitiessuchachoice
of ¢ is alwayspossible.

2.1 Signatures

In our approachjnsteadof manipulatingexecutionsdi-
rectly, we usetheirabstractionsalledsignatues Formally,
signatue o is amappingfrom the setof executiongo some
setof signatue valuesDg, for which somepartial order<
is defined suchthatfor all u,t satisfyingd < u <t <len(x):

1. o(xu,t]) < ()

2. o(X{u,t]) = o(x) if x(v) = x(u) for all v € [0,u] and
x(v) = x(t) for all v € [t,len(x)].

Intuitively, a signaturerepresenta summaryof actwi-
tiesin an execution. This intuition is consistentwith the
constraintsve placeon o: afull executionshouldcontain
moreactivities thanits portion (condition1), andtheactiv-
ity summaryshouldnot changef anexecutionis extended
with passie (i.e. constantsegmentgcondition2).

For the pagerin Figurel we considerthe signaturerep-
resentedy thefollowing vectorof variables:

(pl,mstk, fr,rg,sp) .

For agivenexecutionwe choosevariablepl (ms tk, fr, rq,
sp) to holdthenumberof occurrencesf the play (messge,
tick, frame reques, spealer, respectiely) eventsin that
execution. Figure 3 shavs a componentof an execution
correspondingo CONTROL moduleandits signature.

By definition,signaturevaluesmustbepartially ordered.
In this case,we usea naturalextensionof relation < (on
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ms=2,pl=1,rq=7,fr=7,...

Figure 3. An execution and its sighature.

reals)to vectors:two vectorarerelatedby < if andonly if
all theircomponentsre.

2.2 Signaturebased abstractions

Signaturegrovide abstractrepresentationf signalsin
the system. Next, we definethe abstractrepresentationf
the systentransitionfunction.

GivensomesystemS, signatures andsomefunctionF :
Dg X IRT = Dg, we saythatF is a g-abstactionof Sif F
is:

e monotone if T1 < T ands; < 5 thenF(s;,T1) <
F(s,T2), and

¢ future-bounding for every executionx € Sandevery
ut: o(xu,t]) < F(o(xu,t]"), t—u).

Considerfor example the pagerin Figurel andthesig-
natureo discussedh theprevioussection.lts g-abstraction
consistof aseparatéunctionfor eachvariablein thesigna-
ture. Thevariablescanbe dividedinto threegroups:those
generatethy theenvironmentthosegeneratethy the CON-
TROL, andthosegeneratedy the BUFFERmodule. The
o-abstractionof the ervironmentalvariablesdependonly
on time and not on other signaturevariables. We use a
very simplemodel,wheretheonly constrainis aminimum
time betweentwo occurrence®f the event. Thesetimes
are 125, 625, and 5000 time units for tick, messge and
play events respectiely. Thereforethe maximumnumber
of tick (message, play) eventsin an executionsegmentof
lengthT is | 15| + 1 (| goz] + 1. | s06a) + 1. respectiely).

o-abstractionef CONTROL andBUFFERvariablesare
derivedfrom the codein Figurel. For example,BUFFER
generates reques event 30 tick eventsafterit recevesa
frame Thus,in the internval containingfr frameevents
andtk tick events,the BUFFER module can generateat
mostmin(fr, L%J ) reques events,exceptpossiblyanextra
oneatthebeginningof theinterval. Thus:

: tk
Frq = min(fr, {%J y+1.



Othero-abstractiongrederivedby similarreasoning4].

3 Worst-caseanalysis

The problemof the worst-caseanalysisof a systemS
with a signatures ando-abstractiorF is thefollowing:

For a given interval length T, find a signature
values suchthats > o(x[t,t+ T]) for every exe-
cutionx € S, andeveryt € [0,len(x) — T].

In otherwords, s mustbe worsethanthe signatureof ary
executionsggmentof lengthT. Suchinformationcanhelp
answeimary importantquestionsn thedesignprocessFor
example,if the signaturecontaingnformationaboutbusre-
guests thenthe worst-caseanalysisindicatesrequiredav-
eragebus bandwidthfor ary period of time of length T.
Similarly, if the signaturecontainsinformation abouten-
ergy requiredfor anexecution thentheworst-casenalysis
givesaboundontheaveragepowerfor ary interval of time
of lengthT. The worst-caseanalysiscanalso be usedto
analyzeiming performancef thesystemaswill beshavn
in Sectior4.

Therearetwo cornerstone®f the worst-caseanalysis:
partialorderingof signaturesandfuture-boundingproperty
of g-abstractionPartial orderingof sighaturegnablesisto
rank executionsand consideronly “bad” ones. Intuitively,
largersignaturesorrespondo executionswith moreactiv-
ities, whichusuallyrepresenmoredemandingasegor the
system.

The future-boundingpropertyof c-abstractionss used
to computesucha worst-casesignature.We first establish
thata candidatesignaturds worsethanthe signatureof the
initial segmentof ary execution,andthenwe usefuture-
boundingpropertyto showv that it remainsworsefor ary
executionsegmentof length T. We can male this argu-
mentif the candidatesignaturds alsoa fix-point of the o-
abstraction.If the signatureof someexecutionsegmentis
lessthan a fix-point of the g-abstractionthenthe future-
boundingpropertyassureshatthe signatureof the segment
in theimmediatefutureis alsolessthanthatfix-point. This
reasonings formalizedby the following result:

Theorem 1 Leto andF beasignatueanda o-abstraction
of somesystens. If xe S s€ Dg, andT > 0 are such that
s=F(s,T) anda(x[0,0]) < s,then:

o(Xt,t+T]) <s Vvte[0,lenx)—T] .

The proof proceeddy inductionon constantsegments
of an execution[4]. Basedon Theoreml, the worst-case
analysigproceedshroughthefollowing phase:

1. choosea signatures andprove it meetsconditionsre-
quiredby the definition,

2. chooseac-abstractior- andverify thatit is monotone
andfuturebounding,

3. find asignatures suchthats= F(s, T) for agivenT,
4. interprettheresults.

Choosingappropriatesignaturesand g-abstractionss
an art that requiresunderstandingpoth the systemandthe
propertyto be analyzed.Checkingpropertiesof signatures
andmonotonicityof o-abstractionss straightforvardmath-
ematicalexercisethat is independenbf the systembeing
analyzed. Checkingfuture-boundingpropertyis a typical
verificationproblem:it amountgo checkingwhethera de-
tailed“implementation”(in our casethe system)satisfiesa
moreabstract'specification”(c-abstraction) Usualformal
andinformal verificationapproachesanthusbe used. As
our exampleindicates,o-abstractionsare often vectorsof
functions, one for eachsystemcomponent. This decom-
positionsimplifiesverificationof thefuture-boundingrop-
erty.

Solvingthe fix-point equationrequiredby Theoreml is
typically quite simple. In the next section,we will propose
aniterative solutionmethodfor a slightly harderproblem.
Thesamemethodcouldbeappliedhere.

The final stepof the worst-caseanalysisis interpreting
the computedworst-casesignatures. If the signatureab-
stractionis chosercarefully, thenthe worst-casesignatures
will containenoughinformationfor the designerto deter
mine boundson mary importantquality measure®f the
design. We have mentionedthree: bus utilization, power
consumptionandtiming performancebut we believe that
otherinterestingpropertieamaybe analyzedaswell.

4 Busy-period analysis

In this sectionwe applytheworst-cas@analysiso bound
responséime of asoftwaresystemimplementedy asingle
processar More precisely we boundthe busyperiod i.e.
longestperiodof time aprocessocanbebusy A boundon
a busy periodis alsoa boundon the responsdime, under
thereasonablassumptiorthatthe processocannotbeidle
if therearependingrequests.

To formalizethe notion of the processobeingbusy, we
assumethat predicateBusyx(t)) is definedfor every exe-
cutionx andevery timet € [0,len(x)]. We saythatsome
interval [u,t] is a busy period of x if Busy{x(v)) holdsfor
eachv € [u,t]. We saythatbusy period[u,t] of x is initial-
izedif theredoesnot exist v < u suchthat [v,t] is a busy
periodof x.

To computea boundon busy periodswe needinforma-
tion aboutprocessingime requirements.We requirethat
this informationis provided by a workload function The



processindime requirementslependon eventsin the ervi-
ronment. Therefore the workloadfunction shoulddepend
on an execution. However, to enableworst-caseanalysis,
we only consideran abstractiorwhich depend®n a signa-
ture.

Formally, for a given systemS andsignatureo, we say
thatR: Dg — IR is aworkloadfunctionif it is:

e monotoneif s; < 5 thenR(s1) < R(sp), and

e workload-boundindor every executionx € S, andev-
eryinitialized busyperiod|[u,t] of x:

R(o(x[u,t])) >t—u .

The workload-boundingproperty ensuresthat approx-
imate processingime requirementgiven by a workload
function is a strict upperboundon the actual processing
timerequirementsvhichdetermineshebusyperiodlength.

For example assumehatthe executiontime of eachex-
ecutabldine in Figurel is 10 time unit. Also, assumehe
signaturediscussedn Section2.1. Then,aworkloadfunc-
tion for thepagemightbe:

R = 20x(pl+rg+mg+20xms+ 10x fr+

20% (fr 4+tk) + 20% fr +20%xsp+ 10xrq . (1)

Thefirstline in (1) correspondso the CONTROL module,
while the secondine correspond$o the BUFFERmodule.
Theterm 20x msin (1) is dueto lines2 and3 in Figurel,
which will be executedonly if a nev messge is receved.
Similarly, thenumberof executionf line 5 is thesamethe
numberof generated rameevents(hencetheterm10x fr),
andsoon.
Theworkloadfunctionsando-abstractionganbe com-
binedto boundthe length of busy periods. Let T be the
lengthof someinitialized busy period. Accordingto Theo-
rem1, its signaturas boundedy ssuchthats= F(s, T). It
followsthattherequiredprocessingn thatbusyperiod,and
thereforealsoT, is boundedby R(s). More formally:

Theorem 2 Leto, F, andRbea signatue, ag-abstaction,
and a workloadfunctionof somesystens. If s€ Dy, and
T > 0aresudthats=F(s T), T =R(s), ando(X[0,0]) < s
for all executionsx € S, thenT is an upperboundon the
lengthof busyperiodsfor all executionsx € S.

The proofis quite simple[4]. To apply Theorem2, we
needto solvefix-pointequations=F(s,T), T = R(s). We
proposeahefollowing simpleiterative algorithm:

1. letT :=0,letsbesuchthats > x[0, 0] for all executions
X!

2. lets:=F(s,T), letT :=R(s),

3. repeafstep2 until corvergenceor until T > Tyax ,

whereTuax IS a usergivenbound. It is reasonabléo ask
for suchabound,becausesystemsaisuallyhaze somemin-
imal performanceaequirements.f the boundis known to
be higherthanthis minimalrequirementthereis little point
in wastingresourcesn determiningexactly how unaccept-
abletheperformanceés. Theiterationwill alwaysterminate
providing thatR satisfiessomereasonablassumption§4].

5 Casestudy

We have appliedthebusy-periodanalysigo avoice-mail
pagerthatis muchmorecomplex andrealisticthanthe one
presentedn this paper The designhasa total of 13 mod-
ules,4 of whichareintendedo modeltheervironment.We
have studieda casewhere9 other moduleswhereall im-
plementedn softwarerunningon a single processar The
total size of the designwasapproximately2500lines of C
code.Thepagemeeddo serviceseveralperiodicandaperi-
odic requestsThe mostfrequentoneof theserepeatevery
125us hencethe requirementhat the maximumbusy pe-
riod belessthan125us

The original simulationtest-bencHor the designtested
the scenariovherea singlemessagavasrecevedandthen
played. To comparethe resultsof the busy-periodanalysis
to thoseof simulation,we have developeda o-abstractiorof
the environmentthatis valid for that case(single message
only). Thelongestbusy-periodobseredin the simulation
tracewas82s while thethebusy-periodanalysigrovided
anupperboundof 83us Theseresultsdiffer by lessthan
2%, andthey werebothwell within the 125usrequirement.

In the secondexperimentwe have developeda general
o-abstractiorof theernvironmentthatwasno longerlimited
to a single messageln that casethe busy-periodanalysis
givesa boundof 148us (violating the 125usrequirement).
Carefulanalysisof theresultsindicatedthatthis worstcase
canappeaonly if onemessagés recevedandthenplayed,
while anothemessagés beingplayed.Basedonthisinfor-
mation,we wereableto construcia simulationtracewhich
containsa 146usbusyperiod.

An interestingguestionis whethersuchatracewould be
includedin a more comprehensie randomizedsetof sim-
ulation vectors. The analysisof the worst-casedraceindi-
catedthatto exercisesuchabehaior, therequesto playthe
secondmessagenustcomewithin a 66pswide time win-
dow thatoccursoncein every 625Qus Assumingthe uni-
form distribution for the probability of requeststhis analy-
sisindicateghatthe probabilityof exercisingtheworstcase
behaior is just over 1%, evenif therequiredscenariqone
messagés received and playedwhile anothermessages
beingplayed)is beingtested.

In this caserun timesfor the busy-periodanalysiswere
much shorterthe the simulationrun times (20ms vs. 1



minute). However, this comparisoris somavhatunfair, be-
causehebusy-periodanalysisvasdoneby a pieceof code
writtenspecificallyfor thisexample while thereportedsim-
ulationtimesarefor a generaldiscrete-gentsimulator In
generalwe expectrun timesof two approacheso becom-
parablepecaussolvingthefix-point equationsn thebusy-
periodanalysisis equivalentto simulatingthe (abstracted)
systemupto (atmost)time Tyax -

6 Conclusions

We have proposeda methodologyfor worst-caseanal-
ysis of systemswith discretesignalvalues. We have also
appliedthis methodologyto responsdime analysisof reac-
tive uni-processosystems.

Our methodrequiresalmostno assumptionsboutthe
schedulingalgorithm used to control processorsharing
amongsystemcomponentsHowever, if someinformation
aboutthe schedulingis known, it canbe usedto improve
theaccuray of the analysis.For example,if a preemptve
staticpriority schedulings used,we caneasilyextendour
analysigto p-busy-periodanalysis:to boundtheinterval of
time a processois continuouslybusy executingat priority
level p or higher Essentially p-busy-periodanalysigs just
aregularbusy-periodanalysisput for amodifiedsystemin
which all componentsvith priority lessthan p have been
removed. A boundon p-busy periodis a betterboundon
responséime for requestst priority p.

Anotherwayto useschedulingnformationis to improve
o-abstractionandworkloadfunctions. For example,if we
know that the BUFFER modulein Figure 1 is scheduled
oncepereverytick event,we canstrengther(1) by replac-
ing the terms20x (fr +tk) and 20 fr with 20« tk and
20x max fr,tk) respectiely.

In the future, we plan to investigate whether o-
abstractioncan be automatedfor some common system
models(e.qg.finite statemachines)We alsoplanto usesys-
teminvariantsto improve accurag of theanalysis.
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