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Abstract tems (OS) to support arbitrary policies, and reassign
the processors in response to varying load conditions.
A multiprocessor virtual machine benefits its guestThe allocation policy may support concurrent execution
operating system in supporting scalable job throughpubf guests, such that they only ever access a fraction of
and request latency—useful properties in server consolthe physical processors, or alternatively time-multiplex
idation where servers require several of the system proguests across a set of physical processors to, e.g., ac-
cessors for steady state or to handle load bursts. commodate for spikes in guest OS workloads. It can
Typical operating systems, optimized for multipro- also map guest operating systems to virtual processors
cessor systems in their use of spin-locks for critical sec{which can exceed the number of physical processors),
tions, can defeat flexible virtual machine scheduling dueand migrate between physical processors without no-
to lock-holder preemption and misbalanced load. Thetifying the guest operating systems. This allows for,
virtual machine must assist the guest operating systera.g., migration to other machine configurations or hot-
to avoid lock-holder preemption and to schedule jobsswapping of CPUs without adequate support from the
with knowledge of asymmetric processor allocation. Weguest operating system. It is important to recognize that
want to support a virtual machine environment with flex- allowing arbitrary allocation policies offers much more
ible scheduling policies, while maximizing guest perfor- flexibility than schemes where one can only configure a
mance. virtual machine to either have an arbitrary share of a sin-
This paper presents solutions to avoid lock-holdergle processor [7,24], or have uniform shares over multi-
preemption for both fully virtualized and paravirtualized ple physical processors [10, 24].
environments. Experiments show that we can nearly Isolating commodity operating systems within virtual
eliminate the effects of lock-holder preemption. Further-machines can defeat the assumptions of the guest oper-
more, the paper presents a scheduler feedback mechating system. Where the guest operating system expects
nism that despite the presence of asymmetric process@monstant resource configurations, critical timing behav-
allocation achieves optimal and fair load balancing in theior, and unrestrained access to the platform, the virtual
guest operating system. machine provides illusionary access as it sees fit. Sev-
eral methods exist to attempt to satisfy (a subset of) the
assumptions of the guest operating system. The solu-
1 Introduction tions may focus on the issues of instruction set emu-
lation, such as trapping on system instructions [22], or

Arecenttrend in server consolidation has been to prothey may focus on the behavior of the guest operating
vide virtual machines that can be safely multiplexed onsystem algorithms, such as dynamic allocation of physi-
a single physical machine [3, 7, 24]. Coupling a virtual cal memory [25].
machine environment with a multiprocessor system fur-  This paper presents solutions to two problems that
thers the trend of untrusted server consolidation. arise with scheduling of virtual machines which provide

A multiprocessor system offers many advantages fo@ multi-processor environment for guest operating sys-
a virtualized environment. The hypervisor, the control-tems. Both problems limit scalability and performance.
ling agent of the virtual machine environment, can dis-First, guest operating systems often use spin-locks as a
tribute the physica| processors to guest Operating Sysmeans to offer exclusive access to code or data. Such

i _ ] ) ] ] spin-locks are, by design, only held for a short period of
This paper was originally published in the Proceedings efatd Vir-

tual Machine Research & Technology Symposium (VM'04), Szse) _tlme’ but if a V_Irtual maCh_me is preempted while hold-
CA, May 6-7 2004 ing the lock this assumption no longer holds. The crux




of the problem is that the same virtual machine may stillassociated with a region of code, or as with more fine
be running on a different processor, waiting for the lock grained locking, they may be associated with a particu-
to be released, thus wasting huge amounts of processtar piece of data.
cycles (often several milliseconds). When the number of processors in a system increases,
The second problem is due to the ability of virtual more processors will be competing for access to the crit-
processors to offer the illusion of varying speed. Today’sical sections. To achieve multiprocessor scalability it
operating systems cannot react well to multi-processois important that the time a processor spends in a crit-
systems where otherwise identical CPUs have asymmeteal section is short. Otherwise, the processors trying to
ric and varying clock speeds. The problem manifestsacquire the lock for the critical section can experience
itself in suboptimal scheduling of CPU intensive work- long waiting times. Designing a system for short lock-
loads and burst-load handling. holding times makes it feasible to poll for a lock to be re-
To address the first problem, we have devised twdeased (i.e., using spin-locks). Short lock-holding times
techniques for avoiding preemption of lock holders, onemay also obviate the need to implement more expensive
requiring modifications of the locking primitives in the locking primitives to enforce fair lock access, since the
guest OS, and one in which the hypervisor attempts tdernel may achieve such fairness statistically.
determine when it is safe to preempt the virtual ma- A very different approach to achieve multi-processor
chine (i.e., without modifying the guest OS). Initial re- scalability in operating systems has been to avoid lock-
sults suggest that our lock holder preemption avoidancéng altogether by using non-blocking synchronization
schemes can increase high-load web server performangeimitives. Although an operating system kernel can in
by up to 28% compared to an approach where the virtheory be made lock free using atomiompare-and-
tualization layer does not take guest OS spin-locks inteswap instructions supported by many hardware archi-
account. tectures, it has been shown that special hardware sup-
To handle asymmetric CPU speeds we propose @ort is needed to make lock free kernels feasible [11].
technique calledime ballooningwhere the hypervisor Such special hardware support has been used to imple-
coerces the guest OS to adapt scheduling metrics to pranent lock-free versions of Synthesis [19] and the Cache-
cessor speed. The coercion may manifest as the intrd<ernel [6], but is not applicable to commodity operat-
duction of ghost processes into the scheduling queueisig systems in general, both because of the hardware re-
of the guest OS, or as balloon processes which donatquirements and the tremendous task of rewriting large
their cycles back to the virtualization layer when sched-parts of the kernel internal data structures and algo-
uled by the guest OS. By atrtificially increasing the loadrithms. Some form of locking therefore seems unavoid-
on a virtual CPU we pressure the guest OS into migrat-able.
ing processes to other virtual CPUs with more available When running a commaodity operating system in a
resources. virtual machine, the virtual machine environment may
The remainder of the paper is structured as follows.violate some of the premises underlying the guest oper-
Section 2 elaborates on the problem of lock-holder pre-ating system’s spin-locks. The virtual machine can pre-
emption. Sections 3 and 4 describe our solutions withempt the guest kernel, and thus preempt a lock holder,
lock-holder preemption avoidance and time ballooning,which can resultin an extension of the lock holding time.
followed by experimental results in Section 5. The im- For example, in Linux, the typical lock holding time is
plications of our solution and future work are discussedunder 20 microseconds (see Figure 2), which a preemp-
in Section 6. Section 7 presents related work, and finallytion can easily extend by several time slices, often in the
Section 8 concludes. order of tens of milliseconds.
Consequently, the main effect of lock preemption is
the potential for wasting a guest operating system’s time
2 The Case for Lock-holder Preemption slice. If a guest kernel spins on a preempted lock, it
Avoidance could live out the remainder of its time slice spinning
and accomplishing no work. Thus spin-times are ampli-
fied. A concomitant effect is the violation of the original

Many of the commodity operating systems used in"=": ; ,
statistical fairness properties of the lock.

server consolidation have optimized support for multi- : ,
ple processors. A primary function of the multiproces- 1 "€ side effects of lock holder preemption could be

sor support is to guarantee atomic and consistent sta@@vided with coscheduling [21]. In coscheduling (or

changes within the kerel's data structures. Typical ker-92n9 scheduling), all virtual processors of a virtual ma-
nels use memory barriers to ensure in-order memory upShine are simultaneously scheduled on physical pro-
dates, and they craft critical sections protected by lock&€SSOrs, for an equal time slice.  The virtual machine
to enforce atomic updates. The critical sections may b&ould preempt lock holders without side effects, since



| Povray | Kbuild | Apache 2 preemption. The first approach is to detect contention

total 0.04% | 15.3%| 39.2% on a lock and to donate the wasted spinning time to the
average| 3.0us | 1.8us 2.2us lock holder. Also known akelping locksthis approach

max 103us | 293us 473us requires substantial infrastructure to donate CPU time
std.dev.| 5.3us | 6.7us 7.7us between virtual CPUs (provided donation is possible at

, ) . ) all) [14]. The second approach is to avoid preempting
Table 1. Lock-holding times for various Linux  |5ck-holders altogether. Instead, soon to become lock-
workloads. Hold_ t|m§s are measured while atleast 51ders are preempted before acquiring a lock, or pre-
one kernel lock is being held by the CPU. emption is delayed until after the last lock has been re-
leased.
Depending on the level of virtual machine aware-

the coschedule guarantees that another processor willess in the guest operating systems, different methods
not spin on a preempted lock. However, coscheduling®f lock-holder preemption avoidance can be used. We
introduces several problems for scalability and flexibil- discuss these methods in the following section.

ity. Coscheduling activates virtual processors whether or

not they will accomplish useful work, easily leading to

underutilized physical processors. Further, coschedulin3 L ock-holder Preemption Avoidance

precludes the use of other scheduling algorithms, such

as multiplexing multiple virtual processors on the same Lock holder preemption avoidance can be achieved
physical processor (e.g., in response to fault recovery oby either modifying the guest operating system to give

a failed processor, or load balancing). hints to the virtual machine layer (intrusive), or have the

Alternative lock wait techniques to spinning, such virtual machine layer detect when the guest operating
as reschedule or spin-then-reschedule, have successfullystem is not holding a lock (non-intrusive). The for-
been applied to user applications [16], but these techmer approach is well suited for systems where the vir-
nigues are generally not applicable to traditional oper-tualized architecture is not identical with the underlying
ating systems code because the kernel does not alwaysirdware; also callegaravirtualization[28]. The latter
enjoy the option of preempting its current job (e.g., if approach is well suited for fully virtualized systems.
within a low-level interrupt handler). To conclude, we
see that spin-locks are and will be used in commodity3.1 Intrusive Lock-holder Preemption Avoid-
operating systems, and preempting lock-holdeayas ance
such pose a significant performance problem.

To determine whether the frequency of lock-holder For the intrusive approach we use a similar scheme
preemption really merits consideration, we instrumentedas implemented in Symunix Il [8] and described by Kon-
Linux 2.4.20 with a lock tracing facility to inspect lock- tothanassis et. al. [17]; the main difference being that the
ing statistics. Table 1 shows the results for three work-guest OS itself is here the application giving scheduling
loads with varying characteristics from the application hints to the lower layer (the hypervisor).
spectrum. We measured the time for when a CPU holds Intrusive lock-holder preemption avoidance in our
at least one lock, on a machine with four 700MHz In- system is achieved by augmenting Linux (our guest OS)
tel Xeon processors. With CPU-intensive applicationswith a delayed preemption mechanism. Before acquir-
(povray, a ray-tracing application) we found locks beinging a lock, the guest OS indicates that it should not be
held for an average of 3.3 and a maximum of 103s. preempted for the next microseconds. After releas-
With an 1/O-intensive workload like the Apache 2 web ing the lock, the guest OS indicates its willingness to be
server under stress these numbers werg2ahd 473s  preempted again. The virtualization layer will not pre-
respectively. empt the lock-holder if it has indicated that it wishes no

From our tracing experiments we observe that thepreemption, but rather set a flag and delay the preemp-
probability of preempting a virtual CPU while hold- tion byn microseconds. When the guest OS releases the
ing a lock lies between 0.04% for CPU-intensive work- lock, it is required to check the flag, and if set, immedi-
loads and 39% for I/O-intensive workloads. These num-ately yield its processing time back to the virtualization
bers indicate that scheduling a virtual machine runningayer. Failure to give back the processing time will be
an 1/O-intensive workload without regard for guest OS caught by the virtualization layer aftermicroseconds,
spin-locks can severely impact the performance of theand the guest operating system will be penalized by a
virtual machine. Some scheme for dealing with lock- subsequent reduction in its processing time and the pos-
holder preemption is therefore deemed necessary. sibility of untimely preemption.

There are two approaches to deal with lock-holder



Povray | Kbuild | Apache 2 Povray
Locked: locked ‘ ‘ ‘ I
total 0.04% | 15.3% 39.2% unlocked
average| 3.0us| 1.8us 2.2us

max | 103us| 293us| 473us e |

std.dev.| 5.3us| 6.7us 7.7us ok Sk 16k " 9k 10k
Unsafe: s

total 0.09% | 26.6% 98.9%

average| 6.9us| 17.8us| 1.4ms Kernel build (NFS)

max 1.4ms| 2.0ms| 47.6ms locked ‘MW
std.dev. | 28.7us | 52.4us 7.5ms unlocked
Table 2. Lock-hold and unsafe times unsafe

safe

0 40 80 120 160 200
The value to choose for depends on how long the ps

guest OS expects to be holding a lock and will as such
rely heavily upon the operating system used and the Apache 2

workload being run. We have run a number of lock- lockedm
intensive workloads on a version 2.4.20 Linux kerne| unlocked

and found that more than 98% of the times the Linux ynsafe

kernel holds one or more locks, the locks are held for safe I u [l

less than 2f0s. These numbers suggest that setting 0 400 800 1200 1600 2000
any higher than 2@s will not substantially decrease the us
probability of preempting lock holders in the Linux ker-
nel. Figure 1. Locked and unsafe times for three differ-
ent locking scenarios. Povray spends most of the
3.2 Non-intrusive Lock-holder Preemption time executing at user-level. Linux kernel build
Avoidance over NFS spends a considerable amount of time

at user-level, and moderately stresses the VFS and

Itis not always the case that one has the possibility of network layer of the kernel. Apache 2 utilizes the
modifying the guest operating system, in particular ifthe  sendfile system call which offloads large amounts
kernel is only distributed in binary form. We therefore  of work to the kernel itself.
need non-intrusive means to detect and prevent lock-
holders from being preempted. Ultilizing the fact that
the operating system will release all kernel locks beforesystem can be assumed to hold no global kernel locks
returning to user-level, the virtualization layer can moni \hije suspended, it is safe to treat ther instruction
tor all switches between user-level and kernel-leaid 55 4 switch to safe state. A switch back into unsafe state

determine whether it is safe to preempt the virtual Ma-y;ij| gccur next time the virtual CPU is rescheduled (e.g.,
chine without preempting lock-holders. This gives uUs ag e to an interrupt).

first definition ofsafeandunsafepreemption states: With the safe/unsafe scheme it is still possible that
safe state— Virtual machine is currently executing at the virtual machine will be preempted while user-
user-level. No kernel locks will be held. level application is holding a spin-lock. We ignore

_ o _ this fact, however, because user-level applications us-
unsafe state— Virtual machine is currently executing ing spin-locks or spin-based synchronization barriers are
at kernel-level. Kernel locksiaybe held. generally aware of the hardware they are running on, and

The safe state can be further refined by monitoringmUSt use some form of coscheduling to achieve proper

for when the guest OS executes the equivalent of th@erformance. Section 6.4 deals with such workloads in

IA-32 HLT instruction to enter a low-latency power sav- more detail.

ing mode (while in the idle loop). Since the operating saflg/ur?srgl?er :rc:odseulbsff)armfpt)groi]i?nagg;urgfi-hoc])cldit:ge

'The mechanism used for monitoring depends heavily on tiéhar times, we augmented the lock tracing facility described
ware architecture emulated and the virtualization apprazed. One i gaction 2 with events for entering and leaving safe
can for instance catch privileged instructions, or inseshitoring code . .

states. Our measurements are summarized in Table 2.

where the hypervisor adds or removes protection for thetgD&sker- - "
nel memory. Figure 1 shows more detailed excerpts of the traces for
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15 times for three different workloads. The two
graphs show the probabilities of both long and
Apache 2 short unsafe state times.
20%
0/0 W locked
16% I unsafe
12(;“ magnitude longer than the locking times. We observe an
4; average unsafe time of more than 1.4ms. This is in spite
’ I I_ of locking times staying around.®, and can, as men-
5 10 15 20 25 30 tioned above, be attributed to the Apache server offload-
Hs ing file-transfer work to the kernel by using the sendfile
) ) ~_ systemcall.
Figure 2. Lock-hold and unsafe state time distri- Now, observing that the standard deviation for the

butions for three different locking scenarios. His-  nsafe times in the Apache 2 workload is rather high
togram_s_ are for readability reasons truncated to a (7.5ms), we might be tempted to attribute the high dis-
probability of 20%. parity between average lock-holding times and unsafe
times to a number of off-laying measurements. Looking
at Figure 3, however, we see that the Apache 2 workload

three different workload classes (spikes on top of thehas substantially longer unsafe times even for the lower
locking states indicate nested locks). The povray work-end of the axis. For example, the Apache 2 workload
load executes almost entirely at user-level and experionly has about 91% of the unsafe times below 200
ences short unsafe periods only at fixed periods. The&vhile the povray workload has close to 100% of its un-
kernel-build workload performs a parallel build of the Safe times below 2s. These numbers suggest that the
Linux kernel on an NFS-mounted file system. It mod- Unsafe state approximation to lock-holding times is not
erately stresses the VFS subsystem and network laye300d enough for workloads like Apache 2. We want a
while spending a fair amount of time at user-level. Thebetter approximation.
figure shows a typical 208 sample period. Lastly, the ~ Having some knowledge of the guest OS internals,
Apache 2 workload continually serves files to clients andit is often possible to construct points in time, so called
only sporadically enters safe states (only 1.1% of the exsafe-pointswhen the virtual machine’s guest OS is guar-
ecution time is spent in a safe state). The large amourinteed to hold no spin-locks.
of unsafe time can be attributed to Apache’s use of the One example of how safe-point injection can be
sendfile system call to offload all file-to-network transfer achieved is through targeted device drivers installed in
into the kernel (i.e., avoid copying into user-level). the guest OS, designed to execute in a lock free context.
For the Povray and kernel-build workloads we ob- An example (compatible with Linux) is the use of a net-
serve that the unsafe times reasonably approximate thef¥ork protocol handler, added via a device driver. The
lock holding times. Figure 2 shows that the unsafe timegirtualization layer could craft packets for the special
for these workloads are generally less thapd®nger protocol, hand them to the virtual NIC of Linux, from
than the lock-holding times. For the Apache 2 workload,Where they would propagate to the special protocol han-
however, the unsafe times are on average three orders 8fer. When the guest OS invokes the protocol handler, it



Our goal with the scheduling algorithm is to choose
5n E, the window startgs,,, so that the preemption poink,,,

f > on average coincides with the actual end of time slice,
e — E, (ie., Y ! ,E; — P, = 0). In doing so we achieve
fair access to desired processor time.

w Now, assume that in the past the average distance be-
tween our start points and preemption points equaled an
offset,o,,. In order to keep this property for our next time

. . slice we must calculate the next offsef,, 1, so that it

time ! takes into account the current distance between preemp-
On+1 tion point and window starti,, — s,,). This is a simple
calculation to perform, and the result is used to deter-
mine the next window start point;, 11 = En11—0p41.
Figure 4. Virtual machine scheduling. A window  The consequence of our algorithm is that a preemption
of sizew indicates when a VM may be preempted.  that occurs before the end of time slice will cause the

time

E, indicates theit" end of time slice P, indicates preemption window to slide forwards, making prema-
then® actual preemption point, ang, indicates ture preemptions less likely (see lower part of Figure 4).
the start of thex'" preemption window. Conversely, a preemption after end of time slice will

cause the preemption window to slide backwards, mak-
ing premature preemptions more likely.
will hold no locks, and so the protocol handler is safe to . The scheduling algorithm ensures that any preemp-
. . T o : tions before or after the end of time slice will eventu-
yield the time slice if a preemption is pending. . .
) . ...._ally be evened out so that we achieve fairness. However,
In an experimental Linux setup we measured as little_.

as 8000 cycles for such a packet to travel from the virtualP "€ the_ alg(_)rithm keeps an infinite history of_previOL_Js
NIC to our protocol driver under high load. With time preemptions it will be slow to adapt to changes in the vir-

) . - . tual machine workload. To mitigate this problem we can
slice lengths in the millisecond range, this enables very . .

recise injection of preemption points choose to only keep a h_|story of the Ia_kspreemptlons.
P ' The formula for calculating the next window offset then

33 Locking-Aware Virtual Machine Schedul- ~ P€cOMes:

ing on(k — 1)+ (P, — sp)
On+1 = L

In the following section we describe a mechanism
for efficient scheduling of multiple multi-processor vir- A further improvement of the algorithm is to detect
tual machines, leveraging the techniques described in th&hen preemptions have to be forced at the end of the pre-
previous two sections. emption window—a result of no safe state encounters—
Virtual CPUs can be modeled as threads in the vir-and remedy the situation by injecting safe points into
tualization layer which are then subject to scheduling,subsequent preemption windows.
each one in turn receiving its time slice to execute. Our  There are two tunable variables in our VM schedul-
goal is to preempt a virtual machine (i.e., a thread in thdng algorithm. Changing the window length, will
virtualization layer) as close to the end of its time slice decrease or increase the accepted variance in time slice
as possible, or before that if the virtual machine decidedengths, at the expense of having the virtual machines
not to consume the whole time slice. In addition, we b€ing more or less susceptible to lock-holder preemp-
want to guarantee fairness so that a virtual machine wiltions. Changing the history length, will dictate how
aggregately obtain its fair share of the CPU time. quickly the hypervisor adapts to changes in a virtual ma-
Figure 4 illustrates the basis of our virtual machine chine’s workload.
scheduling algorithm. We define a preemption window,
w, around the end of the virtual machine’s time slice.
For then'® time slice, this preemption window starts 4 Time Ballooning
at time s,,, E,, is the actual end of the allocated time
slice, andP, is the time when the hypervisor finds it ~ The scheduling algorithm of a multiprocessor OS dis-
safe to preempt the virtual machine (the last spin-lockiributes load to optimize for some system wide per-
was released or the VM entered a safe state). If no safformance metric. The algorithm typically incorporates
preemption point occurs before the end of the window,knowledge about various system parameters, such as
the hypervisor will enforce a preemption. processor speed, cache sizes, and cache line migration
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(a) Five virtual machines running on  (b) Processing time for each processor (c) Balloon processes are started to even
four physical processors. is apportioned evenly among all virtual  out the differences in processor execu-
machines running on that processor. tion speed as seen by the virtual ma-
chines. Rather than consuming CPU cy-
cles, the balloon processes donate their

CPU time to other virtual machines.

Figure 5. Time ballooning

costs. It furthermore tries to perform a reasonable pre- The method for generating virtual workload depends
diction about future workloads incorporating previous on the specific load balancing scheme of the guest OS
workload patterns. and cannot be generalized. We investigated two Linux

By multiplexing multiple virtual processors on one scheduling algorithms, the latest, better-scalable O(1)
physical CPU the virtualization layer modifies the fun- scheduler and the original, sampling-based work steal-
damental system parameters which are used to derive thieg algorithm. Since our focus was on non-intrusive so-
process distribution, e.g., linear time, identical pr@mgs  lutions, we explicitly avoided modifications of the guest
speeds and assumptions about cache working sets d@S’ scheduling code that may have resulted in a more
to scheduling order. Based on its wrong assumption®fficient solution.
the guest OS’s scheduling algorithm will distribute pro-
cesses among physical processors in a sub-optimal wa4.1 Linux O(1) Scheduler
leading to over-commitment or under-utilization

To perform correct scheduling decisions the guest Linux’s O(1) scheduler uses processor local run
scheduler has to be made aware of the virtualizatiomqueues. Linux bases load balancing decisions on two
layer and incorporate the additional system parametergarameters, the run queue length, using the minimum of
Instead of distributing load equally between all proces-two sampling points, and cache working-set estimates
sors it should distribute based on the percentage of physased on last execution time. When the balancing al-
ical resource allocation. gorithm finds a length difference of more than 25% be-

Using ideas similar to memory ballooning in the tween the current and the busiest run queue, or when the
VMware ESX Server [25], we propose a new mecha-current processor falls idle, it starts migrating processe
nism, time ballooning that enables the hypervisor to until the imbalance falls below the 25% threshold.
partake in the load balancing decisions without requir- To reflect differences in virtual machine CPU re-
ing modification of the scheduling code itself. A balloon source allocations, the balloon module has to manipu-
module is loaded into the guest OS as a pseudo-devidate the run queue length. This can be achieved non-
driver. Periodically, the balloon module polls the virtu- intrusively by generating low priority virtual processes
alization layer to determine how much processing timewith a fixed CPU affinity. In the balloon module we
the virtual machine is allotted on the different CPUs. It calculate the optimal load distribution using the total
then generates virtual workload making the guest OS benumber of ready-to-run processes and the allocated CPU
lieve that it is busy executing a process during the time ofshare for each virtual CPU. Based on the calculated
no physical CPU allocation. The virtual workload lev- optimal distribution we add balloon processes to each
els out imbalances of physical processor allocation (seeun queue until all have equal length to the longest run
Figure 5(c)). The time balloon is used to correct thequeue, i.e., the virtual CPU with the largest physical pro-
scheduler’s assumption that all processors have the sanoessor allocation.
processing speed, leading to the anticipated distribution For a guest OS with virtual CPUs, a total op run-



ning processes, and a CPU specific processorshare 5 Evaluation
the number of balloon procesdesn a particular virtual

processor is 5.1 Virtualization Architecture
max(s) — Sepu For our experiments we used a paravirtualization ap-
bepu = S si ’ proach running a modified Linux 2.4.21 kernel on top

of a microkernel-based hypervisor [13, 23]. With our
Rounding up to the next full balloon results in at approach the management and device access parts of
least one balloon process on all but those virtual CPUshe hypervisor run unprivileged in user-space; interac-
with the largests.,, and thereby avoids aggressive re- tion with the virtual machine manager, including device
balancing towards slower virtual CPUs that fall idle. access, takes place via the microkernel’s inter-process
communication (IPC) facility.
4.2 Linux Work-Stealing Scheduler We modified the Linux kernel to utilize the hypervi-
sor’s virtual memory management and scheduling prim-
The second scheduling algorithm, the work-stealingitives. All device access was wrapped into virtual device
algorithm, migrates processes under two conditionsdrivers that communicate with the real device drivers in
The first condition responds to newly runnable pro-the hypervisor.
cesses. When a procesggrmust schedule a newly wo- The hypervisor supports all core device classes: hard
ken task, it can suggest to idle processbrto acquire  disk, Gigabit Ethernet, and text console. Furthermore,
the task. The migration completes only whignchooses it manages memory and time allocation for all virtual
to execute the task. In the second migration conditionmachines. To reduce device virtualization overhead we
which takes place during general scheduling events sucbxport optimized device interfaces using shared memory
as end-of-timeslice, a processor can choose to steal arypmmunication and IPC.
process from the centralized task list which is not hard-  Currently, the hypervisor partitions memory and pro-
bound to another processor. cessors statically, i.e., no paging of virtual machines is
Linux bases load balancing decisions purely on thetaking place and virtual processors do not migrate be-
characteristics of a process, calculated as a “goodnessiveen physical CPUs.
factor. The decision to steal a process is independent of
the status of other processors, and thus doesn’t consid®2 L ock Modeling
factors such as the number of processes associated with
other processors. Our paravirtualization approach permitted us to reim-
To influence load distribution, a balloon module hasPlement the Linux kernel locks to study the benefits of
to give the impression that while the virtual processorintrusive lock-holder preemption avoidance. We im-
is preempted it is not idle (i.e., it is executing a virtual Plemented delayed preemption locks, pessimistic yield
process), to avoid migration attempts from other proceslocks, and optimistic yield locks (with brief spinning).
sors. The module could add balloon threads to the task 1 Nne delayed preemption locks were constructed to in-
list, bound to a particular processor, and which yield thehibit preemption whenever at least one lock was held.
virtual machine to the hypervisor when scheduled. ButEach virtual CPU (VCPU) maintained a count of ac-
the module is unable to guarantee that Linux will sched-duired locks. Upon acquiring its first lock, a VCPU en-
ule the balloon threads at appropriate times. The like2bled its delayed preemption flag to prevent preemption
lihood of scheduling balloon tasks can be increased by?Y the hypervisor. The flag was cleared only after all
adjusting their priorities. locks were releasgd. Setting an_d clearing theT flag was
An alternative to balloon processes is possible. The? low cost operation, and only involved manipulating
work-stealing algorithm stores the inventory of running @ bit in & page shared between the hypervisor and the
tasks in a central list, and thus if these tasks possess thECPU. If the hypervisor signaled that it actually delayed
property of cache affinity, then their task structures are? Preemption, via another bitin the shared page, then the
likely to possess a field to represent preferred processdrinuX kernel would voluntarily release its time slice im-
affinity (as is the case for Linux). The balloon module Mediately after releasing its last lock.
can periodically calculate an ideal load distribution plan ~ The yield locks were pessimistic and assumed that
and update the tasks’ preferred processor. Thus, as pré"y Spinning was due to a preempted lock, thereby im-
cessors perform scheduling decisions, they’ll find jobsmedlately yielding the time slice if unable to acquire the

hypervisor. spun on the lock for 20s (as suggested from lock hold-

ing times in Figure 2), and then yielded the time slice
with the assumption that the lock was preempted.
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Figure 6. Bandwidth measurement for Apache 2 benchmark. vivteal machines are configured to run on
2, 3 and 4 CPUs. For each CPU configuration the virtual mashéme further configured to consume 15%,
20%, 25% or 33% of the total CPU time. A third virtual machinighsa CPU intensive workload consumes the
remaining CPU time. The bars show the aggregate bandwidtredfvo VMs running the web servers.

To model the performance of lock-holder preemptionwhich makes this setup comparable to a hot buffer cache
avoidance with a fully virtualized virtual machine, and scenario.
thus an unmodified guest OS, we had to create estimates
using our paravirtualization approach. Given that para-5.4 Synthesized Web Benchmark
virtualization can outperform a fully virtualized VM [3],
our results only estimate the real benefits of lock pre- The synthesized web benchmark was crafted to tax
emption avoidance in a fully virtualized VM. Our safe- the Linux network and VFS subsystems, in effect, to
state implementation precisely models the behavior weemulate a web server under stress. It used Apache 2,
describe in Section 3.2. We model safe-state detecfor its support of the Linux sendfile system call. The
tion by using the hypervisor's delayed preemption flag.sendfile method not only offloads application processing
When the guest OS executes kernel code we enable tHe the kernel, but it also supports network device hard-
delayed preemption flag, thus compelling the hypervisoware acceleration for outbound checksum calculations
to avoid preemption at the end of normal time slice. Af- and packet linearization.
ter finishing kernel activity (upon resuming user code or  The benchmark utilized two virtual machines, each
entering the idle loop), we clear the preemption flag. Ifhosting a web server to serve static files. The two virtual
Linux kernel code exceeds a one millisecond preemptiormachines competed for the network device, and each
grace period, it is preempted. had an equal amount of processor time. A third virtual
We observed spin-lock performance by using standmachine provided an adjustable processor load, to ab-
dard Linux spin-locks. The spin-lock data apply to the sorb processor time.
case of using spin-locks for paravirtualization, and they
approximate the case of a fully virtualized VM. 5.5 Lock-Holder Preemption Avoidance Data

5.3 Execution Environment For studying the effect of our lock-holder preemp-
tion schemes, we instrumented Linux’s synchronization

Experiments were performed with a Dell powerEdgeprimitives, and measured the throughput of the synthetic
6400, configured with four Pentium 1ll 700 MHz Xeon Web benchmark described in the previous section.
processors, and an Intel Gigabit Ethernet card (using To capture lock scaling in terms of number of pro-
an 82540 controller). Memory was statically allocated, cessors, the Linux instances were configured to activate
with 256 MB for the hypervisor, and 256 MB per virtual two, three, or four processors of our test system. Further,
machine. for each processor configuration we configured the vir-

The guest operating system was a minimal Debiarfual machines hosting the web servers to consume 15%,
3.0, based on a modified Linux 2.4.21 kernel. Most De-20%, 25% or 33% of the total CPU time. Figure 6 sum-
bian services were disabled. marizes our results, showing the aggregate bandwidth of

The hard disk was unused. Instead, all Linux in-both web servers for the different virtual machine and
stances utilized a 64 MB RAM disk. Linux 2.4.21 intel- locking scheme configurations.

ligently integrates the RAM disk with the buffer cache ~ The results often reveal a substantial performance dif-
ference between the various locking techniques. In order
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Figure 7. Extended lock-holding times for various virtughchine configurations (same configurations as in
Figure 6). The bars show the extended lock-holding time fog of the web server VMs, per processor,
expressed as a percentage of the run time. An extended twdkshone which exceeds 1 ms.
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Figure 8. Extended lock-wait times for various virtual maeh configurations (same configurations as in
Figure 6). The bars show the extended time spent waitingdokd on one of the web server VMs, per
processor, expressed as a percentage of the run time. Amdeddock-wait is one which exceeds 1 ms.

to explain these differences, we measured lock holding.6 Time Ballooning
times in each experiment. More precisely, we measured
the amount of wall-clock time that a lock was held by  Figure 9 presents the result of an experiment designed
the virtual machine running one of the web servers. Fig-to show the effectiveness of the O(1) time ballooning
ure 7 shows the extended lock-holding time as a percentalgorithm with asymmetric, static processor allocation.
age of the virtual machine’s real execution time duringWe ran two virtual machines, A and B, each configured
the benchmark. To distinguish between normal lockingto run on two physical processors. The goal was to fairly
activity and lock-preemption activity, we show only ex- distribute physical processor time between all processes.
tended lock-holding time. A lock-hold time is consid- Both VMs were running a Linux 2.4.21 kernel with the
ered extended if it exceeds one millisecond. O(1) scheduler patch and our balloon module. Virtual
We also measured the total time spent acquiring locksnachine A was configured with 30% of the processing
in each of the experiments (i.e., the lock spin-time ortime and ran ten CPU intensive tasks. Virtual machine B
wait-time). These lock-acquire times are presented inwas configured with the remaining 70% of the process-
Figure 8. Again, the time is measured relative to theing time, but only ran one CPU intensive task for a short
real execution time of the benchmark. The data includeperiod of time; the other CPU was idle.
only wait-times which exceeded one millisecond, to dis- Before VM B started using its processing time, VM A
tinguish between normal behavior and lock-wait activity used all processing time on both CPUs. Once VM B
due to preempted locks. started processing (at about 7 seconds into the experi-
ment), virtual machine A's processing share on CPU 0
immediately dropped to 30%. Shortly thereafter, VM A
detected the imbalance in processing time, and at-
tempted to mitigate the problem by inserting balloon
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virtual machine receives its allocated share of the pro-

cessor. However, the scheduler doesn’t impose a ceil-
Figure 9. Time ballooning induced load balancing. ing on a virtgal machine’.s. processor utilization. If one
virtual machine under-utilizes its processor share for a
given unit of time, then another virtual machine can pil-

fer the unused resource, thus increasing its share. With

processes on the slower CPU. This in turn caused LII’IU);/Q bound Workk)ads' we withess processorstea"ng (be_

to start migrating processes to the other CPU. cause we have time slice under-utilization). In essence,
When virtual machine B ceased using its processinghe scheduling algorithm permits virtual machines to re-
time (at about 35 seconds into the experiment), virtualarrange their time slices. The concept of time-stealing
machine A again got the full CPU share, causing theyiso applies to yield-style locks. When a virtual pro-
balloon processes to be removed, and Linux to perforntessor yields its time slice, rather than wait on a lock-
another load-balancing. acquire, it may avoid many milliseconds of spinning.
Yielding the time slice, though, enables the hypervisor

to schedule another virtual machine sooner, and thus re-

6 Discussion and Future Work turn to scheduling the yielding virtual machine earlier,
at which point the lock should be released from the orig-
6.1 Lock-holder Preemption Behavior inal lock holder. Time slice yielding, as an alternative

to spinning on preempted locks, will improve the overall

The web server benchmark provided complicatedefficiency of the system, as it avoids processor waste.
system dynamics. The processor utilization at almosind via the rearrangement of time slices, yield-style
every data point fell below the allocated processor sharéocks may improve their processor/packet sequencing,
(we used a 5 ms time slice), suggesting that the workand improve performance.
load was 1/0-bound. On the other hand, the bandwidth Increasing parallelism by adding more processors in-
is (non-linearly) proportional to the amount of proces- creases the likelihood of lock contention. Thus preemp-
sor share, suggesting a processor-bound workload. Théon of a lock holder can lead to spinning by more pro-
sequencing of virtual machine scheduling, compared t@essors. As Figure 8 shows, the lock-wait time increases
packet arrival and transmit periods, probably causes thisvith the number of processors.
behavior. When a guest OS has access to the physical Inthe graphs which represent lock-holding time (Fig-
processor it won't necessarily be saturated with networkure 7) and lock-waiting time (Figure 8), the mecha-
events, since the network card may be sending and renisms which avoid lock-holder preemption (delayed-
ceiving packets for a competing virtual machine. Otherpreemption locks and safe-state detection) have under
factors can also regulate web server performance. Fot% time involved with locking activity. In contradis-
example, when a virtual machine sees little concurrentinction, the spin-locks lead to severe locking times and
access to both the network device and the processor, thepinning times due to preempted locks. The yield-style
role of kernel buffers and queues becomes importantlocks are susceptible to lock preemption, as they only
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focus on recovering from lock spinning, and also suf- However, preempting a virtual CPU due to a remote
fer from long lock holding times. And due to releasing release operation on a monitored lock may preempt an-
their time slices for use by other virtual machines, yield- other lock holder. Most likely, release operations on a
style locks suffer from long lock-wait times as well. The contended lock occur with much higher frequency than
tactic of avoiding spin-time by yielding doesn't help preemptions due to regular VM scheduling. Instead of
the benchmark results, and often leads to performanceffering a solution, chances are that this approach could
worse than spin-locks. Spin-locks may spin for a longamplify the problem. The potential costs and complex-
time, but they have a chance of acquiring the lock beforety of detecting spinning on a lock and executing another
the end of time slice, and thus to continue using the timevirtual CPU instead could outweigh the benefits.
slice.
6.4 Coscheduling Dependent Workloads
6.2 Time Ballooning
i : i . In this paper we have discussed application work-
Our time ballooning mechanism is targeted t0-|g44s that do not possess strong cross-processor schedul-
Wgrds processor allocations with _mfrequent_ changes-rng requirements. However, some workloads in the par-
Highly dynamic processor reconfigurations introduce i application domain do rely on spin-based synchro-
load-dependent properties, and are a topic of futurg;ation barriers or application spin-locks, and thus ne-
work. To support dynamic load balancing in response;egsitate some form of coscheduling in order to perform
to a_djustments of the_ processor allocations requires _"’“éfficiently. Coscheduling can only be achieved on phys-
tention to several variables, such as the rates at whiclko resources (processors and time), and the coschedul-
the guest OS can rebalance and migrate tasks, allocgyg requirements in the guest OS must therefore be com-

tion sampling rates, sampling overhead, cache migratiog, nicated to the virtualization layer so that they can be
costs, sample history window size, allocation pred'Ct'on'processed on a physical processor basis.

and attenuation of thrashing. Likewise, response to burst Making the virtualization layer aware of an appli-

loads is another_dynami_c situation for future_work. For cation’s coscheduling requirements and devising algo-
example, to achieve optimal use of the available physrims for fulfilling these requirements is future work.
ical processor resources, web servers distributed across
asymmetric processors may require load balancing of in-
coming wake-up requests, or load balancing of the web7 Related Work
server processes after they wake/spawn.

The _t|me balqunmg mechanlsm Is designed _to be " The problems that may result from preempting parts
stalled in unmodified guest operating systems via device

: - . . of a parallel application while holding a lock are
d”"?rs- Where it is possible to modify the guest OP"\vell-known [16, 20, 30] and have been addressed by
erating system, one can construct feedback scheduli

"3
. S . several researchers [1, 4, 8, 17, 29]. Proposed solu-
algorithms optimized for the OS and workload and vir- tions include variants of scheduler-aware synchroniza-

tualization environment. . . : :
tion mechanisms and require kernel extensions to share

6.3 Dealingwith Lock-Holder Preemption scheduling information between the kernel's scheduler
and the applications. This translates well to our para-

An alternative to avoiding preemption of lock holders Virtualization approach where the guest OS kernel pro-
in the first place is to deal with the effects of the preemp-Vides information to the hypervisor. To our knowledge
tion: Have the hypervisor detect extensive spinning and0 prior work has applied this technique in the context
schedule other, more useful work instead. of virtual machines and their guest OSs.

Techniques to detect spinning include instruction Only very few virtual machine environments offer
pointer sampling and trapping on instructions that aremultiprocessor virtual machines, and they either avoid
used in the back-off code of spin-locks. Deschedulinglock-holder preemption completely through strict use of
a virtual CPU immediately after a failed acquire opera-9ang scheduling [5, 10], use gang scheduling whenever
tion is expected to show the same behavior as pessimisti®iey see fit [24], or they choose flexible scheduling but
yield locks. To reduce the yield time, one could look don’t address lock-holder preemption [15].
for a lock release operation following a failed lock ac- ~ Load balancing across non-uniformly clocked, but
quire. Lock release operations can be detected by writeotherwise identical CPUs is a standard technigue in clus-
protecting pages containing a lock, using debug register systems. However, we know of no commodity op-
ters to observe write accesses, or, with additional harderating system for tightly coupled multiprocessors that

ware support, through extensions of the cache snoopinyould explicitly support such a configuration. The few
mechanism. existing virtual multiprocessor VM environments either
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implicitly enforce equal virtual CPU speeds (through fective Kernel Support for the User-Level Management
gang scheduling) or do not consider speed imbalances. of Parallelism ACM Transactions on Computer Systems

As such, we know of no prior art where a virtual ma- 10(1):53-79, February 1992.
chine environment would coerce its guest operating sys-[2] Gaurav Banga, Peter Druschel, and Jeffrey C. Mogul.
tem to adapt to changing, or at least statically differ- Resource containers: A new facility for resource man-

ent, virtual CPU speeds. Our solution was inspired by ~ agement in server systems. Rioc. of the 3rd Sympo-
the ballooning technique for reclaiming memory froma ~ Sium on Operating Systems Design and Implementation

guest OS [25]. New Orleans, LA, February 22—-25 1999.
Performance isolation is a quite well-researched prin- [3] Paul Barham, Boris Dragovic, Keir Fraser, Steven Hand,
ciple [2, 3,12, 18] in the server consolidation field. For ~ Tim Harris, Alex Ho, Rolf Neugebauer, lan Pratt, and

Andrew Warfield. Xen and the art of virtualization. In
Proc. of the 19th ACM Symposium on Operating Systems
Principles Bolton Landing, NY, October 19-22 2003.

[4] David L. Black. Scheduling Support for Concurrency
and Parallelism in the Mach Operating SystentEEE
Computer 23(5):35-43, 1990.

[5] Edouard Bugnion, Scott Devine, and Mendel Rosen-
blum. Disco: Running commodity operating systems on
scalable multiprocessors. Rroc. of the 16th Symposium
on Operating Systems PrincipleSaint Malo, France,
October 5-8 1997.

[6] David R. Cheriton and Kenneth J. Duda. A caching
model of operating system kernel functionality. Proc.
of the 1st Symposium on Operating Systems Design and

CPU time our hypervisor enforces resource isolation
using a proportional share stride-scheduling algorithm
[26,27].

8 Conclusion

Virtual machine based server consolidation on top of
multiprocessor systems promises great flexibility with
respect to application workloads, while providing strong
performance isolation guarantees among the consoli-
dated servers. However, coupling virtual machine envi-
ronments with multiprocessor systems raises a number

of problems that we have addressed in this paper. ImplementationMonterey, CA, November 14-17 1994,
h I'(:jlrSt’ _OurhSChemeS for aV.OIdlng preemption of lock- [7] Connectix. Virtual PC for Windows, Version 5.1, User
olders in the guest operating systems prevents exces- Guide second edition, July 2002.

P P management for highly parallel UNIX systems.Rroc.

ing high locking activity. Our lock-holder preemption of the USENIX Workshop on Unix and Supercompyters
avoidance techniques are applicable to both paravirtual-  pigsphurg, PA, September 26-27 1988.

ized and fully V|rtuaI|ze_d systems._ ) . [9] Robert P. Goldberg. Survey of virtual machine research.
Second, the allocation of physical processing time to IEEE Computer Magazing(6):34—45, 1974.

virtual machines can result in virtual machines experi-

. . . -~ [10] Kingshuk Govil, Dan Teodosiu, Yonggiang Huang, and
encing asymmetric and varying CPU speeds. Our t'mé Mendel Rosenblum. Cellular disco: resource manage-

ballooning technique solves the problem by creating ar-  ent using virtual clusters on shared-memory multi-
t|f|C|al |Oad on S|OW€I’ CPUS, CaUSIng the gueSt OS to mi- processorsl ACM Transactions on Computer Systems

grate processes to the CPUs with more processing time.  18(3):229-262, 2000.

Combined, our solutions enable scalable multi-;11] michael Greenwald and David R. Cheriton. The syn-
processor performance with flexible virtual processor ergy between non-blocking synchronization and operat-
scheduling. ing system structure. IRroc. of the 2nd Symposium on

Operating Systems Design and Implementat®eattle,
WA, October 28-31 1996.
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