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Abstract

A priori analysis and classification of digital communication signals is important both in the
communication industry for developing new receiver technology and in the intelligence com-
munity for deciphering intercepted signals. In both domains, a gorithm research focuses on ex-
tracting signal characteristics, such as modulation type and symbol rate, even when the received
signal isdistorted by noise and fading in the transmission channel. The lack of common standards
for test files, datarecording, and presentation of results makeit difficult to compare the perform-
ance of algorithms from disparate sources. This work proposes an XML -based framework and
an associated XML Schema as a solution to this standards problem. The XML Schema defines
base types for communication signal constructs. These base types are then used to define two
principal XML document formats: asignal library and an algorithm test record.

The XML signal library provides a standard for cataloging and exchanging test signal files, a
need that has been acknowledged for some time. We have implemented modulesin Matlab and
Simulink that generate signal filesin WAV format while recording the signal attributes in the
XML signal library format. XSLT scripts provide an easy way to peruse the library using a
standard web browser. The results of our work validate many of the XML claims for standard
datarepresentation. However, we al so discovered that developing agood XML Schemaisanon-
trivial undertaking that requires proficiency in both XML and the application domain. Those
just adopting XML should be prepared for a considerable time investment to master Schemas
and XSL.
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1. Introduction

Many disciplines arerapidly adopting XML asthe universal format for information exchange. With its siren song
of simple structure, published standards, platform independence, and ubiquitous support, XML’s attraction can
conceal the practical challenges of developing atruly usable XML Schema. Successful adoption within atechnical
discipline requires expert knowledge of both the application domain and XML technology, as well as political
savvy in forging agreements with potential adopters.

This paper chroniclesthe evolution of an XML Schema designed to facilitate research in the area of apriori digital
communication signal analysis, particularly in the High Frequency (HF) communication band. The HF band is
defined as the frequency range from 3 to 30 MHz. In practice, most HF radios use the spectrum from 1.6 to 30
MHz. In this range, the ever-present hazards of noise, fading, and interference make establishing and maintaining
aviable HF communication link more difficult than in the VHF (very high frequency) and UHF (ultrahigh frequency)
bands. However, HF signals (especially in the range of 4 to 18 MHZz) have the unique ability to bounce off of the
ionosphere, enabling them to move information around the world instead of just across a line-of-sight [HC96].
Government regulations and international treaties divide the band into sets of frequency ranges for specific com-
munication purposes including maritime, aviation, distress, standard time, amateur, broadcasting, and radio astro-

nomy [NTIA].

The development of satellite communications and the proliferation of VHF and UHF radio repeatersresulted in a
declining interest in HF communication for many years. That trend is now reversing. Satellite communication
channels are crowded and their cost isincreasing. Also, recent technology advances have overcome many of the
former problems associated with HF communication, thus renewing interest in HF as a viable and cost-effective
long-range communication medium [KEOZ].

While analog signals (e.g., broadcast voice and music, and amateur radio) constitute a significant percentage of
the traffic on the HF band, most of the research and development activity is in digital communication. A priori
monitoring, analysis, and classification of these digital signals is important both in the communication industry
for developing new receiver technology and in the intelligence community for deciphering intercepted signals.
Current emphasisis shifting from manual monitoring techniquesthat require askilled operator to computer controlled
automated processes.

As with any technical discipline, agreed-upon standards for information interchange facilitate the accurate and
timely dissemination of dataamong interested parties. For automated computer processing, an information exchange
standard must also be syntactically rigorous, semantically unambiguous, and technically complete.

The remainder of the paper is organized as follows. The next section presents an overview of some existing tech-
niquesfor classifying HF signals. We then describe the devel opment of the basic XML Schemafor signal specific-
ation and how it was used to build acatal og for atest signal library generated using Matlab and Simulink [MATH].
The paper concludes with a brief discussion of the process used to forge agreement among the parties that are ad-
opting the XML Schema. The result, digicom.xsd, is presented pictorialy in the Appendix. The files referenced
in this paper, including the current version of the signal XML Schema and an example test signal library, are
available online at ftp://ftp.swri.org/pub/signals/2002}.

2. Signal Classification

The basic theory for digital communication is well established, and there are many good books available
[SK01]. Digital information isencoded in atransmitted signal by varying intime one (or more) of three fundamental
characteristics: frequency, phase, and amplitude. This process yields a variety of forms ranging from the smple
carrier amplitude modulation of Morse code to intricate schemes such as V oice Frequency Telegraphy (VFT) that
exploit al three types of modulation. lists common abbreviations associated with frequently encountered
basic modulation techniques.

Abbreviation Description

CWwW Carrier Wave. Thisisthe sameas OOK (On Off Keying)
or Morse code.
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FSK Frequency Shift Keying. ThisisthesameasPFM (Pulse
Frequency Modulation), also known as PSM (Pulse
Skipping Modulation)

MSK Minimum Shift Keying

PSK Phase Shift Keying. Thisis the same as PPM (Pulse
Phase Modulation)

DPSK Differential Phase Shift Keying

OQPSK Offset Quadrature Phase Shift Keying

ASK Amplitude Shift Keying. Thisisthe sameasPAM (Pulse
Amplitude Modulation)

QAM Quadrature Amplitude Modulation. Thisis the same as
APSK (Amplitude and Phase Shift Keying)

CPFSK Continuous Phase Freguency Shift Keying

CPM Continuous Phase Modulation

GMSK Gaussian Minimum Shift Keying

Table 1. Common Digital Modulation Classifications

The acronyms of provide a general classification of signal types, but they do not completely specify a
signal. There are numerous other parameters associated with each modulation strategy, and some of these techniques
can be combined in asingle broadcast signal. M ost modul ation strategies can be described by analytical formulas.
However, this form is not suitable for a general signal library specification, because real signals have noise and
are distorted by channel fading and other effects. A complete specification must include all of these parametersin
a flexible manner to accommaodate signals that have been recorded off the air as well as generated signals. Even
whenincompletely specified, real signalsare useful in generating test suitesfor exercising classification algorithms.

2.1. International Standards

The International Telecommunication Union (ITU), headquartered in Geneva, Switzerland is an international or-
ganization within the United Nations System where governments and the private sector coordinate global telecom
networks and services. They publish a Radio Regulations book that contains a detailed emissions classification
scheme[ITUR]. Theintent of thisschemeisto identify emission sourcesfor regulatory and compliance monitoring.

ThelTU scheme consists of afour-character expression specifying signal bandwidth, followed by afive-character
encoded description of the emission. For example, 2K 11H2BFN representsa“ selective calling signal using sequential
single frequency code, single-sideband full carrier with abandwidth of 2.11KHz.” Selecting the appropriate letters
and numbers is sufficiently complicated that the International Amateur Radio Union has published a simplified
guide that reduces the 15-page standard down to a 2-page table with 15 selections that cover the most common
signal types[TARU]. They state that in ambiguous cases, anything else can be classified as“Unknown.” The ITU
standard may serveitsintended purpose and could be encoded in an XML Schema, but it does not contain sufficient
detail to describe an arbitrary digital signal.

2.2. Ad Hoc Amateur Radio Schemes

Amateur Radio enthusiasts constitute another active group of peoplelistening to signalsin the HF bands. Companies
such as Monteria[MO02], K lingenfuss [HC96], and others publish lists of frequencies, descriptions, and sample
recordings of monitored signals. The Worldwide Utility News organization publishes a widely distributed “Fre-
quently Asked Questions” (FAQ) document that describes and classifies many of the signals heard on HF[SC97].
Since the target audience for this information consists of people who are listening to radios, the principal classes
in this FAQ are distinguished by how the signals sound. For example, “ Synchronous Data Block” signals are de-
scribed as having a “distinctive chirping sound,” while “Synchronous Bit Stream” signals are “continuous and
possess atrilling quality.”
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Within each of the principal classesisamassed asignificant quantity of additional technical information. However,
the presentation of thisinformation is not without problems. Some terms are used inconsistently, while others can
be quite ambiguous. For example, the term “baud” (the number of symbols transmitted per second) and the term
“bps’ (the number of bits transmitter per second) are sometimes used interchangeably. Also, ambiguous words
like “tone” are used to describe both a symbol value in asimple FSK modulation, as well as one of many subcar-
riersin more complicated modul ation schemes. Once again, this description format is not well suited for computer
based analysis and information exchange.

2.3. Proprietary Schemes

Finally, several government organizations and commercial companies have designed and built automated signal
acquisition and analysis systems with varying degrees of capability [SWRI]. Many of these systems use databases
to store signal descriptions, but there are no published standards for tables or field names.

While a significant amount of academic research has been published on algorithms for signal classification, there
isno standard format for test files, datarecording, or presentation of results. Thislack of common standards makes
it difficult to compare the performance of algorithms from different sources.

3. XML Schema Development

Clearly, signal analysts and researchers would benefit from a more rigorous signal description mechanism, like
an XML Schema, that addresses the shortcomings of current schemes. Ideally, the XML Schema should define
domain specific data types and elements that can unambiguously describe almost any digitally encoded signal
whileretaining astructure that can support typical automated operations such as catal oging, searching, and sorting.

Designing an XML Schema of this magnitudeis not atrivial undertaking. There are many critical decisions such
askey names, attributes, and hierarchy levels. In most cases, there are multiple waysto achieve the same objective,
with no clear indication of which is better. We chose to decompose the problem, beginning with simple signals
then progressing to more complicated signals. This section presents an abbreviated chronicle of that process.
Representative signal spectrograms are included to help visualize the problem. Spectrograms are a widely used
method for visualizing the frequency components of asignal asafunction of time. The brightnessin the plot area
indicates the energy (amplitude) of the signal. In these spectrograms, white represents the highest energy level,
and black representsthelowest. Thefrequency to which thereceiver istuned becomesthe zero point on the histogram
and is called the baseband signal.

3.1. Single Carrier Signals

shows a spectrogram for asimple modulation type: Binary Phase Shift Keying (PSK with 2 phase states).
The spectrogram shows a clear, single energy band 1000 Hz above the tuning frequency. The information in this
signal isencoded in phase changes, which do not show up clearly on theimage, but can be extracted in other ways.
Leaving out afew details, this signal might be described with the following XML snippet.

<carrier>
<freq_Hz>1000</freq_Hz>
<nodul at i on>PSK</ nodul ati on>
<synbol sPer Sec>100</ synbol sPer Sec>
<nuntt at es>2</ nuntt at es>

</carrier >

Many of the termsin this construct are specific to signal processing, and for this paper, their particular meaning
islessimportant than the context in which they appear.
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Figure 1. BPSK Spectrogram

Examining signals that use other modulation schemes from Table 1 yields several additional necessary elements.
For example, an FSK signal might be described as follows:

<carrier>

<freq_Hz>0</freq_Hz>

<nmodul at i on>FSK</ nodul ati on>

<synbol sPer Sec>100</ synmbol sPer Sec>

<nuntt at es>2</ nuntt at es>

<nmod| ndex>3</ nodl ndex>

<phaseConti nui t y>di scont i nuous</ phaseConti nui ty>
</carrier>

We could have defined separate XML complex types for each modulation class, but this introduces unnecessary
complication. Therefore, the “ carrier” element is defined in the XML Schemaas a“ carrierDescriptionType” with
onerequired element, the frequency offset, followed by aseries of optional elements. See[Figure4 in the Appendix
for the complete definition.

3.2. MultipleCarrier Signals

Next, consider the class of signals comprised of more than one carrier. shows a VFT spectrogram that
has a single unmodulated carrier (the solid white line at about 200 Hz) along with multiple other carriers that are
independently modul ated. There are two obvious choicesfor describing thissignal: either introduce anew complex
type to describe multiple carriers, or add a hierarchy level that allows for multiple “carrier” elements. While the
latter approach adds alayer of complexity for smplesignals, it has asignificant benefit for later processing in that
all signal types have the same structure. The result became the * SegmentDescriptionType” illustrated in Appendix
Figure §.
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Figure 2. VFT Spectrogram

3.3. MultipleCarrier Signalsthat Vary in Time

Many real signals transmit data in bursts. Although the signal energy turns on and off as a function of time, as
long asthe modul ation characteristics do not change from one burst to the next, the previous* SegmentDescription-
Type” provides an adequate definition. However, the “ segment” does not allow for the possibility that the signal
will change its character midstream. shows a CODAN signal from a smart modem that can monitor the
effectiveness of an HF transmission and adapt its modul ation to achieve a high data throughput with minimal error
rate. The modulation characteristics are different in the two areas of signal energy. To describe this, the segment
must capturethe signal start and stop time, and an additional hierarchy level isrequired to contain multiple ssgments.

Thisisillustrated in Appendix Eigure g.
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Figure 3. CODAN Spectrogram

The XML description for the FSK signal previously illustrated now looks like this.
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<si gnal Descri pti on>
<comonNanme>FSK</ cormbnNane>
<nunSegnent s>1</ nunSegnent s>
<segnent >
<startTi me_sec>0</startTi me_sec>
<si gnal UpTi ne_sec>0. 5</ si gnal UpTi ne_sec>
<si gnal DownTi ne_sec>5. 5</ si gnal DownTi ne_sec>
<numCar ri ers>1</nuntCarri ers>
<carrier>
<freq_Hz>0</freq_Hz>
<nmodul at i on>FSK</ nodul ati on>
<synbol sPer Sec>100</ synbol sPer Sec>
<nunft at es>2</ nuntt at es>
<nmodl ndex>3</ nodl ndex>
<phaseConti nui t y>di scont i nuous</ phaseConti nui ty>
</carrier>
</ segnent >
</ si gnal Descri pti on>

3.4. The Digital Communication XML Schema

This process of refinement was essential to creating digicom.xsd, aviable XML Schemafor Digital Communication
Signal Research. Wherever practical, we defined enumerations and restricted data types, so that the XML validation
process supports semantically correct use of the types. In addition to the signal description, we defined types to
describe the communication channel (noise and fading), as well astypes related to saving asignal in afile.

The above XML snippet also illustrates another important design decision. Many elements, for example frequency
and time, can be expressed in many different units of measure. Some XML Schemas that we examined provided
a“units’ attribute. We decided to adopt a fixed unit for each field and to embed the unit as part of the field name.
This decision favors ease of searching for values over ease of constructing user displays.

Usually, we preferred elements to attributes. We did define two attributes for general use: a confidence and atol-
erance. This provides a straightforward way for an algorithm to report confidence levels for calculations and for
specifications to associate tolerances with values.

4. Extending the XML Schematoa Signal Library

Thefirst application of the XML Schemawas the construction of alibrary of test signal filesfor signal recognition
algorithm testing. The problem of obtaining test signal files for this purpose has been recognized for some time.
Kremer and Shiels stated, “ There also appear to be no existing databases of radio transmissions which
could be used for our purpose.” In related areas of research, such as speech recognition, significant effort has gone
into establishing standard corpora of test data files[UP02]. While there are afew communication signal resources
available, such as[ DE02] [KLO2] [LAOL] [RU96], these files usually have insufficient knowledge of one or more
important signal attributes to be useful for algorithm evaluation. Also, these repositories have no formal structure
and are unsuitable for automated selection of files that meet specific criteria. As a result, most researchers are
compelled to produce their own body of simulated signals. Besides the tremendous duplication of effort, rarely
are sufficient details of the simulation process available to allow independent analysis of the test data sets used to
validate an agorithm.

Due to the relatively large nature of these signal files and to the anticipated quantity of files required, it did not
appear to be practical to store the actual signal datain an XML format. Rather, we choseto create an XML catalog
for thefiles. We created anew XML Schema, siglib.xsd, which includes digicom.xsd, thus extending the namespace.
Theroot element isa“signalLibrary” that contains one or more “signalFile” elements of type “SignalFileType.”

4.1. BuildingalLibrary

We selected Matlab and Simulink from the MathWorks as our toolsfor creating atest signal library. These programs
have extensive support for digital signals, and the new version 6.5 includes XML DOM support. The resulting
program automatically records each new signal in the library asit is produced. We wrote small support functions
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to create XML fragmentsthat could be easily reused. For example, the following function createsan FSK modulated
carrier element.

function carrierNode = nkFSKcarri ernode( docNode, rCarrierFreqHz, ...
r Synbol sPer Sec, nStates, rMdlndex, strPhaseCont )

carri er Node = docNode. creat eEl enent (' carrier');
el emNode = docNode. creat eEl enent (' freq_Hz');
el emNode. appendChi | d( docNode. cr eat eText Node( numRstr(rCarrierFregHz) ) );
carri er Node. appendChi | d( el emNode ) ;
el emNode = docNode. cr eat eEl enent (' nodul ation');
el emNode. appendChi | d( docNode. cr eat eText Node( ' FSK' ) );
carri er Node. appendChi | d( el emNode ) ;
el emNode = docNode. cr eat eEl enent (' synbol sPer Sec' ) ;
el emNode. appendChi | d( docNode. cr eat eText Node( nunRstr (r Synbol sPerSec) ) );
carri er Node. appendChi | d( el emNode ) ;
el emNode = docNode. creat eEl ement (' nuntt ates' ) ;
el emNode. appendChi | d( docNode. cr eat eText Node( nunRstr(nStates) ) );
carri er Node. appendChi | d( el emNode );
el emNode = docNode. cr eat eEl ement (' nodl ndex' ) ;
el emNode. appendChi | d( docNode. cr eat eText Node( nun®str (rMdl ndex) ) );
carri er Node. appendChi | d( el emNode );
el emNode = docNode. creat eEl enent (' phaseContinuity');

if( 'c' == strPhaseCont | 'C == strPhaseCont )

el emNode. appendChi | d( docNode. cr eat eText Node( ' conti nuous' ) );
el se

el emNode. appendChi | d( docNode. cr eat eText Node( ' di sconti nuous' ) );
end;

carri er Node. appendChi | d( el emNode ) ;

4.2. UsingtheLibrary

With the XML Schemasin place, and having generated asignal library description file (siglib.xml), our attention
turned to XSL as the obvious tool for manipulating the XML data. After carefully studying several good books
HOO02] and numerous web articles, our first attempts at X SL scripts produced no output!

Following standard practice [WAO02], we had defined a namespace for our XML Schema and made it the default
namespace in the siglib.xml file. However, we failed to define the namespace in the XSL file, and we did not ex-
plicitly reference that namespace when using “select” and “match” to specify elements. This simple error took
several hours to resolve, since there are few good debugging tools for XSL scripts.

We are now in the process of constructing a variety of scriptsin support of our research. XSL is proving to be a
powerful tool that performs significant work with just a few lines of code, but getting those few lines correct is
sometimesachallenge. The conceptsof XSL programming are significantly different than most popular programming
languageslike C, BASIC, C++, or Java. Experienced programmers often have difficulty adapting. If this problem
is not adequately addressed, it may prove to be asignificant barrier to widespread adoption of XSL [JAQZ].

Asasimple example, the following code fragments demonstrate a way to peruse asignal library using a standard
browser. First, we have an HTML file that the browser loads.

<htm >
<head>
<scri pt>

var doc, xsldoc;

function onl oad()

{
doc = new ActiveXObj ect (" msxm 2. dondocunent ") ;
doc. async = fal se;
doc. | oad("siglib.xm");
xsl doc = new ActiveXObj ect (" nmsxm 2. dondocunent ") ;
xsl doc. async = fal se;
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xsl doc. | oad("vi ewsiglib.xsl");
docBody. i nner HTML = doc. t r ansf or mMNode( xsl doc) ;
}
</script>
</ head>
<body style="font-fam |y:verdana; " onload="return onl oad()">
<di v i d="docBody" >Loadi ng. .. </div>
</ body>
</htm >

Here are the X SL templates that produce the document body.

<xsl:template match="/">
<xsl : appl y-tenpl at es/ >
</ xsl:tenpl at e>

<xsl:tenpl ate match="dc: si gnal Li brary">
<hl><xsl : val ue-of select="dc:|ibNane"/></hl>
<h3>Nunber of files: <xsl:value-of select="count(//dc:signalFile)"/></h3>
<table style="font-fam|y:verdana;font-size:10pt;" rul es="all">
<tr>
<t h>Fi | eName</t h>
<t h>Sanpl eRat e</ t h>
<t h>ConmonNane</ t h>
<t h>Synbol sPer Sec</t h>
</[tr>
<xsl : appl y-tenpl ates sel ect="dc: signal File"/>
</t abl e>
</ xsl : tenpl at e>

<xsl :tenpl ate match="dc: si gnal Fil e">
<tr>
<t d><xsl : val ue-of select="dc:fileDescription/dc:fileNanme"/></td>
<t d><xsl : val ue- of select="dc:fileDescription/dc:sanpl eRate_Hz"/></td>
<t d><xsl : val ue- of sel ect="dc: si gnal Descri ption/dc: commonNane"/></td>
<t d><xsl : val ue- of
sel ect ="dc: si gnal Descri ption/dc: segnment[1]/dc:carrier[1]/dc: synbol sPer Sec"
</[tr>

</ xsl :tenpl at e>

5. Discussion

The results of our work validate many of the XML claims. Our data storage is well organized, and the XML
technologies are now mature enough to fulfill our automated processing requirements. Y et the road to adopting
XML was filled with difficult decision points. We began seriously considering XML for signal descriptions in
December 2001 and developed our XML Schemaover the next nine months. The two alternate technol ogies under
consideration involved using a standard database format, or defining yet another proprietary file format.

There are considerable advantages associated with employing a database. Using SQL to define the tables, fields,
and relations yields adegree of platform independence, and most database implementations have rich tool setsfor
manipulating and extracting data. The disadvantages appear when you sel ect a specific database for implementation.
The platform independence and easy portability disappears, and our principa simulationtool, Matlab, did not have
any native database support. Of course, Matlab did not have XML support at that time either.

Our previouswork in thisareamade liberal use of user defined formatsfor both binary and ASCI| datafiles. These
are easy to build and modify, readily supported by Matlab, and our programmers are familiar with the technology.
The principal disadvantage is long-term maintenance. Old records of tests in a comma-delimited format are not
very useful if no one remembers which fields appear in what order. Careful naming of XML elements imparts a
degree of built-in documentation, while an associated XML Schema provides a perfect repository for detailed de-
scriptions of the elements, their relationships, and any assumptions or restrictions associated with the data.
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Finally, the time and effort expended in this project demonstrates that developing a good XML Schemais a non-
trivial undertaking that requires significant proficiency in both XML and the application domain. Thosejust adopting
XML should be prepared for a considerable time investment to master XML Schemas and XSL.

6. Appendix - Thedigicom.xsd Schema

The XML Schemaillustrations in this section were produced using XML Spy version 4.3 and represent a
small selection of the defined types. The full schemais available at ftp://ftp.swri.org/pub/signal§2002].
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6.1. Carrier Description Type

| de:CarrierDescriptionType

Lacation of thiz catiar within
the frequency bandwidth
recorded in the file, For
example, a carrectly
bazebanded signal with one
carrier will have a frequency
of 0 Hz. Thiz would appear
in the center of the
Frequancy axis of a
spectrograrm

| Thiz is the madulation
associated with this carier,

rate,

Murnber of syrbal states
associated with this carier,
Cormmanky referred to as the
-ary nurmber,

Faor PSK and GAM signals,
this defines the points in the

m == conztellation, Each child iz a
list of walues, the order of
wihich indicatas the symmbal

rhapping. |

In a single time segrnent, |
there may be rmultiple
caniers, where a carier
represents an independently
raodulated data strearn,

-“phaseOffsetRad |

Offzet fram 0 of the first
constellation point. sually
azzociated with phaze
radulation bypes.

.
L
3
2
=
5
=
@
=

Ratio of the frequency zhift
between consecutive FSE
states ta the symbol rate
(shift/baud), nlby walid For
FSK,

cooocooooooooooopoooooooooooogpoOsoooo00

r- «EphaseCuntinuity
Specifies whether Frequency
changes raintain phase
conkinuity .,

The praduct of bandwidth
and symbal tirme,

- FsymbolList

0.0
This is the ardered list of
channel symbals Far thiz
carrier, eatiest symbal Arst,
Syrmbal walues are
nurnbered from 0 ta
l nurnStates -1,

Figure4. Carrier Description Type

6.2. Segment Description Type
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de:SegmentDescriptionType

Figure 5. Segment Description Type

6.3. Signal Description Type
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Figure 6. Signal Description Type
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