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Abstract—With the increasing adoption of cloud computing
for data storage, assuring data service reliability, in terms of
data correctness and availability, has been outstanding. While
redundancy can be added into the data for reliability, the problem
becomes challenging in the “pay-as-you-use” cloud paradigm
where we always want to efficiently resolve it for both corruption
detection and data repair. Prior distributed storage systems
based on erasure codes or network coding techniques have either
high decoding computational cost for data users, or too much
burden of data repair and being online for data owners. In this
paper, we design a secure cloud storage service which addresses
the reliability issue with near-optimal overall performance. By
allowing a third party to perform the public integrity verification,
data owners are significantly released from the onerous work of
periodically checking data integrity. To completely free the data
owner from the burden of being online after data outsourcing,
this paper proposes an exact repair solution so that no metadata
needs to be generated on the fly for repaired data. The perfor-
mance analysis and experimental results show that our designed
service has comparable storage and communication cost, but
much less computational cost during data retrieval than erasure
codes-based storage solutions. It introduces less storage cost,
much faster data retrieval, and comparable communication cost
comparing to network coding-based distributed storage systems.

I. INTRODUCTION

The many advantages of cloud computing are increasingly
attracting individuals and organizations to move their data
from local to remote cloud servers [1]. In addition to major
cloud infrastructure providers [2], such as Amazon, Google,
and Microsoft, more and more third-party cloud data ser-
vice providers are emerging which are dedicated to offering
more accessible and user friendly storage services to cloud
customers. Examples include Dropbox [3] which already has
millions of users. It is a clear trend that cloud storage is
becoming a pervasive service.

Along with the widespread enthusiasm on cloud comput-
ing, however, concerns on data security with cloud storage
are arising due to unreliability of the service. For example,
recently more and more events on cloud service outage or
server corruption with major cloud service providers are
reported [4], [5], be it caused by Byzantine failures and/or
malicious attacks. Such a reality demands for reliable data
storage to tolerate certain outage/corruption. In particular,
the cloud storage service should offer cloud customers with
capabilities of: 1) timely detection of any server (and hence
data) corruption event, 2) correct retrieval of data even if

a limited number of servers are corrupted, and 3) repair
of corrupted data from uncorrupted data. Although existing
techniques have provided solutions for them individually, the
main challenge for cloud storage service is to simultaneously
provide these capabilities at minimal cost. This is because
in cloud computing both data storage and transmission are
charged in the “pay-as-you-use” manner. Solutions of high
cost will discourage user engagement and be of less practical
use. Moreover, it is important to set cloud customers free
by minimizing the complexity imposed on them in terms of
computation/communication cost and burden of being online.

Existing solutions address the reliability issue by adding
data redundancy to multiple servers. These techniques can
be categorized into replication-based solutions and erasure
codes-based ones. Data replication is the most straightforward
way of adding redundancy. The advantage of replication is its
simplicity in data management. Repair of data on corrupted
servers is also straightforward by simply copying the entire
data from a healthy server. The main drawback of replication
is its high storage cost. Moreover, replication-based solutions
cannot satisfy the high-throughput requirement in distributed
storage service like cloud computing, where a large number
of users may access the service concurrently. This is because
different users may want to access different pieces of data on
a server, which would cause less cache hits but frequent disk
I/O requests. [6] provides a detailed analysis on this drawback.

As compared to its replication-based counterparts, erasure
codes-based solutions can achieve the required reliability
level with much less data redundancy [7]. Different from
replication-based solutions, erasure codes-based ones are more
suitable for distributed storage systems with concurrent user
access. This is because every block of data on a server is useful
for decoding the original data, which leads to a high cache hit
rate of the system. There have been a large number of related
works on erasure codes-based distributed storage systems [6],
[8], [9]. The main drawback of existing optimal erasure
codes-based systems, however, is the high communication cost
needed for repairing a corrupted storage server. It is commonly
believed that the communication cost is equal to the size
of the entire original data [10]. For example, Reed-Solomon
codes [11] usually need to reconstruct all the original packets
in order to generate a fragment of encoded packets. Taking into
consideration the large amount of data outsourced, the entire
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data reconstruction is expensive which makes this solution less
attractive. Similarly, existing distributed storage systems based
on near-optimal erasure codes [6] do not have an efficient
solution for the data repair problem or pay no attention to it.

Recently Chen et al. [12] proposed a network coding-
based storage system which provides a decent solution for
efficient data repair. This scheme, based on previous work
[10], [13]–[15], reduces the communication cost for data
repair to the information theoretic minimum. This is achieved
by recoding encoded packets in the healthy servers during
the repair procedure. However, as network coding utilizes
Gaussian elimination for decoding, the data retrieval in terms
of computation cost is more expensive than erasure codes-
based systems. Moreover, [12] adopts so-called functional
repair for data repair, i.e., corrupted data is recovered to a
correct form, but not the exact original form. While this is
good for reducing data repair cost, it requires the data owner
to produce new verification tags, e.g., cryptographic message
authentication code, for newly generated data blocks. As the
computational cost of generating verification tags is linear to
the number of data blocks, this design will inevitably introduce
heavy computation/communication cost on the data owner.
Moreover, the data owner has to stay online during data repair.

In this paper, we explore the problem of secure and reliable
storage in the “pay-as-you-use” cloud computing paradigm,
and design a cloud storage service with the efficiency consider-
ation of both data repair and data retrieval. By utilizing a near-
optimal erasure codes, specifically LT codes, our designed
storage service has faster decoding during data retrieval than
existing solutions. To minimize the data repair complexity, we
employ the exact repair method to efficiently recover the exact
form of any corrupted data. Such a design also reduces the data
owner’s cost during data repair since no verification tag needs
to be generated (old verification tags can be recovered as data
recovery). By enabling public integrity check, our designed LT
codes based secure cloud storage service (LTCS) completely
releases the data owner from the burden of being online. Our
contributions are summarized as follows,

1) We are among the first to explore the problem of secure
and reliable cloud storage with the efficiency consideration for
both data repair and data retrieval.

2) Our proposed cloud storage service provides a better
overall efficiency of data retrieval and repair than existing
counterparts. It also greatly reduces cost and burden of being
online for the data owner by enabling public integrity check
and exact repair.

3) The advantages of our proposed service are validated via
both numerical analysis and experimental results.

II. PROBLEM FORMULATION

A. The System Model

Considering a cloud data storage service which provides
both secure data outsourcing service and efficient data retrieval
and repair service, including four different entities: the data
owner, the data user, the cloud server, and the third party

server. The data owner outsources the encoded fragments of
the fileℳ to 𝑛 cloud servers denoted as storage servers. If the
data owner requires to keep the data content confidential, the
file ℳ can be first encrypted before encoding. Outsourced
data are attached by some metadata like verification tags to
provide integrity check capability. After the data outsourcing,
a data user can select any 𝑘 storage servers to retrieve encoded
segments, and recover the file ℳ, which can be further
decrypted in case the file is encrypted. Meanwhile, the third
party server periodically checks the integrity of data stored in
cloud servers. Failed cloud servers can be repaired with the
help of other healthy cloud servers.

B. The Threat Model

The cloud server is considered as “curious-and-vulnerable”.
Specifically, the cloud server is vulnerable to Byzantine fail-
ures and external attacks. While Byzantine failures may be
made by hardware errors or the cloud maintenance personnel’s
misbehaviors, external attacks could be ranging from natural
disasters, like fire and earthquake, to adversaries’ malicious
hacking. After the adversary gains the control of the cloud
server, it may launch the pollution attack or the replay attack
which aims to break the linear independence among encoded
data, by replacing the data stored in corrupted cloud server
with old encoded data. If the cloud server is not corrupted, it
correctly follows the designated protocol specification, but it
will try to infer and analyze data in its storage and interac-
tions during the protocol execution so as to learn additional
information. This represents a threat to the privacy of cloud
users’ data stored on the server.

C. Design Goals

To provide secure and reliable cloud data storage services,
our design should simultaneously achieve performance guar-
antees during data retrieval and repair.

∙ Availability and Reliability: By accessing any 𝑘-
combination of 𝑛 storage servers, the data user could
successfully retrieve encoded data and recover all the o-
riginal data. The data retrieval service remains functional
when up to 𝑛 − 𝑘 storage servers are corrupted in one
round, and corrupted servers can be repaired from other
healthy servers.

∙ Security: The designed storage service protects the data
confidentiality and periodically checks the integrity of da-
ta in cloud servers to prevent data dropout or corruption.

∙ Offline Data Owner: Data owners can go offline im-
mediately after data outsourcing, which means they are
not required to be involved in tasks such as data integrity
check and repair at a later stage.

∙ Efficiency: Above goals should be achieved with low
storage, computation and communication cost for the data
owner, data users and cloud servers.

D. Notations

∙ ℳ : the outsourced file, consisting of 𝑚 original packets,
ℳ = (𝑀1, . . . ,𝑀𝑚).
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∙ 𝑆𝑙 : the 𝑙-th storage server, 1 ≤ 𝑙 ≤ 𝑛.
∙ 𝐶𝑙𝑖 : the 𝑖-th encoded packet stored in the 𝑙-th storage

server, 1 ≤ 𝑖 ≤ 𝛼.
∙ Δ𝑙𝑖 : the coding vector of the encoded packet 𝐶𝑙𝑖.
∙ 𝜑𝑙 : the coding tag, used to verify all the coding vectors

Δ𝑙𝑖 in 𝑆𝑙.
∙ 𝜙𝑙𝑖 : the retrieval tag, used to verify 𝐶𝑙𝑖 in the retrieval

and repair.
∙ 𝜎𝑙𝑖𝑗 : the verification tag, used to verify 𝐶𝑙𝑖 in the

integrity check, 1 ≤ 𝑗 ≤ 𝑡.
E. Preliminary on LT Codes

LT codes [16] has a typical property that the encoding
procedure can generate unlimited number of encoded packets,
each of which is generated by conducting bitwise XOR
operation on a subset of original packets. LT codes can
recover 𝑚 original packets from any 𝑚 + 𝑂(

√
𝑚 ln2(𝑚/𝛿))

coded packets with probability 1− 𝛿. The decoding procedure
is performed by the efficient Belief Propagation decoder [17]
with complexity 𝑂(𝑚 ln(𝑚/𝛿)). Code degree 𝑑 is defined
as the number of original packets that are combined into
one coded packet. In LT codes, the distribution of code
degree is defined by Ideal Soliton distribution or Robust
Soliton distribution. The Ideal Soliton distribution is 𝜌(𝑖),
i.e., 𝑃{𝑑 = 𝑖}, where

∑𝑚
𝑖=1 𝜌(𝑖) = 1 and

𝜌(𝑖) = 𝑃{𝑑 = 𝑖} =
{

1/𝑚 if 𝑖 = 1
1/𝑖(𝑖− 1) if 𝑖 = 2, . . . ,𝑚.

Robust Soliton distribution is 𝜇(𝑖), where 𝜇(𝑖) = (𝜌(𝑖) +
𝜏(𝑖))/𝛽 and 𝛽 =

∑𝑚
𝑖=1 𝜌(𝑖) + 𝜏(𝑖). Let 𝑅 = 𝑐 ⋅ ln(𝑚/𝛿)√𝑚,

and define 𝜏(𝑖) as follows,

𝜏(𝑖) =

⎧⎨
⎩
𝑅/𝑖𝑚 if 𝑖 = 1, . . . ,𝑚/𝑅− 1
𝑅 ln(𝑅/𝛿)/𝑚 if 𝑖 = 𝑚/𝑅
0 if 𝑖 = 𝑚/𝑅+ 1, . . . ,𝑚.

III. LTCS: DESIGN RATIONALE

A. Enabling Reliability and Availability

To ensure the data reliability in distributed storage systems,
various data redundancy techniques can be employed, such as
replication, erasure codes, and network coding. Replication as
shown in Fig. 1(a) is the most straightforward way of adding
data redundancy where each of 𝑛 storage servers stores a
complete copy of the original data. Data users can retrieve
the original data by accessing any one of the storage servers,
and the corrupted server can be repaired by simply copying
the entire data from a healthy server.

Given the same level of redundancy, the optimal erasure
codes based distributed storage system as shown in Fig. 1(b)
is more reliable by many orders of magnitude than the
replication-based system [7]. Data users can recover the entire
𝑚 original packets by retrieving the same number of encoded
packets from any 𝑘-combination of 𝑛 servers, and therefore
every server only needs to store 𝑚/𝑘 encoded packets which
is regarded as the property of optimal redundancy-reliability

(a) Replication

(b) Optimal Erasure codes

(c) Network coding

Fig. 1: Distributed storage systems based on different redun-
dancy techniques.

tradeoff. However, its quadratic decoding complexity makes
it very inefficient for data users to recover data during data
retrieval. Moreover, the communication cost to repair a failed
storage server is equal to the size of the entire original
data in the optimal erasure codes-based distributed storage
system [10], [15]. For example, as a typical optimal erasure
codes, Reed-Solomon codes [11] usually need to reconstruct
all the original packets in order to generate a fragment of en-
coded packets. In other words, one has to retrieve 𝑚 encoded
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Fig. 2: Data availabity after functional repair as in LTNC.

packets in order to generate only 𝑚/𝑘 encoded packets for
the corrupted server.

Network coding-based storage codes [10], [13]–[15] reduce
the repair communication cost to the information theoretic
minimum by combining encoded packets in the healthy servers
during the repair procedure, where only 𝑚/𝑘 recoded packets
are needed to generate the corrupted 𝑚/𝑘 encoded packets.
Each server needs to store 2𝑚/(𝑘+1) encoded packets, which
is more than optimal erasure codes, to guarantee that data users
can retrieve 𝑚 linearly independent encoded packets from any
𝑘-combination of 𝑛 servers. Besides, the network coding-based
storage codes have the similar inefficient decoding problem
as optimal erasure codes due to the utilization of Gaussian
elimination decoder.

To meet the efficient decoding requirement in the cloud data
storage scenario where the data owner outsources huge amount
of data for sharing with data users, our design is based on
the near-optimal erasure codes, specifically LT codes, to store
low-complexity encoded packets over 𝑛 distributed servers.
The fast Belief Propagation decoding for LT codes can be
used during data retrieval in our LT codes based secure cloud
storage service (LTCS). Data users can efficiently recover all
the 𝑚 of original packets from any 𝑚(1+ 𝜖) encoded packets
which can be retrieved from any 𝑘-combination of 𝑛 servers.
To achieve so, every server needs to store at least 𝑚(1+ 𝜀)/𝑘
encoded packets which is larger than the erasure codes but
smaller than the network coding based storage codes.

B. Reducing Maintenance Cost

To prevent data dropout or corruption, the integrity of data
stored in each server needs to be periodically checked. In [12],
the data owner raises a challenge for every encoded packet
to cloud servers. Taking into consideration the large number
of encoded packets with substantial data redundancy in cloud
servers, the cost of such private integrity check is somehow
burdensome in terms of both computation and communication
for data owners. LTCS utilizes the public integrity verification
which enables the data owner to delegate the integrity check
task to a third party server. Once there is a server failing to
pass the integrity check, the third party server immediately
reports it to the administrator of the cloud server who will

then activate the repair process.
The repair task in our LT codes based storage service

is accomplished by generating the exactly same packets as
those previously stored in corrupted storage servers. Such
repair method does not introduce any additional linear de-
pendence among newly generated packets and those packets
stored in healthy storage servers, and therefore maintains the
data availability. Furthermore, we run the decoding over the
encoded packets before outsourcing to guarantee the reliable
data retrieval and recovery. Unlike the exact repair in our
designed service, the functional repair is the other category
of data repair, where the repair procedure generates correct
encoded packets, but not the exactly same packets as those
corrupted. Attempts to apply functional repair in the LT codes
based distributed storage should first solve how to recode
packets, because the random linear recoding in the functional
repair of network coding-based storage codes cannot satisfy
the degree distribution in LT codes. It seems that this problem
can be solved by utilizing the recently proposed LT network
codes (LTNC) which provides efficient decoding at the cost of
slightly more communication in the single-source broadcasting
scenario [18]. However, after several rounds of repair with
same recoding operations regulated in LT network codes,
data users experience decoding failure with high probabil-
ity, as illustrated in Fig. 2, where data availability is the
probability that data users could recover original data from
any 𝑘-combination of 𝑛 storage servers. The major reason
is that recoding operations with the degree restriction in
LT network codes introduce inneglectable linear dependence
among recoded packets and existing packets in LT codes based
storage service. Therefore, the functional repair is not suitable
for LT codes-based storage service.

C. Offline Data Owner

In the repair procedure, network coding-based storage sys-
tems with functional repair generate new encoded packets to
substitute corrupted data in the failed server. The data owner
needs to stay online for generating necessary tags for these
new packets [12]. In LTCS, all newly generated packets for
the corrupted storage server in the repair procedure are exactly
the same as old ones previously stored in the server, which
means their corresponding metadata are also same. Like the
distributed storage of data packets, these metadata can be
stored in multiple servers and recovered in case of repairing
corrupted servers. The replication or erasure codes (like Reed-
Solomon codes) can be adopted to reliably backup these
metadata. Hence, without the burden of generating tags and
checking integrity, the data owner can stay offline immediately
after outsourcing the data which makes LTCS more practical
to be deployed in the cloud paradigm.

IV. LTCS: THE PROPOSED SECURE AND RELIABLE

CLOUD STORAGE SERVICE

In this section, we present the LT codes-based secure and
reliable cloud storage service (LTCS), where 𝑛 storage servers
{𝑆𝑙}1≤𝑙≤𝑛 are utilized to provide the data storage service for
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data owner and data users. Our data integrity technique is
partially adapted from the BLS signature in POR [19].

A. Setup

Let 𝑒 : 𝐺 × 𝐺 → 𝐺𝑇 be a bilinear map, where 𝑔 is the
generator of 𝐺, with a BLS hash function 𝐻 : {0, 1}∗ → 𝐺.
The data owner generates a random number 𝜂 ← ℤ𝑝 and 𝑠
random numbers 𝑢1, . . . , 𝑢𝑠 ← 𝐺. The secret key sk is {𝜂},
and the public key is pk = {𝑢1, . . . , 𝑢𝑠, 𝑣}, where 𝑣 ← 𝑔𝜂 .

B. Data Outsourcing

The data outsourcing is to pre-process data and distribute
them to multiple cloud servers. The fileℳ is first equally split
into 𝑚 original packets, 𝑀1, . . . ,𝑀𝑚, with the same size of
∣ℳ∣
𝑚 bits. Following the Robust Soliton degree distribution in

LT codes, 𝑚 original packets are combined by exclusive-or
(XOR) operations to generate 𝑛𝛼 encoded packets, where 𝛼
is the number of packets outsourced to each storage server
and set to 𝑚/𝑘 ⋅ (1 + 𝜀). For protecting data confidentiality,
sensitive data could be encrypted before the encoding process.
Existing data access control mechanisms [20] can be employed
to prevent the cloud server from prying into outsourced data.

According to LT codes, all the 𝑚 original packets can
be recovered from any 𝑚(1 + 𝜀) of encoded packets with
probability 1 − 𝛿 by on average 𝑂(𝑚 ⋅ ln(𝑚/𝛿)) packet
operations. However, the availability requirement specifies that
data recovery should be always successful by accessing any
𝑘 of healthy storage servers. To achieve this goal, the data
owner checks the decodability of these encoded packets before
outsourcing by executing the decoding algorithm. Specifically,
all the 𝑛𝛼 encoded packets are divided into 𝑛 groups, each
of which consists of 𝛼 packets, {{𝐶𝑙𝑖}1≤𝑖≤𝛼}1≤𝑙≤𝑛. The
Belief Propagation decoding algorithm is then run on every
𝑘-combination of 𝑛 groups. If the decoding fails in any com-
bination, the data owner re-generates encoded packets and re-
checks the decodability until every 𝑘-combination can recover
all the 𝑚 original packets. Once the encoding configuration
successfully passes the decodability detection, it can be reused
for all the storage services that specifies the same 𝑛 and 𝑘.

For each encoded packet 𝐶𝑙𝑖, 1 ≤ 𝑙 ≤ 𝑛, 1 ≤ 𝑖 ≤ 𝛼, three
kinds of auxiliary data are attached, i.e., the coding vector,
the retrieval tag, and verification tags. The coding vector
Δ𝑙𝑖 is a 𝑚-bit vector, where each bit represents whether the
corresponding original packet is combined into 𝐶𝑙𝑖 or not. The
retrieval tag 𝜙𝑙𝑖, computed by Eq. 1, is to verify the encoded
packet 𝐶𝑙𝑖 in data retrieval, and also in data repair if necessary.

𝜙𝑙𝑖 ← (𝐻(𝑙∣∣𝑖∣∣𝐶𝑙𝑖))
𝜂 ∈ 𝐺 (1)

To generate the verification tag for the purpose of integrity
check, each encoded packet 𝐶𝑙𝑖 is split into 𝑡 segments,
{𝐶𝑙𝑖1, . . . , 𝐶𝑙𝑖𝑡}. Each segment 𝐶𝑙𝑖𝑗 includes 𝑠 symbols in
ℤ𝑝 : {𝐶𝑙𝑖𝑗1, . . . , 𝐶𝑙𝑖𝑗𝑠}. For each segment 𝐶𝑙𝑖𝑗 , we generate a
verification tag 𝜎𝑙𝑖𝑗 , 1 ≤ 𝑗 ≤ 𝑡, in Eq. 2.

𝜎𝑙𝑖𝑗 ← (𝐻(𝑙∣∣𝑖∣∣𝑗) ⋅
𝑠∏

ℓ=1

𝑢
𝐶𝑙𝑖𝑗ℓ

ℓ )𝜂 ∈ 𝐺 (2)

These data are outsourced to the 𝑙-th storage server in the form
of {𝑙, {𝑖, 𝐶𝑙𝑖,Δ𝑙𝑖, 𝜙𝑙𝑖, {𝜎𝑙𝑖𝑗}1≤𝑗≤𝑡}1≤𝑖≤𝛼, 𝜑𝑙}, where 𝜑𝑙 is the
coding tag to validate all the previously coding vectors. The
computation of 𝜑𝑙 is shown in Eq. 3.

𝜑𝑙 ← (𝐻(𝑙∣∣Δ𝑙1∣∣ . . . ∣∣Δ𝑙𝛼))
𝜂 ∈ 𝐺 (3)

C. Data Retrieval

Data users can recover original data by accessing any 𝑘
of 𝑛 cloud servers in the data retrieval. The data user first
retrieves all the coding vectors and the coding tags stored in
the selected 𝑘 cloud servers, and performs the verification in
Eq. 4. If the verification operation on any coding tag fails, the
data user sends reports to the third party server and accesses
one substitutive storage server.

𝑒(𝜑𝑙, 𝑔)
?
= 𝑒(𝐻(𝑙∣∣Δ𝑙1∣∣ . . . ∣∣Δ𝑙𝛼), 𝑣) (4)

Once all the coding tags from 𝑘 storage servers pass
the validation, the data user partially executes the Belief
Propagation decoding algorithm only with coding vectors, and
records ids of coding vectors that are useful for the decoding.
Meanwhile, the data user retrieves those corresponding useful
encoded packets and their retrieval tags from corresponding
storage servers, and verifies the integrity of encoded packets
as shown in Eq. 5.

𝑒(𝜙𝑙𝑖, 𝑔)
?
= 𝑒(𝐻(𝑙∣∣𝑖∣∣𝐶𝑙𝑖), 𝑣) (5)

All the original packets inℳ can be recovered by perform-
ing the same XOR operations on encoded packets as those on
coding vectors. Finally, the data user can decrypt the ℳ and
get the plaintext data if the file is encrypted before encoding.
Note that if there exist some verification tags that fail in the
integrity check procedure, the data user also reports them to
the third party server and retrieves data from one substitutive
storage server. When the third party server receives any failure
reports from data users about either coding tags or verification
tags, it will immediately challenge the corresponding server
(details on challenge will be given in the following section).

D. Integrity Check

To monitor the integrity of data stored in the storage servers,
the third party server periodically performs the integrity check
over every storage server. The third party server first randomly
picks 𝛼 + 𝑡 numbers, 𝑎1, . . . , 𝑎𝛼, 𝑏1, . . . , 𝑏𝑡 ← ℤ𝑝, and then
sends them to every storage server. The 𝑙-th storage server will
compute 𝑠 integrated symbols {𝜇𝑙ℓ}1≤ℓ≤𝑠 and one integrated
tag 𝜍𝑙 in Eq. 6. Note that 𝑎𝑖 corresponds to the 𝑖-th encoded
packet in every storage server, and 𝑏𝑗 corresponds to the 𝑗-th
segment in each encoded packet.

𝜇𝑙ℓ =

𝛼∑
𝑖=1

𝑡∑
𝑗=1

𝑎𝑖𝑏𝑗𝐶𝑙𝑖𝑗ℓ, 𝜍𝑙 =

𝛼∏
𝑖=1

𝑡∏
𝑗=1

𝜎
𝑎𝑖𝑏𝑗

𝑙𝑖𝑗 (6)

The third party server verifies these received integrated
symbols {𝜇𝑙ℓ}1≤ℓ≤𝑠 and the integrated verification tag 𝜍𝑙, as
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Fig. 3: LT codes-based cloud storage service (LTCS).

shown in Eq. 7.

𝑒(𝜍𝑙, 𝑔)
?
= 𝑒(

𝛼∏
𝑖=1

𝑡∏
𝑗=1

𝐻(𝑙∣∣𝑖∣∣𝑗)𝑎𝑖𝑏𝑗 ⋅
𝑠∏

ℓ=1

𝑢𝜇𝑙ℓ

ℓ , 𝑣) (7)

If the verification fails, the third party server reports it to the
data center, and the administrator of the storage server will
reset the server software and start the data repair procedure.

E. Data Repair

It is commonly believed that all existing coding construc-
tions must access the original data to generate coded packets,
which means the communication cost of data repair for erasure
codes is equal to the size of the entire original data [10]. A s-
traightforward data repair method is therefore to recover all the
original data packets whenever a storage server is corrupted.
But such method will introduce much cost of both computation
and communication. In LTCS as illustrated in Fig. 3, one repair
server 𝑆𝑛+1 is deployed to efficiently repair corrupted storage
servers. Although other storage services based on optimal
erasure codes or network coding can also integrate the repair
server, they still introduce more computational cost during data
retrieval (and storage cost for network coding-based service)
than LTCS, which will be validated in section VI.

To accommodate the repair server, the data owner out-
sources all the original packets to the repair server 𝑆𝑛+1 during
data outsourcing. Each original packet is also attached by the
verification tag which is generated in the same way as shown
in Eq. 2. Besides, all the auxiliary data of storage servers are
stored in the repair server as a backup. Similarly with the
distributed data storage, the metadata including verification
tags for original packets need to be reliably stored in 𝑛
storage servers. Compared with the large size of encoded data,
auxiliary data are quite small such that we can employ the
simple replication or erasure codes to add redundancy.

To deal with the failure on the 𝑙-th storage server, the repair
server uses all the corresponding coding vectors {Δ𝑙𝑖}1≤𝑖≤𝛼

to generate encoded packets {𝐶𝑙𝑖}1≤𝑖≤𝛼. Specifically, 𝐶𝑙𝑖 is
generated by the XOR combination of ∣Δ𝑙𝑖∣ original packets,
as illustrated in Eq. 8, where 𝑗𝑙𝑖1, . . . , 𝑗𝑙𝑖∣Δ𝑙𝑖∣ ← {1, . . . ,𝑚}
correspond to the nonzero bits in the coding vector Δ𝑙𝑖. The
repair server sends to 𝑆𝑙 all the encoded packets with their tags
in the form of {𝑙, {𝑖, 𝐶𝑙𝑖,Δ𝑙𝑖, 𝜙𝑙𝑖, {𝜎𝑙𝑖𝑗}1≤𝑗≤𝑡}1≤𝑖≤𝛼, 𝜑𝑙}.

𝐶𝑙𝑖 =𝑀𝑗𝑙𝑖1 ⊕ . . .⊕𝑀𝑗𝑙𝑖∣Δ𝑙𝑖∣
(8)

The repaired server 𝑆𝑙 authenticates received encoded packets
{𝐶𝑙𝑖}1≤𝑖≤𝛼 and auxiliary tags as in the data retrieval and
integrity check. If the authentication fails, the repair server
itself may be corrupted and need repair.

The third party server also challenges the repair server 𝑆𝑛+1

to check the integrity of original packets. Since there are
𝑚 packets stored in 𝑆𝑛+1, instead of 𝛼 in storage servers,
the third party server should generate 𝑚 + 𝑡 random num-
bers, 𝑎1, . . . , 𝑎𝑚, 𝑏1, . . . , 𝑏𝑡 ← ℤ𝑝. The integrated symbols
{𝜇(𝑛+1)ℓ}1≤ℓ≤𝑠 are then generated from the 𝑚 original pack-

ets, 𝜇(𝑛+1)ℓ =
𝑚∑
𝑖=1

𝑡∑
𝑗=1

𝑎𝑖𝑏𝑗𝐶(𝑛+1)𝑖𝑗ℓ, where 𝐶(𝑛+1)𝑖 = 𝑀𝑖.

There are similar changes in the generation of the integrated

verification tag, 𝜍𝑛+1 =
𝑚∏
𝑖=1

𝑡∏
𝑗=1

𝜎
𝑎𝑖𝑏𝑗

(𝑛+1)𝑖𝑗 . The repair server

is less likely to be corrupted than storage servers, since it
does not participate in the data retrieval service for data users.
Even when the repair server is found to be corrupted and
needs repair, all the original packets and auxiliary data can be
recovered by performing data retrieval from any 𝑑 of healthy
storage servers. Therefore, there is no single point of failure.

V. SECURITY ANALYSIS

A. Protection of Data Confidentiality and Integrity

For protecting data confidentiality, existing encryption tech-
niques or data access control schemes [20] can be utilized
before the encoding process, which prevent the cloud server
from prying into outsourced data. With respect to the data
integrity, LTCS utilizes various cryptographic tags to resist
the pollution attack during the data repair and retrieval pro-
cedures. LTCS is also secure against the replay attack which
is presented in the network coding-based distributed storage
system [12]. To lunch the replay attack, the adversary first
corrupts some storage servers and backups encoded packets
stored in these servers. After several rounds of data repair,
the adversary corrupts the same storage servers as before, and
then substitutes new encoded packets with specific old packets.
Since the verification tag only binds the storage server id and
the packet id, not the freshness of the packet, the substituted
old packets could pass the integrity verification. As a result,
such substitution makes encoded packets stored in specific 𝑘-
combinations of 𝑛 storage servers linearly dependable, and
the data recovery would fail when all other 𝑛 − 𝑘 storage
servers are corrupted. Actually, if the data repair mechanism
is designed to generate new packets which are different from
the old packets stored in the same storage server, any coding-
based distributed storage system is somehow vulnerable to
such kind of attack. In other words, the functional repair itself
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TABLE I: Performance complexity analysis of storage services based on different redundancy techniques.

Network Coding Reed-Solomon LTCS
Total server storage 𝑂((2𝑛/(𝑘 + 1)) ⋅ ∣ℳ∣) 𝑂((1 + 𝑛/𝑘) ⋅ ∣ℳ∣) 𝑂((1 + 𝑛(1 + 𝜀)/𝑘) ⋅ ∣ℳ∣)
Encoding computation 𝑂(2𝑛𝑚2/(𝑘 + 1)) 𝑂(𝑛𝑚2/𝑘) 𝑂((𝑛𝑚(1 + 𝜀) ln𝑚)/𝑘)
Retrieval communication 𝑂(∣ℳ∣) 𝑂(∣ℳ∣) 𝑂(∣ℳ∣)
Retrieval computation 𝑂(𝑚2) 𝑂(𝑚2) 𝑂(𝑚 ln𝑚)
Repair communication 𝑂(2𝑇/(𝑘 + 1) ⋅ ∣ℳ∣) 𝑂(𝑇 (1/𝑘 + 1/𝑛) ⋅ ∣ℳ∣) 𝑂(𝑇 ((1 + 𝜀)/𝑘 + 1/𝑛) ⋅ ∣ℳ∣)

has the possibility to break the decodability. By contrast, LTCS
employs the exact repair method where the newly generated
packets are the same as those previously stored packets. The
replay attack becomes invalid since there is no difference
between old and new packets in the same storage server.
Furthermore, LTCS examines the data decodability from any
𝑘-combination of storage servers before outsourcing, which
guarantees that original data could be recovered even when
the adversary corrupts both the repair server and at most 𝑛−𝑘
storage servers in one round.

B. Verification Correctness in Integrity Check

The verification correctness in Eq. 7 is proved in Eq. 9.

𝑒(𝜍𝑙, 𝑔) = 𝑒(

𝛼∏

𝑖=1

𝑡∏

𝑗=1

𝜎
𝑎𝑖𝑏𝑗

𝑙𝑖𝑗 , 𝑔)

= 𝑒(
𝛼∏

𝑖=1

𝑡∏

𝑗=1

(𝐻(𝑙∣∣𝑖∣∣𝑗)𝑎𝑖𝑏𝑗 ⋅
𝑠∏

ℓ=1

𝑢
𝑎𝑖𝑏𝑗𝐶𝑙𝑖𝑗ℓ

ℓ ), 𝑔)𝜂

= 𝑒(

𝛼∏

𝑖=1

𝑡∏

𝑗=1

𝐻(𝑙∣∣𝑖∣∣𝑗)𝑎𝑖𝑏𝑗 ⋅
𝑠∏

ℓ=1

𝛼∏

𝑖=1

𝑡∏

𝑗=1

𝑢
𝑎𝑖𝑏𝑗𝐶𝑙𝑖𝑗ℓ

ℓ , 𝑣)

= 𝑒(
𝛼∏

𝑖=1

𝑡∏

𝑗=1

𝐻(𝑙∣∣𝑖∣∣𝑗)𝑎𝑖𝑏𝑗 ⋅
𝑠∏

ℓ=1

𝑢

𝛼∑

𝑖=1

𝑡∑

𝑗=1
𝑎𝑖𝑏𝑗𝐶𝑙𝑖𝑗ℓ

ℓ , 𝑣)

= 𝑒(

𝛼∏

𝑖=1

𝑡∏

𝑗=1

𝐻(𝑙∣∣𝑖∣∣𝑗)𝑎𝑖𝑏𝑗 ⋅
𝑠∏

ℓ=1

𝑢
𝜇𝑙ℓ
ℓ , 𝑣). (9)

VI. PERFORMANCE ANALYSIS

In this section, we demonstrate the performance of storage
services based on different redundancy techniques by both
theoretical complexity analysis and experimental evaluation.
We set the same desired reliability level as network coding-
based distributed storage system RDC-NC [12], where 𝑛 = 12,
𝑘 = 3. Other parameters are set from the consideration of
specific properties of network coding (NC), Reed-Solomon
codes (RS), and LT codes. For LTCS, 𝑚 = 3072, 𝛼 =
𝑚(1 + 𝜀)/𝑘, 𝑑𝑠 = 1, 𝑑𝑟 = 𝑘, 𝛽 = 𝛼, 𝛿 = 1, 𝑐 = 0.1,
where 𝜀 ∼ 𝑂(ln2(𝑚/𝛿)/√𝑚) is the LT overhead factor. 𝑑𝑠
and 𝑑𝑟 represent the number of cloud servers participating
in the repair of corrupted storage server and corrupted repair
server, respectively. 𝛽 represents the number of packets re-
trieved from each participating server during repair. For Reed-
Solomon codes based storage system, 𝑚 = 6 𝑜𝑟 12, 𝛼 =
𝑚/𝑘, 𝑑 = 𝑘, 𝛽 = 𝛼; for network coding based storage system,
𝑚 = 6 𝑜𝑟 12, 𝛼 = 2𝑚/(𝑘 + 1), 𝑑 = 𝑘, 𝛽 = 𝛼/𝑑. The
whole experiment system is implemented by 𝐶 language on

a Linux Server with Intel Xeon Processor 2.93GHz. Besides,
the performance of network coding and Reed-Solomon codes
is optimized by employing table lookup in the multiplication
and division over 𝐺𝐹 (28), and we evaluate their performance
with or without repair server (rs), respectively. The perfor-
mance complexity comparison among storage services based
on different redundancy techniques with repair server is shown
in Tab. I, where 𝑇 is the number of corrupted storage servers
in one round, 0 ≤ 𝑇 ≤ 𝑛− 𝑘.

A. Outsourcing

As described in section 4.2, the data owner detects the
decodability in the encoding procedure to guarantee data
availability. To check all 𝑘-combinations of 𝑛 groups, the
data owner has to execute (𝑛𝑘 ) times of the Belief Propagation
decoding algorithm. For the efficiency purpose, this decoding
process can be partially executed where only coding vectors
follow the decoding steps and data packets are not involved. If
there exists a combination that cannot recover all the original
packets, the data owner will re-generate 𝑛𝛼 coding vectors
according to LT codes and re-detect them, where 𝛼 is equal
to 𝑚(1 + 𝜀)/𝑘. Once all the (𝑛𝑘 ) combinations successfully
pass the decodability detection, corresponding coding vectors
can be reused for all the storage services that specifies the
same 𝑛 and 𝑘. As illustrated in Fig. 4(a), the larger 𝜀 makes
the decodability detection more costly because of the linear
relation between 𝜀 and 𝛼, namely the number of coding vectors
in each group. Considering that the larger 𝜀 leads to more
storage cost and repair communication cost, the following
evaluations are conducted by setting 𝜀 to the smallest one as
0.1904, which corresponds to 𝛼 = 1219.

Once one set of 𝑛𝛼 coding vectors pass the decodability
detection, encoding operations are performed on real data
packets via the XOR combination. Although the number of
encoded packets in LTCS, 𝑛𝛼, is several hundreds times larger
than in other storage service based on network coding or Reed-
Solomon codes, the computational cost of encoding in LTCS is
much less than the later, as illustrated in Fig. 5(a). The main
reason for such big advantage is that the average degree of
encoded packets is 𝑂(𝑙𝑛(𝑚/𝛿)) and 𝑂(𝑚) in two services,
respectively. Furthermore, the combination for encoding is
the efficient XOR in LTCS while the linear combination in
network coding or Reed-Solomon codes involves the mul-
tiplication operations with coefficients. The total number of
encoded packets in Reed-Solomon codes-based service is less
than network coding-based one so the encoding procedure
introduces different computational cost in two services.

As for the data storage in LTCS, every storage server stores
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Fig. 4: Outsourcing performance with different 𝜀. n = 12, k =
3, m = 3072.

𝛼 encoded packets, each of which has the size of ∣ℳ∣/𝑚.
And the repair server stores all the 𝑚 original packets with
the same size. The total data storage in cloud servers is the
sum of all encoded packets in 𝑛 storage servers and all original
packets in the repair server, which is 𝑂(𝑛𝛼 ⋅ ∣ℳ∣/𝑚+ ∣ℳ∣),
i.e., 𝑂([1+𝑛(1+ 𝜀)/𝑘] ⋅ ∣ℳ∣). The data storage cost in LTC-
S is larger than Reed-Solomon codes-based storage service
because LT codes is a near-optimal erasure codes in terms
of redundancy-reliability tradeoff. By contrast, the total data
storage in existing network coding-based storage service is
𝑂(∣ℳ∣[2𝑛/(𝑘+1)]) as illustrated in Fig. 4(b). If we integrate
the repair server into this service, the storage cost will be
𝑂(∣ℳ∣[1 + 2𝑛/(𝑘 + 1)]) which is much larger than LTCS.

B. Data Retrieval

The availability in data retrieval is guaranteed by the de-
codability detection before data outsourcing and the exact
repair of corrupted data. Recall that the data user first retrieves
𝑘𝛼, i.e. 𝑚(1 + 𝜀), of coding vectors from 𝑘 storage servers,
and then only retrieve 𝑚 of encoded packets that are useful
for decoding. Therefore, the communication cost during data
retrieval in LTCS is the same 𝑂(∣ℳ∣) as the network coding-
based storage system where any 𝑚 of encoded packets are
linearly independent with high probability.

The computational complexity of Belief Propagation decod-
ing in LTCS is 𝑂(𝑚 ⋅ ln(𝑚/𝛿)) for the data user, where 𝛿
is set to 1. By contrast, the other storage services based on
network coding or Reed-Solomon codes usually use the costly
decoding algorithms with higher computational complexity,
𝑂(𝑚2). Although the total number of original packets,𝑚, may
be smaller in the other two storage services than in LTCS, the
decoding process for the data user in LTCS performs at least
two times faster than in the other two storage services, as il-
lustrated in 5(b). This efficient decoding process demonstrates
that LTCS is more appropriate than other redundancy-based
storage services in the cloud storage paradigm, where data
retrieval is a routine task for data users.

C. Integrity Check

To check the integrity of data stored in a storage server, the
third party server needs to perform one integrated challenge
in LTCS, which means only two bilinear maps in Eq. 7
are executed in order to check 𝛼 encoded packets. Network
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coding-based service has to perform 𝛼 times of challenges
for each storage server where 2𝛼 bilinear maps are executed
to check 𝛼 of encoded packets. Similarly, the communication
cost between the third party server and each storage server
during one round of 𝐼𝑛𝑡𝑒𝑔𝑟𝑖𝑡𝑦 𝐶ℎ𝑒𝑐𝑘 in network coding-
based service is almost 𝛼 times more than that in LTCS.

D. Data Repair

When the repair server is corrupted, LTCS first retrieve 𝛽
encoded packets from each of 𝑑𝑟 healthy storage servers to
recover all the original packets. In such case, the communica-
tion complexity from 𝑑𝑟 healthy storage servers to the repair
server is 𝑂(𝑑𝑟 ⋅ 𝛽 ⋅ ∣ℳ∣/𝑚), i.e., 𝑂((1 + 𝜀) ⋅ ∣ℳ∣), where
𝑑𝑟 = 𝑘, 𝛽 = 𝛼. If the repair server is not corrupted or has been
repaired, the data repair of storage servers in LTCS is simply
accomplished by the repair server generating 𝛽 encoded pack-
ets for each corrupted storage server, where 𝑑𝑠 = 1, 𝛽 = 𝛼.
Assume the number of corrupted storage servers in one round
is 𝑇 , 0 ≤ 𝑇 ≤ 𝑛 − 𝑘. The repair communication complexity
in such scenario is 𝑂(𝑇𝛼 ⋅ ∣ℳ∣/𝑚), i.e., 𝑂(𝑇 (1+𝜀)/𝑘 ⋅ ∣ℳ∣),
where ∣ℳ∣/𝑚 is the size of each encoded packet.

Assume the corruption probability of the repair server is the
same as storage servers, i.e., 𝑇/𝑛. The total repair communi-
cation complexity is then calculated as 𝑂(𝑇 (1+ 𝜀)/𝑘 ⋅ ∣ℳ∣+
𝑇/𝑛 ⋅ ∣ℳ∣), i.e., 𝑂(𝑇 ((1+𝜀)/𝑘+1/𝑛) ⋅ ∣ℳ∣). As illustrated in
Fig. 6, to repair different number of corrupted storage servers
𝑇 , the communication cost in LTCS is only 15 percent more
than Reed-Solomon codes-based service integrated with repair
server, but smaller than that in network coding-based service.
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VII. RELATED WORK

Network Coding-based Distributed Storage As a new da-
ta transmitting technique, network coding is different with
traditional store-and-forward methods. Instead of simply for-
warding previously received packets, network coding allows
intermediate nodes to recode received packets before forward-
ing. It has been proved that random linear network coding
over a sufficiently large finite field can achieve the multicast
capacity [21], [22]. Since the data repair problem in the
distributed storage is claimed to be mapped to a multicasting
problem on the information flow graph [10], many network
coding-based storage codes [10], [13]–[15], [23], [24] have
been proposed to take advantage of this property of capacity
achievability. By recoding encoded packets in healthy servers
during the repair procedure, the repair communication cost is
reduced to the information theoretic minimum. The achievable
region of functional repair is characterized in [12], but a large
part of the achievable region of exact repair remains open [15].
Furthermore, since network coding utilizes Gaussian elimina-
tion decoding algorithm, the data retrieval is more expensive
than erasure codes-based system [12]. Therefore, these designs
are only suitable in “read-rarely” storage scenarios, and cannot
be efficiently deployed in the cloud storage system where data
retrieval is a routine operation.
Remote Data Integrity Check The remote data integrity
check problem is first explored in [25] which also checks
the data availability and gives a formal security definition of
“proof of retrievability”. Subsequent works [19], [26], [27]
improve this work by providing unlimited number of data
integrity checking, taking less communication, or supporting
secure and efficient dynamic data operations. Related works on
“proof of data possession” [28], [29] focus on the data integrity
check and perform more efficiently at the cost of security level.
However, existing works based on “proof of retrievability” or
“proof of data possession” do not have an efficient solution
for the data repair problem or pay no attention to it.

VIII. CONCLUSIONS

In this paper, for the first time, we explore the problem
of secure and reliable cloud storage with the efficiency con-
sideration of both data repair and data retrieval, and design
a LT codes-based cloud storage service (LTCS). To enable
efficient decoding for data users in the data retrieval proce-
dure, we adopt a low complexity LT codes for adding data
redundancy in distributed cloud servers. Our proposed LTCS
provides efficient data retrieval for data users by utilizing
the fast Belief Propagation decoding algorithm, and releases
the data owner from the burden of being online by enabling
public data integrity check and employing exact repair. The
performance analysis and experimental results show that LTCS
has a comparable storage and communication cost, but a much
faster data retrieval than the erasure codes-based solutions.
It introduces less storage cost, much faster data retrieval,
and comparable communication cost comparing to network
coding-based storage services. Our future will address how to
detect decodability more efficiently.
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