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A significant number of Cloud applicationsfollow the3-tier architectural pattern. Many of them serve
customer swor ldwide and must meet non-functional requirementssuch asréliability, responsiveness
and Quiality of Experience (QoE). Thustheflexibility and scalability offered by clouds make them a
suitable deployment environment. L atest developments show that using multiple clouds can further
increase an application’s reliability and user experience to a level that has not been achievable
before. However, theresearch in scheduling and provisioning 3-tier applicationsin cloudsand across
clouds is still in its infancy. To foster the research efforts in the area, we propose an analytical
performance model of 3-tier applications in Cloud and Multi-Cloud environments. It takes into
account the performance of the persistent storage and the heterogeneity of cloud data centresin
termsof Virtual Machine (VM) performance. Furthermore, it allowsfor modelling of heterogeneous
wor kloads directed to different data centres. Based on our model, we have extended the CloudSim
simulator, through which we validate the plausibility of our approach. The conducted experiments
with the RUBIS workload show that the predicted performance characteristics by the simulation
approximate well those of the modelled system.
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INTRODUCTION

that Clouds are suitable for interactive 3-tier applications. By

Cloud computing is an IT model enabling on-demand access
to computing resources as a subscription service. Cloud service
providers create and maintain large data centresto provide their
clients with on-demand computing resources [1, 2]. Clients
access and use external resources dynamically in apay-as-you-
go manner. This proves to be very appealing to businesses as
it provides greater flexibility and efficiency than maintaining
local infrastructure that is underutilized most of the time while
at timesit may be insufficient.

Many view Cloud computing as an extension of Grid
computing, which also envisions on-demand access to a pool
of computing resources. One magjor distinction between thetwo
is the type of applications that are usually hosted. Grids are
used for resource-intensive batch processing applications, while
Cloud applications are much more general purpose and also
include interactive online applications [3]. Practice has shown

3-tier architecture we denote the architecture of the application,
not the data centre. Enterprises hosting 3-tier applications in
cloud environments range from e-commerce businesses like
ebay [4], hosted in a hybrid cloud [5], to government agency
web sites, including the US Department of Treasury, hosted
in Amazon EC2 [6]. However, the cloud deployment of such
applications also raises several challenges.

A cloud service interruption may have a severe impact
on clients who are left without access to essentia resources
[2], as highlighted by severa recent Cloud outages [7, 8].
Furthermore, for many applicationsthe geographical location of
the serving data centre is essential because of either legidative
or network latency considerations. Such reliability, legal and
QoE requirementsare of special importancefor largeinteractive
applications which serve customers worldwide and need to be
continuously available. Thussomelarge-scale applicationsneed
to use multiple clouds (i.e. a Multi-Cloud) [1]. This has been
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exemplified by several industry reports including IBM’s case
study about the usage of three private data centres to host the
website of the Australian Open tennis championships[9].

There are significant differences between the characteristics
of batch processing and interactive 3-tier applications. In
essence, while batch processing programs execute without
any user interaction, interactive applications have to respond
to user interactions constantly and in a timely manner. This
imposes substantially different requirements for application
scheduling and provisioning. Foster et al. highlight that Clouds,
unlike Grids, are especially suitable for interactive real-time
applications [3]. Hence, the development of provisioning
and scheduling techniques for interactive applications is an
important research area. Unfortunately, most research worksin
the areafocus on resource intensive Grid-like batch processing
applications, leaving interactive ones beyond their scope. For
example, Sotiriadis et al. present a literature review of meta-
scheduling approachesin cloud environments and discuss their
applicability in the area of cross-cloud scheduling [10]. They
overview 18 meta-scheduling approaches, all of which schedule
batch processing applications and none of them schedules
interactive ones. In addition, in our previous work we have also
outlined that most existing approachesfor application brokering
across clouds speciaize in batch processing applications only
[11]. Thisisnot reflective of the more general nature of Clouds,
whichin contrast to Gridstend to host awider range of business
applications, many of which areinteractiveand follow the 3-tier
reference architecture.

There are many impediments to the research in interactive
application provisioning and scheduling in Clouds. Firstly,
installing and configuring different middleware and software
components (e.g. application and database (DB) servers and
load bal ancers) can be complex and laborious. Another problem
isthe sel ection of appropriate workloads and popul ating the DB
with suitable datain order to test different scenariosin practice.
Last but not least, the incurred financial costs for repeatedly
performing multiple tests on large-scale applications can be
significant.

Historically, similar problems have been encountered by
researchers in the area of batch processing applications in
Grids and Clouds. These have been resolved by introducing
forma performance models and simulation environments that
allow for the evaluation of solutions without deploying and
executing large-scale systems. For example, previous works
on distributed systems simulation have significantly fostered
the research efforts and have been used in both academia and
industry for quick eval uation of new approaches. Unfortunately,
existing simulators like GridSim [12], CloudSim [13] and
GreenCloud [14] can only be used to simulate batch processing
and infrastructure utilization workloads and are not suitable for
interactive 3-tier applications.

With thiswork, weaimtofill thisgap and make contributions
that bring the benefits of modelling and simulation to the area
of 3-tier application provisioning and scheduling in Cloud

and Multi-Cloud. More specifically we (i) propose a novel
analytical model for 3-tier applications; (ii) define algorithms
for implementing asimulator based on the model; (iii) describe
our enhancement of CloudSim supporting modelling and
simulation of such applications and (iv) validate our model
through comparison with an actual system. In this work, we
walk the entire path from defining an abstract, theoretical
performance model toimplementing afull scale simulator based
on themodel, which isused to validate its adequacy. To the best
of our knowledge, thisis the first work in the areato do so. We
identify and address the shortcomings of existing approaches
and thus in our model we incorporate the following aspects,
which are not accounted for by most related works:

(i) Performance Variability—in a cloud environment,
VMs performance can vary depending on their
placement among the physical hosts. VMs with equal
characteristics may observe significant performance
differences[15].

(ii) Disk 1/0 performance—many 3-tier applications
perform a huge amount of disk operations, which often
cause a performance bottleneck.

(iii) Usage Patterns—applications' workload change over
time. We describeit analytically and implement utilities
in the smulation environment to generate workload
based on an analytical description.

The rest of the paper is organized as follows: In Section 2,
we describe related works and compare the present one to them.
In Section 3, we provide a succinct description of the targeted
class of applications, define the scope and assumptions of this
work and summarize our model. Section 4 formally defines
the performance model. Section 5 describes the design of a
simulator following this model. Section 6 describes several use
cases of our model. Section 7 evidences the plausibility of our
simulator through experiments. Section 8 concludes and defines
avenues for future work.

2. RELATED WORK

Urgaonkar et al. [16] discuss a model for multi-tier web
applicationswhich representshow web requestsare processed at
thedifferent tiers. Thisseminal work hasbeen the basisfor many
other effortsin the area. Their model is represented as alinear
network of queues—Q1, Q», ..., Q,,. Each queuecorresponds
to an architectural tier. A request comesto atier’'squeue Q; and
after being served it istransferred to the queue of the next level
Q;+1 With probability p or to the queue of the previous tier
Q;—1 with probability 1 — p. To model web sessions a new
gueue Qg isintroduced which islinked to both Q1 and Q,, thus
forming an infinite queuing system. For each active session a
dedicated server is assigned in Qg. Requests exiting from the
last tier proceed to Q¢ and from there they re-enter the system.
The time spent at the virtual server in Qo models the idle user
time.
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TABLE 1. Summary of related work.

Application  Server Level of

Work Analytical approach type concurrency granularity  Server type
Urgaonkar et al. [16]  Closed network of queues Multi-tier Singlethreaded  Request Hardware
Zhang et al. [17] Closed network of queues Multi-tier Singlethreaded  Transaction  Virtual machine
Bi et al. [18] Hybrid queuing model Multi-tier Singlethreaded  Request Virtual machine
Zhang and Fan [19] Queuing model Singletier  Singlethreaded  Request Hardware
Kamraet al. [20] Queuing model, control theory Singletier Singlethreaded  Request Hardware

Chen et al. [21] Closed multi-station queuing network Multi-tier Multi-threaded  Request Virtual machine
Present work Performance model based on step functions  Three-tier Multi-threaded  Session Virtual machine

In their model, Urgaonkar et al. do not consider the
performance variability in a virtualized cloud environment.
They consider theservicetimeof theserversinthedifferenttiers
to be arandom variable which isindependent of the number of
concurrently served sessions. In our model these are reflected.
They represent sessions as a set of requests while in our model
they are represented as atomic entities continuously creating
performance load on the tiers' servers.

A similar analytical model based on a network of queues has
been proposed by Zhang et al. [17]. Unlike Urgaonkar et al.,
they use statistical regression to estimate the CPU cost of each
server in the system. Also, the unit of work is transactions, not
web requests. They do not consider the inherent performance
variability in a cloud environment and the load on the servers
in terms of used memory and disk |1/O.

Several other approaches also use queuing theory for
performance modelling. For example, Bi et al. [18] propose
ahybrid queuing model for provisioning multi-tier applications
in cloud data centres. They model the system at the level
of incoming requests not sessions. Zhang and Fan [19] have
developed a queuing model of a web system with one load
balancer and two web servers. Their model does not represent a
multi-tier system. Kamraet al. [20] model the entire multi-tier
application as a single queue. That is, the different layers are
not modelled separately.

In standard queuing theory, a server cannhot serve more
than one reguest at a time. This is an inherent problem
when modelling multi-tier applications, since most application
servers are multi-threaded and can serve multiple requests
simultaneously. This issue has been identified by Chen et al.
[21] and thus they model the whole system as a closed multi-
station queuing network to capture this aspect. Every server
in the application’s architecture is represented as N servers
in the queuing model, where N is the maximum number of
concurrent sessionsin aserver. Also, in their work they assume
avirtualized environment. A major difference between our work
andtheirsisthat alike other queue-based models, they model the
system behaviour at alower level in terms of requests. Another
differenceisthat they do not reflect the performance variability
of the virtualized environment.

A magjor difference between all these works and ours is
that our model is much more coarse-grained—we model the
workload in terms of sessions and do not represent each
and every request. This makes it much easier to define and
experiment with different workloads. Also, since we do not
represent requests, our model is more general and essentially
agnostic of the underlying technol ogies. While other modelsare
constrained to a specific type of technology, our model can be
used for standard web applications, Rich Internet Applications
(RIA), thick-client 3-tier applications, etc. Lastly, unlike others,
our work takes into account the performance and workload
heterogeneity of Cloud and Multi-Cloud environments. Table 1
further summarizes the related work.

In terms of simulation environments GridSim [12] and
CloudSim [13] are the most relevant related projects. They are
suitable for simulating batch processing workloads, and our
present work extends CloudSim to support interactive 3-tier
applications aswell. Unlike our approach the GreenCloud [14]
project focuses on simulating data centre energy consumption,
rather than application performance. Similarly, MDCSIim
[22] focuses on evaluating the overal energy consumption
and latency and does not facilitate application performance
modelling. The SPECI [23] simulator is designed to evaluate
the scalability and resilience of data centre infrastructure, and
also cannot be used for application performanceevaluation. The
iCanCloud simulator [24] has similar capabilities and design
philosophy to CloudSim, but is designed to be faster for large
workloads and has a graphical user interface (GUI). It does not
alow modelling 3-tier applications. In fact we argue that our
approach can beimplemented as an extension of iCanCloud, as
we have done it for CloudSim.

3. OVERVIEW
3.1. Architectural setting

Dividing a system architecture into layers is the fundamental
approach for managing complexity. In essence, asystemiscon-
structed as a sequence of layerg/tiers, each of which isindepen-
dent of the successive ones and communicates only with the
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previous tier(s) through well-defined interfaces. This approach
brings numerous benefitsincluding increased understandability
and maintainability since the layers can be developed, under-
stood and investigated relatively independently [25].

As to Fowler [25] the main challenges when designing a
multi-tier software system is to decide what are the layers
and their encapsulated functionalities. A design error at this
stage could result in having hard to maintain coarse grained
layers which contain too much functionality or too many small
layers that communicate excessively. This has precluded the
development of layered architectural patterns. Of these, themost
prominent is the 3-tier software architectural pattern (not to be
confused with 3-tier data centre architecture), which alowsfor
building scal able and adaptabl e information systems. Although
not web specific, it has gained significant momentum with the
advent of the web as it alows quickly migrating traditional
applications to the web by replacing only the user interface
layer [25]. This has resulted in the devel opment of well known
and established frameworks like Java EE [26], Ruby On Rails
[27] and Django [28], which facilitate the development of 3-
tier applications. A standard 3-tier application consists of three
logical layers [25, 29, 30]:

(i) Presentation Layer—representstheinterface, displayed
to the user.
(if) Business’'Domain Layer —implementsthe core applica-
tion logic.
(iii) Data Layer—handles access to the persistent storage.

This layering is logical, meaning that the layers could be
deployed within asingle or two machines. However, in the case
of large-scale applications it also becomes physical separation
and eachlogical layer isdeployed separately in order toincrease
performance.

The presentation layer implements the user interface which
theend user interactswith. It can be either aseparate application
(the so-called ‘fat client’) or web interface accessed through
a web browser. Either way it is executed on the end user’'s
machine and thus we do not take it into account in the servers
performance.

The business’domain layer implements the essential appli-
cation logic. This includes all application specific business
functionalities—e.g. the management of items in a shopping
cart in an online store, persistence and accessto users' personal
data, etc. Traditionally, the domain layer is executed in one or
several application servers (AS) which communicate with the
presentation and the data layers. In the case of Infrastructure
as a Service (laaS) cloud offerings, AS servers are deployed in
separate virtual machines (VMs).

The data layer facilitates access to the persistent storage. It
is independent from the other two layers, as the persistent data
often outlivesthe applicationsthat useit and in somecasesit can
even serve morethan one application. The datalayer isexecuted
in one or several DB servers.

Traditionally, the datalayer has been the most architecturally
challenging part of a 3-tier application, since it is hard
to scale horizontaly as demand rises. For example, this is
the case when the data tier is implemented with traditional
transactional relational DBs, which are widespread in virtually
every application domain. Several approacheslike master—slave
replication, caching, NoSQL and NewSQL DBs[31] have been
used to mitigate this issue and have been widely adopted in
cloud environments as well.

This architectural pattern is very generic and there are a lot
of possible adjustments that can improve the overall system
performance. For example, the number of AS servers can be
different and can increase or decrease dynamically in response
to the demand. Asdiscussed, the datalayer can be composed of
both transactional relational DBs, caches and novel approaches
like NoSQL and NewSQL DBs. In this work, we introduce a
general modelling and simulation approach that encompasses
al of them, and can be used to evaluate different design
aternatives—e.g. use of caching vs. master—slave replication
in the data layer.

In this work we consider two main scenarios: (i) a 3-tier
application is deployed within a single data centre and (ii)
a 3-tier application is deployed in multiple Clouds (i.e. a
Multi-Cloud) with additional redirection of usersto appropriate
data centres. Clouds A and B on Fig. 1 depict two possible
deployments. For each application in a data centre, requests
arrivethrough asingleload balancer, which can beimplemented
in different ways. For example, it can be deployed inaVM or
provided by the Cloud asaservice. Load balancersdistributethe
incoming workload to aset of application server VMsdeployed
in the Cloud. Consequently, clients establish sessions with the
assigned application servers. The AS communicate with the
servers from the DB layer. Each DB server has one or severa
hard disks attached, which are used to store persistent data.
In the multi-cloud scenario, client requests come to a global
entry point, from where they are distributed to data centres,
each of which has the af orementioned software stack deployed
as depicted in Fig. 1.

3.2. Assumptionsand scope

In this work we consider stateful (i.e. maintaining session
data) 3-tier applications. Examples of session data are user
preferences, shopping carts and history of user actions. Also,
we assume that the DB servers are deployed in separate VMSs.
Alternatively, persistent storage could be provided by a cloud
provider as a service. There is a plethora of vendor-specific
Databhase-as-a-Service (DBaaS) solutions and relying on them
can easily lead to vendor lock-in. Hence it is an industry best
practice to use DB servers deployed in separate VMs [32].
Furthermore, many DBaaS solutions like Amazon RDS [33]
actually provide VM instances to customers, and thus they can
be represented by our model as well.
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FIGURE 1. 3-tier reference architecture deployed in multiple Clouds.

Very few cloud providers offer their clients non-virtualized
physical servers which are optimized for a specific purpose
(e.g. running a DB). This can be considered an exception
from the genera practice of building cloud data centres
from commodity hardware and providing it to clients in the
from of virtualized resources [1, 2] and hence most cloud
simulators do not represent application execution in non-
virtualized environments. An example of such cloud service
is the Oracle Database Cloud, which offers DB hosting on
Oracle Exadata Database Servers [34, 35]. Such scenario can
still be represented by our approach by modelling a host with
the desired characteristics and alocating a single VM to it,
which utilizes all its resources. Since in the model we do not
consider virtualization overhead, this will be equal to running
the workload on the host directly.

In this work we consider 3-tier applications deployed in
cloud and multi-cloud environments. In the related literature
there is a certain terminological ambiguity regarding the
terms Inter-Cloud Federation and Multi-Cloud. In essence,
an Inter-Cloud Federation is achieved when cloud providers
voluntarily interconnect and share their infrastructure [11, 36—
38]. This often raises interoperability issues, since resources
likeVMs need to betransparently migrated from one provider’'s
infrastructure to another. Often this needs to be transparent
to the cloud clients. In contrast, the concept of Multi-Cloud

does not depend on an underlying collaboration of cloud
providers. InaMulti-Cloud environment acloud client usesand
distributesworkload among independent clouds[11, 36, 39]. In
the current cloud landscape, where there is no inter-operation
between major competing cloud vendors like Amazon and
Google, the Multi-Cloud approach is much more feasible than
the federation. In this configuration, cloud interoperability is
not a problem, as cloud clients do not rely on underlying
cloud provider collaboration. The main problem is working
with the different management APIs of al cloud providers.
Industry developmentsin the area of Multi-Cloud services like
RigthScale [40], Enstratius [41], Scalr [42] and Multi-Cloud
libraries like JClouds [43], Apache LibCloud [44] and Apache
DeltaCloud [45] provide unified APIs for managing diverse
cloud infrastructure and hence simplify system development
[11]. Thereforein thiswork we focus our attention on workload
distribution across clouds.

We consider that the load balancers implement ‘ Sticky load
balancing’ policies. That is, after a session between a client
and an application server is established, all subsequent requests
from this session are redirected to the same AS server. Thisis
a reasonable assumption, since session sharing among servers
often leads to overall performance degradation.

Clouds have made it possible for many clients to execute
complex and time consuming analysis over huge amounts of

THE COMPUTER JOURNAL, 2013

9T0Z ‘0z Afeniged uo A1slBAIUN B1RIS BIURA|ASUURd Te /BIo's[eulnolployxo’ jufwody/:dny woly papeojumoq


http://comjnl.oxfordjournals.org/

6 N. GrozEV AND R. Buyya

data (i.e. ‘Big Data’) [46]. Often there is a standard 3-tier
web application serving as a front-end for accessing the data
intensive analytica back end. Thus we can largely classify
two types of data processing—synchronous (a.k.a online) and
asynchronous (a.k.a offline). The synchronous data processing
is concerned with performing data retrieval or manipulation
in real time—e.g. extracting a list of items from online shop
and passing them to the AS server for display to the user. In
this case the user interactions are blocked until the operations
are complete. Asynchronous data processing is concerned with
running long batch processing jobs in the background. In this
caseuser interactionsare not blocked whilethejobsare running.
In this work we address synchronous data processing asitisin
the standard 3-tier reference model.

We have outlined modelling data centre heterogeneity asone
of our goals. More specifically in this work we focus one the
following aspects of heterogeneity:

(i) Workload heterogeneity—for a Multi-Cloud applica
tion, sessions arrive with different frequencies based on
the cloud geographical location, time zone, etc.

(i) Cloud offerings heterogeneity—different cloud pro-
viders offer different VMs in terms of their CPU,
memory and disk capacity.

(iii) VM consolidation policies—different cloud providers
have different policies for placing VMs on physical
hosts, which can affect CPU and disk performance.

(iv) Differences in the hardware capacity of the used
physical hosts/nodes.

Finally, when multiple data centres are used we assume that
the workload is distributed among data centres based on its
geographical origin and do not model the work of the entry
point. That is, clientsdirectly submit their sessionsto the nearby
data centre.

3.3. Essence of the model

We propose a session-based analytical approach for perfor-
mance modelling. The workload is represented in terms of
user sessions established between users and application servers.
Each session incurs performanceload on the application and the
DB servers. The workload of agiven server at any point intime
is defined as the sum of the workloads of the served sessions.
Sessions make use of CPU time and RAM on the application
servers and CPU, RAM and disk 1/O on the DB servers. We
assume that the disk operations on the application server are
negligible—e.g. logging, loading configuration files, etc.

A key problem is how to represent the workloads (in terms
of CPU, RAM and 1/0) incurred by a session. Logically, they
should be represented as continuous functions of time so that
workload changes over time can be modelled. Since we are
aiming to implement a discrete event simulator, we aim to
represent these continuous functions in a discrete manner. One

4 RAM capacity of the VM
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FIGURE 2. RAM load represented as stacked sessions’ load.

approachisto use stepwisefunctions. That way, by using afinite
number of values one can define a continuous function of time.

Figure 2 depictshow aserver'sRAM usage can be composed
of the RAM usage of three sessions and the underlying software
stack—i.e. operating system and middleware. The system’s
RAM footprint can be defined as the used RAM, when no
sessions are being served. The RAM usage of the sessions is
represented by stepwise functions and the system’sRAM usage
is considered to be constant. Similar diagrams could be drawn
for the CPU utilizations as well. The same approach can be
used to represent the 1/O utilization of a given hard disk on a
DB server. That is, the utilization of ahard disk isdefined by the
I/O operations performed on it by the sessions using this disk
on any of the DB servers. A minor difference is that the CPU
and I/O capacity are not constant and change over time, because
as discussed VM s can observer performance variability.

The frequency of the establishment of sessions is another
aspect to model. Typically such phenomena are modelled with
Poi sson distribution representing that sessions arrive with some
predefined frequency A [47, 48]. Furthermore, Paxson and
Floyd [49] have found that events like user arrivals/logins are
well modelled with a Poisson process for fixed time intervals.
However, in the case of alarge-scale application it isnot typical
to observe constant arrival rates at all times. Moreover, in a
Multi-Cloud environment the workload of the different data
centres may be substantialy different. For example, a data
centreinthe USwill havehigher arrival ratesduring theworking
hoursinthe UStime zonesand |ower otherwise. Thuswemodel
session establishment rates for a given data centre as a Poisson
distribution of afrequency function of timei(¢), whichisasoa
stepwisefunction. If A(¢) isaconstant function, the arrival rates
remain with pure Poisson distribution, and thus our approachis
more general than the usual one. Our approach allowsto model
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demand fluctuations and spikes over time and to evaluate how
the modelled system behavesin such cases.

If we have severa different types of sessions in terms of
the incurred performance, we can mode the arriva rate of
each of these as a separate Poisson distribution over a different
frequency function.

4, ANALYTICAL MODEL
4.1. Session model

We take a session-based approach and instead of jobs or
requests, the unit of workload in our model is a session, which
represents a series of consecutive user actionsincurring system
load. Each session is assigned to an application server VM
and can use the available DB serversin the data centre for the
application.

Unlikejobs, asession generates variableworkload over time.
For example, for the first few minutes after its establishment
a session may utilize heavily the processor of the application
server, for the next five minutesit may incur very low resource
consumption, and over the next five minutes it may incur
significant disk 1/0 on aDB server. In contrast, ajob isusually
modelled in terms of the required resources (CPU, RAM, etc.)
and there are no requirements as to how these resources are
provided over time. More formally, a session is defined with
the following variables and functions:

Ideal session duration

7; denotestheideal duration of asession s; measured in seconds.
Itisthe session duration giventhat all resourcesfor itsexecution
are available. If there are more sessions than atier can handle,
there will be some resource pre-emption and eventually the
sessionwill be served in morethan t; secondsor will fail. By A;
we denotethetime by which s; hasexceeded t; and we consider
it as ameasure of application responsiveness.

Data item

In order to model the locality of disk operations, we need to
represent the data resident on the disks. Thus, we introduce the
notion of data item, which represents an entity stored on adisk.
Examples of data items are files and portions of DB records,
which are often accessed and stored together (e.g. aDB shard).
In the model, we consider that a finite number of data items
di...d, isspecified.

Sepsize

We define a common step size § for all stepwise functions in
our model. Generally, we would aim for small value of 8, since
that would make the simulation more refined.

CPU load of the application server
By v, () we denote the CPU load on the application server
caused by the session. It is measured in millions instructions

per second (MIPS) and represents the average number of CPU
instructions required by the session over time. At a given point
in time, the required number of operations can be defined as
n(t)/2¢ where n(t) is the number of instructions required by
asessioninthetimeinterval [r — €, t + €] after its start given
a small predefined ¢ > 0. The € value is an input parameter
to the model (e.g. ¢ = 0.001). Based on that, we can formally
define the values of the stepwise function v,; for the jth step

(ie.r €l — 13, j8) asva(r) = (1/8) [} 15 (n(x)/2€) dx.

Memory load of the application server

The stepwise function ¢,,(¢) denotes the RAM usage in the
application server by the session over time and is defined
analogously to v, (1). ¢us(t) defines how many megabytes of
memory the session uses ¢ seconds after its start.

CPU load of the database servers

By vy, (¢, dy), we denote the number of CPU operations needed
for the processing of dataitem d; by some of the DB servers. It
ismeasured in MIPS and is defined analogously to v, (7).

Memory load of the database servers
dap(t, di) defines the RAM usage needed for the processing of
dataitem d; by aDB server and isformally defined analogously

10 s (7).

Disk I/O load

By o4(t,dy) we denote the number of required disk I/O
operations on dataitem d;, over time. It ismeasured in Millions
of Input/Output Operations Per Second (MIOPS). The number
of 1/O operationswith d;, at timer canbedefined asn(z, di)/ 2¢,
where n(t, d;) is the number of instructions with data item
dy required by a session in the time interval [t — €, ¢ + €]
and given the predefined ¢ > 0. Analogoudy to v,,, we
can define the ‘averaged’ step values of the oy, functions
for the jth step (i.e. t € [(j — D6, jd)) as oup(t,dk) =

(1/8) [ 15 (n(x, di) /2€) dx.

Network delay and ‘think times’

Within our architectural settings, we can largely classify two
types of network: (i) the internal data centre network, used to
connect application tiers within a cloud and (ii) the network
between the end users and the serving data centre.

Nowadays the internal data centre network usually has
sophisticated topology and offers high speed and low latency
[50]. Moreover, previous research in multi-tier applications
shows that inter-tier network performance typically does not
cause significant performance penalty compared to CPU, RAM
and /O utilization [51, 52]. Infact Lloyd et al. have empirically
shown that for amulti-tier application in a cloud environment,
the outgoing and incoming VM network transfer between tiers
explain, respectively, only 0.75% and 0.74% of the overal
performance variability. In contrast, they have found that CPU
load and disk reads and writes explain, respectively, over 71%,
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37% and 14% of the observed performance [53]. Hence wewill
consider the effect of the internal network to be negligible and
will not present it in our model.

In contrast, the delays caused by the wide area network
connecting end users with the serving data centre can be
significant. Similarly, users’ ‘think times’ are typically present
and need to be modelled. From the perspective of the servers
both the external network delays and the ‘think times' result
in idle periods, during which the servers are not utilized by
the session. More formaly, if a session is idle (either because
of anetwork delay or user’s inactivity) during the time period
[#1, 2], then the number of required CPU instructions by the
AS server will be n(t) = 0 fort € [r1, 1]. SInce v (1) is
dependent onn(z) itsvaluefor thistimeinterval will be affected
accordingly. The values of v,;, and o, representing the CPU
and disk utilization of a DB server, for an idle time period can
be defined analogously. The values of ¢,, and ¢, for anidle
period can be defined as the amount of session data kept in
the memory by the respective AS and DB servers during these
periods.

4.2. Modédling resource contention

Resource contention appears when some of aserver’sresources
(e.g. CPU) are insufficient to serve al its sessions timely.
Although clouds offer seemingly endless resource pools, it
is dtill possible for an application to experience resource
shortage. Firstly, some applicationsallocate resources statically
and given a substantial workload their capacity can be
exceeded. Secondly, public online applications can experience
a sudden and unexpected demand peak. In some cases
resources cannot be provisioned quickly enough and thus the
aready provisioned servers experience contention. Thirdly, in
many 3-tier deployment models, the data tier cannot scale
horizontally. For example, when asinglerelational DB serveris
used without any replication or sharding. In such casesthe DB
serverscan experience contention. To explorewhat isthe system
performance in such cases, we need to be able to model and
simulate contentions. Next, we describe how different resource
contentions are handled in our model.

CPU resource contention

When the CPU resources of a server are insufficient, standard
process/thread scheduling policiesare used to assign processing
time to each session. For the time periods that the session is
preempted in atier, it is also considered preempted on the other
application tier. In other words resource preemption in one tier
isreflected by an overall slowdown of the entire session, which
is representative of synchronous data processing.

I/O resource contention
When the 1/O throughput of the DB server is insufficient,
standard 1/0 scheduling policies are used to assign 1/0O

processing to each session. Alike with CPU, an 1/0 preemption
in onetier leads to a preemtion in the other tier as well.

RAM resource contention

RAM resource contention occurs when at agiven point in time
the sum of the sessions’ and the system’ smemory usages exceed
the amount of memory the server has. When RAM resource
contention appearsthe server stops, resulting in ‘ out of memory’
error. Consequently, all sessions served on this server fail and it
stopsaccepting new ones. Thework of the other servershowever
continues. For simplicity in our model we do not consider
the usage of swapped disk space. The modelled behaviour is
representative of an operating system going out of memory and
killing the process of the server.

4.3. Session arrival model

As discussed, we model the arrival of a session of a given
type in a data centre as a Poisson distribution of a frequency
function—Po(A()), where A(¢) is represented as a stepwise
function of time. In a Multi-Cloud scenario, the arrival rates
in each Cloud should be defined. Hence, frequency functions
need to be specified per data centre. This allows for modelling
different workloads coming at different times within each data
centre. Thus, we can represent workload influencing factors
like time zone differences. Formally, for each session type st
and data centre dc;, the number of arrivals can be modelled as
Po(Aij(1)), where Ajj(¢) is a user specified function modelling
the arrival rate.

4.4. Performance variability across clouds

The VM performance in a Multi-Cloud environment can vary
significantly. The two main factors for this are:

(i) VM setup—atypical VM configuration allowsaVM to
use additional (but still limited) resources in terms of
CPU and I/Oif the host machine providesfor that. Thus
inthe model it isimportant to specify what isthe set-up
of theVVMswith respect to sharing hardware resources.

(i) VM consolidation—if the VM setup allows for
opportunistic usage of host resources, then it is
important to note what the VM consolidation policy of
each cloud provider is.

In order to adequately model the variability of the VM
performance in a Multi-Cloud environment, we need to
note both these characteristics for every data centre. In the
implementation section we discuss further how these policies
can be specified.

5. SIMULATOR IMPLEMENTATION

The previously described analytical model alows for coarse
grained performance analysis of 3-tier applications. In
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this section, we describe our implementation in terms of
algorithms and data structures which extend the CloudSim
[13] environment to support our model. CloudSim is a mature
simulation environment and by extending it our approach can
make use of al of its existing features like VM placement
policies and energy consumption evaluation.

5.1. Representation of disk 1/O operations

To represent an application’s performance in terms of access
to persistence storage, we extended CloudSim to support disk
operations. Thiswas done at three levels:

(i) Host—we extended the base CloudSim Host (physical
machine) entity by adding hard diskstoit. Each disk is
represented as an extension of the Processing Element
(Pe) component. A Pe in CloudSim models a core of a
processor.

(i) VM—in a similar fashion, we also extended the VMs
to support disk operations. We aso extended the
schedulers that distribute VM resources among the
executing jobsto distribute the avail able I/O operations.

(iii) Cloudlet (Job)—each job (cloudlet in terms of
CloudSim) has been extended to define a number of
required 1/O operations. Also each cloudlet isassociated
with the dataitem it uses. Lastly, each cloudlet defines
a boolean value, showing whether it modifies the data
item or not.

Users are allowed to specify the policies for sharing 1/0
operations among VMs in a Host and cloudlets in a VM the
same way they do it for CPU.

5.2. Provisioning of I/O operations

Disk /O operations need to be distributed at two levels. Firstly,
a Host should distribute the available disk operations among
the VM s using the disks. Secondly, VM s should distribute their
portion of the /O operationsamong thejobs/cloudl ets depl oyed
in them. There is clear analogy between distributing 1/0 and
CPU operations among VM s and cloudlets. Furthermore, aswe
represent hard disks as extended Processing Elements (Pe) we
could directly reuse the already existing CloudSim policies for
CPU scheduling.

However, unlike CPU, 1/0O operations are localized. 1/0
operations on a data item stored on one drive can not be
executed on another, while CPU operations can be executed
on every available CPU. Since CloudSim does not support such
locality in the assignment of CPU operations, directly reusing
these policies will lead to erroneous simulation behaviour.
To overcome this problem we assign a separate scheduler to
each of the hard disks of a Host. Thus disk operations can be
provisioned per disk. Thisallowsfor VMsto have accessonly to
aportion of the available disks and to achieve locality. We have
also implemented locality in an extension to the job/cloudlet

scheduling policies, so that jobs utilize only the disks, where
the corresponding data items reside.

5.3. Representing sessions and contention

In the analytical model, we represented a session as severa
stepwi sefunctionsdefining its resource demands on the servers.
Within each step, a session has constant resource requirements
intermsof CPU, RAM and I/O operations. To bring this concept
to the simulation environment, we represent the behaviour of
each session within a step as one cloudlet executed by the AS
server and several cloudlets on the DB servers. Each of the DB
cloudletsisassociated with thedataitem it uses. The breakdown
of a session’s behaviour for a given step into DB cloudlets
is based on the data items it accesses during this period. For
example if a session accesses three data items during a given
step, then there will be three DB cloudlets for this step.

In other words for each session and for each step in the
simulation we have one cloudlet assigned to the AS server and
several cloudlets assigned to the DB servers. Thus in terms of
implementation the step values of v, Gus, Vap, Gap, oup define
the corresponding cloudlets’ resource requirementsin terms of
CPU, RAM and I/O.

The assignment of cloudlets to DB servers is based on
the data items they use—cloudlets are assigned to servers
which have access to their data. This assignment is done by
a new simulation entity DBCloudletScheduler. The default
implementation of this entity assigns each DB cloudlet to the
first server which has access to its data item. By specifying
a custom DBCloudletScheduler one can simulate different
policies in the data layer. For example, cloudlets performing
read operations could be redirected to slave DB servers, or can
be cancelled if the datathey retrieveisin a cache.

Formally, for a given session the required amount of CPU
operationsinthe AS cloudlet corresponding to the step interval
[ti,t; + 8] is f:” Vs (1) df, which simply equals dv,,(%;) as
Vs () is a stepwise function has a constant value within this
interval. The other resource requirements (CPU and RAM
of a server and 1/0O on a disk) of the cloudlets are defined
analogously.

Each session is represented with two equal-sized queues—
onefor the AS server and onefor the DB servers. The elements
of both queues correspond to the steps in the model. The
elements of the AS queue are single cloudlets, which are
executed sequentially. The elements of the DB queue are sets
of cloudlets, whose members execute simultaneously. Cloudl ets
from subseguent el ementsof the DB queueexecutesequentially.
The cloudlets from the corresponding elements of both queues
are associated with the same start time, and no cloudlet is
submitted to the servers before its start time has passed.

Thisisdepictedin Fig. 3. For each session s; on the diagram
the jth element of the AS queueis si‘jis and the jth element of

the DB queue is the set {s{}; - - - s }. where I is the set size.
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Algorithm 1 Submit Session.

1: procedure SUBMITSESSION(S;, feyrr, O)

2. submit s""f to the assigned AS server

3 submit {s%. ... s } to the DBCloudletScheduler
4: setStartTi me(sl, 2, teurr +0)

5. end procedure

- Session, fqyr - cUrrent rime, o - step size

> Sets the start times of the cloudlets at position 2 in the queues

Session S
AS Cloudlets queue
as as as
S .| §* S N
DB Cloudlets queue \"r 74
e o
db db db *
S S S| Sin
b b b
Sm‘l sm, 511«,
Session S ;
AS Cloudlets queuve ;! A
| & I I g% I gos E R '
in iz i1 ~N P kY .e # ’
<ol N A= . X/
DE Cloudleis queue « ST s, [DB Cloudlet] __,.-x
L b &, T
‘ s® = 5% ! |_Scheduler |
|
b db db
Sm] Sizi S.u,

Virtual Machine

FIGURE 3. Session representation.

Cloudlets associated with the jth step are submitted only if all
their start times have passed and all cloudletsfrom the previous
steps have finished execution.

After asession s; is submitted, the cloudlets form the heads
of both queues are set the current simulation time ¢, as start
times. The head of the AS queue saf is directly submitted to
the assigned AS server. Cloudlets s - - - s from the head
of the DB queue are sent to the DBCloudletScheduler, which
submitsthem to the DB serversin accordance with the DB layer
architecture—e.g. Master—Slave, caching, etc. The cloudlets
from the next elements of the queues s3, s, ... s%  are set
starting time fcyrr + 0. Thisprocedureisdefined in Algorithm 1.

Upon the completion of every submitted cloudlet and the
elapse of the start time of every cloudlet, which has not been
yet submitted, the heads of the two queues are inspected. If all
cloudlets from the two heads have finished and the start times
of the cloudlets form the next queue elements have passed, then
the following actions are taken:

(1) the heads of the queues are removed;

(2) the cloudlets from the new heads are submitted;

(3) the cloudlets from the next elements (after the heads)
of the queues are set to have starting times o seconds
after the present moment.

Algorithm 2 defines formally the previously described
procedure for updating a session. The two key invariants of
this agorithm are:

(i) No cloudlet is submitted before its start time and the
start time of its counterparts from both queu% have

come. Formally, no cloudlet ¢ € {s&° s ... ul.,} is
submitted before the start times for all s, s .. Sg?u

haveelapsed. Thisensuresthat even if one of the servers
is quick to finish its cloudlets, this will not lead to
premature exhaustion of the session’s cloudlets and the
session will still take at least its predefined ideal time.

(ii) No cloudlet is submitted before all its predecessors and
all predecessors of its counterparts from both queues
have finished. Thus if there is contention/bottleneck in
any of thetiersthiswill result in an overall delay of the
whole session.

As a consequence a bottleneck in atier resultsin an overall
delay of the served sessions.

CloudSim isadiscrete event simulator and one can associate
custom logic with every event. This alowed us to check
throughout the ssimulation if the memory usage within a server
exceeds its capacity. In accordance with the described model,
in such acasethe VM simulation entity is stopped and all of its
running sessions are marked asfailed.

5.4. Performancevariability

CloudSim supports a special CPU provisioning policy called
VmScheduler TimeSharedOver Subscription. It allowssetting the
maximum CPU capacity of a VM. If there are sufficient
resourcesthis capacity isprovided. Otherwise asmaller shareis
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Algorithm 2 Update Session Processing - executed when a cloudlet finishes, or the start time of a cloudlet elapses.

1: procedure UPDATESESSIONPROCESSING(S; , feurr, 0)
2: J < index of the heads of the queues

3 if teurr > getSartTime(s;, j + 1) then

4; submitNextStep < TRUE

5: for all ¢ € {si?s, sf'jbl . ..s;’ﬁij} do

6: if ¢ isnot finished then

7: submitNextStep < FALSE

8: break

o end if

10: end for

11 if submitNextSep then

12: pop s;’S queues

13 j<—j+1

14: submit s{° to the assigned AS server
15; submit {s3, . .. s } to the DBCloudletScheduler
16: setStartTime(s;, j + 1, tour + )

17: end if

18: end if

19: end procedure

> §; - SeSSioN, fgyrr - CUrrent rime, o - step size

alocated. Thisallowsusto implement the previously discussed
VM performance variability with respect to their mapping to
hosts. Since we represent hard disks as extended processors,
we reuse this policy to allocate 1/0 instructions among VMs.

When instantiating a physical machine in the simulation
environment, one needsto specify two policies—onefor sharing
CPU time among VMs and one for sharing 1/O operations. By
choosing the appropriate policy one can either take into account
the performance variability or assume that VMs use constant
resources.

By using VmScheduler TimeSharedOver Subscription and
implementing different VM consolidation logic in each data
centre, the performance heterogeneity of a Multi-Cloud
environment can be represented.

5.5. Load balancing

To distribute the incoming sessions among AS servers, we
introduce a new entity called LoadBalancer. It is responsible
for assigning the incoming sessions to the AS servers within a
data centre. Currently, the load balancer is a separate entity and
is not deployed within aVM. We implemented a default load
balancer that distributestheincoming sessionstothe AS server
with the least percentage of CPU utilization. However, one can
implement different |oad balancing policiesand run simulations
with them.

5.6. Workload generation

In our implementation, workload is generated by a new entity
called WorkloadGenerator. It generates workload for a single

data centre and application. Thus each generator is associated
with asingleload balancer. At the start of every simulation step,
each generator is queried and returns alist of sessions that will
be submitted to the load balancer during the step.

In order to define the behaviour of a generator, two
additional parameters are needed—a FrequencyFunction and a
SessionGenerator. The FrequencyFunction represents the A(z)
function from the forma model. In our implementation it has
an additiona property—the unit, which represents the time
period the frequency is defined for. For example, if the unit
is60s and the frequency is A(¢) = 3 for every ¢, then sessions
appear with frequency 3 per minuteduring theentiresimulation.
One can implement arbitrary frequency functions that meet the
reguirements of their simulation.

The default implementation is PeriodicStochasticFrequen-
cyFunction, which defines a periodic frequency function. For
example, it can be used to define the frequencies on a daily or
weekly basis. Using it, one can further define frequency val-
ues as samples of a normal distribution. For example, one can
specify that on a daily basis in the period 13-15h the session
occurrence frequency per hour has amean of 20 and a standard
deviation of 2. At simulation time, the workload generator gen-
erates values that meet these criteria. One can also specify the
so-called null point of such afunction. It representsthe moment
at which a period starts. Null points represent an easy way to
define workloads originating in different time zones. That is, if
we have a given workload generator, we can ‘move’ it through
time zones by just setting the appropriate null value.

The SessionGenerator is responsible for creating sessions.
The default implementation is ConstSessionGenerator which
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generates equal sessionsevery timeitiscalled. Alike frequency
functions one can implement and plug their own session
generation policies.

The work of a workload generator is depicted in Fig. 4.
At the beginning of every step of the simulation, the
WorkloadGenerator isrequested to generate the sessionsfor the
step. Based on the step length, the frequency and the function’s
unit the generator computes how many sessions need to be
submitted for the step and asks the SessionGenerator to create
them. The resulting sessions’ submission times are uniformly
distributed throughout the step’s duration.

6. USE CASES

This section describes several typical use cases of the proposed
modelling and simulation environment. We envision that
the proposed environment can be used by both researchers
in the field of distributed systems and system architects
for performance evaluation and comparison of different
provisioning and scheduling approaches. The common use
cases are depicted in Fig. 5.

:WorkloadGenerator

:SessionGenerator

T
| |

e
getFrequency(t)
getUnit() g
Loo I

generateSessionAt(ti) !
[

| :FrequencyFunction

generateSessions(t, stepLen) L

t
!

Returns sessions for step |
« I T

FIGURE 4. Workload generation.
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During the early stages of designing a system, an architect
often needs to predict how the designed system would behave
under different workloads and if it is going to meet the stated
non-functional requirements at all times. Key non-functional
requirements usually are the response timeto users and the cost
of the utilized Cloud resources. Having multiple configurable
Commercial Off-The-Shelf (COTS) and Open Source software
components and middleware at their disposal, they need to
compare the available approaches, to weight the architectural
trade-offs and make an architecture wise decision. This is
usually achieved by developing small-scale proof of concept
(POC) prototypes that demonstrate the overall plausibility of
an approach. The cost and effortsfor devel oping multiple POCs
to explore various architectural alternatives have been a major
inhibitor for system architects. Not to mention that small scale
POCs can not be used to test for workload peaks and scaling
under extreme workload.

Hence, a simulation environment can be used during
these early stages of system development. An architect can
perform simulations by ‘plugging’ different policies for load
balancing and data replication and caching by implementing
the LoadBalancer and DBCloudletScheduler APIs. Thiswould
allow for evaluation and comparison of different approaches.

Similarly, the proposed modelling and simulation environ-
ment could also be of use to researchers, developing new pro-
visioning and scheduling approaches for 3-tier applicationsin
Clouds and Multi-Clouds. New load balancing, data replica-
tion and caching strategies could be developed and evaluated
through the LoadBalancer and DBCloudletScheduler APIs.
New entry point policies can also be evaluated.

A key point in all these use cases is the definition of the
workload directed to every data centre. Firstly, one needs to
define the resource consumption of the sessions that make
up the workload. One approach is to define one or several
types of sessions, whose performance characteristics over
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FIGURE 5. Main use case scenarios.
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time (expressed in the step-wise functions) are averaged from
monitoring data from actual executions. For this baseline
benchmarks of application executions are needed. They can be
extracted from historical datafrom log files of aprototype of the
system or asimilar system. Alternatively, they can be extracted
by performing experiments with a prototype of the system or
one with similar characteristics.

Once the characteristics of the session type(s) have been
defined, the frequencies of the session establishments need to
be defined. One approachisto use historical workload—e.g. the
timesof session establishment can betaken fromlogs. However,
it is often the case that no historical information is available—
e.g. if anew system is being architected. Moreover, one of the
main benefits of performance modelling and simulation is that
one can test with arange of workloads including both high and
low ones and with static or dynamic arrival frequencies over
time. The aforementioned workload generation functionality of
the simulation environment can be used to generate synthetic
workload. Asdiscussed, it allowsfor the generation of arbitrary
time-dependent workloads.

7. VALIDATION

Inthissection, wemodel and simulate the behaviour of an actual
3-tier system and compare the performances of the simulation
and the systemitself. The goals are two-fold: (i) to demonstrate
how one can model a system’s behaviour and (ii) to show that
our model can predict a system’s performance with reasonable
accuracy.

A simulator is a generic tool with a wide applicability
scope. Testing and validating our simulator against all possible
middleware technologies, operating systems, configurations,
virtualization environments and workloads is an extremely
laborious and time consuming task. In this section, we
demonstrate the plausibility of our approach with two
experiments with the established benchmarking environment
Rice University Bidding System (RUBIS) [54-57]. It consists
of an e-commerce website similar to eBay.com and a client
application, which generates requests to the website.

RUBIS follows the standard 3-tier architecture and has an
application and a DB server. We use the PHP version of RUBIS
with a MySql relational DB. The user interface consists of
severa web pages. They are not static and have dynamic content
[57]. For each incoming HTTP request for a page, the PHP
server parses the HTTP parameters, queries or updates the
MySqgl DB and generates the dynamic content of the page,
which isthen returned to the end user. Hence each page request
induces load to both servers. The MySql server ensures that
the data are accessed in a transactional and consistent manner,
which is important for an e-commerce application. The DB
consists of seven main tables, containing information about
items, categories, bids, comments, users, regions and direct
purchases [54]. Figure 6 shows the relational model in more

details. Thereis an additional table called ‘old-items' with the
same schema as ‘items’, which contains historical data about
goods, which are no longer for sale. In the RUBIS workload,
the DB has been populated with data in a manner similar to
ebay. More specifically, at every moment there are about 33
000 items classified in 20 categories and 1 million usersin 62
regions. There are half a million comments. The total size of
the MySqgl DB and the accompanying indices is approximately
1.4GB [54].

In RUBIS the workload consists of sessions, each of which
comprises a sequence of requests. The succession of requestsis
based on atransactionstable/matrix specifying the probabilities
for auser visiting a given page to navigate to every other page
or to leave the website. RUBI S also emulates the *think times
between requests. By default the lengths of the ‘think times
follow a negative exponential distribution as advised by the
TPC-W specification [58]. The mean of this distribution and
the number of sessions are parameters of the workload. At run
time, for each session the RUBIS client starts by sending an
initial request to the ‘Home' page. Then based on the mean
‘think time', the last accessed page and the transactions table it
randomly generates a‘think time’ period, waitsfor it to expire,
and generates the next request. We have modified the client, so
that this process continues until apredefined number of requests
have been served or the user |eaves the system.

RUBIS comes with two types of workload, defined in the
provided transactions tables. The first one consists of browsing
actions only, that do not result in a modification of the
persistent data. Examples of such actions are browsing items
and reviewing sellers’ information and ranking. The second
workload consists of 85% browsing actions and 15% actions
resulting in amodification of the DB. Itisamuch morerealistic
auction site’'s workload [55, 57]. This is the default RUBIS
workload and it is the one we use in all our experiments.

In RUBIS performance utilization data are gathered from
both serversthrough the SAR (System Activity Report) system
monitor, provided by the SY SSTAT package [59]. At execution
time, it collects detailed information regarding CPU, RAM,
I/O and network utilization. Among these, the measurement
of the actual RAM consumption is an elusive goal, because
(i) operating systems often keep huge caches of persistent
data in memory to avoid some disk operations, (ii) in many
middleware technologies memory is not automatically rel eased
until garbage collection. Consequently, deciding what part of
the allocated memory is actually used by the application is not
trivial. To bypassthisissue in our experiments we use the SAR
metric for amount of ‘active memory’. Asto the specification it
represents the amount of memory which has been used recently
and is not likely to be claimed for other purposes.

In al following experiments we set-up the RUBIS client
to execute sessions consisting of maximum 150 requests, and
having 7s average ‘think time'. We use the default RUBIS
transitionstableto emulate users browsing through the website.
In all simulations, we consider astep time § = 60s.
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FIGURE 6. Relational model of the RUBIS workload.

7.1. Session performance basdine

As discussed, one can extract a typical session’s performance
characteristics either from historical data or by benchmarking.
Due to the unavailability of suitable performance logs for
RUBIi Sweuse benchmarking, whichisdescribed in thissection.

Firstly, we assumethat all sessions have similar performance
characteristics. For a RUBIS workload's sessions this is
reasonable, since they all follow the same statistical patterns.
This is also typica in rea life, where one can often find
that ‘on average' users follow similar usage patterns. In our
simulation we will have one session type/prototype defining a
session’s performance demands over time in terms of the v,
bas, Vap, Pap and o, functions. The values of these functions
are derived from benchmarks of the system’s performance.
Hence when we emulate n sessions with the aforementioned
statistical propertiesin RUBIS, in the corresponding simulation
we will simulate n sessions from this type. Intuitively, as the
session typeisrepresentative of atypical session the simulation
and the actual execution should have similar performance

characteristics given a sufficient number of sessions. We test
this assumption in the later subsections.

For some applications one can observe that different groups
of users (e.g. merchants and buyers in an online store) have
diverseusagepatterns, resulting in different resource utilization.
In such case, different session types should be defined and
simulated. However, in the RUBIS environment al users
follow the same usage pattern, and thus we consider only one
type.

We conduct the benchmarking on acomputer with an Intel (R)
i 7-2600 chipset, which hasfour hyper-threading 3.4 GHz cores,
8 GB RAM andisrunning 64bit Ubuntu 12.10 operating system.
Wehave deployed the ASand DB serversin separateVirtual Box
VMs, each of which has 512 MB RAM, a dedicated CPU core
from the host and is running 32bit Ubuntu 12.4.

The RUBI S benchmark uses asingle DB server and does not
use any caching, replication or sharding. Thus in the formal
model we consider a single data item d1, which is used by all
disk operations. Thusin our model thevy,, ¢4, and o4, functions
de facto become functions of time only.

THE COMPUTER JOURNAL, 2013

9T0Z ‘0z Afeniged uo A1slBAIUN B1RIS BIURA|ASUURd Te /BIo's[eulnolployxo’ jufwody/:dny woly papeojumoq


http://comjnl.oxfordjournals.org/

PERFORMANCE MODELLING AND SIMULATION OF THREE-TIER APPLICATIONS 15

30

100 sessions
— 1 session

25

20

15

%CPU utilisation

10

0 50 100 150 200 250 300
Time in seconds

FIGURE 7. CPU tilization of the DB server with 1 and 100
simultaneous sessions for the initial 5 minutes.

We perform two simple RUBI S benchmark teststo definethe
session type for the simulation. For both tests we get the values
of the resource utilization in terms of CPU, RAM and disk
I/0 from the SAR monitoring service. We take measurements
for al servers and for every second from the tests. First,
we test the system with only one session. The god is to
measure the utilization caused by the operating system, the
middleware and the monitoring service. Secondly, we test with
100 simultaneously started sessions. Weattributethedifferences
in system utilization between the two tests to the increment of
99 sessions in the workload and based on that we estimate the
overhead of a single session.

In the rest of the section, we describe how the AS server
CPU utilization caused by a session can be represented in our
model. The procedure for defining the model representation
based on the benchmarks is not CPU specific and only uses
the reported by SAR utilizations in percentages. Thus, without
loss of generality, the same approach can be applied to model
theincurred RAM utilizations of both servers and the CPU and
disk utilizations of the DB server.

Based on the two tests, we can define a session's AS CPU
utilization r; € N seconds after its start as:

1
Fg&(leO)(ti) _ ngsl(J )
99 ’

where ngﬁl) (#) and Fgflﬁloo’ (t;) are the measurements of the
CPU utilization of the AS server for the experiments with 1

and 100 sessions, respectively, and Fa > denotes the mean of

al CPU measurements for the AS server from the test with

@

FE,(6) =

1 session. The rationale for Eq. (1) is that Fay> denotes the
typical overhead utilization caused by the system components
like middleware and OS. Thus when we subtract it from the
overal utilization and divide by the increment of sessions we
get an estimation of the overhead caused by a single session.
We call thevalues F(?psu(ti) derived observations of the session’s
CPU utilization on the AS server. Analogously, we can define
the session’s derived observations on both servers in terms of
CPU, I/O and RAM.

Next we need to define the step values of the model step
functions based on the derived observations in terms of CPU,
RAM and disk 1/0. One approach is to use the means of
the derived observations falling within a step. However, we
observe that the monitoring values returned by SAR for the
two experiments include many fluctuations/spikes—see Fig. 7.
Thus, to overcome the effects of outliers, we use the medians of
the derived observations falling within astep. Recalling that we
consider stepsof size60 s, and that we havederived observations
for every second, the CPU utilization of the AS server for the
jthstep (i.e. ¢ € [fe0j—1) te0; 1), Can be defined as follows:

vas (1) = median(Fey, (feoj-1) - - - Fu(teoj-1))-  (2)

Asdiscussed, we define the step values of ¢, vap, dapr aNd o5
analogously, which gives us a complete session performance
model.

Lastly, we need to define the ideal session duration t of
the sessions from the session type. In the experiment with 100
sessions, theutilization of al performance characteristics (CPU,
RAM and disk 1/O) ismuch lessthan 100% at all times. Hence,
there has not been any resource contention during this test and
thus we can define t as the mean of the execution times of all
sessions from this experiment.

7.2. Experiment 1. static workload

The goal of this experiment isto demonstrate that a simulation
can be used to predict the resource utilization of theASand DB
servers and the delays in the sessions’ execution. We execute
several RUBIS benchmarks, and model and simulate each of
them using our approach. We use different workloads in terms
of their intensity to test our simulation in the presence of both
low and high resource consumption and CPU and disk I/O
contention. Then we compare the predicted by the simulations
performance with the ones from the actual execution.

For this experiment, we use the same environment as for the
baseline measurement wedid previously. We executeworkloads
consisting of 50, 200, 300, 400, 500 and 600 simultaneously
starting sessions and we record the delays and the utilization
over time. The sessions are based on the default RUBIS
transitions table, which defines regular transactional load in an
e-commerce website and which we used for the baselining.

From the monitoring data we can conclude that the used
workloads are mostly transactional and data intensive, since
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FIGURE 8. CPU and disk utilizations with 300 and 600 simultaneous sessions. The plotted values are averaged for every 90s.

the DB disk utilization dominates the CPU utilizations of the
two servers for the majority of the execution time. This is
shown in Fig. 8 which depicts the CPU and disk utilizations
of the two servers at execution time given workloads of 300
and 600 sessions. We have plotted the averaged utilizations for
every 90s. For space considerations we have omitted the other
four graphs comparing utilizations. An interesting observation
isthat by the end of the execution, the disk utilization decreases
significantly. One reason for this is the suspension of some
of the simultaneously started sessions, whose lengths are
generated by RUBIS as values of a random variable. In fact,
this is why al resource utilizations decrease in the latest
stages of the experiment. Another reason is the in-memory
caching of disk operations by the operating systemsand the DB
server, whose effect gradually increases during the experiment.
Another interesting observation is that, the CPU utilization of
the AS server increases, as the disk utilization decreases. This
is because the throughput of the data tier is increased, which
allowsthe AS server to serve more user requests timely.

In our parallel simulation environment we define a single
host, with two VMs with parameters modelled after the rea
ones. Then we execute simulations with the same number of
sessions as in the aforementioned RUBIS experiments and
we record the resource utilization of the two VMs. The step
functions, defining a sessions’ behaviour are the ones extracted
from the previous section.

First, we compare the accumulated session delays from the
RUBIS execution (A;) with the ones from the simulation.
Since in the simulation we have identical sessions, which start
simultaneously and whose performance utilization does not
depend on a random variable, we get a single numeric value
as a predictor of the delay. However, in the RUBI S benchmark

o
o o
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S H H H
« H H
o —_—
4 27 :
j
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©
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FIGURE 9. Execution delays (boxplots) and predicted delays
(crossing horizontal lines) in Experiment 1.

the delays vary, as the ‘think times' and the succession of
requests vary based on random variables. Figure 9 depicts the
estimated by the simulations execution delays and the actual
ones and shows that the predicted delay is a good estimator
of the actual delays, always falling in the interquartile range,
except for the case with 600 sessions, when the 3rd quartileis
exceeded with about 40 s. We believe this difference is caused
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by performance improvements like in-memory caching, which
are not represented in our model, and which can mitigate the
consequences of contention in case of high workload. Sincethe
most utilized resource is the disk of the DB server (see Fig. 8)
this has impact on the overall delay. It is worthwhile noting
that some of the execution delays are actually negative, which
means that some sessions finish before the ideal execution time
has passed. Thisis because we defined the ideal execution time
7 asthe mean of the execution times of amultitude of sessions
that do not experience any contention. Thus by pure chancein

100
|

—— Simulation
————— Execution

% CPU utilisation

T T T T T T T
0 200 400 600 800 1000 1200 1400
Time in seconds

FIGURE 10. Predicted and actual CPU utilization of the AS server
with 300 simultaneous sessions in Experiment 1.

50 sessions

300 sessions

theactual executionwe have sessions, whose ownideal duration
will be shorter.

Next we compare the utilizations over timein terms of CPU,
RAM and 1/O of the servers in the execution and simulation
experiments. Figure 10 showshow the predicted CPU utilization
of the AS server approximates the real one for a workload of
300 sessions. To make the diagram clearer we have plotted the
averages of each 50 observations from the simulation, not of
each single observation. Figure 11 depicts how the predicted
by the smulation disk 1/O utilizations approximate the one
observed at execution time for workloads of 50, 300 and
600 sessions. Again, we have shown the averages of each 50
observations from the simulation. The figure shows that with
the increase of the workload, the actual disk 1/O utilization
increases as well, and causes contention in the benchmark
with 600 sessions. This behaviour is well approximated by
the predicted by the simulation disk /O utilization. For space
considerations we do not include the other 26 comparison
graphs.

For every workload, server and resource (i.e. CPU, RAM
and 1/0), we have two matched time sequences of observations
for every second of the execution—one from the RUBIS
benchmark and onefromthe simulation. Sinceinthesimulation
we can do many monitoring operations without hurting the
performance, for better precision we perform 10 observations
for each second and then we average them. In other words we
have paired samples of the utilization from the executions and
the simulations. All utilization measurements are in terms of
percentage—e.g. 90% disk utilization. Based on the procedure
of the Wilcoxon signed rank test with continuity correction we
can compute the 95% confidenceintervals (Cl) and an estimate
(the pseudomedian) for the median of the difference between
the populations.

600 sessions
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80
|

% Disk utilisation

0 400 800 1200 0 400
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FIGURE 11. Predicted and actual disk 1/O utilization of the DB server with 50, 300 and 600 simultaneous sessions in Experiment 1.

THE COMPUTER JOURNAL, 2013

9T0Z ‘0z Afeniged uo A1slBAIUN B1RIS BIURA|ASUURd Te /BIo's[eulnolployxo’ jufwody/:dny woly papeojumoq


http://comjnl.oxfordjournals.org/

18 N. GROZEV AND R. Buyya

TABLE 2. 95% Confidence Intervals (Cls) and estimates of the median of the utilization differences between simulation and execution.

Measurements are in percentages.

AS server, CPU AS server, RAM DB server, CPU DB server, RAM DB server, |/0
#
Sessions 95% Cl Estimate 95% ClI Estimate 95% ClI Estimate 95% ClI Estimate 95% CI Estimate
50 (-5.43,-493) -522 (-1.61,-158) —159 (—290,—2.39) —2.84 (—1.93,-1.91) —1.92 (—8.48, —4.64) —6.89

200  (—1341,—1251) —12.97 (—3.27, -3.22) —3.25
300  (—15.32 —12.82) —14.05 (—0.67, —0.56) —0.61
400  (—18.29, —14.04) —1652 (—1.05, —0.91) —0.99
500  (—17.16,—529) —9.01 (—2.47, —2.11) —2.29
600  (—11.09,-7.06) —8.98 (—0.91, —0.25) —0.63

(—7.67, —6.15) —7.05
(—2.31, 14.14) —0.32
(22.92, 26.66)
(24.21, 27.43)
(27.46, 31.13)

(~1.70, —1.69) —1.7
(—0.11, —0.09) —0.11

(—19.81, —15.05) —17.45
(—17.16, —11.01) —13.96

2497 (2.62,2.70) 268 (—13.99,—6.92) —10.45
2586  (4.36,4.38) 437 (-16.90, —9.65) —13.25
2934 (5.29,5.38) 533 (—17.32,—9.84) —1359

Table 2 lists the 95% Cls and the estimates for all experi-
ments and utilization characteristics. For all experiments and
characteristics, except for the CPU utilization of the DB server,
the 95% Cls for median of the difference in utilization contain
values within 20% range of the ideal case of 0%. The only
exceptionisthe CPU of the DB server, the estimate of the devi-
ation for which reaches nearly 30% for the case of 600 sessions.
Once again this difference can be explained by performance
optimizations like caching, that we do not account for. Such
optimizations can mitigate contention and improve performance
given a significant workload, which is reflected by the increase
of inaccuracies when the number of sessionsis increased.

7.3. Experiment 2: dynamic workload

The goal of this experiment is to show that simulation can
be used to predict the resource utilizations given a dynamic
workload in aheterogeneous Multi-Cloud environment. For this
purpose, we set up two installations of RUBIS. Thefirst oneis
the environment we used in the previous experiment and for the
benchmarking. We call this environment Data Centre 1 (DC1).
The second one is in the Asia Pacific (Singapore) region of
Amazon EC2. It consists of two ml.small VM instance—one
for the AS and one for the DB server. We call this environment
Data Centre 2 (DC2). The two environments have different
underlying hardware, virtualization technologies and provide
VMs with different capacities. Hence, with this experiment
we demonstrate how we can model and simulate application
execution in heterogeneous cloud environments.

We modify the RUBIS client, so that it can dynamically
generate sessions over a 24h period, based on predefined
frequencies for each hour. For example, we can specify that
between the second and third hours of the test the number
of arriving sessions is normally distributed with mean n and
standard deviation o. Then at execution time, at the beginning
of the second hour of the test, the RUBIS client generates a
random number n, which is an instance of this distribution.
Then n sessions are submitted at equal intervals between the
second and the third hour.

TABLE 3. Hourly frequencies of theworkload for Experiment 2.

Timeperiod (h) Mean hourly frequency  Standard deviation
0-6 10 1
6—7 30 2
7-10 50 3
10-14 100 4
14-17 50 3
17-18 30 2
18-24 10 1

100
1
1
1
1

60
1

Average Session Arrivals

20
1

T T T T T T T T T
Oh 3h 6h 9h 12h  15h  18h  21h 24h

Time after experiment's start

FIGURE 12. Average hourly frequencies of session arrivals for the
two data centres in Experiment 2.

Table 3 lists the frequencies we use in this experiment. They
are representative of the daily workload of asmall website. We
use them to generate workload for DC1. To demonstrate the
effects of heterogeneous time zone dependent workloads, we
assumethat DC2 isin alocation with 12 h time zone difference
and has the same workload pattern. Thusfor DC2 we ‘ shift’ the
frequencies with 12 hours. Figure 12 depicts the mean session
arrivals for the two data centres.
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FIGURE 13. CPU and disk utilizations of the AS and DB serversin DC1 and DC2 at simulation time in Experiment 2.

In the simulation environment we use the data centre we
used in the previous experiment to represent DC1. In our
simulation DC2 has the same characteristics as DC1, with the
only difference being the RAM, CPU and 1/O capacity of the
VMs and the physical machines (hosts).

However, ml.small instances in Amazon EC2 do not have a
dedicated processing core, liketheonesin our local environment
(DC1). Hence, someof the CPU timemay bedistributed to other
VMs located in the same host. As discussed, the dynamism of
VM placement can result in significant performance variability.
Amazon defines the metric EC2 Compute Unit, to measure
the amount of CPU capacity a ml.small VM has. However,
often this is just a lower bound, and one can observe better
performance if for example the VM does not share the host
with others. Typically, one should evaluate their scheduling and
provisioning policies against the lower bound capacities of the
provider's SLA. However, in this comparative study we aim to
statistically compare simul ation and execution and thuswe need
as accurate VM performance data as possible.

To achieve this, firstly we examine the capacity of the host
CPU, as defined in the /proc/cpuinfo Linux kernel file of
the two VMs. The SAR monitor defines the %steal metric,
which describes the percentage of ‘stolen” CPU operations
by a hypervisor—e.g. for serving other VMs. This metric is
always zero for VMs with dedicated cores. At execution time
we account for the %steal value when we define the CPU
utilization. In the simulation environment the CPU capacity of
theVMsin DC2isdefined asthemean CPU host capacity, which
has not been ‘ stolen’ during execution. Similarly, Amazon does
not define (not even with a lower bound) how many disk 1/0
operations a VM with an Instance Store can perform for a
second. They do so only for EBS backed instances. Hence, we
benchmark our instancesto get an estimatefor 1/0 performance.
Weusetheaf orementionedV M characteristicsto definethe DC2
VMsin the simulation environment.

As a result of the aforementioned performance measure-
ments, we have found that there are significant differences in
theVM capacitiesin DC1 and DC2. WhiletheVMsinthelocal
environment DC1 have dedicated CPU cores, the onesin Ama-
zon EC2 do not. Our measurements show that on average the
CPU capacities of theAS and DB VMsin DC2 equal approxi-
mately 66% and 76% of the capacities of the respective servers
in DC1. Similarly, the disk capacity of the DB server in DC2
is approximately 75% of the disk capacity of the DB server in
DCL1. Furthermore, theVMsin DC2 are standard Amazon EC2
instanceswith 1.7 GB of RAM, while our local VMs have only
512 MB of RAM. Hence with this experiment we demonstrate
application modelling and simulation in heterogeneous envi-
ronments with respect to both the observed performance and
the incoming workload.

In order to simulate the workload we use the previously
defined workload functionalities of the simulator. During
execution we samplethe performance utilizations every minute.
In the simulation, we take utilization samples for every second
and then define the utilization for every minute as the average
of the samples for the included seconds.

Figure 13 displaysthe average VM utilizations of the servers
for every 5min, as predicted by the simulation. It shows that
the predicted resource utilizations of the servers follow the
patterns of the workloads shown in Fig. 12. As a result of the
heterogeneity of thehardwareand VM capacitiesin thetwo data
centres, the utilizations of the serversin the two data centres
differ significantly. For example, the CPU utilization of the AS
server in DC2 at the peak times of the workload exceeds almost
twicetheutilization of the DC1 server at its peak workload time.
This is because, the average CPU capacity of the AS server
in DC2 is about 66% of the one in DC1. Similarly, the disk
utilization during the workload peak of the DB server in DC2
is much higher than the onein DC1, as aresult of having only
76% of the disk capacity of DC1. Given intensive workloads,
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TABLE 4. 95% Confidence Intervals (Cls) and estimates of the median of the utilization differences between simulation and executionin DC1

and DC2. Measurements are in percentages.

AS server, CPU AS server, RAM

Data

DB server, CPU

DB server, RAM DB server, |/O

centre 95% Cl Estimate 95% Cl

Estimate 95% ClI

Estimate 95% ClI Estimate 95% ClI Estimate

DC1 (—0.43,—0.37) —0.4
DC2 (0.65,074) 0.7

(—4.06, —3.97)

—4.02 (-0.35,—0.31) —0.33
(—10.46, —10.31) —10.39 (—2.78, —2.71) —2.75

(—1.06, —0.89) —0.97
(=712, -7.07) —7.1

(—1.16, —0.97) —1.07
(0.49,058)  0.53

this performance heterogeneity can easily result in different
contentions and consequently application performance in the
different data centres.

Table 4 lists the 95% Cl s and the estimations of the medians
of the differences of the utilizations of the serversin DC1 and
DC2. Asinthe previous experiment, we use the procedure of the
Wilcoxon signed rank test with continuity correction to compute
the 95% confidence intervals (Cl) and the estimates. From the
table we can see that the estimated error (the pseudomedian
of the differences) is less than 11% for all characteristics.
The accumulated delay for every simulated session in this
experiment is 0. This is representative of the fact, that at
execution time there were no resource contentions with the
given workload.

8. CONCLUSIONAND FUTURE WORK

We have introduced anew approach for performance modelling
of 3-tier applications and their workload in Cloud and Mullti-
Cloud environments. Unlikeothers, our model iscoarse-grained
and session-based and does not represent each and every user
interaction. Thus, itissuitablefor quick prototyping and testing
of scheduling, provisioning and load bal ancing approaches. We
have implemented a CloudSim extension realising this model,
which can be used for performance eval uation without the need
to deploy large scale prototypes.

By definition a system model is a simplified description
of the origina system, and as such our model makes
some simplifying assumptions. To vaidate it, we have
conducted two experiments demonstrating the plausibility
of our approach by comparing the simulation results with
the results from an actual system execution. By using both
public Cloud and private in-house infrastructures with different
virtualization environments, settings and workload dynamism
wedemonstrated theplausibility of our approachinawiderange
of environments.

Our future work will focus on: (i) modelling the entry point,
which distributes the incoming workload among clouds, (ii)
modelling asynchronous data processing, that would allow ‘Big
Data’ jobsto be represented, (iii) incorporation of our model in
other simulation environments and (iv) evaluation of the energy
consumption impact caused by an application.

In fact CloudSim already supports power consumption
modelling [13]. Moreover, Guérout et al. have defined DVFS
(Dynamic Voltage and Frequency Scaling) aware extension
of CloudSim allowing to test the effect of different DVFS
approaches on data centre power consumption [60]. All of these
functionalities have been implemented in the core CloudSim
components (i.e. physical machines/hosts and processing
elements/CPU) and thus can bereused by all extensions. Hence,
while our approach is focused on application performance
modelling and simulation, it can already be used to evaluate the
energy consumptionimpact of application executionin different
data centres with respect to their VM consolidation and DVFS
management policies. We plan to study these aspects in more
detailsin the future.
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