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Abstract mance.

TCP Server is a system architecture aiming to of- _
fload network processing from the host(s) running anl Introduction
Internet server. The basic idea is to execute the TCP/IP
processing on a dedicated processor, node, or device With increasing processing power, the two main
(the TCP server) using low-overhead, non-intrusive performance bottlenecks in web servers are the stor-
communication between it and the host(s) running theage and network subsystems. A significant reduction
server application. of the impact of disk 1/O on performance is possible
by caching, combined with server clustering and re-

uate the TCP Server architecture to offload TCP/IP quest (j_lstrlbutpn tec_:hnlques like LARD [28.].Wh'Ch
results in removing disk accesses from the critical path

processing in two different scenarios (1) using decll'of request processing. However, the same is not true

cated network processors on a symmetric multiproces-]cor the network subsystem, where every outgoing data
sor (SMP) server and (2) using dedicated nodes on ’

; yte has to go through the same processing path in the
cluster-based server built around a memory-mapped ; :
S protocol stack down to the network device. In a tradi-
communication interconnect such as VIA.

tional system architecture, performance improvements

Based on our experience and results, we draw sevfor network processing can only come from optimiza-
eral conclusions: (i) offloading TCP/IP processing tions inthe protocol processing path [1, 12, 16, 23, 21].
is beneficial to overall system performance when the As a result, increasing service demands on today’s
server is overloaded (performance gains of upto 30%network servers can no longer be satisfied by con-
were achieved in the scenarios we studied) (ii) TCPventional TCP/IP protocol processing without signif-
servers demand substantial computing resources foiicant performance or scalability degradation. When
complete offloading. Complete TCP/IP offloading to factoring out disk 1/0O through caching, TCP/IP pro-
intelligent devices requires the device to be computatocol processing can become the dominant overhead
tionally powerful to outperform traditional architec- compared to application processing and other system
tures. (iii) the type of workload plays a significant overheads [22, 37]. Furthermore, with gigabit-per-
role in the efficiency of TCP servers. Depending onsecond networking technologies, protocol and network
the application workload, either the host processor or interrupt processing overheads can quickly saturate
the TCP Server can become the bottleneck. Hencethe host processor with increasing network processing
a scheme to balance the load between the host andbads, thus limiting the potential gain in network band-
the TCP Server would be beneficial to server perfor-width [4].

In this paper, we propose, implement, and eval-



Two non-conventional architectures have been pro-the non-intrusive communication between the host and
posed to alleviate the overheads involved in TCP/IPthe dedicated processor(s) is achieved using shared
networking: (i) offloading some of the TCP/IP pro- memory, incurring minimal overhead. We evaluate
cessing to intelligent network interface cards (I-NIC) the server performance as a function of the number of
capable of speeding up the common path of the protoprocessors dedicated for network processing and the
col [3, 8, 10, 14, 18, 36] an(li) replacing the expen- amount of processing offloaded to them. Finally, we
sive TCP/IP processing with a lightweight, more effi- study the tradeoffs between polling and interrupts for
cient transport protocol [8, 11], using user-level and event notification in this environment.
memory-to-memory communication based on stan-
dards such as VIA [13] and Infiniband [17]. The first  In our second scenario, we offload the network pro-
approach attempts to alleviate the overheads assoctessing to dedicated node(s) in a cluster-based server.
ated with conventional host-based network processThe TCP server connects to the nodes running the
ing and the second approach attempts to achieve betteerver application through memory-mapped commu-
server performance within the data center by exploit-nication over a high-speed interconnect. We present
ing the characteristics of the underlying SAN. Other and evaluate the design space of TCP offloading over
work has been done on confining execution of thememory-mapped communication using a user-level
TCP/IP protocol, system calls, and network interrupts TCP server implementation over VIA. We present
to a dedicated processor of a multiprocessor server, buthe performance gain for server applications using
limited results have been reported [26]. the MemNet API thus enabling a separation of the

Our work aims to understand the design, implemen-gains achieved from TCP/IP offloading, zero-copy im-
tation, and performance of server architectures thatplementatlon and asynchronous processing. Offload-
rely on TCP/IP offloading for client-server commu- Ing the ne.twork processing t_o dedicated componeqts

has benefits that go beyond just performance, and in-

nication. Our approach consists of decoupling the dularit d f t of th
TCP/IP protocol stack processing from the server hOS,[’creases modularity and ease of management of the

and executing it on a dedicated processor/node. weerver system.
call this aTCP Serveiarchitecture. The performance
of the TCP Serversolution depends on two factors:
(i) the efficiency of the communication between the
host and the TCP server ar({d) the network pro-
gg?]mrw:t% Igsggc;etop?}\gdceodmﬁut:iiafi?)rr\]/eerﬁ?c‘:?;:lg; not quantified the impact of offloading on the perfor-

) . . mance of network servers. We do so for different ar-
TCP servers can dramatically benefit from using low- _ . ) :
. chitectural scenarios. Second, previous work does not

overhead, non-intrusive, memory-mapped communi- .10 e role of the network programming inter-
cation and new I/O switch technologies [17, 32]. With . prog g .
face in server performance. We demonstrate the gains

respect to the network AP, to fully exploit the per- achieved by server applications using a programmin
formance potential of the TCP-server and avoid data. y P g a prog g

. . interface which allows the applications to exploit the
copying, the server application must use and toler- : o
- benefits of the low latency communication between the
ate asynchronous socket communication. In Mem

Net [31], we introduced the Memory-Mapped Net- hostand the TCP Server.
working APl which enables applications to offload
the TCP/IP processing to TCP Servers efficiently over

memory-mapped interconnects. A similar technique 'Sprocessor using ACP Serverchitecture can be ben-

used by_the D're(.:t Access File System (DAFS.) Stfr’m'eficial for server performance in most scenarios.
dard which exploits memory-mapped communication

in accessing a remote file server [19].

This paper represents the first study to evaluate the
benefits of TCP processing offloading in a comprehen-
sive manner. Previous studies and products do not
consider several important issues. First, they have

Based on our experience and results, we conclude
that offloading the network processing from the host

The remainder of this paper is organized as follows.

In this paper, we propose, implement, and evaluateSection 2 describes our motivation for this work in de-
the TCP Server architecture in two different scenar-tail. Section 3 provides an overview of th€P Server
ios. The first scenario consists of using one or morearchitecture. Sections 4 and 5 describe the details of
dedicated processors to perform TCP processing in @&ach architecture including an evaluation. Finally, sec-
Symmetric Multiprocessor (SMP) server. In this case, tion 7 presents our conclusions.
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Figure 1. Apache Execution Time Breakdown

cessing, bottom half processing, and IP send/receive
take about 7% of the total execution time.

In addition to the direct effect of “stealing” proces-
sor cycles from the application, network processing
also affects the server performance indirectly. Asyn-
chronous interrupt processing and frequent context
switching contribute to the overheads due to effects
like cache and TLB pollution.

We believe that offloading TCP/IP processing from
the host processor to a dedicated processor would help
in improving server performance in two ways. First,
by freeing up precious host processor cycles for the ap-
plication. Second, by eliminating the harmful effects
of OS intrusion25] on the application execution.

2 Motivation
3 TCP Server Architecture

In traditional network servers, the TCP/IP protocol TCP Server is a system architecture for offloading

processing often dominates the cost incurred from apyeqyork processing from the application hosts to ded-
plication processing and other system overheads. Unjated processors, nodes, or intelligent devices. This

der heavy load CO'ndI'[IOﬂS, network servers suffer fro_mseparation aims to improve server performance by iso-
host CPU sat_uratlon as a result of protocol processmqamng the application from OS intrusion, and by re-
and frequent interruptions from asynchronous networkmoving the harmful effect of co-habitation of various

events. In_this section, we briefly present experim_en-OS services. The performance of applications using
tal results in support of these statements, suggesting ghe Tcp Server architecture heavily relies on the effi-
need to offload networking functionality from a host. ciency of the communication between the host and the
To exemplify, we have quantified the time alloted TCP server, and on the efficiency of the socket pro-
to network processing from the execution time of an gramming interface used by the server application. A
Apache (apache-1.3.20) web server. In this experi-TCP server can execute the entire TCP processing or
ment, we used a synthetic workload of repeated re-it can split the work with the application hosts.
quests for a 16 KB file cached in memory. Figure 1  Figure 2 presents two architectures for network
shows the execution time breakdown on a dual Penservers: a tradtional architecture and an architecture
tium 300MHz system with 512 MB RAM and 256 KB hased on TCP Servers. The application host avoids
L2 cache, running Linux 2.4.16. We instrumented the TCP processing by tunneling the socket 1/O calls to
Linux kernel to measure the time spent in every func-the TCP server using fast communication channels.
tion inside the kernel in the execution pathsE#nd  |n effect, TCP tunneling transforms socket calls into
andr ecv system calls, as well as the time spent in jightweight remote procedure calls. As the goal of
interrupt processing. TCP/IP offloading is to save network processing over-
The results show that the web server spends onlyhead at the host, using a faster and lighter communi-
20% of its execution time in user space. The TCP/IP cation channel for tunneling is essential. In the TCP
processing for thesend call takes 4% (including  serverimplementations described in this paper, we use
time spent making two copies of data, one from usershared memory and memory-mapped communication
space to kernel, another for cloning packets inside thdor tunneling which are both non-intrusive commu-
kernel for potential retransmission). Interrupt process-nication solutions (with zero overhead on the remote
ing (8%) includes the time to service NIC interrupts side).
and setup DMA transfers. TCP receive{¥ is the The TCP Server architecture enables several key
time- taken ny the kernel to receive the packet, not in In Linux, “bottom half” denotes the “soft interrupt” part of
cluding the time spent by threecv system call to copy the interrupt’processing. We distinguish it from the strictly asyn-
the data into user space. Altogether, network processeghronous servicing of a hardware interrupt, which schedules it for
ing, which includes TCP send/receive, interrupt pro- subsequent processing.
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LIS AL cessing from the application enables a few opti-
Figure 2. TCP Server Architecture mizations to server processing. The TCP server

can execute certain operations ahead of time, be-
fore they are actually requested by the applica-
tion. The operations that can be eagerly per-
formed and can provide performance benefits are
theaccept andr ecei ve system calls.

features which can significantly impact the overall per-
formance of the server. In what follows, we will briefly
discuss these features, their impact on the application
programming interface and performance.

1. Kernel Bypassing. To achieve good perfor-
mance, the communication with the TCP server
must be done from user-space (application) di-
rectly, without involving the host OS kernel in
the common case. This can be done by estab-
lishing asocket channdbetween the application
and the TCP server for each open socket. In the
SMP server case, the socket channel is imple-
mented using shared memory queues, whereas
in a cluster-based server the channel reduces
to a memory-mapped communication channel

5. Direct Communication with File Server. In a
multi-tier architecture that uses remote file sys-
tems for data storage, a TCP server can be in-
structed to perform direct communication with
the file server. This means that certain files which
the application does not want to cache in the host
memory can be transferred directly from the file
server to the TCP server. This transfer can be
done securely if the host OS passes the socket
channel (as a capability) to the file server which
in turn uses it to write the file data onto the socket.

(VIA/IB channel). . . .
This is particularly appealing for cluster-based
2. Asynchronous Socket Calls By using asyn- servers over VIA if both DAFS servers and TCP
chronous socket calls, the application can exploit servers are used, since both understand VI chan-
maximum gain from using the TCP Server archi- nels.

tecture. First, this allows for maximum overlap-

ping between the TCP processing of the socket4 TCP Server Implementations

call and the application execution. Second, us-

ing asynchronous calls gives the server system In this section, we present the implementation of the
scope to avoid context switches in the critical path TCP Server architecture in two different scenarios:

whenever possible. e In asymmetric multiprocessor(SMP) seryére

3. Avoiding Interrupts . Since the TCP server ex- TCP server isimplemented by dedicating a subset
clusively executes TCP processing, interrupts can ~ Of the processors for in-kernel TCP processing.
be easily and beneficially replaced with polling
on the TCP server. We evaluated both methods
for the SMP-based server and found that replac-
ing interrupts with polling is indeed beneficial.
However, the frequency of polling must be care-
fully controlled, as a very high rate would lead
to bus congestion and a very low rate would re-
sult in inability to handle all events. The prob- 4.1 TCP Server in SMP-based Servers
lem is aggravated by the higher layers in the TCP
stack having unpredictable turnaround times and We patrtition the set of processors in an SMP-based
by multiple network interfaces. server intohostanddedicatedprocessors as shown in

e In acluster-based servethe TCP server is im-
plemented by dedicating a subset of nodes to
TCP processing. A fast, low-overhead memory-
mapped communication architecture such as VIA
or Infiniband is used for intra-server communica-
tion.
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System Operation: Network generated interrupts T s
are routed exclusively to triedicatedprocessors. The
TCP server executes a tight loop in the kernel context
on each dedicated processor. On a socket send, thieandling, bottom half functionality, IP, and TCP re-
data to be sent is copied from the application to a ker-ceive processing where the system copies the received
nel buffer. This buffer is part of the shared memory data into the receive buffers of the socket. The effect
queue, from where the TCP server dequeues the ofef dedicating processors for receive processing is not
floading request and carries out the bottom half of thelimited to isolating the host from interrupts generated
send processing, which also includes the IP send profor TCP/IP processing.
cessing and setting up a DMA to the NIC. Polling on the network interface has been suggested

The receive events, which are asynchronous, areas an alternative mechanism to alleviate this prob-
routed to the TCP server, which does the entire bottomlem [20, 22]. The inefficiency of polling has often been
half processing from servicing a hardware interrupt, to cited as a reason not to use it exclusively(instead of the
IP receive and the bottom half TCP receive, where theinterrupt mechanism) [5, 20, 22]. Our model, where
protocol stack queues the data in the socket buffersnetwork processing is limited to the dedicated proces-
On a receive call from the application on the host pro-sors, allows us to poll on the network interface fre-
cessor, these buffers are copied to the user space.  quently without slowing other tasks down. We study

Offloading TCP/IP functionality: We identify polling in the dedicated processor as an alternative way
four distinct components of TCP/IP functionality that to handle the events at the network interface.
can be offloaded to dedicated processéjsthe inter- Offloading TCP send processing: TCP send re-
rupt and bottom half (software interrupt) processing, quests are issued by the application. The OS copies
(i) the asynchronous receive processing (after the botthe send buffer to kernel buffers, to prevent it from be-
tom half), (iii) the TCP/IP send functionality executed ing overwritten before being sent out. A second copy
in the context of the process (after a system call), ands needed to allow TCP to retransmit the data in case
(iv) the portion of the TCP/IP send processiafger ~ of an error.
copying the data to kernel buffers. We propose two mechanisms to offload the TCP

In most scenarios(i), (ii) cannot be offloaded in- send processing to the dedicated processors. First, we
dependent of each other without incurring excessiveProvide a mechanism to offload the TCP send process-
overhead. In the offloading choices available i@y ~ iNg without any support from the application. In this
and (iv), we can offload(iv) without changing the case, we offload the send processing to the dedicated
socket API semantics. Whilgv) alone has some per- processor after the copy to the kernel buffers has been
formance benefit, it does not alleviate the copy to themade in the context of the application. Second, we
kernel buffers being done at the application proces-provide a send mechanism to avoid copying in the ap-
sor. The offloading ofiii) subsumes that dfiv), but ~ Pplication processor TCP/IP stack including the copy
requires a co-operating application to call an a_syn_tO the dedicated processor, with co-operation from the
chronoussend which returns immediately but the ap- application. In this case, the server asynchronously no-
plication cannot re-use the buffer until tlsend is tifies the application about the completion of the send,
done, i.e. TCP server has copied data to the kerneffter the data has been copied to or acknowledged at
buffers. We discuss each of the design choices and théhe TCP server. The system assumes that applications

issues involved in implementing them, in the following Using asynchronous send, check for completion of the
sections. send before reusing the buffer.

Figure 4. TCP Server in cluster-based servers

Offloading interrupts and receive processing:
Receive processing is asynchronous and executes if-2 TCP Server in Cluster-based Servers
the context of an external interrupt. The network pro-
cessors assume responsibility of receive processing af- In a cluster-based server, the application host and
ter receiving the interrupt. This includes the interrupt the TCP server are connected by a VIA-based SAN as
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CLIENT SERVER

sends and receives both synchronously and asyn-
chronously. The send/receive primitives provided

e [ SN [ teer : by the MemNet APl §ync_send, sync.recv,
Kerel | kernel Kemel | | async send and async recv) allow data to be
! | transferred directly to and from application buffers. In
TCPIIP_ i1citsever Application Host ! order to achieve this, the application needs to regis-
CTTTTTTTTTmmemmem e 5 ter its communication buffers with the system. The
> Dﬁﬂﬂ el regi st er nemandder egi st er memprimitives
Kernel 5 Kernel Kemel | ! enable the application to register and deregister mem-
' ory with the system.
TPIP  TcHsever . Application Host The sync_send/ sync recv primitives return
T - to the application only after the send/receive op-
ke L sy 4] oeer eration is offloaded to the TCP Server. The
Kernel ] Kernel | | async_send/ async r ecv primitives immediately
; Kernel ! return job descriptors to the application. The job de-
TP TCk Server ____Application Host! scriptors can be used by the application to check the
Figure 5. TCP Server Design Alternatives completion status of asynchronous operations. The

application has the option of using theb_wai t or

shown in Figure 4. The TCP Server acts as the network ob_done primitives to wait or poll respectively, for
endpoint for the outside world. Network data is tun- completion of the asynchronous operation specified in
neled between the application host and the TCP Servethe job descriptor. To guarantee correctness, the sys-
across the SAN using VI channels. The socket calltem assumes that applications do not overwrite buffers
interface is implemented as a user-level communica-specified as part of an asynchronous operation, before
tion library on the application host. This library man- the operation completes.

ages and maintains VIs on the host. With this library,
a socket call is tunneled across the SAN to the TCPpIication is mapped to a VI channel and has a cor-

server. On the TCP Server, socket providemod-  yegnonding socket endpoint on the TCP Server. The
ule interprets _the call and performs the correspondingSystem associates with each VI channel, a registered
socket operation. memory region which is used internally by the sys-
Design Alternatives: Figure 5 shows the various tem. Since the mapping of a socket to a VI and its
design alternatives to implement the TCP server. Inassociated memory regions is maintained for the life-
the first two alternatives, theocket providemodule  time of the socket, these memory regions can be used
is implemented in user space on the TCP server. Inpy the system to perform RDMA transfers of control
the first alternativesocket provideuses the standard information and data between the application and the
Linux socket implementation to implement socket op- TCP Server. These memory regions include the send
erations. With this approach, we still pay the completeand receive buffers associated with each socket. An
cost of socket operations but on the TCP Server insteagRDMA-based signalling scheme is used for flow con-
of the host. The second alternative avoids the copy betrol between the application and the TCP Server, for
tween user-space and kernel-space by sharing the datging the socket send and receive buffers.
buffers between the user-spasteket provideand the As creating VIs and connecting them are expensive
kernel. The third alternative avoids the copy betweenoperations, the socket library on the application host

user-space and the kern'el by using an in-kesoeket creates a pool of VIs and requests connections on them
provider. We uged f[he first alternative for the protp— from the TCP Server, at the time of initialization. The
type described in this paper. We are currently working +cp server is implemented as a multi-threaded user-

on an optimized implementation based on the SeCoNg, | process running on the network-dedicated node.
and third alternatives. The main thread of the TCP Server accepts or rejects
Programming Interface: Server applications use V| connection requests from the host depending on its
the MemNet API [31] to access the networking sub- existing load. On accepting a VI connection request,
system in our prototype. the main thread then hands over this VI connection to
The MemNet API allows applications to perform a worker thread which is then responsible for handling

Prototype Details: Each socket used by the ap-
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all data transfers on that VI. 5.1 Evaluation of SMP-based Server Architec-

Thesocket provideuses the standard Linux socket tures
implementation in our prototype. This guarantees re-
liable transmission of data once a socket send is per- In this section we present the evaluation of the TCP
formed on the TCP Server. To guarantee correct op-offloading approach in an SMP-based TCP server ar-
eration, buffers used in send should not be overwrittenchitecture. In our prototype, we modified the Linux-
until the entire buffer is sent to the TCP Server. In 2.4.16 networking stack to separate th@ver half of
sync_send, control returns to the application only both send(TCP send after copying in the kernel, IP
after the entire buffer is sent using the TCP/IP Socketsend and device access routines), and receive process-
Provider. Inasync_send, control returns to the ap- ing(Interrupt service routines, software interrupt han-
plication as soon as the send is posted on the VI chandlers, IP receive and copying to the socket buffer) from
nel corresponding to the socket. The application has tahe upper halfsystem call interface, copying to and
avoid overwriting buffers used in asynchronous sendsfrom the kernel buffers) of the kernel. We execute the
until the operation completes. lower half on the TCP server, which is a subset of pro-
Optimizations: Our prototype also includes two cessors in an SMP system. The upper half executes
optimizations to improve the performance of server on the host processors. The TCP server processors
applications. are dedicated to network processing and do not exe-
cute any user level code. We isolate the asynchronous
events(interrupts) from the host processors by routing
e Eager Receiveis an optimization to the network them to the TCP server nodes using the IO/APIC in-
receive processing. The TCP Server eagerly perterrupt routing mechanism.
forms receive operations on behalf of the hostand e evaluate several alternative TCP Server imple-
when the application issues a receive call, data ismentations for the SMP system. We vary the number
transferred from the TCP Server to the applica- of processors dedicated to the network processing, the
tion host. The TCP Server posts receive eagerlyamount of processing offloaded to the dedicated pro-

for a number of bytes, and continues with further cessors, and the event notification mechanism for the
eager receive processing depending on the rate ogystem.

data consumed by the host. Teecket provider

PoRE We use interrupts and polling as the alternative
uses thepol | system call to verify if any data

) ) event notification mechanisms. For both polling and
is ready to be read from that socket before iSSU-jnterrpts, we vary the amount of processing offloaded
ing an eager recv. Theocket providekeeps the 1, e dedicated processofd, The dedicated proces-
received data on the TCP Server and transfers g 4o not participate in any send processing, @hd
directly into the application buffers when the ap- the |ower half of the send processing is also offloaded
plication invokes a receive. to the dedicated processors. In this case, the host pro-

cessor is responsible for user-level processing and for

e Eager Acceptis an optimization to the connec- transfer of data between user space and kernel space.
tion processing. A dedicated thread of gecket  While in the first case, the TCP server is primarily re-
provider eagerly accepts connections upto a pre-sponsible for asynchronous event handling, in the sec-
determined maximum. When the application is- ond case, the TCP server also participates in the net-
sues araccept , one of the previously accepted work send processing . This gives us four different
connections is returned. We expect this optimiza- configurations as combinations of the alternatives.
tion to reduce the processing time for the- We study the performance of a server system for
cept primitive. each of the above implementations, comparing them

against the unmodified uniprocessor and multiproces-

sor kernels. We also study the effect of the number of
dedicated network processors on the performance of
the server system.

In this section, we present an evaluation of the per- We evaluate these systems on two hardware con-
formance impact of the TCP Server architecture for figurations(i) a 300 MHz Intel Pentium-based 2-way
both SMP-based and cluster-based servers. SMP system with512 MB DRAM and 256 KB L2

5 TCP Server Evaluation
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Figure 6. Throughput for a simple web server on a Figure 7. Throughput for a simple web server on a
2-Way SMP system using HTTP/1.0. 2-Way SMP system using HTTP 1.1

cache and(ii) a 550 MHz Intel Xeon-based 4-way using HTTP1.1 protocol. For the HTTHR/1 protocol,
SMP system witi GB DRAM, 1MB L2 cache. Both ~ we send requests for six files on every open connection
configurations used a 3Com 996-BT gigabit Ethernetin bursts of three.
adapter. In both cases, we see that offloading TCP process-
Our experiments reveal that dedicating processordng to dedicated processors improves the performance
to asynchronous event handling improves the perfor-of the system. In the case of HTTP/1.0, we see that the
mace of a typical web server upto 30%. Using polling performance of the server increased by up6&o us-
instead of interrupts as the asynchronous event notiing the TCP Server implementation. Even in the case
fication mechanism also improves the performance ofof a more efficient protocol(HTTP/1.1), with features
the system. Our results also indicate that the numbegimed at reducing networking overheads for applica-
of dedicated processors required depends on the applion servers, we see that our system is able to provide
cation workload. We describe the results for the 2-waysignificant improvement (about 15%). In both cases,
case in Section 5.1.1 and the 4-way case in Section 5.2ve can see that the offloading of send processing helps
but only to a limited extent, the major performance
5.1.1 Experimental results for 2-way SMP benefit is due to the removal of asynchronous network
events from the host processor. This behaviour is due
We studied the performance of a simple multithreadedio the dedicated processor saturating before the host
web server on a 2-way SMP system running different processor and becoming the bottleneck in the system.

configurations of TCP servers described above. Wewe show a more detailed analysis of this pattern in
used a synthetic trace(Synthetic) in which 16-KByte Section 5.2.

files are requested in a way that the files are unlikely

to be found in the L2 hardware cache. The charac-5.2 Experimental Results for 4-way SMP

teristics of the trace are shown in Table 1. We used

httperf [24] as the client benchmarking tool to generate  We used Apachd.3.20 web server as a sample
the required workloads. We varied the rate of requestsserver application for the 4-way SMP configurations.
and measured the rate of succesful HTTP replies as th&Ve used the default configuration for Apache which
throughput of the web server. We used both HTTP 1.0had a pre-forked set of five server processes and the
and 1.1 protocols to measure server performance witrmaximum number of processes in the pool was lim-
this synthetic workload. ited to150.

With the 2-way SMP machines, since we are limited  We used sclients [6] as the client program to gen-
by the number of processors, we can evaluate only twcerate the requests for the server. The clients request
of the three dimensions of our design space. We evalufiles according to a trace at the maximum rate a server
ate the impact of different dedicated processor set sizesan sustain. We used three traces to drive our exper-
in Section 5.2 using 4-way SMP machines. iments: Forth, Rutgers, and Synthetic. Forth is from

Figure 6 shows the throughput for the simple web the FORTH Institute in Greece. Rutgers contains the
server for different kernel configurations using the accesses made to the main server at the Department of
HTTP/1.0 protocol and Figure 7 shows the throughput Computer Science at Rutgers University in the first 25
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Logs # filegAvg file size# requestg\g req size 100%
Forth 11931 19.3KB 40033% 8.8 KB 0% 1
Rutgers (18370 27.3KB 498646 19.0 KB
Syntheti¢ 12 16.0KB 500000 16.0 KB s0% |

Table 1. Main characteristics of WWW server traces
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ing and polling, in particular, are only really bene-

ficial when two processors are dedicated to the net-
Figure 8. Throughput for Apache on a 4-Way SMP work processing. Overall, we can see that offloading
Server the network processing can achieve improvemtents in
throughput of up to 25-30% in the cases of Rutgers and
Synthetic with two dedicated processors and polling.
This result demonstrates that this TCP server architec-
ture can indeed provide significant performance gains.

days of March 2000. Synthetic is a synthetic trace in
which 16-KByte files are requested in such a way that
the files are unlikely to be found in the L2 hardware
caches. Table 1 describes the main characteristics of Figure 9 explains these high-level results. The fig-
these traces. ure depicts the average CPU utilization of the applica-
In Figure 8, we show the throughput obtained by tion and network processors for the different configu-
the SMP server running on different kernel configura- rations we study using the Synthetic trace. Each bar is
tions. We plot the performance using the three traced?roken into user, system, and idle times.
for ten different configurations. Our first configura-  The figure shows that, when only one processor is
tion is the uniprocessor systedniproc. In the second  dedicated to the network processing, the network pro-
configuration,Quad the server runs on all four pro- cessor becomes a bottleneck and, consequently, the ap-
cessors which also do network processing. We presenglication processor is not fully utilized and has idle
results for this configuration as a basis for comparisontime. Since the network processor is already a bottle-
The next four configurations assume different splits of neck, it is clear that loading it further with send oper-
the network processingDedicated 1 proandDed-  ations will only degrade performance. With two ded-
icated 2 procuse one and two dedicated processors,icated network processors, there is enough processing
respectively, for receive processing and network inter-power to handle the network processing, and the appli-
rupts. InDedicated 1 proc (send+recendDedicated  cation processor becomes the bottleneck. In this case,
2 proc (send+recv)the processing of both send and offloading the send operations to the network proces-
receive operations is performed on the dedicated prosors is beneficial, as shown in the figure. (Note: Our
cessor(s). The remaining configurations replace interpolling configurations with two network processors do
rupts with polling as the mechanism for network event not show any idle time for the network processors. The
notification on the dedicated processors. reason is that we categorize their blocked time as sys-
The first interesting observation we can make from tem time, rather than idle time.) Overall, these results
this figure is that the different traces lead to similar per- clearly indicate that the best system would be one in
formance trends, even though their average requestedhich the division of labor between the network and
file sizes and hardware cache behaviors are differentapplication processors is more flexible, allowing for
Another interesting observation is that dedicating twosome measure of load balancing. We are currently
processors to network processing is always better thamvorking on a system that performs such load balanc-
dedicating only one. Offloading the send process-ing.
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Figure 11. Web server throughput with HTTP/1.0

Figure 10. Cost ofsend using cluster-based TCP Server

5.3 Cluster-based TCP Server Evaluation

In this section, we evaluate the TCP Server archi-"" Y’ prq;oté/ps 'Q'PC]:P?ASOCEI an:PlrJrS'r:f the p”rrc‘j"
tecture for clusters. We developed a prototype usin tives provided by the MemNet CPSSyncan

PCs connected by a VIA-based SAN. We used two 300 _CP_SAsync) which require buffers used in commu-
MHz Pentium Il PCs, one each for the application hostmcat'or.] to be pre-reglstered. MCP-Syng the_\{veb
and the TCP server, that communicate over 32-bit 33°' V&' implementation uses thgnc_send primitive
MHz Emulex cLAN ’interfaces and an 8-port Emulex andinTCPASyngituses thasync_send primitive.

We also present the performance of the web server us-

switch. The TCP Server was installed with a 3Com | _ _
996B-T Gigabit Ethernet adapter. Both the host and'"9 a standalone Linux host-based socket implementa-
tion (Reg TCPR for comparison.

the TCP server run Linux-2.4.16.
In our prototype, each socket call at the host is tun-  Workload: The workload used for HTTP/1.0 con-

neled through VI channels to the TCP Server. In Fig- sists of requests for 16-KByte static files, making sure
ure 10, we compare the latency perceived by applica—that the requested file is not available in the L2 hard-
tions for synchronous and asynchronous sends in oufvare cache. We used httperf [24] as the client bench-

prototype with the latency of send in a traditional sys- Marking tool to generate the required workloads. We
tem (Reg TCEsend), for a stream socket. We chose used a standalone PC with an unmodified Linux socket

the send primitive as the send plays an important roldMplementation for the client. We present the per-
in server applications like web servers. formance analysis for this synthetic workload using
The cost ofasync_send (< 8us) is close to the ~HTTP/1.0and HTTP/1.1.
cost of posting a send on the VI channel. However, Throughput with HTTP/1.0: Figure 11 shows the
thesync_send is expensive since it includes the cost throughput of the web server as a function of the of-
of tunneling over the SAN and the cost of a tradi- fered load in requests/second. All systems are able
tional socket send at the TCP Servasync_send to satisfy the offered load at low request rates. At
allows applications to hide the latency of the send byhigh request rates, we see a difference in performance
returning to the application immediately after the sendwhen Reg TCPsaturates at an offered load of 700
is posted on the VI channel. The reduced latency offequests/second. The web server shows an improve-
our asynchronous send implementations show scop&ent of 15% in performance withCPSSockoverReg

for improvement in performance for server applica- TCP. Using the synchronous primitive3CPSSyng,
tions using these implementations. the web server is able to achieve a performance im-

provement of 22%TCPSAsyncshows a performance
gain of about 30% with the web server using asyn-
chronous primitives likeasync_send. TCPSSync
We evaluate the cluster-based TCP Server architecshows a gain in performance due to offloading of net-
ture by analyzing the performance of a simple multi- work sends to the TCP Servef.CPSAsyncin addi-
threaded web server. We compare the performanceion, allows a better pipelining of network sends and
of the web server using the traditional socket API helps the application overlap the latency of offload-

5.3.1 Web Server Performance
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Figure 13. Web server throughput with HTTP/1.1

ing the send primitive over the SAN with computa- pong utility(tvia) provided with the VIA implementa-
tion at the hostTCPSAsyncEaccincludes theEager  tion from Emulex has a system time overhead of 30%
Acceptoptimization in addition tofCPSAsync This  when using 16KB packets on a single VIA connection.
provided no additional gain since it is not the connec- Taking into account the file system overhead (roughly
tion time, but the actual request processing time that10%) for the web server, we can account for the system
dominates the network processing. time overhead on the host processor. We are currently
We also observed that tiager Receiveptimiza-  trying to understand the system time overhead arising
tion (not presented) does not contribute to any perfor-from the VIA implementation to see how this can be
mance gain. In th&ager Receivamplementation, the avoided.
TCP Server uses thpol | system call to verify if data Throughput with HTTP/1.1: HTTP/1.1 includes
has arrived on a given socket. This leads to a slightfeatures to alleviate some of the TCP/IP processing
performance degradation at high request rates by takeverheads. The use of persistent connections en-
ing up some CPU time when the TCP Server is alreadyables reuse of a TCP connection for multiple requests
saturated. and amortizes the cost of connection setup and tear-
In Figure 12, we present the CPU utilization on down over several requests. HTTP/1.1 also allows for
the application host (and TCP Server) for various sys-pipelining of requests on a connection. The workload
tems, for the load at whicReg TCPsaturates. At this  used is the same as that used for HTTP/1.0. How-
load, the host CPU saturates feeg TCPwhereas the  ever, multiple requests (six) were sent over each socket
TCPSSync (Hostand TCPSAsync (Hosthave about ~ connection, in bursts of three. Figure 13 shows the
40% idle time. WithTCPSSock since the web server web server throughput in this case. The performance
uses only the traditional socket based API, it does nogain achieved byTCPSSyncis about 12%, and by
pre-register buffers used in communication. As a re- TCPSAsyncis 20%, over that oReg TCPThese per-
sult, copies take up CPU time and reduce the idleformance gains, are lower than those achieved with
time in TCPSSock (Hostlto 29%. ForTCPSSock HTTP/1.0. However, they show that our system is
TCPSSyncandTCPSAsyng we also present the CPU able to provide substantial gains over that of a tradi-
utilization on the TCP ServerTCPSSock (TCPS) tional networking system, even while using HTTP/1.1
TCPSSync (TCPS) and TCP&sync (TCP9)to show  features aimed at reducing networking overheads for
that the entire TCP/IP processing overhead has beeapplication servers.
shifted to the TCP Server in these systems. We have Greater gains are not possible with this workload
also observed that at higher loads, the network pro-because the TCP Server node becomes the bottleneck
cessing at the TCP Server proves to be the bottle-at high loads. In fact, this explains why our optimiza-
neck and eventually saturates the processor on the TCRons of Eager Receivand Eager Acceptdo not im-
Server. It is interesting to note that the host pro- prove throughput beyond that 3ICPSAsync These
cessor incurs high system time overhead(about 50%pptimizations are intended to improve the performance
even after offloading TCP/IP processing to the TCPof the host application at the cost of more process-
Server. We observed that on our system, a simple pinging at the TCP server node. However, speeding up
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the host does not really help overall performance be-lyze a range of scenarios, from providing conventional
cause, at some point, the performance becomes limservers with high 1/0 bandwidth, to modifying servers
ited by the TCP server node. This problem can beto exploit user-level I/O and direct device-to-device
alleviated in three different ways: by adaptively bal- communication, and offloading file system and net-
ancing the load between the application host and TCRvorking functions from the host to intelligent devices.
Server (either statically or dynamically), by using a  QPIP [8] is an attempt to provide a lightweight pro-

faster TCP server, or by using multiple TCP serverstocol for applications which offloads network process-
per application node. We are currently investigatinging to the Network Interface Card (NIC). However,

these approaches. they implement only a subset of TCP/IP on the NIC.
QPIP suggests an alternative interface to the traditional
6 Related Work sockets API but does not define a programming inter-

face that can be exploited by applications to achieve
better performance. Moreover, performance evalua-
tion presented in [8] was limited to communication be-

for servers have been proposed in [7, 12, 29]. How-t P licati t both endooint
ever, they do not study the effect of separating theg\/:Nen QP-aware applications at both endpoints over a

application processing from network processing or : . .
shielding the application from OS intrusion. Sockets Direct Protocol (SDP) [30] originally de-

An important factor in the performance of a server vcla_lop;_ed by MICI’\(/)ISOft ﬁtsuijport servgr-clustgnntg jlp'
is its ability to handle extremely high volume of re- plications over Vi architecture, has been adopled as

ceive requests. Under such conditions, the system enF-)artkOf the Inf]ir:'?.ar.]g spdeC|f|caE)|_<|)_rt1_. The dSDP |n|terfzt:1_ce
ters areceive livelockas described by Mogul and Ra- Mmakes use ot Infiiand capabllities and acceleration,

makrishna [22]. Several researchers suggest the use (‘)’Yh'.le emulating a standard socket interface for appli-

polling on the system to prevent receive livelock and catlons: N ,
for high performance [34, 20]. Aron and Druschel in Voltaire has proposed a TCP Termination Architec-

[5] use the soft timer mechanism to poll on the network tUré [35] with the goals of solving the bandwidth and
interface. The idea is extended in Piglet [26], where CPU bottlenecks which occur when other solutions

the application is isolated from the asynchronous eventSUCh as IP Tunneling or bridging are used to connect

handling using a dedicated polling processor in a mul_lnfin'iBand Fabrics to TCP/IP networks: o
tiprocessor. Direct Access Transport (DAT) [11] is an initiative

In the Communication Services Platform © exploit features like RDMA, available in intercon-

(CSP) [33] project, the authors suggest a Systemnect technologies like VIA [13] and Infiniband to pro-
ide a transport which includes remote memory se-

architecture for scalable cluster-based servers, usin%'] ; T .
dedicated network nodes and a VIA-based SAN to antics. However, the objective of DAT is to expose

tunnel TCP/IP packets inside the cluster. CSP was ar]ihe benefits of remote memory semantics only to intra-

architecture aimed to offload the network processingserver communication. ,
to dedicated nodes. However, their results are very V€ propose and evaluate the TCP Server architec-
preliminary and their goal was limited to using ture to offload TCP/IP processing in different scenar-

dedicated nodes for network processing in a muIti-tieriOS for network servers. We extend this line of research
data center architecture and explore the separation of functionality in a system.

Intelligent network interfaces [27] have been stud- We study the impact of separation of functionality not
ied, but mostly for cluster interconnects in distributed only for'a bus-based multlprocgssor system, but also
shared memory [15] or distributed file systems [4]. for a switch-based cluster of dedicated processors. Un-

Recently released network interface cards have beell{ke Piglet or CSP’ we study the effect of such separa-
equipped with hardware support to offload the TCP/IPt'On of func_tlon'allty for the server systems under real

protocol processing from the host [2, 3, 10, 14, 18, 36]'server application workloads.

Some of these cards also provide support to offload _

networking protocol processing for network attached 7 Conclusions

storage devices including iSCSI, from software on the

host processor to dedicated hardware on the adapter. In this paper, we introduced a network server archi-

Modeling and simulation were used in [9] to ana- tecture based on offloading network processing to ded-

OS mechanisms and policies specifically tailored
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icated TCP servers. We have implemented and evalu-

ated TCP Servers in two different architectural scenar-

ios: using a dedicated network processor in a symmet- [8]
ric multiprocessor (SMP) server and using a dedicated
node on a cluster-based server built around a memory-
mapped communication interconnect. Using our eval- [9]
uations, we have quantified the impact of TCP/IP of-
floading on the performance of network servers.
Based on our experience and results, we draw sev-
eral conclusions: (i) offloading TCP/IP processing is
beneficial to overall system performance when the [10]

server is overloaded (performance gains of upto 300611

were achieved in the scenarios we studied) (ii) TCP 12]
servers demand substantial computing resources fo;
complete offloading. For a complete TCP/IP offload-
ing to intelligent devices, the device has to be compu-
tationally powerful to outperform traditional architec- [13]
tures. (iii) the type of workload plays a significant role
in the efficiency of TCP servers. We observed that, de-

pending on the application workload, either the host
processor or the TCP Server can become the bottle

[14]

[15]

neck. Hence, a scheme to balance the load between

the host and the TCP Server would be beneficial for

server performance.
We are in the process of performing more experi-

ments with each architecture, implementing dynamic

load balancing between processors of different classes!®

and

implementing an optimized TCP Server for the

cluster-based scenario.
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