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The quality of today’s main-stream operating systemsadation’s security guarantees.
not sufficient for safety-critical and security-critical ap- Standard OSes have become so large that a complete
plications. In this paper we discuss several possible agecurity audit or the formal verification of security prop-
proaches to build an operating system that is safer aegties is absolutely illusory. This fact is illustrated by a
more secure. We especially focus on the approach takggady stream of security-leak disclosures for all major
in the VFiasco project on the verification of the Fiascgperating systems. It seems that, for the time being, we
microkernel operating system. In this project, we uggst have to live with the bugs of standard OSes.
the general-purpose theorem prover PVS to mechaniqn response, many researchers have tried to reduce the
cally verify the C++ sources of Fiasco. size of a system’s trusted computing base by running ker-
nels in untrusted mode in a secure compartment on top of
. a small security kernel, such as a microkernel or a hyper-
1 Introduction visor; security-sensitive services run alongside the OS in
isolated compartments of their own. This architecture is
The VFiasco project [8, 14] aims at the formal verifiwidely referred to akernelized standard O8r kernel-
cation of a small operating-system (OS) kernel, the L#ed system In this architecture, the standard OS and
compatible Fiasco microkernel [6]. In this paper, wapplications have been removed from the secure applica-
explain the reasons that have led us to tackle verifyifigns’ trusted computing base. The root of trust is placed
Fiasco’s original C++ source code instead of reimpl@to the small security kernel, which confines unsafe sys-
menting Fiasco in a “safe” programming language su@m components in hardware-protected compartments—
as Haskell or OCaml. usually address spaces.

Typical desktop and hand-held computers are used foSeveral recent research projects have shown that con-
many functions, often in parallel. These applicationemporary security kernels impose low performance
frequently include security-sensitive ones, such as @verhead, making them practical. Their source code is
line banking, virtual private networks, or digital rightseveral orders of magnitude smaller than that of typical
management. This type of computer use imposes tweandard-OS kernels, which puts them into the realm of
often conflicting requirements: On the one hand, thgday’s formal-verification technology. For example, the
mixed-use scenario usually necessitates the use of a falksco microkernel has less than 15,000 lines of source
featured, standard, general-purpose OS. On the otpgge.
hand, security-sensitive applications must rely on, ortpe goal of formally verifying a small OS kernel
trust, their operating environment to protect the applyjses the question of how the choice of the kernel’s im-

, _ rngmentation language can facilitate the verification. In
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on standard hardware and supports untrusted binary ubat they are never dereferenced without the necessary
programs running in separate confined address spatfeescks.
(i.e., we consider mainstream PCs and hand-helds buin the following we elaborate on different formal
exclude, for instance, smart cards). methods and their strengths and weaknesses when ap-
Modern programming languages with strong typ@lied to operating systems. We distinguish three differ-
safety properties can potentially reduce the burden ait kinds of formal methods:
manually proving a program’s safety. However, in this
paper we argue that using a “safe” programming lan-® Use a strongly-typed programming language for
guage may have quantitative but no qualitative advan- kernel programming.
tages for kernel verification. In other words, with a ¢ Run the kernel in an environment that enforces se-
strong type system one might have fewer proof obliga-  curity, such as a virtual machine.
tions, but one still has proof obligations of all kinds. In
particular, even with the strongest type system there re
main type-correctness proof goals that one naively would
assume to be subsumed by the type system. MOreoygL giscuss each of these points in the following subsec-
the proof goals that are indeed subsumed by the type. o
system are simple and can be discharged automatically
(when using the right technology). ]

In the next section we start with the discussion @.1 “Modern languages” with strong
semi-formal methods to improve the code quality. We type systems

then discuss how three different kinds of formal meth- ) ) )
ods can contribute to a secure operating system. Segveral projects develop operating systems in strongly

tion 3 discusses the approach that we take in the VFiad¥ged functional languages like Haskell or BitC, see for
project. instance [5, 11]. The strong type system makes many

typical C-programming errors impossible. Moreover, if

the language features abstract types, it can enforce the
2 The need for formal methods use of certain interfaces and thereby provide guarantees

that certain tests and actions are always applied.
Recently several groups worked on methods to improveHowever, there are two problems: First, often some
the quality of the kernel source code or to counterbdiarts of the system are implemented in C or assembly. In
ance known weaknesses of the programming |angué‘g@.lse [5], for instance, low-level primitives for alloca-
C, which is used for most kernels. We mention onfjon and system calls are not written in Haskell. Itis clear
two examples here: With lint-like static checks one cdRat in such a case the foreign code might break the type
find violations of programming patterns like “validatsystem. Shapiro and colleagues [11] use the specifically
pointers from user land before dereferencing them” fiesigned language BitC to avoid this problem. In BitC
the source code [4]. To complicate attacks, one can &fe can manipulate address spaces (by writing to the cor-
crypt every pointer in memory such that an attacker cdigsponding hardware data structures). However, and this
not walk through and modify kernel data structures ifi the second problem, writing a wrong value into a page
memory [2]. directory might distort the kernel memory and make all

We refer to these and similar methods ssmi- guarantees of the type system meaningless.
formal. Although such methods make attacks signifi- On @ closer lock it appears that operations like
cantly harder, they cannot be used to guarantee that siédress-space manipulation have a dependent'type.
cessful attacks are impossible. Semi-formal methods dsPe checking dependent types is undecidable in gen-
a relatively inexpensive means to improve the avera@gl- The validity of an address-space manipulation de-
level of security. However, they are not sufficient to aveP€Nnds on the history of the system, so it is clearly unde-
a professional attack. cidable. We conclude that, even in case the whole system
In contrastformal methods are based on some mat#s Written in a strongly-typed language, the guarantees of

ematical theory that can be used to prove certain pmpel[l:hetypeof some argument depends on tre@ue of some other ar-

ties:. With a strong type system one can, for instance, US&ument. For operating systems the range of valid values sometimes
a different type for user-land pointers and thus guaranteedepends on the state of the whole memory.

o Apply verification and model-checking techniques
to the kernel code.




the type system might not be valid because of a wrotite remaining security risk. None of these techniques
address-space manipulation. can provide guarantees. It remains to look at one ap-

In this light, the use of a strong type system appegach we have omitted so far: Software verification on
to be a quantitative rather than a qualitative measure.thfe basis of a semantics of the full program. Tradition-
strong type system can probably reduce the numberadlf/, software verification was only applied to theoreti-
programming errors significantly, however in the presally clean, artificial programming languages. Only re-
ence of address-space manipulatiortaitnotguarantee cently formalisms, logics and tools have been developed
the type correctness of the program. Thus, even withcadeal, for example, with Java [9, 1]. It has been gen-
strong type system, proof obligations about correct typral belief that it is impossible to verify programs written
ing remain. in C or C++ that exploit features like goto jumps, type
casts angsetjmp /longjmp . In the following section
we show that a denotational semantics for a subset of
C++ that includes these features is surprisingly simple.
One can think of an operating system written in Java and
executed by a virtual machine such that important se- )
curity properties are expressed with Java’s type systed. T he VFiasco approach:

Th|s way t.he virtual machine will c!etect security viola- Verification of unmodified C++

tions with its byte-code type checking. However, the se-

curity of the whole system depends on the correctness of SOUrce code

the virtual machine. Further, to host an operating system

one needs operating system functionality itself in the viin the preceding section we argued that in order to give
tual machine. Therefore, virtual machines do not solgelarantees about the functionality of an operating sys-
the original problem. tem one finally has to use verification. In the VFiasco

With proof-carrying code [10] one can download useproject we decided to attempt the verification of the C++
level code into the kernel in a secure way. However, source code of the Fiasco microkernel. The verification
employ proof-carrying code one has to have a correctlyf C++ certainly incurs higher verification costs, but has
working minimal kernel with a proof checker in the firsthe advantage that we can obtain results for a system that
place. can be used in practice.

Here we sketch how we model two major features
of C++: the various jump statements likereak ,
longjmp , goto ; and the type cast that can especially
Software verification establishes properties of a matHee used to turn integers into pointers. From a theoretical
matical theory that has been extracted from the softwapeint of view one might ask why one should treat these
One can distinguish model checking from verificatiofeatures at all. The point is that in the kernel orezds
with denotational, operational or axiomatic semantic® cast integers into pointers (for the memory manage-
With model checking one explores the finite state spacent), oneneedgo longjmp (to abort an infinite loop
of an abstract model. Subtle errors in parts of the systefnpage faults), and oneeedsgoto (for efficiency and
that have been abstracted away can potentially invalidatelearer program structure).
the model-checking results. To model the various jumping statements we follow

In an experiment we applied the model checker Spindacobs’ approach in the semantics of Java [9]: We use
Fiasco’s code for inter-process communication (IPC) [3.complex state that is a disjoint union lik&(mem) ¥
Although the model contained only a very rudimentaiyreak (mem) W goto(mem x label) W fail . . ., whereok,
version of Fiasco’s IPC (only two threads, no timeoutsyeak, goto andfail are all injections. This way the com-
no message buffer), the model checker used almost 2 @iBx state captures some kind of execution mode. Apart
main memory and more than 15 GB on the hard diskom the valuefail, which models the crash of the pro-
We doubt that one can model check the full IPC patgram, a complex state contains always the current mem-
let alone a realistic number of threads with today’s hardry mem. In the following we let the ternstate trans-
ware. formerdenote a function that maps a complex state to a

Up to this point we saw that all discussed techniquesmplex state. The state transformers form our semantic
can only reduce the number of programming errors addmain: The semantics of every C++ statement is cap-

2.2 Safe environments

2.3 Verification



tured in a state transformer. the original integer. However, for the case of reading
State transformers pay attention to the execution maaiéloat on a location where integers have been written,
of their starting state. If the execution modeois the one can derive nothing, not even that the system does
next statement is executed as expected and the mewi-crash. Valid type casts can easily be introduced via
ory might change. For the other modes the followingdditional axioms.
statements are skipped, except for the case that the culithin our approach, to prove that a program is type
rent complex state is of the forgvto(m, 1) and the next correct itis sufficient to prove that it does not crash. Note
statement is labelled with In this case the label transthat our approach does correctly handle the over-stressed
forms the complex state intek(m) and normal execu- example of erroneous address-space manipulations. Our
tion continues. Similarly to labels, the semantics of loopgproach can handle all data types, as well as compi-
transforms an end stateeak(m) into ok(m). lation environments that guarantee more properties than
The approach outlined in the preceding paragraphtfi C++ standard.
remarkably simple. It requires neither complete par-
tial orderings nor continuous functions nor continu
tions. Nevertheless it can handle while loops and all
kinds of jump statements, even jumps into and out of

nested blocks, such as loopstben andelse  clauses. |, this section we shed some more light on how we for-

Recently we used this approach to verify Duff's dgpgize type correctness and how we deal with it during
vice, a particularly strange piece of code that usesyf verification. For the purpose of this discussion it is
switch statement to branch into the middle o#hile enough to consider a memory model li&ke— Values

loop [13]. This case study showed that, after setting Yich is used in the context of one of our lectures [12].
the right theorem-proving technology (in this case a Sf§ work with this memory model each variable gets a

of rewrite-lemmas), all those goals that would be sufpique index fromN that determines its slot. The type
sumed by a stronger type system, were proved automatiz,.s is a disjoint union of all things a variable can

cally. This shows that with the right technology, using g|q (i.e., booleans, integers, pointers, ...). This mem-
strong type system bears no significant advantage.  ory model is considerably simpler than what we need for

As a last point we outline how we model type castge verification of Fiascd. Note however, that it is dy-
especially those that cast integers into pointers. Thefgmically typed, that is, the contents of a variable can
are a few points to note: First, type casts can happen ighrange from a boolean to an integer during runtime.
plicitly, for instance, if one writes integers to the memory The semantics of variables is captured by functions
and reads floats back from the same address. In this Gasg read from and write to the memory model. These
the read operation can cause an error because the bit Rgetions are typed, for instance for integer variables
tern might not represent a valid floating point numbahere are two functionsvrite_int and read_int. The
Second, the cast alone can never cause any errors. Aj@{ction write_int Writes an integer to a given mem-
ror can only occur if the resulting pointer is used to reqﬁy slot, overwriting (and possibly changing the type) of
data from memory. Third, in general almost all writqhatever was there before. The functiond_int tests
operations are harmle$sOne can (possibly partially) if 5 given memory slot contains an integer and returns it.
overwrite data in the memory but an error can only ocClffhe slot contains no integeead_int returns the distin-
if one attempts to read the original data later. guished valudail, which signals a program crash.

We eXpIOit the great level of under—specification that The approach we just described has the fo”owing ef-
is present in the C++ standard to model explicit and iffect: For every point where a variable is read, we get a
plicit type casts [7]. The semantic functions that regstoof obligation that requires to show that the accessed
from and write to memory are axiomatically specified igjot contains a value of the right type. If one manages to
a way that leaves many aspects of their behavior opgfoof that the program does not crash (i.e., that it ter-
For instance, we don't specify that integers are storedfates with something different frorfuil), then one
two’s complement. This way one can derive that readifigis established that the program is type correct. It is
an integer after writing one on the same address yielggar that even small programs generate so many type-

1 Dealing with proof obligations for
type safety

2The exception are writes that change the address space such that3Rer the verification of C or C++ programs one needs an untyped,
object code is moved around in virtual memory. byte-wise organized memory [7].



correctness proof obligations that one must handle th&implification rules for memory accesses. In
automatically, otherwise even the verification of toy prgrinciple one can directly use the definition of the type-

grams would be infeasible. correctness invariant to discharge the type-correctness
We use the following approach to handle typdaroof obligations of functions likeead_int. However,
correctness proof obligations. this does not work automatically in PVS because the in-

variant is defined with the help of universal quantifica-

o Define atype-correctness invariant property that déon and PVS notoriously picks the wrong values during
scribes the expected type of every relevant mematytomatic instantiation. Therefore we designed a set of
slot rewrite lemmas that follow trivially from the invariant.

Described in English, the rewrite lemmas look either

e Establish simplification rules (called rewrite lemlke “The invariantimplies that the slot of variabiehas

mas in PVS) that automatically discharge th¥Pet”or“The invariantimplies that the slot for theth
type-correctness proof obligations afad_int and element of array: is different from the slot of thg-th

friends, provided the current memory state fulfil§lément of array.” The latter form contains a negated
the invariant property equation. Because of a technical limitation of the rewrite

engine of PVS one also needs the forrhé invariant

e Establish another set of simplification rules that fé[npl|es -+ thej-th eIerP_ent Of. array is (_jlﬁergnt .- the
-th element of array:,” in which the orientation of the

cilitate the automatic proof that the property from N
b property guation is changed.

the first point is indeed an invariant for the prograrﬁ .
under consideration _ The n_umber of rewrite Iemm_as needed grows quadrat-
ically with the number of variables. We do not con-

Our solution is clearly PVS centric, because it is buiﬁuderthlsaserlous problem because the lemmas and their

onsets of rewrite lemmasvhich provide automatic sim-Pro0fs are highly regular. They can be generated together
plification in PVS. However, we believe that our solutio}ﬁ‘"th .the semantics of the prqgram. )

can be adopted without problems to other interactive the-With the help of these rewrite lemmas, PVS discharges
orem provers that provide automation (for instance to [§P€-correctness proof obligations automatically. For

abelle and its simplifier). Let us discuss our solution inSgduential programs the absence of type errors can be
bit more detail in the following. proved automatically: One only has to issue the proof

commands to load the rewrite lemmas and to start the
simplification process. Type correctness for unbounded

Type correctness invariant.  The invariant itself is While loops requires an invariant for the while loop.
very simple: It is a predicate on the memory that asserts

that certain slots contain values of certain types. ORL tomatic invariant proofs. The preceding two
memory model permits arrays that overlap (with other

X . . ._points about the automation of type-correctness proofs
arrays or with other variables). Therefore the mvanaR? yp P

additionally asserts that relevant arrays do not overl%re absolutely essential. We did not tackle any proof
- y . y V\ﬂhout a suitable invariant or suitable rewrite lemmas.
with other arrays or other variablés.

. . To complete the type-correctness proof, one has to show
To facilitate code reuse and to enable automatic ifi4t the predicate from step one is indeed an invariant for
variant proofs, the invariant predicate is generated insigig, program at consideration. That is, the predicate must

PVS from an association list that describes the memey aintained by every state transformer in the semantics

slots (i.e., inside the higher-order logic of PVS we hayg (e program. Note that for such an invariant proof the

defined a function that maps an association lists to ﬁWportant points are the write operations: Only a write

invariant predicate). Our current code base can hangl?eration can change the type of a slot in the memory
plain variables and arrays. We are currently working ap, thereby break the invariant.

extensions for records and dynamic structures like linked

lists For our first example verification, a bubble sort algo-

rithm, a direct interactive proof of the invariant property

4The invariant also states something about the size of arrays in or\él?ar's rel,atlvely S|m-ple. However, during the verification
to treat index-out-of-bounds errors. However, this is not relevaflf DUff’s device, 'T[ bec_ame clear, that for |ar9e.r sam-
here. ple programs, the invariant proof would became increas-




ingly costly. We therefore decided to set up another

set

of rewrite lemmas. For for every possible state trans-

former we designed one lemma that describes how
state transformer maintains a type-correctness invar
With these rewrite lemmas PVS was able to autom
cally proof the invariance property.

Our rewrite system for type-correctness invaria
works on functions of the semantic doma&irNaturally

this
ial{%]

ati-

nts

the rewrite system can only handle a small subset of afg]
those functions in the semantic domain that describe type

correct programs. However, the computation of the
mantics is a highly regular process. Therefore, it is

se-
no

problem to make the rewrite system general enough sud¢#l
that it can handle all program (fragments) that could also

be statically type-checked.

4 Conclusion

operating-system kernel one has to use verification tech-
nology. Programming the kernel in a language with a
strong type system (in contrast to C or C++) has no sig-

nificant advantage because of two reasons. First,

the]

kernelmustexploit operations that can distort the type
safety provided by the language. Therefore even with
a strong type system one has to prove type correctness.
Second, although the type system subsumes many proof

obligations that show up in a verification in a type—unsafé7

environment, these proof obligation are usually sim

ple

and can be solved automatically with the right theorem-

proving technology.

Our results apply to all operating systems that provide

address-space manipulation. Other OSes, such as library

OSes used for embedded microcontrollers, in which a

OS and application components are linked togethe
one address space, can benefit to a larger degree

rin
from

safe languages because the first reason outlined in the

previous paragraph does not apply.

References

[1] W. Ahrendt, T. Baar, B. Beckert,
M. Giese, R. Hhnle, W. Menzel, W. Mostowski

(9]

R. Bubel,

’

A. Roth, S. Schlager, and P. H. Schmitt. The KeY

5During the computation of the semantics a program is mappe
a certain function (more precisely a state transformer in our
proach). The semantic domain is the set of all such functions.

4o

. : [5] T. Hallgren.
In this note we show that to guarantee properties of an

] M. Hohmuth and H. Tews.

tool. Software and System Modelir2p04. Online
First issue, to appear in print.

C. Cowan, S. Beattie, J. Johansen, and P. Wagle.
Pointguard: Protecting pointers from buffer over-
flow vulnerabilities. InProceedings of the 12th
USENIX Security Symposiunwashington, DC,
August 2003.

Endrawaty. Verification of the Fiasco IPC imple-
mentation. Master’s thesis, Technische Univatsit
Dresden, Department of Computer Science, 2005.

D. Engler, B. Chelf, A. Chou, and S. Hallem.
Checking system rules using system-specific,
programmer-written compiler extensions. Pno-
ceedings of the Fourth Symposium on Operating
Systems Design and Implementation (OSBBn
Diego, CA, October 2000.

House—Haskell user's operat-
ing system and environment. Available at
http://www.cse.ogi.edu/~hallgren/House/,

April 2005.

M. Hohmuth and H. Hrtig. Pragmatic nonblock-
ing synchronization for real-time systems. In
USENIX Annual Technical Conferenc&oston,
MA, June 2001.

The semantics of
C++ data types: Towards verifying low-level sys-
tem components. In D. Basin and B. Wolff, edi-
tors, TPHOLs 2003, Emerging Trends Proceedings
pages 127-144. 2003. TR No. 187 Inst: fnfor-
matik Universitit Freiburg.

M. Hohmuth, H. Tews, and S. G. Stephens. Apply-
ing source-code verification to a microkernel —the
VFiasco project (extended abstract). Pmoceed-
ings of the Tenth ACM SIGOPS European Work-
shop September 2002.

B. Jacobs and E. Poll. Java Program Verification
at Nijmegen: Developments and Perspective. In
K. Futatsugi, F. Mizoguchi, and N. Yonezaki, ed-
itors, Software Security — Theories and Systems
(ISSS'03) volume 3233 of_ecture Notes in Com-
puter Science pages 134-153. Sprinter, Berlin,
2004.

G. C. Necula and P. Lee. Safe kernel extensions
without run-time checking. IfProceedings of the



[11]

[12]

[13]

[14]

Second Symposium on Operating System Design
and ImplementatiorSeattle, Wa., October 1996.

Jonathan Shapiro, M. S. Doerrie, E. Northup,
S. Sridhar, and M. Miller. Towards a verified,
general-purpose operating system kernel. Available
atwww.coyotos.org, June 2005.

H. Tews. Programmverifikation und -
spezifikation mit Coalgebren. German lecture
script, 2004. Available atwwwtcs.inf.tu-
dresden.de/~tews/VeriLecture/.

H. Tews. Verifying Duff’s device: A simple compo-
sitional denotational semantics for goto and com-
puted jumps. Submitted, 2005. Available via
www.vfiasco.org.

H. Tews, H. Hartig, and M. Hohmuth. VFsco

— towards a provably corregi—kernel. Techni-
cal Report TUD-FIO1-1 — January 2001, Technis-
che Universiat Dresden, Department of Computer
Science, 2001. Available viaww.viasco.org.



