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IN SPACE

Quanfum computing:
The final frontier?

Richard J. Hughes, Los Alamos National Laboratory
Colin P. Williams, Jet Propulsion Laboratory

SNASA spacecraft explore deeper into the cosmos, speed-
of-light-limited signal delays make it increasingly impractical
to command missions from Earth. Future spacecraft will need
greater onboard computing capacity to mimic human-level intel-
ligence and autonomy. Unfortunately, computer manufacturers

will have difficulty providing the vastly in-
creased computing power the space-explo-
ration community will need.

The solution might well come from quan-
tum computers, which offer properties of
Size, power, and robustnessthat areideally
suited to the space environment.

The potential of quantum technologies
goesfar beyond enhanced computing cap-
acity. Future space missionswill involve
direct participation of non-NASA scientists.
Thiswill necessitate allowing more open
access to spacecraft systems via free-space
communication links. Quantum cryptogra-
phy would allow such channelsto be made
absolutely secure and invulnerable to attack
by malevolent hackers. To explore these

possihilities, this article describes the
progressto date in understanding how
quantum computers and related quantum
information-processing devices might
advance space exploration.

Smaller, faster, rad harder
Computing capacity conventionally
grows through increased processor speed.
Over the past three decades, for instance,
the microprocessor industry has shrunk
computer hardware by afactor of two
roughly every 18 months, while maintain-
ing robustness and mass-production capa-
bility. Smaller hardware means smaller
distancesfor signalsto travel inside micro-
chips, so processor speed has risen dramat-

Quantum computing

vanceto NASA.

Quantum computing is an exciting areafrom acomputer science viewpoint. Not only is
there the possibility of exponential speedup on some classes of problems, but quantum comput-
ing also offers afresh take on some fundamental concepts such as the bit and the algorithm.
The properties of quantum systems are non-intuitive, but they may be exploitable in ways that
transform looming device physics constraints rel ating to computation into new opportunities.

NASA'sinterest in quantum computing is based in part on potential efficiency gainsfor the
kinds of computational problems associated with onboard autonomy capabilities. But equally
relevant, quantum computing devices may be energy efficient in unprecedented ways, and
quantum information theory may offer new concepts for secure communications.

The authors are engaged in cutting-edge research in quantum communications and quan-
tum algorithms, and they offer you their view of the potential of this new field and itsrele-
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ically. However, as we enter the 21st cen-
tury, chip manufacturers have begun to
encounter problemsin fabricating smaller
computer hardware. Worse till, they are
realizing that smaller computers don’t obey
the samerules are larger ones. They must,
therefore, turn to alternative physical mod-
els of computation for designing tomor-
row’s computers.

Far from being bad news, the need to
question computing’slimits provides anew
and unexpected opportunity for aquantum
leap in computing capacity. By extrapolat-
ing the trend in miniaturization, we can con-
ceive of computer hardware that usessingle
atomsto implement bits—the nuggets of
classical information—by about 2020. At
such scales, the dominant physicsis quan-
tum physicsrather than classical physics.

These quantum rules admit subtle and
counterintuitive physical effects, which can
be harnessed to perform extraordinary opera-
tions on data stored in quantum bits, or
qubits, that areimpossibleto redize on any
classical computer—no matter how advanced
it might be. Machines designed to exploit
these extraordinary quantum effectsare
called quantum computers.12 (Seethe * Fun-
damentals of quantum computing” sidebar
for adiscussion of the physicsinvolved.)

The expansion in the fundamental opera-
tions available to quantum computerslets
them achieve an enhanced computing capac-
ity, not smply by being smaller, but by run-
ning qualitatively new types of algorithms
that cannot run as efficiently on any classical
computer. Indeed, we aready know that
quantum computers can break codesusing a
factoring attack and simulate complex quan-
tum mechanica systems exponentialy faster
than their classical counterparts.34

In addition to apossible algorithmic
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Fundamentals of quantum computing

The fundamental nugget of classical information isthe bit—a0 or
al. To understand a quantum compuiter, start by thinking about what
happens as the physical structuresimplementing bits become smaller.
Bits nowadays are so commonplace that we no longer give much
thought to the properties that we expect them to possess. But as our
computing and information-processing artifacts descend to ever-smaller
scales, we must question whether bits behave as expected. For example,
we assume that a bit always has some definite value, that thisvalueis
either O or 1, that we can make a perfect copy of abit, that we canread a
bit without affecting its value, and that reading one bit has no effect on
the value of another, unread, bit. At sufficiently small scales, when using
individual quantum systemsto encode bits, all of these assumptionsturn
out to bewrong, because, in the words of Richard Feynman, “Nature
isn't classical, dammit!” Aswe understand the rules for manipulating
quantum bits and can exploit them to conceive of new kinds of algo-
rithms, we are creating the new field of quantum computing.

The qubit isthe classical bit's quantum anal og. We can use almost
any 2-state quantum system, such as an electron’s spin, a photon’s
polarization orientation, or anion’sinternal energy levels, to encode a
qubit. We can represent the two classical bit values as states |abeled |01
and |10]Whereas aclassical bit must be either O or 1, aqubit can be an
arbitrary superposition of [0Cand |10simultaneously—a state such as
ColOD+ ¢, |10with ¢y and ¢, complex numbers such that [cof? + ¢y ? = 1.
We can visualize aqubit as avector of unit length pointing from the
origin to a point on the surface of abounding sphere (see FigureA).
The classical bit values correspond to the north and south poles, and
superposition states correspond to the other points on the surface.

When measuring a superposition state co|0CH c4|1L}it isgenerally
impossible to predict with absol ute certainty the bit value that the mea-
surement will obtain. We only know that the probability of finding the
qubit to be 0 is |cgf? and that of finding it to be 1 is |c,[>. Moreover, the
act of making the measurement appears to project the qubit into state
|0Cor state |1consistent with the measurement outcome.

Any nontrivial computation requires a quantum memory register of n
qubits. Fortunately, n need only be around 50 before we can imagine a
guantum computer that can perform specialized computations that
outstrip the capabilities of any classical rival. The state of n qubitslies
in a2"-dimensional space spanned by the vectors

|00...0),[00...1),..., [11...1)
n

If we measure the bit value of all n qubits, the possible statesin which
the complete memory register can be found correspond to the 2" classi-
caly allowed hit strings that n bits can represent—that is, “00...0,”
“00...1," ...,or“11...1". However, between measurements, the n qubits
can exist in superposition of al the 2" classical states. Quantum comput-
ersthus have tremendous capacity to work on several different computa-
tions at once. Alas, quantum mechanics forbids us from reading the
answer to each of these superposed computations individually. We can
only make some measurement that reveals a collective property of al
the answers, which is often good enough to perform useful computation.
Quantum memory registers can exhibit quintessentially quantum
behaviorsthat have no classical analogs. For example, suppose we had a
2-qubit quantum memory register in the state (|O0C# [110)/V2. This
guantum state israther strange: initially neither qubit isin adefinite
state, each could befound to be 0 or 1 with equal probability. But as
soon as we measure one of the qubits, the bit value of the other (unmea-
sured) qubit will become definite. We say such a stateis entangled,
because we cannot think of the register’s state as being composed of a
definite state for each qubit it contains. Instead, measurements made on
one set of qubits have aside effect on another set of unmeasured qubits.
The correl ations between the bit values or entangled qubits can be much
greater than anything classical bits can achieve. Itisthese excess corre-
lationsthat ultimately account for much of quantum computing’s power.

So much for quantum memory registers and readout. How do we
compute? That is, how do we make the qubits perform a purposeful
computation? Surprisingly, the answer was discovered in 1926, long
before quantum computers were invented! That's because a quantum
computer isfirst and foremost a quantum mechanical system, and
Erwin Schrodinger discovered aformulathat describes how all isolated
guantum systems evolvein time. If the quantum computer’'s memory
register is described at timet by the state |(t)Clit must evolve in accor-
dance with Schrodinger’s equation:

i 0)
/UT =H |¢’(f)>
where H isan operator, called the Hamiltonian, related to the total

energy of the system. This equation’s solution is
(WO exp(= H t/n) [W(O)T= Ulw(0)D

where U is some unitary operator. (An operator isunitary if itsinverse
equalsits conjugate transpose. Unitary operators are linear: given an
input state we can compute a unigue output state and vice versa. The
unitarity property turns out to have an important physical implication.
It means that a perfect quantum computer is necessarily areversible
computer.) This means that the computer’sfinal state comes from act-
ing on theinitial state with some unitary evolution operator U.

To interpret this physical evolution asacomputation, we make the
following correspondences. At timet, the state |(t) Crepresents the
memory register’s content; the algorithm that the quantum computer is
executing isthe unitary operator U; theinitial data on which the com-
puter will act is encoded in the initial state |W(0)[ The outcome from
the quantum computation results from a measurement made on some or
all of the qubitsin state |Y(t)[ Thus, quantum agorithms are, in reality,
just unitary transformations of someinitial state vector |Q(0)Cinto
some final state vector |y(t)followed by a measurement.

Once we know a unitary operator that implements adesired quantum
computation, to make a practical quantum computer for performing
this computation, we must break down this operator into a sequence of
guantum logic gates that act on single qubits or pairs of qubitsat atime.
This defines a quantum circuit that performs the computation.

Quantum algorithms are now available for such problems as factor-
ing large composite integers; computing discrete logarithms; estimat-
ing eigenval ues; determining means, medians, and maxima of func-
tions; simulating stochastic processes; evaluating high-dimensional
integrals; and finding collisionsin functions. A few quantum algo-
rithms are exponentially faster, but the majority are polynomially
faster, than their classical counterparts.

gl 0>+ [1>

Figure A. Picture a qubit as a vector contained in a sphere.
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Figure 1. A spacecraft might have to replan its actions under extreme constraints on power, maneuverability, time, and

computational resources.

advantage, quantum computers might also
be more robust in the space environment
than classical computing devices of compa-
rable complexity. Quantum computers store
information in exceedingly small physical
structures, such asin the orientation of
nuclear spins. These objects present far
smaller cross sectionsto incoming radiation
than conventional computer circuitry, mak-
ing it lesslikely for radiation to damage a
comparably powerful quantum device.
Furthermore, in principle, quantum com-
puters are reversible: they can recover al of

the energy expended during computation.
The only time energy must truly dissipate
iswhen information is erased, so quantum
computers could be more energy efficient
than today’s classical irreversible comput-
ers of comparable computing capacity.

Quantum algorithms for NASA
applications

In certain mission-critical applications,
computational processing speed isof para-
mount importance. For example, aremote
spacecraft might be about to encounter arare

Figure 2. Unstructured quantum search.

astronomical body or perform apart of the
mission for which thereis only one opportu-
nity for success, such asinsertion into orbit
or landing on a planetary surface. There will
often be the need for onboard capability to
process information, make decisions, and
sometimes, replan elements of themissionin
real time (see Figure 1). Unfortunately, plan-
ning isan NP-Hard problem, so fine-grained
replanning quickly consumes available com-
putational resources.

Currently, no known algorithm (classical
or quantum) can solve NP-Hard problemsin
better than exponential timein the worst
case. But it appears that quantum a gorithms
can be faster than classical ones by asignifi-
cant factor. Consider solving the planning
problem by reducing it to the k-SAT, or
propositional satisfiability, problem, which
isthe canonical NP-Hard problem. The best
classical tree-search algorithm for solving k-
SAT is ResolveSAT.5 Other types of classi-
cal algorithms—local search algorithms
such asWalk-SAT and Simulated Anneal-
ing—do better at solving k-SAT in practice,
but their complexity is harder to pin down.
Certain randomized algorithms do reason-
ably well, but invariably at the price of
trading correctness for efficiency: some are
guaranteed to terminate with correct results
but have uncertain running times, whereas
others have certain running times but are not
guaranteed to terminate with correct
solutions.

The state of the art in quantum algorithms
for NP-Hard problemsis anested quantum
tree-search algorithm invented by Nicolas
Cerf, Lov Grover, and Colin Williams.® This
agorithm builds upon another quantum
agorithm, called Grover'salgorithm, for
performing unstructured quantum search.”

Unstructured quantum sear ch. We can
intuitively interpret the unstructured search
problem asfollows. Suppose we have a
telephone directory and must find the name
of the person who has a particular telephone
number. Because the telephone directory is
sorted by name, rather than by number, we
can do no better than to pick arandom start-
ing point and examine one entry after
another. If the directory contains N entries,
intheworst case we must look at N items
before finding the desired name. Conse-
quently, unstructured classical search’'s
complexity would appear to be (O(N)) and
there would seem to be no way of improv-
ingonit.
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Figure 3. A simple constraint-satisfaction problem. A seven-node graph is o be colored using at most three colors such
that no two nodes connected directly by an edge have the same color. On the left is the graph and on the right a
satisfying coloring of the graph. Graph coloring is an NP-Hard problem.

However, aquantum computer has new
operations on data that letsit solve unstruc-
tured quantum search more efficiently. The
idea behind the unstructured quantum
search agorithm isto begin with an equally
weighted superposition of al possible can-
didate telephone numbers (see Figure 2).
Suppose thereis an oracle (implemented as
some secret quantum circuit) that, if given
theindex of atelephone directory entry, will
tell uswhether theindex isor isnot that of
the sought-after item. Becausethe oracleis
“quantum,” we can hand it asuperposition
of indices, rather than just asingleindex,
and the oracle will respond with a superpo-
sition of repliesindicating which indicesdo
or do not correspond to solutions.

We can use the oracle to build an ampli-
tude-amplification operator é whose
repeated application tends to pump proba-
bility amplitude from the nonsolution states
into the solution ones. The quantum com-
puter does not read the contents of its mem-
ory register during this amplitude-amplifica-
tion process, which allowsittoremanina
guantum superposition state. The quantum
computer makes only asinglefina mea-
surement after a prescribed number of amp-
litude-amplification applications—just
enough, in fact, to boost the probability of a
measurement yielding the solution to close
to 1. By amplitude amplifying (TV4)VN
times, the true solution will bubbleto the
surface and hence be detected.

Thus, for atask requiring O(N) opera-
tionson aclassical computer and that
seems to be impossible to speed up, we can
solveit injust O{ (TV4)VN} stepson a
quantum compuiter.

Quantum algorithmsfor NP-Hard prob-
lems. In principle, we could use Grover’'s
unstructured quantum search algorithm to
solve an NP-Hard problem such as con-

straint satisfaction, planning, scheduling,
combinatorial optimization, propositional
satisfiability, or diagnosis. For example,
consider a constraint-satisfaction problem
(CSP) consisting of u variablesthat each
can take on b possible values, together with
aset of constraints that restrict the values
that tuples of variables can assume simulta-
neously (see Figure 3).

Currently, the best known tree-search
algorithm for solving the kind of CSP des-
cribed above is ResolveSAT.® ResolveSAT's
complexity is O(b%44) (for a problem hav-
ing u variablesand b values per variable). In
principle, we could use adightly modified
version of Grover’sunstructured search
algorithm to solve an NP-Hard problem by
replacing the oracle with a quantum circuit
that can decide whether a candidate solution
isinfact asolution in polynomial time, then
searching among the N = b* assignments of
valuesto variablesin atime complexity of
roughly O(b%5+). However, thisis|ess effi-
cient than ResolveSAT, so the naive use of
Grover's agorithm does not offer any
advantage.

However, as NP-Hard problems have
internal structure, aquantum computer
could do better than to run Grover’s algo-
rithm. Our structured quantum search uses
a Grover-like quantum search at an inter-
mediate level of the search treeto condition
asubsequent quantum search in the leaves,
which produces a nested quantum-search
algorithm overal (see Figure 4).

Whereas ResolveSAT’s complexity is
O(%446K), the nested quantum-search algo-
rithm has a complexity of O(b®333) with
one cut level, improving with more cuts.
Thisisan exciting development for com-
puter science because the recent improve-
mentsin SAT-solver algorithms, such as
ResolveSAT, have only nibbled away at the
exponent in the exponential cost function.

Figure 4. Nested quantum-search embeds one quantum
search algorithm within another. There are N candidate
solutions in the fringe, but only those that are extensions
of a “good” at level ineed be examined.

Quantum computing promisesto take abig
bite out of the exponent.

Could quantum computers do even bet-
ter? Unfortunately, we now know that no
quantum a gorithm can do better than a
sguare root speedup on unstructured quan-
tum-search problems.® Minor improvements
beyond this are possible on average using
parallel, punctuated, quantum searches.®
Because thereis some probability of obtain-
ing the correct answer before amplitude
amplification completes, asociety of kinde-
pendent quantum searches performing par-
tial amplitude amplification followed by
premature measurement might find a solu-
tion earlier than expected. For asingle
search agent, this strategy resultsin 13%
additional speedup on average for unstruc-
tured quantum search. However, the ulti-
mate speedup attainable for structured quan-
tum-search problems, such as NP-Hard
problems, remains an open question.

Distributed quantum algorithms. Some
future space missions will involve constel-
lations of spacecraft acting in unison (see
Figure 5). Such constellations permit
simultaneous monitoring of an entire
planet, rather than the periodic monitoring
allowed by individual orbiting spacecraft.
However, managing constellations of
spacecraft presents new computational
challenges. How can we fuse the data from
different spacecraft to create a snapshot of
the entire planet at agiven instant? How
much communication must take place be-
tween spacecraft to perform some collec-
tive task? These questions naturally lead us
into thinking about whether we can com-
bine quantum communications and quan-
tum-computing techniques to provide new
solutions to these kinds of problems.

For the simplest example of aNASA-
relevant distributed computation, consider
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Figure 5. A constellation of spacecraft must be synchronized to perform data fusion tasks.

synchronizing apair of clocks on two dif-
ferent spacecraft. For fusion of time-
dependent data to be possible, two space-
craft must agree on thetime. Generally
speaking, the more accurately clocks can be
synchronized the better the resolution
attainable from distributed sensors. Con-
ventionally, synchronization occurs through
an operational line-of-sight exchange of
light pulses between two observers, say
Alice and Bob, who are co-located with
their clocks. While such aschemeis practi-
cd, itisnot immuneto errors. In the GPS
satellite constellation, for example, the abil-
ity of the spaceborne atomic clocksto syn-
chronize with aground-based master
atomic clock islimited by the fluctuating
refractive index of the atmosphere, which
causes the speed of light to vary randomly,
limiting our ability to establish absolute
distance and the resultant timing informa-
tion with high accuracy.

Could quantum communicationsand dis-
tributed quantum computation help? We
might think so because entangled particles
have some very peculiar propertiesthat let us
avoid sending timing information through the
atmosphere. For example, if Alice and Bob
each hold one member of apair of entangled
paticlesin the state (010~ [100/vV2, when
Alice measures her particle, shewill instanta

neoudy cause the state of Bob's particleto
become definite aswell, regardiess of the
distance between them and the nature of the
intervening medium. Similarly, if Aliceand
Bob start out by sharing pairs of entangled
particles, certain distributed quantum compu-
tations, such ajoint appointment scheduling,
can be performed using less communication
overhead than ought to be necessary classic-
aly. 0 Likewise, if Alice and Bob share
entangled particles, Alice can send Bob two
bits of classical information by sending only
one qubit between them.!* So, it appearsthat
shared prior entanglement isapowerful
computational and communications resource.
Assuming such shared prior entangle-
ment, it appears possible to synchronize a
pair of clocks without sending timing
information through the atmosphere.'?
Alice and Bob start out having correspond-
ing members of entangled pairs of atoms,
eachinthe state (J010-|100/v2. The
atoms are indexed so Alice and Bob know
which atom in Alice’s ensemble corres-
ponds to which (entangled) atom in Bob's
ensemble. This shared ensembleis effec-
tively apre-clock from which Alice and
Bob will later distill apair of synchronized
clocks. The pre-clock isidling because
each atom initisinthe (J010- [100/v2
state that does not evolve in time under any

symmetric operations by Alice and Bob.
To make aclock, Alice smultaneously
measures each particlein her ensemblein the

01 1 0
%(IOHD)'E(IO)—ID)H

basis. For each atom, Alice will either find
itin the state (|JOC+ |10/V2 state (Typel) or
the (JOC- |10IV2 state (TypeI1). Alice's
measurement does two things: it starts both
Alice’'satoms and Bob's atom “ticking”
and tellsAlice theindices of theatomsin
both her Type | and Type Il subensembles.
Alice can chooseto use either Typel or
Type Il atomsto makeaclock. Bob'sclock
has complementary Type | and Typell
subensembles of ticking atoms, but cannot
yet tell which iswhich. Instead he must
wait for aclassical communication from
Alicetelling him theindices of the atoms
that Alice used to make her clock. If Bob
selects atoms with the complementary set
of indices, he will have aclock that istick-
ing in synchrony with Alice's.

ThusAlice and Bob areleft with syn-
chronized clocks without any timing infor-
mation having been transmitted through the
atmosphere between them. Thisisreally
just athought experiment at this stage,
predicated on the assumption of shared
prior entanglement between Alice and Bob.
If this can be made to work, Alice and Bob
will be able to synchronize their clocksto a
greater precision than possible with line-of -
sight optical light pulses. This, in turn,
would let usimprove the resol ution attain-
able with distributed sensors—such as very
long baseline interferometers—for imaging
planets orhiting distant stars (see Figure 6).

Itisnot yet clear whether establishing
shared prior entanglement isreally any
different from distributing a pair of clocks
that start at acommon location. Neverthe-
less, thinking about distributed quantum
computations in space has stimulated new
and exciting questionsrelating to relativis-
tic quantum information theory.

See the “ Solid-state quantum computing
hardware” sidebar for adiscussion of the
hardware side of the equation.

Secure Earth-to-space quantum
communications

On 27 April 1986, a hacker known as
Captain Midnight briefly took over a satel-
lite television broadcast to the US's East
Coast. This celebrated incident highlighted
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Solid-state quantum computing hardware

Much progress has been made in designing quantum computer hard-
ware. The early work onion traps, cavity quantum electrodynamics,
and nuclear magnetic resonance has inspired several schemesfor
implementing quantum computer hardware in solid-state quantum
electronics. The move to solid-state quantum electronicsis appealing
because it builds upon decades of experience in microprocessor fabri-
cation technology. These schemes use el ectric charge, magnetic flux,
superconducting phase, electron spin, or nuclear spinasthe information
bearing degree of freedom.= Although each scheme has various
advantages and disadvantages, the approach based on harnessing quan-

ca hardware that isfeasible to fabricate. The set of these 1- and 2-qubit
gatesisarbitrary provided it is universal—capable of achieving any
valid quantum computation from a quantum circuit comprising only
gates from this set. Traditionally, we have taken the set of universal
gatesto be the set of all 1-qubit quantum gatesin conjunction with a
single 2-qubit gate called controlled-NOT. However, many equally
good universal gate sets exist,” and there might be an advantage in
using anonstandard universal gate set if certain gate designs happen to
be easier to realize in one hardware context than another. Certainly, we
have known for some time that the square root of the 2-qubit exchange-

interaction (the SWAP gate) is as powerful asthe better-known con-
trolled-NOT gate (CNOT) as far as computational universality is con-
cerned. It makes sense, therefore, to see what gates are easy to make
and then extend them into auniversal set. We pursued this strategy at
the Jet Propulsion Lab. In particular, we showed, in the context of

tized charge is especially appealing because we can fabricate the neces-
sary superconducting circuitry for such aqubit using present-day e-
beam lithography equipment. Also, quantum coherence, essential for
creating superposed and entangled states, has been demonstrated exper-
imentally.® These qualities make the quantized charge-based qubit a
strong contender for the basic element of a proof-of-concept quantum
computer. Figure B shows a schematic diagram for a charge-based
qubit with ancillary readout circuitry.

The basic ideaisthat in asuperconductor the electronsteam up in
pairs, called Cooper pairs. By varying voltages and magnetic fluxes,
we can make several Cooper pairs hop onto an island in a superconduc-
tor. If there are N Cooper pairs, we say theisland isin state [OL] If there
are N + 1 Cooper pairs, theisland isin state |1[]As Cooper pairsare
guantum objects, we can create superpositions of N and N + 1 Cooper
pairs on the island simultaneously, thereby creating arbitrary superpo-
sition states of the form co|00+ ¢4|0CI Thisis aqubit, the elemental
building block of a quantum memory register.

So how do we act on such qubits to make them change their state? To
make apractical design for aquantum computer, we must specify how
to decompose any valid quantum computation into a sequence of ele-
mentary 1- and 2-qubit quantum gates which can be realized in physi-

Single Cooper

pair box
A ‘

Figure B. Schematic diagram of a single charge-based qubit with an adjoining RF
SET readout.

the importance of controlling and avoiding
denial-of-service attacks on orbital assets.
In addition to maintaining the security of
uplinked command paths, ensuring the
security of downlinked data—whichis
susceptible to passive eavesdropping—-can
be equally important. Quantum key distrib-
ution (QKD) is an emerging technol ogy
based on single photon communications
that will provide satellite communications
with greater security and convenience than
present-day methods.

algorithms E and D might be publicly
known, an eavesdropper passively monitor-
ing the transmission C could not discern
the underlying message P because of the

randomization the encryption process
introduced, provided the key K remains
secret. Secret key material thereforeisa
very valuable resource that must be avail-

How cryptographic methods work.
Cryptographic methods can assure the
security of dataand command pathsto
orbital assets asfollows. We can encrypt
message (“plaintext”) P according to some
algorithm E before transmission to produce
a“ciphertext,” C = Ex(P), whereK isa
secret parameter known as a cryptographic
key (arandom binary number sequence,
typically afew hundred bitsin length). On
receiving the ciphertext, the intended recip-
ient can invert the encryption process using
the decryption algorithm D to recover the
original message P = Dy(C), provided the
secret key K isknown. Conversely,
although the encryption and decryption

Figure 6. Very long baseline interferometers can be used for imaging of planets orbiting distant stars.
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Figure C. A single qubit, implemented as a quantized charge device fabricated in
aluminum using e-beam lithography. In a superconductor, electrons pair up as
Cooper pairs. If there are N Cooper pairs on the center island, the island contains a
|0>qubit. If there are N+1 Cooper pairs on the island, the island contains a |1>
qubit. As electrons are quantum, we can have a superposition of N and N+1 Cooper
pairs on the island simultaneously.

charge-based qubits, that any 1-qubit operation and a 2-qubit operation
called the square root of complex SWAP (or +/iswap ) isuniversal for
quantum computation.8 Such a quantum gate has been designed and
fabricated at JPL. Figure C shows a photograph of the qubit with asso-
ciated connections needed for performing gate operations.

Itisnot yet clear which approach to quantum computing hardware
will prove to be the most feasible or cost effective. Moreover, deploy-
ing quantum computer hardware in space poses unique challenges for
quantum hardware designers. Power supplies must be of limited dura-
tion and be nonrenewable, and radiation levels can be significantly
higher than on Earth.

Quantum computers might help to overcome these problems. As
we've noted, quantum computers are naturally reversible computers—
the energy expended during computation is, in principle, recoverable.
Though possibly surprising, that's awell-known thermodynamic
result.® In practice, quantum computers are unlikely to realize this
reversible thermodynamic ideal. Nevertheless, it is sensibleto start
with acomputer that isreversible, in principle, if we areto conserve
precious energy resources. Moreover, if quantum computers can

answer certain computational questions by running a quantum a go-
rithm that requires fewer steps than any classical algorithm for the
same problem, thistoo could result in anet energy saving.

Quantum computers might also be better suited for operationin a
radiation environment. Quantum-scal e structures present smaller cross
sections to incoming radiation than do conventional computer memory
components. In addition, certain quantum systems, such as nuclear
spins, are relatively immune to ionizing radiation that might damage
conventional computer hardware.
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able on the satellite and at the ground sta-
tion. Moreover, frequent key changes are
necessary to ensure security. So, if the key
material supplied at launch should be used
up during normal operations, methods for
secure key distribution to satellites on-orbit
are of paramount importance to ensure that
third parties cannot acquire even partia
knowledge of the new key.

Itisobviously impractical to send a
courier to asatellite, and key transmissions
themselves must be assumed susceptible to
passive eavesdropping. Public-key encryp-
tion methods, which derive their security
from the perceived difficulty of certain
mathematical problems such asfactoring
largeintegers, can be conveniently used to
securely distribute new keys by broadcast,
but are subject to increasing challenges,
including unanticipated advancesin compu-
tational techniques, technology, and ago-
rithms. For example, there have recently
been rapid advancesin the size of integers
that have been factored with Internet collab-

orations,® and new proposals for special
purpose, high-speed factoring hardware
have emerged. Furthermore, becauseit is
notorioudly difficult to assess an adversary’s
future computational capabilities accurately,
today’s passively monitored public-key
transmissions could become retroactively
vulnerable well before their intended secu-
rity lifetime elapses.’® I large-scale quan-
tum computation becomesfeasible, essen-
tially al public-key methodswill become
vulnerable.316

QKD isunconditionally secure, no mat-
ter what present or future technology an
adversary might possess; its security isas-
sured by laws of Nature.l” A QKD proce-
dure starts with the sender Alice generating
asecret random binary number sequence
R,. For each hit in the sequence, Alice pre-
pares and transmits a single photon over a
quantum channel (alow-loss, faithful
transmission medium) to the recipient Bob
(see Figure 7). He measures each arriving
photon and attempts to identify the bit

valueAlice has transmitted. Alice's photon
state preparations and Bob's measurements
are chosen from sets of nonorthogonal pos-
sibilities. For example, using the so-called
B92 protocol 18 Alice agrees with Bob
(through public discussion) that she will
transmit avertically polarized single-pho-
ton state for each 0 in her sequence, and a
45 degree-polarized single-photon state for
each 1in her sequence.

Bob agreeswith Aliceto test the polariza-
tion of each arriving photon for horizontal
polarization to reved 1s, or negative 45-
degree polarization to reveal 0s. Bob's
choices of polarization are set by random bit
val ues from a secret random binary se-
quence Rg, which he generates and proceeds
through in synchronization with Alice. In
this scheme, Bob will never detect a photon
for which he and Alice have used a prepara-
tion and measurement pair that corresponds
to different bit values, such as horizontal and
vertical polarizers, which happensfor 50%
of thebitsin Alice’'s sequence.
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However, for the other 50% of Alice's
bits, the preparations and measurements use
nonorthogonal polarizations, such asvertical
and negative 45 degrees, resulting in aquan-
tum-mechanically random 50% detection
probability for Bob on thisportion. Thus, by
detecting single photons, Bob identifiesa
random 25% portion of the bitsinAlice's
random sequence, assuming she transmits
exactly one photon for each bit and there are
no hit lossesin transmission or detection.
This 25% efficiency factor isthe price that
Aliceand Bob must pay for secrecy. (In
practice therewill be additional losses, but
photonsthat fail to reach the receiver merely
reduce the key rate without leaking any
information to adversaries.) Bob and Alice
reconcile their common bits through discus-
sion over apublic channel with Bob reveal-
ing the locations, but not the bit values, inthe
sequence where he detected photons; Alice
retains only those detected bitsfrom her ini-
tial sequence.

The resulting detected bit sequences com-
prisethe raw key material from which apure
key isdistilled using classical error detec-
tion techniques. Because the key does not
exist until after the quantum transmissions
are complete thereisno prior record of akey
that could be compromised by insiders.

Because aphoton isan indivisible elemen-
tary particle, the QKD transmissions cannot
be passively tapped in the conventional sense,
s0 adversarieswould need to undertake far
more risky active attacks. However, Heisen-
berg's Uncertainty Principle ensuresthat any
active attack will not permit an adversary to
faithfully read the key transmissions. More-
over, such an attempt will inevitably disturb
the transmissions, letting the intended users
detect the attempted eavesdropping, aswell
as put arigorous upper bound on theinforma-
tion that might have been leaked. With this
bound, Alice and Bob can apply thetech-
nique of privacy amplification in which they
agree (by public discussion) to produce anew
bit sequence formed from the parities of suit-
ably chosen random subsets of their recon-
ciled bit sequences, which ensuresthat any
adversary could do no better than guessthe
resulting bit sequence. The keys produced at
the end of this procedure will be secret. They
could be used toinitialize conventional cryp-
tographic hardware, typically requiring afew
hundred bits.

Transmitting secure signals. For success-
ful ground-to-satellite key generation with

Alice Bob
0 1 0 1
/ Quantum channel: \
allows secret comparison
Secret of Ryand Ry Secret
random bit Prepare Measure random bit
sequence, R, sequence, Ry
Authentic public channel:
for reconcilliation &
error correction
Bob

Distilled secret
key sequence

Distilled secret
key sequence

Figure 7. The B92 quantum-key distribution protocol.

QKD, wewill need reliable single-photon
transmission and detection through aturbu-
lent atmosphere against a high background.
For good atmospheric transmission, free-
space QKD can operate at awavelength
near 770 nm where the transmission from
surface to space can be as high as 80%, and
the polarized QKD photonswill faithfully
transmit because the depolarizing effects of
Faraday rotation in the ionosphere and of
atmospheric turbulence are negligible. We
can readily produce photons at thiswave-
length with rugged, low-power semicon-
ductor lasers, control their properties, and
detect them with efficiencies as high as
65% with off-the-shelf components.

Atmospheric turbulence will cause beam
wander, which we can overcome using the
optical beam-control techniques devel oped
in free-space laser communicationsfor
high-bandwidth terrestrial, surface-to-
satellite, satellite-to-satellite, and (poten-
tially) deep-space communications. QKD
is compatible with and can take advantage
of the optical techniques developed for this
new communications infrastructure.

At LosAlamos, ground-based experi-
ments have shown that the single optical
photons of QKD can faithfully transmit
through aturbulent atmosphere and be reli-
ably detected even against adaylight back-
ground over apoint-to-point 1.6-km path.2°
Thisdistance was limited only by thelengths
of the available ranges. Because most of the
optical effects of atmospheric turbulence on
asurface-to-space path occur within 2 km of
the ground, these results demonstrate that

QKD could effectively serveto securely
rekey asatellite on-orbit from aground sta
tion (or for satellite-to-satellite key genera-
tion).2! For illustration, we can estimate the
key generation capability of QKD between a
ground station and alow Earth orbit (LEO)
satellite (~600 km altitude) in one overhead
pass. We will assume that the QKD transmit-
ter (Alice) isat the ground station and the
receiver (Bob) ison the satellite.

To estimate the key generation rate, we
can assume 20-cm diameter optics at both
the transmitter and satellite receiver. Beam-
wander from atmospheric turbulence at
night at atypical optical communications
ground station can be 1 to 5 arc seconds, but
for this analysis we assume aworst case
“seeing” of ~10 timesthe diffraction limit
(10 arc seconds of wander). With alaser
pulserate of 10 MHz, one photon-per-pulse
on average, and atmospheric transmission
and detector efficiencies as above, akey
generation rate of ~500 Hz should be feasi-
ble. Higher key rateswould be possible
under more typical seeing conditions. Also,
with abeam fine-pointing control system,
asused in laser communications systems,
the beam could be locked onto the satellite,
increasing the key rate to ~40 kHz.

It would also be possible to place the
QKD transmitter on the satellite and the
receiver on the ground. Because most of
the optical influence of atmospheric turbu-
lence would occur in the final ~2 km of the
beam path, a higher key rate would be pos-
sible. In either case, the bit error rate
(BER) from background photons would be
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no worse than the few percent level seenin
the Los Alamos ground-based experi-
ments.2° Although such BERs are very
much larger than those acceptable in con-
ventional communications, they aretoler-
ated in QKD because of the ensured
secrecy of the transmitted bits. Interactive
error-correction methods for removing all
such errors are available for usein QKD.

From these simple analyses, we see that
during the several minutes that a satellite
would bein view of the ground station,
there would be adequate time to acquire the
satellite, perform the QKD transmissions
for ~1 minute, and produce a minimum of
~10,000 raw bits, from which a shorter
error-free key stream of several thousand
bitswould be produced after error correc-
tion and privacy amplification. Under more
typical seeing conditions or with beam fine
pointing implemented, we could produce
up to 10° secret key bitsin a 1-minute
QKD transmission. So, multiple new cryp-
tographic keys could be generated between
aground station and aLEO satellitein one
overhead pass using avail able technology.
Satellite QKD could also serveto provide
secure key distribution to two ground-
based users (Alice and Bob): they could
each generate independent quantum keys
with the same satellite, which would then
transmit the XOR of the two keysto Bob.
Bob would then XOR this hit string with
hiskey to produce akey that agreeswith
Alice's. Alice and Bob could then use their
shared key for encrypted communications
over any convenient channel.

Based on these feasibility arguments,
QKD will be capable of providing the ulti-

mate level of security for future genera-
tions of satellites.

UANTUM COMPUTINGAND
guantum communications are two aspects
of the new field of quantum information
theory. Thisfield istill initsinfancy but is
aready promising to have amajor impact
on space exploration. Quantum computing
offersan aternative and relatively unex-
plored route to increased computing capac-
ity for onboard autonomy and machine
intelligence. Quantum algorithms|let us
solve old problemsin new ways, sometimes
exponentially faster than possible with con-
ventional computers. Quantum communica-
tions could enable unconditionally secure
communications with manned spacecraft
and let us encrypt sensitive data en route to
and from satellites. New and unforeseen
applications of quantum technologies are
being discovered every year. B
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