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Abstract

There is an increasing interest in improving youth digital citizenship through education.
However, the term ‘digital citizenship’ currently covers a broad range of goals. To
improve education, the current article argues for a narrower focus on (l) respectful
behavior online and (2) online civic engagement. Using this definition, a digital citizenship
scale was developed and assessed with a sample of 979 youth, aged | 1-17years, and
confirmatory factor analyses (CFAs) supported measurement of both constructs: online
respect (7 items, Cronbach’s a=.92) and online civic engagement (4 items, Cronbach’s
a=.70). Online respect scores decreased with youth age, and scores on both subscales
were higher among girls than boys. Both online respect and civic engagement were
negatively related to online harassment perpetration and positively related to helpful
bystander behaviors, after controlling for other variables. Implications of the study
findings for developing and evaluating digital citizenship educational programs are
discussed.
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Internet safety education efforts developed quickly in response to public concern about the
potential risks that youth face when online, but the direction of youth education in this area
is evolving as more is understood about youth behavior and experiences using new tech-
nology. The increasing focus on teaching digital citizenship skills is an example. The
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2 new media & society

concept of digital citizenship has been the topic of books (Mossberger et al., 2008; Ribble
and Bailey, 2011), online reports (Common Sense Media, 2011; Microsoft, n.d.), and les-
son materials for teachers (Borovy, 2012; Cable in the Classroom, n.d.; Common Sense
Media, 2012). Early use of the term referred to online access (e.g. “increasing the number
of youth digital citizens”) (Mossberger et al., 2008; Shelley et al., 2004), but it has been
used more recently to refer to safe and responsible behavior online. One author defined
digital citizenship as comprising the concepts of responsibility, rights, safety, and security
(Ribble and Bailey, 2011). Others describe it as involving “appropriate technology usage,”
and “making safe, responsible, respectful choices online” (Common Sense Media, 2011;
Microsoft, n.d.). A media education program (Common Sense Media, 2012) has translated
digital citizenship education into curricula on the following topics: Internet safety, privacy
and security, relationships and communication, cyberbullying, digital footprints, reputa-
tion, self-image and identity, information literacy, and creative credit and copyright.

If the trend toward teaching digital citizenship skills is a conscious move away from
the fear-based strategies that marked earlier Internet safety education efforts (Jones,
2010), then this is likely a helpful change for youth. Research has shown that fear-based
approaches are not effective public health strategies (Clayton et al., 1996; Petrosino
et al., 2003). However, if digital citizenship is going to become a new educational focus
that is marketed to schools, a significant amount of conceptual and evaluation work is
needed to ensure that its goals are well-defined and its outcomes successfully achieved.
Below, we present recommendations that digital citizenship education focus on advanc-
ing youth skills in two specific areas: (1) using respectful online behavior and (2) practic-
ing online civic engagement. Using this definition, we summarize preliminary
psychometric data on a digital citizenship scale, tested with a large sample of middle-
school and high-school youth, and discuss implications of the findings for developing
and evaluating digital citizenship education programs.

Defining digital citizenship

As a first step in reducing some of the existing term confusion and improving the focus
and evaluation of educational efforts, we recommend distinguishing digital citizenship
education from digital literacy education (Internet and computer technical skills). Many
in the field already use the term ‘digital literacy’ to refer to computer and Internet-based
skills such as knowing good search strategies, understanding and using privacy settings,
practicing identity theft protection behaviors, creating safe passwords, correctly citing
online information, and avoiding spam and e-scams (Koltay, 2011; Sonck et al., 2011).
Digital literacy requires a very specific set of educator knowledge and teaching skills
compared to other goals currently under the digital citizenship umbrella.

A second recommendation is to focus digital citizenship education on helping youth
build and practice specific online social skills versus admonitions against problem
behaviors like cyberbullying and sexting. Cyberbullying and sexting have complex
causal roots in adolescent identity-formation, peer struggles, self-esteem, romantic
exploration, and sexual decision-making (Hinduja and Patchin, 2010; Jones et al., 2013;
Lenhart et al., 2008; Mitchell et al., 2012; Raskauskas and Stoltz, 2007; Sumter et al.,
2012; Ybarra et al., 2012). Reducing these problems likely requires evidence-based
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bullying prevention and relationship and sexual education programs (Jones et al., 2014b;
Nation et al., 2003; National Institutes of Health, 2004; Pentz, 2003).

By separating it from digital literacy education and cyberbullying prevention, digital
citizenship education can instead be focused on using Internet resources to have youth
(1) practice respectful and tolerant behaviors toward others and (2) increase civic engage-
ment activities. As we describe below, this definition of digital citizenship more closely
aligns with direction of general youth citizenship education and could provide a useful
roadmap for programs interested in increasing positive online youth citizenship behav-
iors. There is a growing appreciation that the Internet can provide important opportuni-
ties for youth to exercise positive social skills and engage with their community in ways
that may have positive outcomes for offline civic engagement (Flanagan and Gallay,
1995; Kahne and Sporte, 2008; Sherrod et al., 2002; Zaff et al., 2008).

Aligning digital citizenship education with youth citizenship
goals

While traditional citizenship studies have focused on public participation in the political
process (Westheimer and Kahne, 2004a, 2004b), conceptualizations of citizenship are
becoming more inclusive of a range of civic behaviors such as participating in commu-
nity activities, working to improve community or societal problems, and addressing
social injustices (Levine, 2007; Sherrod et al., 2002; Thorson, 2012; Westheimer and
Kahne, 2004b; Zukin et al., 2006). Scholars on youth citizenship note that although the
definition of good citizenship varies, a key aspect is “the ability to move beyond one’s
individual self-interest and to be committed to the well-being of some larger group of
which one is a member” (Sherrod et al., 2002: 265).

For youth, respectful behavior toward others can be considered a preliminary step in
contributing to the well-being of a larger group, signaling tolerance of those with differ-
ent perspectives and opinions (Hammett and Stacheli, 2011; Westheimer and Kahne,
2004b; Youniss et al., 2002). Respectful behavior, conflict resolution strategies, and tol-
erance of differences are taught in social-emotional learning (SEL) programs, which
themselves evolved from youth character education programs (Durlak et al., 2010, 2011;
Greenberg et al., 2003; Leming, 1997). Current digital citizenship education programs
and literature already promote respectful behavior online, although typically through a
focus on the harms of cyberbullying. We propose that tolerance and respect become a
more direct focus of digital citizenship education. Educational programs could, for
example, have youth practice perspective-taking and respectful, supportive actions when
witnessing or participating in disagreements in the variety of online communities in
which they participate.

Civic engagement, on the other hand, has not yet been a major focus of digital citizen-
ship definitions or educational directions, but it closely aligns with the conceptualization
of youth citizenship in general (Westheimer and Kahne, 2004b; Youniss et al., 2002; Zaff
et al., 2008). Civic engagement refers to behaviors intended to benefit the common good
(Lenzi et al., 2012; Zaff et al., 2008). These behaviors can include political participation,
but also can include volunteer work, supporting charities, and sharing hobbies and skills
with a larger community (Sherrod et al., 2002; Youniss and Levine, 2009). Creative
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educational initiatives are developing in an effort to improve youth civic engagement
(Flanagan et al., 2007; Kahne and Sporte, 2008; Lenzi et al., 2012; Sherrod et al., 2002)
and educators play an important role (Kahne and Sporte, 2008).

By defining digital citizenship specifically to include civic engagement, these two
areas of education can inform each other and create new synergies. It is already rec-
ognized by civic engagement researchers that the Internet provides exciting new are-
nas and opportunities for youth (Bennett et al., 2011; Jenkins, 2009; Kahne et al.,
2012, 2013; Lenhart et al., 2008; Van Hamel, 2011). Online civic engagement oppor-
tunities could be appealing to youth in particular by providing a wider array of
engagement opportunities than are locally available, and offer the possibility for pri-
vate or even anonymous civic involvement. Jenkins (2009) argues, for example, that
online participatory cultures are an ideal place for learning, joining, and being a part
of a collective effort to achieve a greater goal. A longitudinal study found that youth
participation in nonpolitical, interest-driven online activities predicted greater tradi-
tional civic participation (volunteerism, solving a community problem) and political
involvement 1-2years later, even after controlling for a range of related variables
(Kahne et al., 2013).

There is some possibility as well that digital citizenship programs that help youth
practice respectful online disagreement and debate and engage in online civic activities
could aid efforts to reduce online bullying and harassment behaviors and victimization.
There is no indication that current strategies to reduce cyberbullying, which typically
rely on awareness-raising strategies, have been effective (Jones et al., 2014a). Research
on prevention instead has found that positive, interactive strategies are most effective in
reducing youth aggression and related social and emotional problems (Cooper et al.,
2000; Durlak et al., 2011; Nation et al., 2003). Efforts to enhance the role of bystanders
(Davis and Nixon, 2012; Nickerson et al., 2014; Polanin et al., 2012) and influence social
norms (Jones et al., 2011; Perkins et al., 2011; Salmivalli and Voeten, 2004) are increas-
ingly a focus of programs to reduce bullying. If, instead of instructing youth on the harms
of cyberbullying, digital citizenship education efforts helped youth practice using
respectful behavior during online disagreements, taking others’ perspectives, and sup-
porting individuals who were being targeted negatively, there is a possibility that it could
also result in decreased online harassment.

There is less research currently supporting the connection between increasing civic
engagement and reducing negative online behaviors such as bullying, but there is
some limited evidence that civic engagement behaviors could potentially influence
positive interpersonal behaviors. There is some indication, for example, that offline
youth civic participation improves behavior problems, at least for some groups of
youth (Vieno et al., 2007). Additionally, the potential impact of civic engagement on
positive social and emotional outcomes underpins much of the youth positive devel-
opment research and literature, and research has found connections between youth
participation in community activities and improved social, emotional, and leadership
skills (Mueller et al., 2011; Zaff et al., 2003). While we do not want to overstate the
potential impact of digital citizenship educational efforts on cyberbullying, there is
some basis for hypothesizing and evaluating whether such a focus would have more
success than current approaches.
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The current study

We discuss above that refocusing digital citizenship education on two key strategies,
increasing respectful behaviors toward others online and increasing youth online civic
engagement activities, could focus and improve educational efforts. The current study
seeks to operationalize our proposed definition of digital citizenship, measure the con-
struct with a preliminary sample of youth, and explore its association with online harass-
ment victimization, perpetration, and bystander experiences. Using the definition of
digital citizenship behaviors defined above, we developed a short scale and examined
psychometric findings as part of a larger study on cyberbullying with a sample of 979
middle-school and high-school-aged youth from New England.

Methods

Procedures

An anonymous online survey was administered to 979 students in the 6th through 10th
grades at five middle schools and one high school' in Northern New England. Consent
and assent procedures were approved by the Institutional Review Board (IRB) and by
each participating school principal prior to administration. Parents were sent information
about the study 2 weeks ahead of time and were instructed to let the school know whether
they did not want their youth to participate. Students were told, prior to beginning the
survey, that it was anonymous and that they could skip questions or submit a blank sur-
vey if they did not want to participate. Survey administration occurred at school comput-
ers and was overseen by a contact person at each school. A debriefing form was provided
to students following the survey with information on bullying and Internet safety and
recommendations that students talk with parents or teachers if they should have any
concerns related to these issues.

Sample

The survey was administered to an initial 1065 students across the six participating
schools. This represented between 62% and 97% of possible student respondents at each
school. Whole classes participated, but in some schools, scheduling made it difficult for
every class to participate. After examining results, survey responses from 14 youth were
eliminated either because there were extensive missing data or because response patterns
suggested that it was highly probable they were non-accurate responses (e.g. all items in
the survey were answered using the most extreme selection). An additional 72 students
who had 20% or more missing data on the digital citizenship scale were dropped from
analyses in the current article. The final sample included 979 youth.

Respondent demographic information has been included in Table 1. The sample was
split roughly equally between male and female students. In all, 51% of students were
aged 13—14 years, 35% were aged 11 or 12 years, and 13% were aged 15—17 years. Most
student respondents described themselves as White (80%); a significant percentage were
Hispanic or Latino (14%). Smaller percentages of youth labeled themselves as Black/
African-American (6%), Asian/Pacific Islander (5%), American Indian/Eskimo (3%), or
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Table I. Respondent characteristics and online harassment experiences (N=979).

Respondent characteristics Students, % (n)

Demographic characteristics
Respondent sex

Male 49.7 (486)
Female 48.9 (479)
Missing 1.4 (14)
Respondent age
I 1-12years old 35.5 (348)
13—I4years old 50.9 (498)
15—17years old 13.1 (128)
Missing 0.5 (5)
Race/ethnicity?
American Indian/Eskimo 3.2 (31)
Asian/Pacific Islander 4.6 (45)
Black/African-American 5.6 (55)
Hispanic/Latino 13.8 (135)
White 80.4 (787)
Other 4.7 (46)
Internet use (average hours per day)
I hour or less 36.5 (357)
Between | and 2 hours 31.3 (306)
Between 2 and 3 hours 15.0 (147)
More than 3 hours 16.6 (163)
Missing 0.6 (6)
Online harassment victimization (past 3 months)
Someone made rude or mean comments online to you 30.7 (301)
Someone used the Internet to harass or embarrass you 13.9 (137)
Someone spread rumors about you using the Internet 15.5 (152)
Something about you was shared online with others that 15.7 (151)
was meant to be private
A video or picture of you posted online by someone when 8.5 (84)
they knew it would hurt your feelings or upset you
Any online harassment victimization 35.9 (351)
Online harassment perpetration (past 3 months)
You made rude or mean comments to someone on the 23.8 (233)
Internet
You used the Internet to harass or embarrass someone that 11.0 (108)
you were mad at
You spread rumors about someone through the Internet 5.8 (57)
You shared something about someone with others online 8.7 (86)
that was mean to be private
You posted or shared a video or picture of someone online 4.8 (47)
when you knew it might hurt or upset them
You participated in an online group or social networking 6.0 (57)
site where the focus was making fun of someone you know?
Any online harassment perpetration 29.1 (285)
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Table I. (Continued)

Respondent characteristics Students, % (n)

Bystander behavior (past 3 months)

Witnessed online harassment 48.7 (477)

Responded the following ways (n=477)
Told the person causing the problem to stop 57.9 (276)
Talked to harasser’s friends to help it stop 30.2 (144)
Got friends to try and help 35.6 (170)
Reported the problem to website 18.4 (88)
Talked to an adult at home 22.0 (105)
Talked to an adult at school 14.9 (71)
Any of the above 71.9 (343)

2Multiple responses possible.

“Other” (5%). We were not able to collect any additional socio-demographic information
on participating students. The involved schools were located in a combination of rural,
suburban, and large city areas. The percentage of students participating in reduced and
free lunch programs at each school ranged from 26% to 47%, compared to a state aver-
age of 26%.

Measures

Digital citizenship scale. An 11-question online citizenship scale was developed with 7
items asking respondents about respectful online behaviors (“If I disagree with people
online, I watch my language so it doesn’t come across as mean”) and 4 asking about civic
engagement behaviors defined as using the Internet to help others or share skills (“I have
used the Internet to learn how I can help a friend or help other kids in general”). Response
options used a 5-point scale ranging from “not at all like me” to “very much like me.” All
scale items are provided in Table 2. All 11 scale questions had some level of missing data
with no one question missing more than 1.5%. Missing data were recoded to the sample
mean.

Online harassment victimization and perpetration. Victimization and perpetration questions
were adapted from the Youth Internet Safety Survey (YISS) (Jones et al., 2013). Youth
were considered a victim of online harassment if they positively endorsed any one of 5
items in the past 3 months. Examples include “Someone made rude or mean comments
online to you” and “Something about you was shared online with others that was meant
to be private” (see Table 1 for a list of all 5 items). Youth were considered a perpetrator
of online harassment if they said they did any of these same five actions toward someone
else in the past 3 months. One additional perpetration item asked about participation in
an online group or social networking site where the focus was making fun of someone
you know.
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Table 2. Online digital citizenship scale item psychometrics (N=979).

Sample CFA Subscale
mean (SD)* standardized item-total
solutions correlation
Subscale I: Online Respect (0.=.92)
I. If | disagree with people online, | watch my 23 (1.4) 71 .69
language so it doesn’t come across as mean
2. | am careful to make sure that the pictures 29 (14) 73 71
| post or send of other people will not
embarrass them or get them into trouble.
3. My favorite places to be online are where 2.5 (1.4) 76 73
people are respectful toward each other.
4. | think about making sure that things | say and 2.7 (1.4) .82 79
post online will not be something | regret later.
5. 1 do not add to arguments and insulting 2.5 (1.5) 77 74
interactions that happen on the Internet.
6. | am careful about how | say things online so 2.7 (1.4) .86 .82
they don’t come across the wrong way.
7. | like to present myself online as someone 26 (1.4) 8l 76
making positive choices.
Subscale 2: Online Civic Engagement (a.=.70)
I. I have used the Internet to improve my school 1.2 (1.2) .58 49
or my town in some way.
2. | have used the Internet to learn how | can 1.5 (1.4) .65 .55
help a friend or help other kids in general.
3. When | am online, | try to end arguments or 1.9 (1.5) .63 45
dramas when they develop.
4. | have used the Internet to share something 2.2 (1.5) .55 44

that | am good at.

SD: standard deviation; CFA: confirmatory factor analysis.
aScores range from 0=not at all like me to 4=very much like me.

Bystander behavior. Youth were asked, “In the past 3 months, how often have you seen
a situation where someone you knew was having problems being harassed or made
fun of online?” Response options were never, 1 time, 2 times, 3—5 times, and 6 or
more times. For those youth who saw such a situation at least once, a series of ques-
tions about their reaction was queried. The final score identified whether respondents
did any of the following actions: (1) told the person causing the problem to stop, (2)
talked to the harasser’s friends to help it stop, (3) got friends to try and help, (4)
reported the problem to a website, (5) talked to an adult at home, and (6) talked to an
adult at school.

Demographic and Internet use characteristics. Youth reported on their sex (male or female),

age (11-17years), and race/ethnicity. Average hours of day youth used the Internet was
also queried ranging from 1 hour or less to more than 3 hours.
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Data analyses

Based on our a priori interest in defining digital citizenship as a two-factor combination
of online respect and online civic engagement, CFA with structural equation modeling
was used to test the hypothesized structure of the digital citizenship scale (Brown, 2015;
Jackson et al., 2009; Schreiber et al., 2006; SPSS, 2012). Goodness of fit was evaluated
using the root mean square error of approximation (RMSEA) (good model fit=<.05),
adjusted goodness-of-fit index (AGFI) which adjusts for degrees of freedom (good
model fit=.90), standardized root mean square residual (SRMR) (good model fit<.05),
non-normed fit index (NNFI) (>.90 is acceptable fit), and the comparative fit index (CFI)
(should be >.90 to accept the model). The hypothesized two-factor model was compared
to a single-factor scale structure. Factorial invariance across groups was tested by exam-
ining goodness-of-fit indices separately for girls and boys, and for three different age
groups (11-12, 13—14, and 15-17 years).

Scale statistics including reliability and inter-item correlations statistics were cal-
culated and reviewed. Total and subscale scores were then created and compared by
respondent age and sex. Finally, construct validity of the scale was examined using a
series of logistic regressions to assess the relationship of the total score and subscale
scores with online harassment victimization, online harassment perpetration, and
bystander involvement. Missing data in all analyses were handled with listwise
deletion.

Results
CFA

CFA results on the hypothesized two-factor structure of the digital citizenship scale indi-
cated an overall good fit of the model according to the indices we examined: y>=122.22,
df=36, p<.001; RMSEA=.05; AGFI=.98; SRMR =.04; NNFI=.98; and CF1=.96. The
two-factor model provided a better fit than a single-factor model: ¥>=358.25, df=44,
p<.001; RMSEA=.08; AGFI=.94; SRMR=.08; NNFI=.94; and CFI=.95. See Table 2
for standardized solutions for the two-factor model. We ran preliminary tests for factorial
invariance across subgroups by examining goodness-of-fit indices and found that the
two-factor model was a good fit for both girls and boys, and for younger (aged 11—
12 years) and middle (13—14 years) adolescents. The model was weaker for older adoles-
cents (aged 15-17years), although adequate according to some of the fit indices
(x*=81.78, df=36, p<.001; RMSEA=.097; AGFI=.90; SRMR=.09; NNFI=.93; and
CFI1=.96.). Given the limited diversity in our sample, we were not able to test for invari-
ance by racial and ethnic groups.

The first subscale labeled online respect was made up of 7 items (e.g. “If I disagree
with people online, I watch my language so it doesn’t come across as mean”; “I am care-
ful to make sure that the pictures I post or send of other people will not embarrass them
or get them into trouble”). Cronbach’s o for this subscale was .92, indicating very strong
reliability. The mean for the 7-item online respect subscale (0—4) was 2.6 (standard devi-
ation (SD)=1.18). The second subscale was labeled online civic engagement and was
made up of 4 items (e.g. “I have used the Internet to improve my school or my town in
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Table 3. Digital citizenship scale and subscale mean scores (SD) by age and gender.

Scale (range) I1-to 13- y4- I5- to F statistic ~ Girls Boys t statistic
|12-year-olds year-olds |7-year-olds (n=479)  (n=486)
(n=348) (n=498) (n=128)

Total scale score  2.37 (0.98)  2.32(0.96) 1.86 (1.19) 12.932b% 250 (0.84) 2.05 (1.12) —7.2%+*
(0-4)

Online Respect ~ 2.75 (I.11) ~ 2.64 (1.11) 2.06 (1.35) 17.2020%F 2,85 (0.97) 2.35 (1.29) —6.9%F*
(0-4)

Online Civic 1.69 (1.04)  1.77 (0.96) 1.50 (1.06) 3.52b% 1.89 (0.90) 1.52 (1.07) —5.9%F*
Engagement (0—4)

SD: standard deviation.

2| I- to 12-year-olds significantly different from 15- to 17-year-olds.
b13- to 14-year-olds significantly different from 15- to |7-year-olds.
*p<.05; ¥*p<.001.

99, C

some way”’; “I have used the Internet to learn how I can help a friend or help other kids
in general”). Cronbach’s a for this subscale was .70, indicating adequate reliability. The
mean for the 4-item Online Helpfulness subscale (0—4) was 1.7 (SD=1.03). The two
subscales were strongly correlated with each other (r=.64, p<.001).

Total and subscale score differences were calculated by age and sex (see Table 3).
Overall digital citizenship scores and online respect behaviors, in particular, decreased
with age. No differences were noted between 11- to 12-year-olds and 13- to 14-year-
olds; the oldest teens (aged 15—17 years) scored significantly lower than both younger
age groups. Youth aged 15-17years reported significantly less online civic engage-
ment than those aged 13—14 years (no differences with 11- to 12-year olds were noted).
Overall, girls scored higher on digital citizenship than boys; the same was found for
both subscales.

Correlations with online harassment experiences

Online harassment. Students were asked a series of questions about their experience with
negative or harassing experiences involving the Internet or cell phones. In all, 35% of
students (n=371) reported that they had been the target of at least one of five harassment
experiences in the last 3 months; 28% (7=296) said they had harassed someone else in
the same time period; 23% of youth overall reported being both a victim and a perpetra-
tor (n=222); 13% were only victims (n=129); 6% were only perpetrators (n=63); and
58% (n=>565) reported being neither a victim nor a perpetrator in the past 3 months.
The relationship between digital citizenship scores and online harassment experi-
ences was examined through a series of logistic regressions between the digital citizen-
ship scale total score, subscale scores, and measures of youth online harassment
victimization and perpetration (see Table 4). All logistic regressions were adjusted for
youth age, sex, and hours spent online per day. All variables were entered in one step.
Higher scores on the total digital citizenship scale were related to less online harassment
victimization (conditional odds ratio [COR]=0.77, 95% confidence interval [CI]: [0.66,
0.89], p<.001) and perpetration (COR=0.55, 95% CI: [0.47, 0.64], p<.001). A similar
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Table 4. Logistic regression of digital citizenship scores on online harassment victimization,
perpetration and helpful bystander behavior (last 3 months).

Online harassment Online harassment Helpful bystander
victimization (n=955), perpetration (n=955), behavior (n=462),
OR (95% Cl) OR (95% ClI) OR (95% Cl)
Digital Citizenship 0.77 (0.66, 0.89)*** 0.55 (0.47, 0.64)*** 1.33 (1.06, 1.67)*
Total Scale Score
Online Respect 0.74 (0.65, 0.84)*** 0.55 (0.48, 0.63)*** 1.18 (0.97, 1.44)*
Online Civic 0.96 (0.84, 1.11) 0.77 (0.66, 0.90)** 1.56 (1.22, 1.99)%**
Engagement

OR: odds ratio; Cl: confidence interval.
Models control for youth age, gender, and hours spent online per day.
*p<.05; ¥p<.01;* p<.001.

pattern was noted for the online respect subscale. Higher scores on the online civic
engagement subscale were related to less online harassment perpetration. No relation-
ship was noted between this subscale and online harassment victimization.

Being a helpful bystander. In all, 49% (n=477) of youth said they had witnessed a situa-
tion where someone they knew was having problems being harassed or made fun of
online in the past 3 months (see Table 1). Of these youth who witnessed such an event,
72% said they helped the person being harassed in some way (35% of respondents over-
all). Youth helped by telling the person causing the problem to stop (58%), talking to the
harasser’s friends to help it stop (30%), getting friends to try and help (36%), reporting
the problem to a website (18%), talking to an adult at home (22%), and talking to an adult
at school (15%).

The relationship between digital citizenship scores and being a helpful bystander was
examined with a series of logistic regressions between the digital citizenship scale total
score, subscale scores, and a measure of youth bystander involvement (see Table 4). The
same adjustments noted above were included in these models as well. Higher scores on
the total digital citizenship scale were related to a higher likelihood of being a helpful
bystander (COR=1.33, 95% CI: [1.06, 1.67], p<.05). A similar pattern was noted for the
online respect subscale. The online civic engagement subscale was positively related to
being a helpful bystander.

Discussion

The current study operationalized the term “digital citizenship” in order to facilitate edu-
cational efforts and help researchers evaluate those efforts. A self-report scale was devel-
oped using the proposed definition of youth digital citizenship: a combination of
respectful, tolerant online behavior and online civic engagement activities (e.g. finding
information to help the community or other youth; sharing skills). Psychometric analyses
supported the scale’s measurement of these two constructs with adequate internal relia-
bility. There was also evidence of validity for the digital citizenship scales. Youth who
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scored higher on the measure’s online respect subscale reported less harassment victimi-
zation, less perpetration, and were more likely to have taken action to help a target of
online harassment. Youth who scored higher on the online civic engagement subscale
were significantly less likely to report harassment perpetration behaviors, and were more
likely to try to help as a bystander.

Mean differences on scale and subscale scores identified by student age and gender
showed boys scoring significantly lower than girls on both subscales; and older adoles-
cents (aged 15—17years) scored lower than younger adolescents. CFA results indicated
that the psychometric structure of the scale itself was weaker with the older group of
adolescents. Future research on digital citizenship will need to explore how the concept
of digital citizenship is expressed differently with older adolescents and how it can best
be measured with this group.

Digital citizenship and online harassment

Both of the digital citizenship subscales were related to online harassment experiences
reported by youth. It makes intuitive sense that youth who are proactively respectful and
supportive online will be less likely to harass others, but it was encouraging that we also
found that online civic engagement behaviors were related to less harassment perpetra-
tion and helpful bystander behavior. Future research should examine this relationship
more extensively. It would be informative, for example, to have more information on
what kinds of youth online civic engagement behaviors attract youth who are also less
likely to harass others and more likely to intervene to support others online. Furthermore,
although the correlational findings do not necessarily mean that increasing online civic
engagement behaviors with digital citizenship education programs will reduce online
harassment behaviors, there is the possibility of an effect. Future evaluation research
should examine the possibility that digital citizenship education programs focused on
teaching positive skills such as respectful action and civic engagement could potentially
influence online harassment behavior and experiences, a goal of particular interest for
schools.

Implications for digital citizenship education

Our initial definitional and scale development work on digital citizenship provides a
pathway for those interested in developing better digital citizenship educational pro-
grams and curricula. If digital citizenship education is going to be embraced by schools
as the next direction for Internet safety education, then it should follow several critical
steps: (1) it should be well-defined, (2) it should incorporate effective educational strate-
gies such as active learning, (3) it should target specific educational goals and outcomes,
and (4) the impact on intended behavioral outcomes should be evaluated. Our proposed
definition of digital citizenship provides more distinct and active directions for educa-
tion, and the presented scale provides a tool for evaluating progress. This process has
been lacking in previous Internet safety education efforts, resulting in widespread but
unfocused efforts to protect children from general negative experiences with new tech-
nology. By including many disparate topics when referring to digital citizenship and
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Internet safety, prevention and education efforts are diluted and the behavioral targets of
the education are unclear, making educational success difficult to evaluate.

Based on our more targeted definition of digital citizenship education, it is possible to
imagine a number of directions for curricula. In seeking to increase “respect and sup-
port,” a curricula might, for example, guide educators in holding discussions with youth
about what “respect” means to them, how that would look online, and have them define
examples of online social support. A lesson might have youth practice being supportive
to those who are showcasing talents or providing opinions online. It could also have
youth find debates and disagreements online, either within their own social networks, or
in anonymous online networks, and have youth engage in perspective-taking activities or
practice using respectful language to voice opinions. The goal would be to reduce a reli-
ance on lectures about what kinds of behavior youth “should” and “should not” exhibit
online, and instead provide them with interesting opportunities and activities to practice
support and respect in their personal online environments.

Digital citizenship curricula could also increase youth engagement and participation
in larger communities. There are already creative ways that educators are using the
Internet to involve youth in civic engagement projects and community service goals For
example, websites like TakingltGlobal (https://www.tigweb.org/tiged/) provide educa-
tors with opportunities to connect with other classrooms around engaging students to
help solve global challenges. Similarly, organizations such as the Center for Information
and Research on Civic Learning and Engagement (CIRCLE) (http://www.civicyouth.
org/tools-for-practice/learning-community) provide tools for engaging youth in a range
of civic learning opportunities. One could imagine digital citizenship curricula aimed at
helping students build skills and experiences with many different aspects of civic engage-
ment: sharing talents and knowledge with others online, helping peers research school or
social problems, improving their community through online outreach and organization,
and addressing national and international social problems through online connections.
These kinds of curricula lend themselves particularly well to having youth design the
projects, increasing their active learning.

These kinds of approaches might be particularly beneficial for high-school students.
The findings of the current study found that endorsement of online respect and civic
engagement decreased for the oldest group of youth (15- to 17-year-olds). This is also the
age group for which there are the fewest available SEL and bullying prevention pro-
grams. The developmental stage of this age group requires very creative programming
that takes into account their greater sophistication and independence. It may be that
programs engaging older adolescents to help others online and develop and execute civic
engagement projects could be novel way to structure effective prevention education for
this age group. Many older youth enjoy using new technology and understand it well;
their expertise here can be used to build positive change (Lenhart et al., 2008).

Study limitations

The study findings represent an initial effort to define and measure digital citizenship,
and findings should be considered in light of study limitations. The sample of youth used
in the study was drawn from six schools in one state and is not representative of youth in
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the United States. Additional psychometric work will need to be done using more diverse
and representative samples. In particular, we were not able to test the consistency of
factorial structure and outcomes by different racial and ethnic groups. Furthermore, data
were correlational and hypotheses about causal relationships will need to be tested with
evaluation research. Correlational findings may also be related to or influenced by
unmeasured variables such as social desirability and socio-economic differences, and
future research should include these possibilities. Finally, we were not able to include
measures of student involvement in traditional civic engagement efforts or respectful
behaviors offline. Such additional measures would provide an important understanding
of digital citizenship as it relates to general, traditional “good citizenship” behaviors. It
is recommended that future research approach the study of digital citizenship within this
broader context.

Conclusion

While youth Internet safety concerns have spurred an interest in improving digital citi-
zenship, the lack of conceptual clarity of the term has hindered educational initiatives.
The current study operationalizes the concept as distinct from digital literacy and finds
strong psychometric support for measurement of two proposed components of digital
citizenship: online respect and online civic engagement. The digital citizenship scale can
be used to advance evaluation efforts seeking to verify the effectiveness of youth digital
citizenship curricula.

Funding

This research was supported by a grant from the U.S. Department of Justice, National Institute of
Justice (NI1J) (2009-SN-B9-0004). Its contents are solely the responsibility of the authors and do
not necessarily represent the official views of the National Institute of Justice.

Note

1. Three middle schools and the participating high school were in the same school district.

References

Bennett WL, Wells C and Freelon D (2011) Communicating civic engagement: contrasting models
of citizenship in the youth web sphere. Journal of Communication 61: 835-856.

Borovy A (2012) Five-minute film festival: teaching digital citizenship. Available at: http://www.
edutopia.org/blog/film-festival-digital-citizenship

Brown TA (2015) Confirmatory Factor Analysis for Applied Research, 2nd Ed. New York:
Guilford Press.

Cable in the Classroom (n.d.) Empower students to be InCtrl in a digital age. Available at: http://
www.ciconline.org/digitalcitizenship/inctrl

Clayton RR, Cattarello AM and Johnstone BM (1996) The effectiveness of drug abuse resistance
education (project DARE): S-year follow-up results. Preventive Medicine 25: 307-318.

Common Sense Media (2011) Digital Literacy and Citizenship in the 21st Century.: Educating,
Empowering, and Protecting America’s Kids. San Francisco, CA: Common Sense Media.

Common Sense Media (2012) K-12 digital literacy and citizenship curriculum: scope and sequency
tool. Available at: http://www.commonsensemedia.org/educators/scope-and-sequence

Downloaded from nms.sagepub.com at PENNSYLVANIA STATE UNIV on February 18, 2016


http://www.edutopia.org/blog/film-festival-digital-citizenship
http://www.edutopia.org/blog/film-festival-digital-citizenship
http://www.ciconline.org/digitalcitizenship/inctrl
http://www.ciconline.org/digitalcitizenship/inctrl
http://www.commonsensemedia.org/educators/scope-and-sequence
http://nms.sagepub.com/

Jones and Mitchell 15

Cooper WO, Lutenbacher M and Faccia K (2000) Components of effective youth violence pre-
vention programs for 7- to 14-year-olds. Archives of Pediatrics & Adolescent Medicine 154:
1134-1139.

Davis S and Nixon C (2012) Empowering bystanders. In: Patchin J and Hinduja S (eds) Cyberbullying
Prevention and Response: Expert Perspectives. New York: Routledge, pp. 93—109.

Durlak JA, Weissberg RP and Pachan M (2010) A meta-analysis of after-school programs that
seek to promote personal and social skills in children and adolescents. American Journal of
Community Psychology 45: 294-309.

Durlak JA, Weissberg RP, Dymnicki AB, et al. (2011) The impact of enhancing students’ social
and emotional learning: a meta-analysis of school-based universal interventions. Child
Development 82: 405-432.

Flanagan C and Gallay LS (1995) Reframing the meaning of “political” in research with adoles-
cents. Perspectives on Political Science 24: 34-41.

Flanagan CA, Syverstsen AK and Stout MD (2007) Civic Measurement Models: Tapping
Adolescents’ Civic Engagement. Medford, MA: The Center for Information and Research on
Civic Learning and Engagement (CIRCLE).

Greenberg MT, Weissberg RP, O’Brien MU, et al. (2003) Enhancing school-based prevention and
youth development through coordinated social, emotional, and academic learning. American
Psychologist 58: 466-474.

Hammett D and Stacheli LA (2011) Respect and responsibility: teaching citizenship in South
African high schools. International Journal of Educational Development 31: 269-276.
Hinduja S and Patchin J (2010) Sexting: A Brief Guide for Educators and Parents. Cyberbullying

Research Center, pp. 1-4. Available at: http://www.cyberbullying.us/Sexting_Fact Sheet. pdf

Jackson DL, Gillaspy JA Jr and Purc-Stephenson R (2009) Reporting practices in confirmatory
factor analysis: an overview and some recommendations. Psychological Methods 14: 6-23.

Jenkins H (2009) Confironting the Challenges of Participatory Culture: Media Education for the
21st Century. Cambridge, MA: The MIT Press.

Jones LM (2010) The Future of Internet Safety Education: Critical Lessons from Four Decades
of Youth Drug Abuse Prevention. Boston, MA: Publius Project at the Berkman Center for
Internet & Society, Harvard University. Available at: http:/publius.cc/future internet
safety education_critical lessons four decades youth drug abuse prevention

Jones LM, Mitchell KJ and Walsh WA (2014a) 4 Content Analysis of Youth Internet Safety
Programs: Are Effective Prevention Strategies Being Used? Durham, NH: Crimes Against
Children Research Center (CCRC), University of New Hampshire. Available at: http:/
www.unh.edu/ccrc/pdf/ISE%20Bulletin%202_Contant%20Analysis%200f%20Y outh%20
ISE%20FINAL-with%?20appendix.pdf

Jones LM, Mitchell KJ and Walsh WA (2014b) 4 Systematic Review of Effective Youth Prevention
Education: Implications for Internet Safety Education. Durham, NH: Crimes Against Children
Research Center (CCRC), University of New Hampshire. Available at: http://www.unh.
edu/cere/pdf/ISE%20Bulletin%201 A %20Systematic%20Review%200f%20Effective%20
Prevention%20FINAL.pdf

Jones LM, Mitchell KJ, Wolak J, et al. (2013) Online harassment in context: trends from three
Youth Internet Safety Surveys (2000, 2005, 2010). Psychology of Violence 3: 53—69.

Jones SE, Manstead ASR and Livingstone AG (2011) Ganging up or sticking together? Group
processes and children’s responses to text-message bullying. British Journal of Psychology
102: 71-96.

Kahne JE and Sporte SE (2008) Developing citizens: the impact of civic learning opportunities on stu-
dents’ commitment to civic participation. American Educational Research Journal 45: 738-766.

Kahne J, Lee N and Feezell JT (2012) Digital media literacy education and online civic and politi-
cal participation. International Journal of Communication 6: 1-24.

Downloaded from nms.sagepub.com at PENNSYLVANIA STATE UNIV on February 18, 2016


http://www.cyberbullying.us/Sexting_Fact_Sheet. pdf
http://publius.cc/future_internet_safety_education_critical_lessons_four_decades_youth_drug_abuse_prevention
http://publius.cc/future_internet_safety_education_critical_lessons_four_decades_youth_drug_abuse_prevention
http://www.unh.edu/ccrc/pdf/ISE%20Bulletin%202_Contant%20Analysis%20of%20Youth%20ISE%20FINAL-with%20appendix.pdf
http://www.unh.edu/ccrc/pdf/ISE%20Bulletin%202_Contant%20Analysis%20of%20Youth%20ISE%20FINAL-with%20appendix.pdf
http://www.unh.edu/ccrc/pdf/ISE%20Bulletin%202_Contant%20Analysis%20of%20Youth%20ISE%20FINAL-with%20appendix.pdf
http://www.unh.edu/ccrc/pdf/ISE%20Bulletin%201_A%20Systematic%20Review%20of%20Effective%20Prevention%20FINAL.pdf
http://www.unh.edu/ccrc/pdf/ISE%20Bulletin%201_A%20Systematic%20Review%20of%20Effective%20Prevention%20FINAL.pdf
http://www.unh.edu/ccrc/pdf/ISE%20Bulletin%201_A%20Systematic%20Review%20of%20Effective%20Prevention%20FINAL.pdf
http://nms.sagepub.com/

6 new media & society

Kahne J, Lee N and Feezell JT (2013) The civic and political significance of online participa-
tory cultures among youth transitioning to adulthood. Journal of Information Technology &
Politics 10: 1-20.

Koltay T (2011) The media and the literacies: media literacy, information literacy, digital literacy.
Media, Culture & Society 33: 211-221.

Leming JS (1997) Whither goes character education? Objectives, pedagogy, and research in edu-
cation programs. Journal of Education 179: 11-34.

Lenhart A, Kahne J, Middaugh E, et al. (2008) Teens, Video Games, and Civics: Teens’ Gaming
Experiences are Diverse and Include Significant Social Interaction and Civic Engagement.
Washington, DC: Pew Internet and American Life Project, 64 pp.

Lenzi M, Vieno A, Perkins DD, et al. (2012) Family affluence, school and neighborhood contexts
and adolescents’ civic engagement: a cross-national study. American Journal of Community
Psychology 50: 197-210.

Levine P (2007) The Future of Democracy: Developing the Next Generation of American Citizens.
Lebanon, NH: University Press of New England.

Microsoft (n.d.) Fostering digital citizenship. Available at: http://www. microsoft.com/security/
resources/digital-citizenship.aspx

Mitchell KJ, Finkelhor D, Jones LM, et al. (2012) Prevalence and characteristics of youth sexting:
a national study. Pediatrics 129: 13-20.

Mossberger K, Tolbert CJ and McNeal RS (2008) Digital Citizenship. Cambridge, MA: The MIT
Press.

Mueller MK, Phelps E, Bowers EP, et al. (2011) Youth development program participation and
intentional self-regulation skills: contextual and individual bases of pathways to positive
youth development. Journal of Adolescence 34: 1115-1125.

National Institutes of Health (2004) NIH State-of-the-Science Conference Statement on prevent-
ing violence and related health-risking social behaviors in adolescents. NIH Consensus and
State-of-the-Science Statements 21: 1-34.

Nation M, Crusto C, Wandersman A, et al. (2003) What works in prevention: principles of effec-
tive prevention programs. The American Psychologist 58: 449—456.

Nickerson AB, Aloe AM, Livingston JA, et al. (2014) Measurement of the bystander intervention
model for bullying and sexual harassment. Journal of Adolescence 37: 391-400.

Pentz MA (2003) Evidence-based prevention: characteristics, impact, and future direction. Journal
of Psychoactive Drugs 35: 143—152.

Perkins HW, Craig DW and Perkins JM (2011) Using social norms to reduce bullying: a research
intervention among adolescents in five middle schools. Group Processes & Intergroup
Relations 14: 703-722.

Petrosino A, Turpin-Petrosino C and Buehler J (2003) Scared straight and other juvenile aware-
ness programs for preventing juvenile delinquency: a systematic review of the randomized
experimental evidence. The Annals of the American Academy of Political and Social Science
589: 41-62.

Polanin JR, Espelage DL and Pigott TD (2012) A meta-analysis of school-based bullying preven-
tion programs’ effects on bystander intervention behavior. School Psychology Review 41:
47-65.

Raskauskas J and Stoltz AD (2007) Involvement in traditional and electronic bullying among
adolescents. Developmental Psychology 43: 564-575.

Ribble M and Bailey G (2011) Digital Citizenship in Schools. Washington, DC: International
Society for Technology in Education (ISTE).

Salmivalli C and Voeten M (2004) Connections between attitudes, group norms, and behaviour in
bullying situations. International Journal of Behavioral Development 28: 246-258.

Downloaded from nms.sagepub.com at PENNSYLVANIA STATE UNIV on February 18, 2016


http://www. microsoft.com/security/resources/digital-citizenship.aspx
http://www. microsoft.com/security/resources/digital-citizenship.aspx
http://nms.sagepub.com/

Jones and Mitchell 17

Schreiber JB, Nora A, Stage FK, et al. (2006) Reporting structural equation modeling and confirm-
atory factor analysis results: a review. The Journal of Educational Research 99: 323-338.

Shelley M, Thrane L, Shulman S, et al. (2004) Digital citizenship parameters of the digital divide.
Social Science Computer Review 22: 256-269.

Sherrod LR, Flanagan C and Youniss J (2002) Dimensions of citizenship and opportunities for
youth development: the what, why, when, where, and who of citizenship development.
Applied Developmental Science 6: 264-272.

Sonck N, Livingstone S, Kuiper E, et al. (2011) Digital Literacy and Safety Skills. London: EU
Kids Online (London School of Economics and Political Science).

SPSS (2012) Amos 21.0.0. Meadville, PA: IBM Corporation.

Sumter SR, Baumgartner SE, Valkenburg PM, et al. (2012) Developmental trajectories of peer vic-
timization: off-line and online experiences during adolescence. Journal of Adolescent Health
50: 607-613.

Thorson K (2012) What does it mean to be a good citizen? Citizenship vocabularies as resources
for action. The Annals of the American Academy of Political and Social Science 644: 70-85.

Van Hamel A (2011) From Consumer to Citizen: Digital Media and Youth Civic Engagement.
Ottawa, ON, Canada: Media Awareness Network, p. 36.

Vieno A, Nation M, Perkins DD, et al. (2007) Civic participation and the development of adoles-
cent behavior problems. Journal of Community Psychology 35: 761-777.

Westheimer J and Kahne J (2004a) Educating the “good” citizen: political choices and pedagogical
goals. Political Science and Politics 37: 241-247.

Westheimer J and Kahne J (2004b) What kind of citizen? The politics of educating for democracy.
American Educational Research Journal 41: 237-269.

Ybarra ML, Boyd D, Korchmaros JD, et al. (2012) Defining and measuring cyberbullying within
the larger context of bullying victimization. Journal of Adolescent Health 51: 53-58.

Youniss J and Levine P (2009) Engaging Young People in Civic Life. Nashville, TN: Vanderbilt
University Press.

Youniss J, Bales S, Christmas-Best V, et al. (2002) Youth civic engagement in the twenty-first
century. Journal of Research on Adolescence 12: 121-148.

Zaff JF, Malanchuk O and Eccles JS (2008) Predicting positive citizenship from adolescence to
young adulthood: the effects of a civic context. Applied Developmental Science 12: 38-53.

Zaff JF, Moore KA, Papillo AR, et al. (2003) Implications of extracurricular activity participation
during adolescence on positive outcomes. Journal of Adolescent Research 18: 599-630.

Zukin C, Keeter S, Andolina M, et al. (2006) A New Engagement? Political Participation, Civic
Life, and the Changing American Citizen. Oxford: Oxford University Press.

Author biographies

Lisa M Jones, PhD, has been conducting research on issues of child victimization prevention and
intervention for over 15 years. She has published extensively on Internet safety, child abuse trends,
peer victimization, and prevention. Her current work focuses on improving system-level adoption
of evidence-based education and prevention practices in order to increase youth safety and well-
being. She presents regularly on these topics nationally and internationally.

Kimberly ] Mitchell, PhD, has a broad background in psychology and research methodology, with
specific training and expertise in children’s exposure to violence. In her 15 years of experience, she
has conducted numerous national youth surveys on sensitive topics such as victimization online
and in-person and the mental health impact of such experiences. Her work has resulted in over 85
peer-reviewed publications which have made significant contributions to policy and practice.

Downloaded from nms.sagepub.com at PENNSYLVANIA STATE UNIV on February 18, 2016


http://nms.sagepub.com/



