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Abstract

Cloud service certifications (CSCs) gain increasing attention in practice as a measure
against the prevailing uncertainties of cloud computing, but demand efforts for passing
audit requirements. However, research findings on certifications’ effectiveness are
inconclusive. This research-in-progress paper develops a research model to evaluate
CSCs’ effects on two certification outcomes suggested by trust theory and signaling
theory - trust and price premiums - while also accounting for trust in certification
authority, reputation, personal relevance of using cloud services and self-provided
assurance statements. Compared to extant research on certifications, which primarily
focuses on privacy and security in e-commerce, CSCs address a novel product category
and provide assurances beyond privacy and security, such as availability and
interoperability. Furthermore, by investigating price premiums, we focus on a widely
neglected certification outcome. Thus, we expect our model to contribute to a deeper
understanding of the contextual conditions under which certifications are effective
signals and trust-assurances.
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Introduction

Cloud service certifications (CSCs) recently were declared a key action of the European Union’s cloud
computing strategy (European Commission 2012) and various certification programs are emerging, such
as Cloud Security Alliance STAR and TRUSTe Cloud Data Privacy Certification. Though consumers are
expected to store more than a third of their personal data in the cloud by 2016 (Gartner Research 2012),
they still face uncertainties concerning for instance security, privacy and vendor lock-in (Li and Chang
2012). Through the lens of signaling theory, CSCs serve as a signal of unobservable quality of a cloud
service and its provider (Kirmani and Rao 2000). From a trust theory perspective, CSCs are a set of third-
party “trust-assuring arguments” that engender trust (Kim and Benbasat 2009). Because both signals and
trust mitigate uncertainty (Pavlou et al. 2007), the emergence of CSCs can be interpreted as a measure
against the prevailing uncertainties of cloud computing (Sunyaev and Schneider 2013). However,
certification demands significant efforts from providers, including passing an audit, implementing
organizational changes and paying certification fees. Surprisingly, despite calls for developing
(European Commission 2012; Khan and Malluhi 2010) and investigating the efficacy of certifications in
the cloud computing context (Venters and Whitley 2012), research on the outcomes of CSCs is scarce.

Tough IS research investigated certifications utilizing both signaling theory and trust theory, a clear
understanding of certification outcomes and facilitating conditions for these outcomes is still lacking.
Signaling theory suggests that a certified firm can offset costs of acquiring a signal such as a CSC by
pricing a premium (Gopal and Gao 2009; Spence 1973). For example, Mai et al. (2010) find that privacy
seal-bearing e-commerce vendors charge a price premium. However, only few other studies investigate
certifications’ direct effect on prices. Furthermore, IS research has intensively studied certifications’
effects on trust in e-commerce, but with inconclusive results (Hu et al. 2010). For example, Kim and Kim
(2011) find a significant effect of certifications on trust, whereas McKnight et al. (2004) do not. Recently,
Kim and Benbasat (2009) found that certifications’ effects on consumers’ beliefs, attitudes, and behaviors
not only differ by contextual factors, such as product or service type, price, and personal relevance, but
also by a certification’s content and source. Thus, a certification will only be effective if its content is
properly designed for a specific product or service type and if it is issued by a trustworthy source.

This research-in-progress designs a CSC and evaluates its effectiveness in terms of two outcomes
suggested by signaling theory (price premium) and trust theory (trust), addressing the research question:
Do CSCs increase users’ trust in and are users willing to pay a price premium for unknown, but certified
cloud services? To answer the research question, this paper builds on a previous study in which we identi-
fied and conceptualized ten assurances of CSCs based on expert interviews, existing CSCs and literature as
well as empirically assessed their relative importance (cf. Lansing et al. 2013 and below). Results show
which assurances are relevant and valued most by consumer cloud service users. Using these assurances
as an input, this paper develops a research model and hypotheses and proposes an experimental design
for empirical evaluation. To deepen theoretical understanding of facilitating contextual conditions and
enhance practical implications, the research model includes two additional signals and trust-assurances:
reputation of a cloud service and a self-provided assurance statement (AS) which contains the same ten
assurances as the CSC. As the previous study, this study focuses on the consumer context.

We expect our study to provide several research and practical contributions. First, by building on a
validated and carefully conceptualized set of assurances for a hitherto unstudied context and evaluating
CSCs’ outcomes compared to ASs and reputation, our study deepens the understanding of the contextual
conditions under which certifications are effective signals and trust-assurances. Second, by focusing on
price premiums, our study investigates CSCs’ effects on an underexplored certification outcome. Third, IS
managers may use our results to decide whether the substantial costs and organizational changes required
for certifying with a CSC are sufficiently offset by monetary (price premiums) and non-monetary (trust)
rewards compared to the alternative means of ASs and reputation. Last, in combination with our previous
study’s results, results may guide certification authorities in designing effective CSCs.

The paper proceeds as follows. First, we provide theoretical background on cloud computing and
certifications. Second, we present the research model and formulate hypotheses. Third, we outline the
agenda for the empirical study, including a brief summary of our previous study and a preview of our
experimental design. We conclude with suggestions for future research and potential implications.
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Background on Cloud Computing and Certifications

Cloud computing enables “access to a shared pool of configurable computing resources” (Mell and Grance
2011) which are provisioned from large-scale datacenters (the cloud) (Armbrust et al. 2010) over a
network. Access is granted on-demand in a self-service manner with minimal provider interaction (Mell
and Grance 2011). We name any types of such computing resource cloud service and distinguish
infrastructure services, platform services and application services (Mell and Grance 2011). Here, we focus
on public cloud computing, which is a model in which the cloud is accessible “for open use by the general
public” and operated by a third-party provider (Mell and Grance 2011). We consider a cloud service to be
a duality, as it is both an IT artifact and a service provided by provider. In our work we distinguish three
roles (cf. Leimeister et al. 2010): cloud service providers are organizations that provide a cloud service,
cloud service users are individuals that use a specific type of cloud service, and cloud marketplaces are
intermediaries that categorize cloud services and support cloud service users in choosing a service.

CSC refers to a process in which a cloud service provider’s processes and services are evaluated against a
predefined set of criteria via an audit by a third party, which formally acknowledges that the standard
defined by the criteria is met (Sine et al. 2007). Signaling theory (Spence 1973) suggests that in markets
with information asymmetries, signals may reduce related uncertainties by providing information on
unobservable attributes of another party. Certifications are thus signals because the audit required for a
certification reveals information about these attributes. Within the logic of signaling theory, costs for
acquiring a signal (e.g., needed changes to fulfill a certification’s requirements) are lower for high-quality
firms than for low-quality firms, which will prevent the latter from seeking certification (Gopal and Gao
2009). Extant research on certifications utilizing signaling theory predominately focuses on certifications’
effects on certified firms. For example, a capability maturity model (CMM) certification leads to increased
export revenues, which are implicitly assumed to be caused by a price premium for the reduced
information asymmetries due to the CMM’s quality signal (Gao et al. 2010). From a consumer’s
perspective, a certification allows consumers to discriminate high-quality from low-quality firms, thereby
influencing a consumer’s beliefs, attitudes and behaviors (Kimery and McCord 2006). Empirical studies
find certifications to influence willingness to provide information to a e-commerce vendor and trust
(Aiken 2006; Wang et al. 2004). Kimery and McCord (2006) find consumer’s understanding of e-
commerce certifications content is incomplete or in some areas inaccurate and certifications often are
unnoticed, which questions a certification’s signaling ability in that particular context.

Trust between buyers and sellers in the e-commerce domain has been the major focus of IS research on
certifications and seals. Trust is “a psychological state comprising the intention to accept vulnerability
based upon positive expectations of the intentions or behavior of another” (Rousseau et al. 1998).
McKnight et al. (2002) break down trust into trusting intention, which “means the truster is securely
willing to depend, or intends to depend, on the trustee”, and trusting beliefs, which “means the confident
truster’s perception that the trustee [...] has attributes that are beneficial to the truster.” Predominantly
investigated certifications are information privacy (e.g., Hui et al. 2007), information security (e.g,
Kimery and McCord 2006), online vendor’s integrity or reliability (e.g., Zhang 2005), or combinations of
those (e.g., Hu et al. 2010). However, empirical findings on the effect of certifications on trust so far have
been inconclusive (cf. Hu et al. 2010 and Lowry et al. 2012 for comprehensive overviews).

As stated above, the effect of trust-assuring arguments such as certifications on trust depends on the
argument’s content and source as well as contextual factors influencing consumers’ perceptions of the
argument (Kim and Benbasat 2009). In terms of content, research finds that a trust-assuring argument’s
influence on trusting beliefs is contingent upon the type of argument content and its formulation. For
example, combining privacy assurances with security or integrity assurances attenuates the single effect of
privacy assurance on trusting beliefs (Hu et al. 2010). Furthermore, trust-assuring arguments lead to
higher increases in trusting beliefs when the argument’s claims are supplemented by data as grounds for a
claim and backings for “why data should be accepted” (Kim and Benbasat 2006). In terms of source, a
certification may foster trust transference (cf. Doney and Cannon 1997). Assuming a consumer perceives a
certification authority as trustworthy, a certification may establish a cognitive association between a
certified provider and a certification authority, by which a consumer’s trust in the certification authority is
transferred to the certified provider. For example, Noteberg et al. (2003) find that assurances provided by
a third-party certification lead to lower privacy and integrity concerns than vendor-provided assurances,
but do not find any significant differences between different third-party assurance providers. Last,
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contextual contingency factors, such as vendor and product familiarity, product category and consumer
involvement, influence a certification’s effect on trust. Mauldin and Arunachalam (2002) only find a
significant effect of assurance seals on purchase intentions if product familiarity is low and disclosures of
a retailer’s business practices are not observed. Zhang (2005) finds that reliability assurance seals
increase willingness to buy for both commodity and experience goods, but information assurance seals
only increase willingness to buy for commodity goods. Kim and Kim (2011) find that a well-known privacy
seal only engenders trust in unfamiliar vendors if involvement is low.

In sum, certifications may engender trust and signal quality under the following conditions: First,
assurances conveyed by certifications need to be meaningful to users and need to address concerns
relevant for the product category. Second, assurances need to influence trusting beliefs. Finally, the
authority that issues the certification needs to be perceived as trustworthy. As discussed, we already
investigated the first condition in a prior study and conceptualized assurances that are relevant and
meaningful to consumer cloud service users (Lansing et al. 2013). Next, we focus on the second and third
condition and experimentally evaluate a certification that conveys these assurances and that is issued by a
trustworthy source while controlling for contextual factors. The scope of the study is to evaluate a CSC
that comprises all ten conceptualized assurances. Future research may then build upon the results and
study different CSC designs (e.g., comparing subsets of the ten assurances; cf. final section).

Research Model and Hypotheses

We draw on and extend Ba and Pavlou’s (2002) model on the effect of reputation on trust and price
premiums (Figure 1). Following trust theory, initial trust (i.e., trust in a third party without a prior
relationship) is built through cognitive processes that influence trusting beliefs by processing available
information and cues (McKnight et al. 1998), such as certifications and reputation. Thus, we posit that
trusting beliefs in a cloud service are explained by presence of a CSC (H:a), trust in a certification authority
(Hw), and reputation (H:), and the increased trust leads to price premiums (H4) moderated by personal
relevance of using a cloud service (Hs). We further posit that presence of self-proclaimed assurance
statement (AS) including the same assurances as a CSC influences trusting beliefs in a cloud service (Hs).
The latter is intended as a comparison to verify whether it is our designed CSC that influences trusting
beliefs and price premiums or the mere statement of assurances. Although we are interested in the effect
of CSCs on trust in a cloud service, other antecedents of trust need to be controlled because an isolated
investigation of trust antecedents might be misleading (Li et al. 2008). We control for the well-established
initial trust antecedents disposition to trust and institution-based (Li et al. 2008; McKnight et al. 2002).
Furthermore, we control for technology acceptance constructs perceived ease of use and perceived
usefulness because trusting and paying for a cloud service implies acceptance and both constructs interact
with trusting beliefs (Gefen et al. 2003; Wang and Benbasat 2005). Last, we control for knowledge
(expressed by internet experience, cloud usage experience and general knowledge about cloud services).

Cloud service H,(+)
reputation >
. . . H (+)
- - H,.(+) Trusting beliefs in 4 N .
Trust in certifi- 1b " doud service TH5(+) Price premium

cation authority
V Personal relevance of
Presence of CSC H using cloud service

3(+) Control variables

i Disposition to trust i Perceived ease of use i Internet exp. Cloud

i Inst.-based trust i Perceived usefulness i Cloud exp. i knowledge

Presence of AS

Figure 1. Research Model

Following our notion that a cloud service is inseparably an IT artifact and a service provided by a cloud
service provider, trusting beliefs in a cloud service could be shaped by attributes of the cloud service
provider or attributes of the IT artifact. Extant research supports both perspectives (e.g., trusting beliefs
in an IT outsourcing provider (Lee and Choi 2011) and trusting beliefs in an IT artifact (McKnight et al.
2011; Wang and Benbasat 2005) and suggests that both types of beliefs are discriminant, but complemen-
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tary (Lankton and McKnight 2011; Li et al. 2009). Hence, trusting beliefs in a cloud service means that
one believes the cloud service provider and the cloud service IT artifact have favorable attributes.

Trusting beliefs in a cloud service deal with the cloud service user’s beliefs in specific attributes of the
provider, e.g. competence, benevolence and integrity (Mayer et al. 1995), and of the technology, e.g.,
functionality, reliability, or helpfulness (McKnight et al. 2011). Cloud services are purchased via self-
service mechanisms over the internet (Mell and Grance 2011) and the interior processes of a cloud
services are opaque to the user. Available information on the cloud service is restricted to information
provided by cloud service providers via the provider’s website or by cloud service marketplaces (e.g.,
Google Apps Marketplace (Google 2012)). Thus, when first evaluating an unknown cloud service, a user
only has little information to cognitively process attributes of the cloud service and the provider. A CSC
provides proofed information that the provider and the technology fulfill specific quality criteria. Hence, a
CSC contains information about a provider’s competence and integrity, as well as capability and reliability
of the service technology that can be processed by trust-building cognitive processes. In sum, we posit:

H.a: Presence of a CSC will positively influence a consumer’s trusting beliefs in a cloud service.

Extant research notes that any institutional trust producing mechanism needs to be socially legitimized
(Zucker 1986). Legitimization of a certification may arise from a reputable authority that issues the
certification. Given these conditions, presence of a CSC may initiate a trust-transference process (cf.
Doney and Cannon 1997) from a certification authority (i.e., a CSC’s source) to a cloud service and its
provider. This relationship implies that a customer will not only trust a cloud service because of certified
service quality (i.e. the CSC’s content), but also because of an implicit endorsement of the service by a
certification authority. Empirical research in e-commerce demonstrates that certifications engender trust
both through the provided assurances and trust in the certification authority (Kaplan and Nieschwietz
2003), but does not explicitly investigate interactions. Reflecting on Kim and Benbasat’s (2009) finding
that (all else equal) trust-assuring arguments by a third-party (high source trust) have a higher effect on
trusting beliefs than trust-assuring arguments provided by a web vendor (low source trust), we posit:

Hyp: Trust in certification authority moderates the effect of presence of CSC on trusting beliefs in a cloud
service. Presence of CSC will elicit greater trusting beliefs in a cloud service if trust in certification
authority is high than if trust in certification authority is low.

Reputation refers to “the extent to which firms and people in the industry believe a supplier is honest and
concerned about its customers” (Doney and Cannon 1997). Initial trust develops through processing
cognitive cues, such as first impressions, reputation and stereotypes, and thus does not require long-term
personal interactions (McKnight et al. 1998). Reputation influences initial trust as it provides second-
hand information on the service’s trustworthiness, i.e., is a proxy for process-based trust (Zucker 1986).
Thus, other users’ perceptions that a cloud service is trustworthy provide additional information to
evaluate trustworthiness of a cloud service and a cloud service with a high reputation is likely to be
perceived more trustworthy. Previous research finds a positive influence of reputation on trust in an IT
service provider (Lee et al. 2008) and in a technology (Li et al. 2008). Thus, we hypothesize:

H>: Reputation has a positive influence on a consumer’s trusting beliefs in a cloud service.

An AS is a set of trust-assuring arguments supplied by a cloud service provider consisting of claims and
“supporting statements [...] to address trust-related concerns” (Kim and Benbasat 2006). Compared to a
CSC, an AS provides the same content, but has a different source. By posting an AS, a cloud service
provider is “publicly committing to some level of assurance” (Lowry et al. 2012). Thus, an AS provides
cognitive cues on a provider’s competence and integrity, as well as technology functionality and reliability.
ASs have been found to influence trusting beliefs in a web vendor (Kim and Benbasat 2009) and perceived
assurance, which is a trust antecedent (Lowry et al. 2012). We thus hypothesize:

Hj;: Presence of an AS has a positive influence on a consumer’s trusting beliefs in a cloud service.

Cloud service users have few means to assess a cloud service’s quality before usage (Sunyaev and
Schneider 2013). Cloud service users may only gain experience and knowledge on a cloud service by using
it over a longer period of time, but even then, users do not have a guarantee on the cloud service
provider’s behavior or the cloud service technological reliability. In that sense, cloud services are similar
to physical products with experience attributes, which are products “whose quality can be determined
only after purchase” (Rao and Bergen 1992). Users may store data of varying personal importance within
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cloud service, such as documents, music, photos and videos, whose loss, unavailability, or leakage is risky
for cloud service users. Given this situation, cloud service users may pay providers an additional fee for
not taking the opportunity to act opportunistically and for providing a high quality service (Rao and
Bergen 1992). We name this additional fee a price premium, which means “the monetary amount above
the average price received by [cloud service providers] for a certain matching [cloud service]” (Ba and
Pavlou 2002). From a signaling theory perspective, a certified provider may also offset costs of acquiring a
signal such as a CSC by pricing such a premium (Gopal and Gao 2009; Spence 1973). Because trust
mitigates uncertainties related to online mediums (Pavlou et al. 2007), cloud service users that have high
trusting beliefs in a cloud service (e.g., due to a CSC, an AS or high reputation) are more likely to perceive
to be less exposed to transaction and product uncertainties. Thus, cloud services that gain higher trusting
beliefs may gain a price premium. For example, e-commerce sellers with higher reputation receive higher
trust in their credibility, and gain price premiums (Ba and Pavlou 2002). In sum, we hypothesize:

H,: Trusting beliefs in a cloud service has a positive influence on price premiums for the cloud service.

Following H,, providers gain a compensation for reducing transaction and product uncertainties below
average and providers that provide a cloud service bearing a higher than average risk receive a price
discount (Ba and Pavlou 2002). Hence, the price premium increases with the risk of using a cloud service.
In the present context, risk is determined by a cloud service user’s dependency on the availability of a
cloud services’ functionality as well as the personal relevance of data stored within a cloud service. As
mentioned earlier, cloud service users may store data of varying personal relevance. Using a service is
thus riskier for cloud service users storing data of high personal relevance than for those storing data of
low personal relevance. Consequently, cloud service users that store data of high personal relevance seek
for more trustworthy providers and are willing to pay a higher than average price. We thus posit:

Hj: Personal relevance of using a cloud service moderates the effect of trusting beliefs in a cloud service
on price premiums. Trusting beliefs in a cloud service will elicit higher price premiums if personal
relevance of using a cloud service is high than if personal relevance of using a cloud service is low.

Agenda for Experimental Evaluation

The experiment aims at mimicking a choice situation of a self-serviced provision from a provider or from
a cloud marketplace. Our experimental design follows Ba and Pavlou (2002), who suggested a within-
subject design for evaluating the effect of reputation on trust and price premiums in e-commerce auctions.
The design demands participants to first scrutinize different profiles of vendors, then rate trust levels for
each profile and finally to enter a price relative to a given mean price for each profile. We adapt this
approach by asking participants to only evaluate one profile of a cloud service and introducing three
treatments instead of multiple profiles. The experimental setting allows manipulating trust-building cog-
nitive processes that evaluate information contained in each profile by varying presence of a certification
(present, not present), presence of an AS (available, not available), and reputation (low reputation, me-
dium reputation, high reputation). However, we omit the treatment that would present a certification and
an AS for parsimoniousness, resulting in nine groups. The overall study consists of three phases: (1)
compilation of stimulus material, (3) experiment design and pilot study, and (3) main experiment.

Table 1. Information Available to Participants
Type Stimulus material
Provider Description, size, revenues, years in cloud business, other cloud services
Cloud Service Description, features: encryption, file versioning, file sharing (public/private)
Reputation Approximated by rating: 5 stars (high), 3 stars (medium), 1 star (none/low)
Certification Assurance claims, description of audit process
Certification Authority | Issuer: description, size, years in business, code of conduct
Assurance statement Assurance claims (same as certification)

Completed Work: Compilation of Stimulus Material

We already completed the first phase of compiling stimulus material (Table 1) and determining
certification assurances (i.e., content; cf. Lansing et al. 2013). We design a novel CSC because current CSC
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are just emerging and often only include one or two assurances (e.g., Cloud Security Alliance STAR
focuses on security, and TRUSTe Cloud Data Privacy Certification focuses on privacy), which contradicts
our prior study’s finding that consumers also value assurances beyond security and privacy (cf. Lansing et
al. 2013 and below). A fictitious CSC further allows ensuring effective formulation of content as proposed
by Kim and Benbasat (2006). The presented cloud service is fictitious to ensure participants have no prior
experience with the service. We focus on consumer cloud storage services (a contemporary example is
Dropbox.com), because these have lower asset specificity than application or platform services and are
highly homogenous (see below). Both usage of fictitious certifications and services is common in IS
research on certifications and trust (e.g., Kim and Benbasat (2009) and Hu et al. (2010) design fictitious
certifications and Lowry et al. (2012) use a fictitious website). To foster trust transference, we will state
the CSC is issued by a well-known existing certification authority such as ISO. Reputation is approximated
by a 5-star-rating icon, which is a common element of cloud marketplaces such as Google Apps
Marketplace (Google 2012).

To increase external validity, profiles of cloud services will reflect existing cloud services. We collected
information on 51 consumer cloud storage services and their providers in November and December 2012.
Results show that services are interchangeable with regards to major attributes such as encrypted
transmission (80%) and storage (78%), file versioning (90%) as well as sharing files with public (98%)
and registered users (96%). All services allow access from major operating systems (Windows, MacOSX
and Linux) as well as mobile devices (i0OS and Android). Using data from Cloud Reviews (2013), we find
that services differ only in terms of price and external rating (our proxy for reputation). For the former,
prices range between € 0.003 and € 0.615 per GiB per month (median € 0.065, mean € 0.118, standard
deviation € 0.139). For the latter, on a 5-point scale, 14% have the lowest rating of 1, 22% a rating of 2,
30% a rating of 3, 19% a rating of 4 and 14% have the highest rating 5. Hence, by focusing on three rating
categories in the experiment, we cover the whole bandwidth of cloud services, with each category covering
a roughly equal market share. Due to the similarities between services, all profiles in the experiment will
be the same (except for treatments) and include the most common attributes as indicated above.

Table 2. Results of BWS Experiment (cf. Lansing et al. 2013)
Assurance Counting Analysis Scores Conditional Logistic Regression | Rank
Mean Std. Dev. | Skewness | Coefficient Std. Error

Privacy 0.63 0.35 -0.74 3.20 0.16 1
Security 0.51 0.33 -0.59 2.85 0.16 2
Availability 0.40 0.37 0.21 2.55 0.15 3
Interoperability 0.08 0.45 -0.42 1.59 0.14 4
Contract -0.02 0.38 0.25 1.50 0.14 5
Legal -0.12 0.40 -0.13 1.08 0.13 6
Customer Support -0.16 0.48 0.26 1.02 0.13 7
Process Maturity -0.34 0.37 0.03 0.55 0.13 8
Flexibility -0.42 0.38 0.48 0.37 0.13 9
Financial Stability -0.56 0.31 0.58 - - 10
All regression coefficients are significantly different from zero at p<.001, except Flexibility (p<.01)

As outlined, our prior study (Lansing et al. 2013) provides conceptualizations of assurances for CSCs (and
ASs) as well as the relative importance of assurances for consumers. Incorporating these assurances
ensures satisfying the implicit assumption that a CSC’s assurances are relevant and meaningful to users
(cf. “Background” section). We followed a four-step approach to determine assurances relevant for CSCs.
First, we derived an initial set of assurances from extant literature on certifications. Second, we searched
the literature on cloud computing for cloud-specific consumer concerns. Third, to discuss, refine, and
above all validate the derived assurances, we conducted 13 expert interviews between June and September
2012. Fourth, we conceptualized the identified assurances and conducted a discrete choice experiment
that follows the best-worse scaling (BWS; cf. Finn and Louviere 1992) method to empirically measure
consumer’s preferences for the ten assurances. Similar to regular choice experiments, respondents in a
BWS experiment are repeatedly presented a set of three or more choices. But instead of choosing one
option as in regular choice experiments, respondents are asked choose the most preferred and the least
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preferred option. Using observations obtained from all choices of all participants, preferences for each
choice option can be calculated by a scoring mechanism or by a conditional logistic regression (Table 2).
An in-depth discussion of the BWS method and results is provided in our original paper.

Future Work: Conceptual Development, Pilot Study and Experimental Evaluation

In the second phase, we will design the CSC and AS following Kim’s and Benbasat’s (2006) guidelines for
effective phrasing of trust-assuring arguments. Furthermore, we will develop our measurement
instrument based on measurement items from prior research (e.g., Lee and Choi (2011) for trusting beliefs
in IT outsourcing providers, McKnight et al. (2011) for trusting beliefs in IT artifacts, Kaplan and
Nieschwietz (2003) for trust in certification authority, and McKnight et al. (2002) for disposition to trust
and institution-based trust). Next, we will conduct focus group discussions with experienced IS scholars
as well as consumer cloud service users to assess clarity of and to collect feedback on stimulus material
(Table 1) and the measurement instrument. As a last preparatory step, we will conduct a pilot study with
students to evaluate validity and reliability and use results for further refinement following the same
procedure as the main study. The pilot study also allows evaluating the set of control variables, which
currently is comprehensive because trust is influenced by many factors that may superimpose a CSCs
effect (Li et al. 2008; Lowry et al. 2012). Thus, to increase parsimoniousness of model and measurement
instrument, we plan to evaluate whether all control variables are necessary.

The main study in the third phase will utilize a web-based questionnaire consisting of four stages. First,
participants will be randomly assigned to one of the nine groups and participants are shown information
on cloud storage services and CSCs to ensure a common baseline understanding. Second, participants will
be asked to answer a pre-experimental questionnaire that captures control variables because these are
independent of treatment. The third stage consists of two tasks: elicitation of trusting beliefs and price
indication. For the first task, stimulus material will be presented in form of a profile of a cloud service (cf.
Table 1) and screenshots of a cloud storage service’s functionality. The latter is common in experimental
IS research on trust to stimulate perceptions (e.g. Vance et al. (2008) show screenshots of a mobile online
shop). The profile includes information on service, service provider, and reputation rating (all groups) as
well as an icon indicating either a CSC or a link to a self-proclaimed AS (treatments only). By clicking on
the certificate icon or the link for the AS, participants can retrieve the respective trust-assuring arguments.
For the CSC, additionally information on the certification authority as well the audit process is provided.
To complete the task, participants are asked to indicate trusting beliefs and personal relevance of using
the cloud storage service. For the second task, price determination, participants are asked to indicate their
willingness to pay for the shown cloud service. To ease procedure, the average price for cloud services is
stated (12 ct. per GiB per month) and participants are asked to indicate their willingness to pay as a
percentage of the stated average. In the fourth and last stage, participants will be asked additional
manipulation check questions. Specifically, we ask to recall the services’ reputation and the average price
for a cloud service as well as whether participants recognized the given assurance and its source.

We will recruit participants from SoSci Panel which maintains a database of more than 90,000 voluntarily
registered consumers from differing age groups and educational backgrounds (SoSci Survey 2013). A
recent survey shows that all age groups and educational classes use cloud storage services (Bitkom 2013).
Hence, inviting consumers from all age groups should result in a representative sample. Calculating with
SoSci Panel’s typical response rates of 16-25%, we plan to invite 2,000 consumers, aiming for a sample
size of about 400. Because we are interested in the simultaneous effects of treatments and other variables,
rather than isolated treatment effects, data will be analyzed by structural equation modeling (SEM) using
partial least squares (PLS) and treatments will be included in the model as binary variables as commonly
applied in experimental IS research (e.g., Benlian et al. 2012). Following guidelines for PLS-SEM (Hair et
al. 2013), the intended sample size should be sufficient for our rather small model.

Suggestions for Future Research and Conclusion

This paper proposes a novel CSC and describes a research model that allows evaluating its effects on two
certification outcomes suggested by trust theory and signaling theory — trust and price premiums — while
accounting for two other signals — reputation and assurance statement — as well as trust in a certification
authority and personal relevance of using a cloud service.
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Once confirmed, the research model may serve as a baseline model for future studies on CSCs. As outlined,
our previous study (Lansing et al. 2013) informs this study by providing conceptualizations of assurances
relevant for cloud computing, thus ensures that conditions for certification effectiveness are satisfied (i.e.,
assurances are relevant and meaningful; cf. “Background” section). Results of the previous study (Table 2)
point out additional research opportunities. For example, negative counting scores indicate which
assurances respondents are willing to abandon (Auger et al. 2007). Hence, one might hypothesize that a
CSC which only contains assurances with positive scores will lead to increased trusting beliefs and price
premiums, whereas a CSC which only contains assurances with negative scores will not. Furthermore,
extant research in e-commerce finds attenuating effects between privacy and other certification
assurances (Hu et al. 2010). Future studies could investigate whether such mutually reinforcing or
attenuating effects of CSCs’ assurances on trusting beliefs and price premiums exist. Similarly, future
research might investigate possible interactions between ASs and CSCs. To focus on CSCs and to reduce
sample size requirements, we limited the current design to direct effects of CSCs and ASs and did not
include interaction effects between CSCs and ASs. From a practical perspective, it is also interesting to
study whether a CSC’s effects on trusting beliefs and price premiums are reinforced or attenuated by an
AS. Such interactions between ASs and CSCs could be evaluated by expanding the research design to
include three additional treatment groups (i.e., one for each reputation rating) and showing respondents
in these groups both a CSC and an AS. Likewise, future research could investigate further interactions
between CSCs and reputation than those within this study. Due to the primary focus on evaluating a CSC’s
outcomes, the current research design is restricted to an unknown certified provider and manipulates
reputation by varying the cloud service’s rating across groups. Thus, the current design assumes that
reputation is based on a cloud service. In practice this assumption holds for providers that offer a single or
few cloud services (e.g., Dropbox), but might not hold for providers who provide cloud services as one
product among many others (e.g., Google). Here, reputation might be based on overall provider
reputation because consumers are not able to differentiate overall provider reputation from the cloud
service’s reputation. Future studies may investigate whether the effect of CSCs on trusting beliefs and
price premiums differs between the two types of cloud service providers and associated reputations by
introducing an additional treatment that varies stimulus material on the cloud service provider and by
explicitly measuring reputation as a variable (e.g., using measurement items from Li et al. 2008). Finally,
we consider testing the model with professional cloud service users a promising research opportunity.
Many certifications, such as CMM, are a prerequisite for bidding (Gopal and Gao 2009). Hence, they are
not used for signaling high quality but only for appearing legitimate in a market (Gopal and Gao 2009),
which undermines one of the basic assumptions for increased trust and price premiums.

In sum, the study responds to calls for developing (European Commission 2012; Khan and Malluhi 2010)
and investigating the efficacy of certifications (Venters and Whitley 2012) in the cloud computing context.
Particularly in light of the hitherto inconclusive findings on the effectiveness of certifications, empirical
validation of the research model will contribute to a deeper theoretical understanding of the contextual
conditions under which certifications are effective signals and trust-assurances. As discussed, extant
research primarily focused on e-commerce, where certifications address concerns about sellers rather
than products sold online, such as security and privacy of transaction data, fears of seller opportunism
and information asymmetries (Pavlou et al. 2007). In contrast, a CSC address concerns about a provider
and a service (i.e., an IT artifact), including service quality, security, privacy, and availability as well as
legal compliance and lock-in effects (Armbrust et al. 2010; Marston et al. 2011; Narasimhan and Nichols
2011). Moreover, previously investigated certifications are privacy, security, online vendor’s integrity or
reliability, or combinations of those, whereas CSCs in this study include additional assurances, such as
service availability, interoperability and contract. By measuring trusting beliefs in the provider and the
service technology, we also hope to contribute to the growing literature on trust in IT artifacts (Gefen et al.
2008). Finally, by focusing on price premiums in addition to trust, we respond to Gao et al. (2010) and
focus on a largely neglected potential certification outcome.

From a practical perspective, implications of our research can help certification authorities to better
understand how to design CSCs. Also, our research can inform cloud service providers whether certifying
services provides monetary as well as non-monetary value such as trust and how these compare to
reputation and self-proclaimed assurance statements.
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