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ABSTRACT

Steganography is a science and art of communicating in
writing such a way that the presence of message is detected.
Steganography is focuses on hiding of a secret message into
ordinary messages and the extraction of this message into its
destination using provided techniques in such a way only
sender and receiver are able to disclose it. Steganography
technique can be applied on text, image, video or audio files.
Steganography is written in character including hash marking,
but its usage within images is also very common.
Steganography means hiding an important or secret message
into ordinary image file in such a way that an attacker cannot
detect the presence of contents in the hidden messages.
Today, there are many different techniques of embedding that
enable us to hiding message in a given object. The secret
message can be hidden in an image file using Steganography
because in this technique all requirements must be satisfied.
The methods of embedding secret message (which can be
plain text, cipher text) is based on replacing bits of source
cover file. The Steganography algorithm basically operates on
three types of images: Jpeg image, Row image and palette
based images but Jpeg images are mostly used in
Steganography algorithm because it is most popular loss
image compression methods. The Steganography uses of least
significant bit (LSB) algorithms for hiding data into Jpeg
(Joint Photographic Expert Group) images. The password is
used for purpose of secret for encryption and decryption. In
this paper, We can hide text file of different size into image
file for authentication of login and logout the system for
making more secure systems. The only authorized users can
hide and disclose the message. The text files of different size
are used to test the system and found that the system satisfies
all requirements of Steganography and the system is more
secured.
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1. INTRODUCTION

The word Steganography is derived from Greek words
meaning "covered writing" and it centers on the concept of
message hiding. Steganography is the art and science of
communicating hiding of secret message. Steganography is
very old methods used around 440 B.C. Steganography is the
hiding a secret messages within an ordinary message and the
extraction of it at its destination. Steganography takes
cryptography by hiding encrypted messages for illegal
detection or no one suspects exits. Steganography is data
hiding within data. Steganography is a technique of
encryption that can be used along with cryptography as extra
secure methods in which to protect data. Steganography is a
technique can be applied on text, image, audio files and video
files. Steganography is written in characters including hash
marking, but its usage in images is also common. Today,
especially in computer network such as internets, mobile
phone digital multimedia, digital camera, handset, video etc.
has opened a new opportunities in scientific and commercial
applications. But in this progress also lead to many serious
problems such as attacking, hacking, duplications and
malevolent usages of digital information. Two fundamental
questions in Steganography are addressed in this paper,
namely (a) definitions of Steganography security and (b)
definition of Steganography capacity. Since the main goal of
Steganography is covert communication, these definitions
must be dependent on the types of steganolysis detector
employed to break the embedding algorithms. There are two
common methods of embedding: (a) The spatial embedding,
which message is inserted into the LSB of image pixel and (b)
Transform embedding, which is message are embedded by
modifying the frequency coefficients of the cover image or
stego-image.

2. INFORMATION HIDING

Information hiding is a technique of covering the sensitive
information within normal information. This is creates a
hidden communication channel between the sender and
receiver such that the existence of the channel is unnoticeable.
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Fig 1. A Classification of Information hiding

The goal of Steganography is to transmit a message through
some innocuous carrier i.e. text, image, audio and video over
a communication channel where the existence of the message
is concealed.

3. STEGANOGRAPHY

Steganography is hidden the secret message into another
message, this message (secret messages) could not notice any
body, if notice then it can be read. Steganography is a process
of hiding the important message in the form of covered. The
Steganography has very close to cryptography and its
applications; we can highlight the main differences. The
cryptography is about concealing the content of the message.
At the same time encrypted data package is itself evidence of
the existence of valuable information. Steganography goes a
step further and makes the cipher text invisible for
unauthorized users. It's valid or visible only for authorized
users. Today, Steganography mostly used in computers with
digital data for high speed of delivery channels. Two another
approach that is closely related to Steganography are
watermarking and fingerprinting. These technologies are
mainly concerns with the protection of intellectual property.
In watermarking all the instances are "marked" in the same
way.

Steganography is the technique of information
hiding which can be categorized into two types one is
Linguistic ~ Steganography and another is Technical
Steganography. Linguistics Steganography is defined by
Chapman as “the art of using written natural language to
conceal secret message”. Linguistics Steganography also a
medium which required not only the Steganography cover i.e.
composed of natural language text. On the other hand
Technical Steganography is explained as a carrier rather
than a text which can be presented, as any other physical
medium such as microdots and invisible inks. Steganography
are divided into four different categories: text, image, audio
and video.

3.1 Text Steganography

Text Steganography using digital files it is not used very often
because text file have a very small amount of redundant data.
Text Steganography can be classified three basic categories:
format-based, Random and statistical generation and
Linguistic method.
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Fig 2. Three basic categories of Text Steganography

3.2 Image Steganography

Image Steganography is widely used for message hiding
process because this is quite simple and secure way to transfer
the information over the communication network on the
internet. Image Steganography has a various types: Jpeg,
spread spectrum, patch work.

Image
steganography

|
|

Ipeg Spread Spectrum

Patch work

Fig 3. Three basic categories of Image Steganography

3.3 Audio/Video Steganography

Audio/Video Steganography is very complex in use.

The basic structure of Steganography is made up of three
components: the “carrier”, the message and the key. The
carrier can be painting, a digital image and carry the hidden
message. A key is used to decode/decipher/discover the
hidden message.

4. STEGANOGRAPHY TERMS:

1) Carrier file: A file which has hidden information
inside of it.

2) Steganolysis: The process of detecting hidden
information inside a file.

3) Stego-medium: The medium in which the
information is hidden.

4) Redundant bit: A pieces of information inside a file
which can be overwritten without damaging the file.

5) Payload: The information which concealed.

5. CRYPTOGRAPHY

Cryptography hides the contents of secret message from a
malicious people. Cryptography is scrambled the message
contents and make meaningless and unintelligible unless the
decryption key is available. Cryptography can also provide
the authentication of message for verifying the identity of
something.

Comparison of Steganography and cryptography:
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Steganography Cryptography
Unknown message passing Known message passing.
Little known technology. Common technology.

Once detected message is known. Strong currentalgorithms are used as
resistance toattack, expansive
computing powet is required for

cracking.

Technologystill being developed for | Most algorithms known to government
certain formats. departments.

Many carrier formats. Technology increase reduced strength.

Advanced topic for data hiding. Most of the cryptography techniques

and algorithm are almost known.

Table 1. Comparison between Steganography and
Cryptography

6. JPEG FORMAT

Jpeg is a right format for those photo images which must be
very small files. For example, web sites or e-mail applications
because web pages and e-mail files need to be very small files
to be display and send fast through modem. Jpeg is used on
digital camera memory cards but RAW or TIF format may be
avoiding it. The Jpeg file is compressed to only 1/10 of the
original size of data. Jpeg uses lossy compression, which
means "with losses to quality”. Lossy is lost some image
quality after Jpeg data is compressed and saved, and this
quality never recovered. Jpeg compression has very high
efficiency. Jpeg image file modifies the image pixel data
(color value) to be more convenient for its compression
methods. The compressed Jpeg file size will be smaller (same
pixel but fewer bytes). A high quality Jpeg file size might be
compressed 50 % to 25% uncompressed size.

7. STEGANOGRAPHY METHOD

The following formula provides a very generic description of
the pieces of the steganographic process:

Cover medium+ Hidden data + Stego key = Stego medium

In this context, the cover medium is the file in which we will
hide the data, which may also be encrypted using the stego
key and the stego medium is the resultant file. The cover
mediums are typically image or audio files. There are a few
different operations performs the users of steganography for
data hiding in Jpeg image files. Some are:
1. Selecting a source image file.
2. Selecting a source data file to store in the target
image file.
3. Selecting the target image file for the encoding
operations.
These are operation to initiate the encoding function of
steganography for data hiding in Jpeg image files.
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The simplest approach to hiding data within an image file is
called least significant bit (LSB) insertion.

In the LSB insertion method we can take a binary
representation of hidden data and overwrite the LSB of each
byte within the cover image. In a computer, images are
represented as arrays of values. These values are represented
by three colors R (Red), G (Green), and B (Blue), where value
of each color described a pixel. Each pixel is combination of
three components (R, G, and B). For example, suppose one
can hide a message in three pixels of an image (24-bit colors).
Suppose the original three pixels are:

(10010101 00001101 11001001)
(10010110 00001111 11001010)
(10011111 00010000 11001011)

A steganography program could hide the letter "A" which has
a position 65 into ASCII character set and have a binary
representation "001000001", by altering the set of 9 bits over
the LSB of the 9 bytes above; we get the following three
pixels (where bits in bold have been changed):

(10010100 00001100 11001001)
(10010110 00001110 11001010)
(10011110 00010000 11001011)

We have successfully hidden 9 bits but at a cost of changing
only 4 bits or roughly 50%of the LSB.

Modification of LSB of a Cover Image in "Bitmap" format:

This approach can be directly applied on digital image in
bitmap format as well as for the compressed image format like
Jpeg. In JPEG format, each pixel of the image is digitally
coded using discrete cosine transformation (DCT). The LSB
of encoded DCT components can be used the carriers of
hidden message. For example: we will try to hide the
character 'A' into an 8-bit color image then we are taking eight
consecutive pixels from top left corner of the image. The
equivalent binary bit patterns of those pixels are:

(00100111) (11101001) (11001000) (00100111) (11001000)
(11101001)  (11001000)  (00100111)

A steganographic program could hide the letter A" which has
a position 65 into ASCII character set and have a binary
representation "01000001". Then each bit of binary
equivalents of letter 'A' i.e. 01000001 are copied serially
(from the left hand side to right hand side) to the LSB of
equivalent binary pattern of pixels, resulting the bit pattern
will becomes like this (where bits in bold have been
changed):

(00100110) (11101001) (11001000) (00100110)
(11001000) (11101000) (11001000) (00100111)

We have successfully hidden 8 bits but at a cost of changing
only 4 bits.

Apply the LSB technique during DCT on cover image. The
following steps are followed:

Step |: The image is broken into data units each of them
consists of 8 x 8 block of pixels.

Step Il: Working from top-left to bottom-right of the cover
image, DCT is applied to each pixel of each data unit.
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Step IlI: After applying DCT, one DCT coefficient is
generated for each pixel in data unit.

Step IV: Each DCT coefficient is quantized against a
reference quantization table.

Step V: The LSB of binary equivalent the quantized DCT
coefficient can be replaced by a bit from secret message.

Step VI: Encoding is applied to each modified quantized DCT
coefficient to produce compressed stego image.

8. PROPOSED WORK

Using cryptography the hackers can know that there is some
data is transferring. So that, they can modifies the data during
the message transfer. In order to overcome this we are
proposing a model. In our model we are using steganography.
Using Steganography we can hide the original message in a
hidden format. So that the hacker even cannot expect that
there some message present in it. In this first us original data
embed into an image using steganography. This message is
transferred in network. At destination we retrieve the data
from image. At stream case if hacker try to get the data, it
becomes tedious job in addition to all the above we also
provide timing script.

LSB bits
05 A7 6E
Change \
01101110 0110111f

Hold

(oo [ oot ]

Hold
————————— 00000101 < 0000010[
\/

Binary representation

Algorithm for Embedded and Extract:
For each byte of the message, follows the following step:

Step I: Grab a pixel.

Step I1: Get the first bit of the message byte.

Step I11: Get first color component of the pixel.

Step IV: Get the LSB from the color component.

Step V: Replace the LSB of chosen color component with the
first bit of message.

Step VI: Do the same process for all left bit of message.

Embedding phase:
The embedding process is as follows:

Inputs: Text file and Image file.
Output: Text embedded image.

Embedding secret text message in image will have following
steps:

Step I: Read the message.

Step Il: Read the pixel from JPEG image.

Step I11: Break the pixel into RGB color component.

Step IV: One LSB bit of first color component replace by one
bit of message.

Step V: Do the same process for next seven bit.

Extraction phase:
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The extraction process is as follows:

Inputs: Embedded image file.
Output: secret text message.

Extraction of text message from embedded image will have
following steps:

Step I: Read the pixel from stego image.

Step Il: Break the pixel into color component.

Step Ill: Extract bit from the color component to make
character.

Step IV: Obtain the plain text.

9. FLOWCHART OF THE SYSTEM

Here we are considering the different states as the login,
logout, application with embedded and extract with the
corrected information about password with the given by the
user for authentication, the authorized users can access. While
using the system we can embed and extract the message file.
The core of this flow chart is encodes data into a given Jpeg
image file (Embedded module) and decodes this data and
produces an output file (Extract module).

Start/Login

Authentication

Enterusername

Check

login

True

Application

Selectimage Select stegoimage
Compress,
Embedded press/ p——
Decompress

/ Save stegoimage / / Save original text /

Stop/Logout

Fig 4. Flowchart of the system for embedded file and
Extract file

10. THE RESULT OF PROPOSED WORK

Modular description:-
In this module we have mainly two modules.
One source side and another one is destination side. They are
divides into sub modules as follows.
Modules:-
1. Login
2. Encryption and Embedded
3. Extract and Decrypt

When the system is executed the main menu is displayed for
login process for authentication purpose. The only authorized
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user allowed for using system for both encryption and
decryption of message.

27 Steganograpy for ata hding

Login Embeded Message Extract Messaged  Add Acount Change Password

Fig 5. Snapshot of Main Menu

(o Stegancgraphy for data hiding in gpeg im..| = | ~ | =% I

I User name

Password

Fig 6. Snapshot of Login Window

After completion of login process, the users select the cover
file in which the message is to hide. The user enters the name
of output file. Then user can selects the message file and
enters a password to the message file. This password is used
as the secret key for encryption. When the button Embedded
is pressed then we get the output file in directory.

Fig 7. Snapshot of Embedded Window

To extract the secret message from stego image then user has
to give the name of stego image file and password as secret
for decryption. Then we can get the secret message file in
directory.
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Fig 8. Snapshot of Extract Window

The comparison between Original file (input file) and Stego
file (output file) are allows user to your message are secured.
This is only understanding by the user.

Stego Image.Jpeg
(Size 11.7 KB)

Original Image.Jpeg
| (Size 11.7 KB)

Fig 9. Snapshot to Display Original (cover) file and Stego
file for compare to file

For completion of message hiding in image file we have
implemented the e-mail facility. We can send the Stego file to

trusted user over network. The password and system should
share among the Sender and Receiver.

“‘_-9 v Fﬁe"dzs Ay _-[Elm

Friend E-mail Id |

Subject I

File Browse

e e

Fig 10. Snapshot of Window for Email the Stego File

11. APPLICATIONS OF
STEGANOGRAPHY

The most common application of Steganography is to hide a
file inside of another file.
1) Enables for secret communication.
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2) First find the encrypted secret text then it needs to
be decrypted text.

3) Used in military applications

4)  Alleged use by the intelligence services.

5) Used by some modern printers.

6) For high speed of delivery channel in networking.

7) Computers with digital data.

12. CONCLUSION

In this paper, Steganography was implemented using image
file. Image file contain different formats. Most widely used
format in Steganography is Jpeg image file. It is too much
secure because data which has to be hiding is encrypted first
than embed in to Message in both text as well as image.
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