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Abstract

This paper presents an anomaly detection technique to
detect intrusions into computer and network systems. In
this technique, a Markov chain mode is used to represent a
temporal profile of norma behavior in a computer and
network system. The Markov chain modd of the norm
profile is learned from historic data of the system’s normal
behavior. The observed behavior of the system is analyzed
to infer the probability that the Markov chain modd of the
norm profile supports the observed behavior. A low
probability of support indicates an anomal ous behavior that
may result from intrusive activities. The technique was
implemented and tested on the audit data of a Sun Solaris
system. The testing results showed that the technique
clearly distinguished intrusive activities from normal
activitiesin the testing data.

Keywords: Markov chain, intruson detection, and
anomaly detection.

1 Introduction

There are two general methods of detecting intrusions
into computer and network systems: anomaly
detection and signature recognition [1-9]. For a
subject (e.g., user, file, privileged program, host
machine, and network) of interest, anomaly detection
techniques establish a profile of the subject’s normal
behavior (norm profile), compare the observed
behavior of the subject with its norm profile, and
sgnal intrusons when the subject’s observed
behavior differs significantly from its norm prafile.
Signature  recognition  techniques  recognize
signatures of known attacks, match the observed
behavior with those known signatures, and signal
intrusions when there is a match.

Since many intrusions are composed of a series of
related computer actions, the temporal profile of
action sequence (the temporal behavior profile) is
important to detect intrusions. The norm profile of
temporal behavior should capture the tempora
dependency among computer actions during the
normal usage of a computer and network system.

We developed an anomaly detection technique that
represents the norm profile of temporal behavior
using a Markov chain modd, learns the Markov
chain model from computer audit data, and detects
anomalies based on the Markov chain mode of
temporal behavior. This technique is presented in this
paper. Section 2 describes a Markov chain modd.
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Section 3 defines the intrusion detection problem
using the Markov chain modd. Section 4 presents
and discusses the results of testing the technique.

2 Markov Chain Model

A discrete-time stochastic process specifies how a
random variable changes at discrete points in time.
Let X; denote a random variable representing the state
of a system at time t, wheret = 0, 1, 2, .... A
stationary Markov chain is a special type of discrete-
time dochastic process with the following
assumptions[10]:

the probability distribution of the state at time
t+1 depends on the state at time t, and does not
depend on the previous states leading to the state
at timet;

a sate trandgtion from time t to time t+1 is
independent of time.

Let p; denote the probability that the system isin a
dtatej at timet+1 given the system isin Statet at time
t. If the system has a finite number of states, 1, 2, ...,
s, the stationary Markov chain can be defined by a
trangition probability matrix [10]:
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and an initial probahility distribution [10]:
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where g is the probability that the system isin state i
at time0, and

pi =1. ©)

j=1

The probability that a sequence of states X, ..., Xr a
time 1, ..., T occurs in the context of the stationary
Markov chain is computed as follows:

L
P(X1,-, Xr) = gD Px - 1x (4)

t=2
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The trandtion probability matrix and the initial
probability distribution of a stationary Markov chain
can be learned from the observations of the system
dtate in the past. Provided with the observations of
the system state Xp, Xq, Xg, ..., Xy a timet =0, ...,
N-1, we learn the transition probability matrix and the
initial probability distribution as follows[11]:

by = 5)
Ni.
qi = E (6)
N
where

N; is the number of observation pairs X; and X1 with
Xin gtatei and X4 in statej;

N;. isthe number of observation pairs X; and X.; with
X;in gtatei and X4 in any one of the states 1, ..., S,

N; isthe number of X,'sin statei; and

N isthe total number of observations.

3 Problem Definition

Two sources of data have been widely used to
capture activities in a computer and network system
for intrusion detection: network traffic data and audit
trail data (audit data). In this study, we used audit
data from a UNIX-based host machine (specifically a
Sun SPARC 10 workstation with the Solaris
operating system), and focused on intrusions into a
host machine that |eft trailsin the audit data.

The Solaris operating system from the Sun
Microsystems Inc. has a security extension, called the
Basic Security Module (BSM). The BSM extension
supports the monitoring of activities on a host by
recording security-relevant events. Since there are
about 284 different types of BSM audit events on our
host machine, we consider 284 event types in this
study. An BSM audit record for each event contains a
variety of information, including the event type, user
ID, group ID, process ID, session ID, the system
object accessed, etc. In this study, we extracted and
used only the event type that was one of the most
critical characteristics of an audit event. Hence,
activities on a host machine were captured through a
continuous stream of audit events, each of which is
characterized by the event type.

Both normal and intrusive activities on a host
machine contain sequences of computer actions.
Sequences of computer actions induce sequences of
audit events. Considering the 284 types of audit
events as the 284 possible states of a host machine,
the temporal behavior of the host machine can be
represented as a discretetime stochastic process.
Discrete points in time for the discretetime
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stochastic process are defined not by a fixed time
interval but by times when audit eventstake place.

For an intruder or a normal user, what action to take
next is related to the last action as well as preceding
actions. This implies a higher order of dependency
than the dependency in a Markov chain. Hence, the
assumption of a Markov chain as described by
formula (1) does not hold for the tempora behavior
of the host machine. Although a high-order stochastic
process modd is appropriate to account for the high-
order dependency, a high-order stochastic process
model is practically undesirable for its mode
complexity and computational cost, especially when
we deal with alarge set of data such as the audit data.
Moreover, it is not clear what order of dependency is
sufficient to describe the temporal behavior of the
host machine.

In this study, we used a Markov chain instead of a
high-order stochastic process modd to represent the
temporal behavior of the host machine. We also made
the gtationary assumption, that is, assuming that the
user’s action sequence was not related to the time of
using the host machine.

For intrusion detection, we wanted to build a long-
term norm profile of temporal behavior, and to
compare the temporal behavior in the recent past to
the long-term norm profile for detecting a significant
difference. Using formulae (5) and (6), we trained
and built a stationary Markov chain modd (simply
referred to as a Markov model) of temporal behavior
as the long-term norm profile by learning the
trandtion probability matrix and the initial
probability distribution from a stream of audit events
that was observed during the normal usage of the host
machine.

We defined the temporal behavior in the recent past
by opening up an observation window of size N on
the continuous steam of audit events to view the last
N audit events from the current timet:

Et(n-1=t-nt1, .-, Er, Where E stands for event.

In this study, we let N equal to 100, because we
observed that many attack scenarios produced about
100 audit events each scenario in average.

For the audit events E.qg, ..., E; in the window at time
t, we examine the type of each audit event and obtain
the sequence of states X.qo, ..., X; appearing in the
window, where X; is the state (the type of audit event)
that the audit event E; takes. Using formula (6), we
compute the probahility that the sequence of states X
99, ---» X OCCUrS in the context of the normal usage,
that is, the probability that the Markov modd of the
norm profile supports the sequence of states X;.qg, ...,
Xt.
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A
P(Xt - 99, X1,++, Xt) = Q- 0 O P - 1x

i=t-98
The higher probability we get, the more likely the
sequence of states results from normal activities. A
sequence of states from intrusive activities is
expected to receive a low probability of support from
the Markov modd of the norm profile.

It is possible that a sequence of states from a window
of the testing data presents an initial state and/or
some state transitions which are not encountered in
the training and thus have the probabilities of zero in
the initial probability distribution or the transition
probability matrix of the Markov model. While using
formula (4) to infer the probability of support to the
sequence of states, the probahilities of zero would
dominate the final probability result from formula (4)
and make it zero, regardless of the number of non-
zero dements in the computation using formula (4).
In this study we assigned the small probability value
of 0.00001 (or 1E-5 in the scientific expression) to
the initial state and state transitions which did not
appear in the training data, while using formula (4) to
infer the probability of support to a sequence of
dtates. This replacement of zero with a small
probability value took place during the inference and
after the learning of the Markov mode from the
training data was completed.

Audit data of normal activities are required for
learning a Markov modd of the norm profile. In this
study, we used a sample of audit data for normal
activities from the MIT (Massachusetts Ingtitute of
Technology) Lincoln Lab, containing a stream of
3019 audit events. We used the first part of the audit
data, consisting of 1613 audit events, for training a
Markov mode of the norm profile. The second part
of the audit data, consisting of 1406 audit events, was
used for testing.

The testing data contained the audit data of both
norma and intrusive activities. The testing data
intrusive activities were generated by smulating 15
intrusion scenarios that we collected over years from
various information sources. Some examples of the
intruson scenarios are password guessing, using
symbolic links to gain root privileges, attempts to
gain an unauthorized access remotely, etc. We
simulated these intrusion scenarios in a random order
on our host machine to obtain the audit data of these
intrusons which included a stream of 1751 audit
events.

Hence, we learned and obtained a Markov mode of
the norm profile using the training data that consisted
of 1613 audit events for normal activities. The testing
data included the audit data of 1751 audit events from
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intrusive activities and 1406 audit events from
normal activities, which corresponded t0 1652
windows (window no. 1-1652) for intrusive activities
and 1307 windows (window no. 1-1307) for normal
activities respectively. A sequence of states in each
window was evaluated against the Markov model of
the norm profile to yield the probability of support.

4 Resultsand Conclusion

The learning and inference algorithms of the Markov
model for intruson detection were implemented
using C++. Figure 1 shows the probabilities that the
Markov model of the normal profile supported the
testing data from the normal activities. Figure 2
shows the probahilities that the Markov mode of the
norm profile supported the testing data from the
intrusive activities.
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Figure 1: The probabilities of support to the testing data
from normal activities
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Figure 2: The probabilities of support to the testing data
from intrusive activities

As shown in Figures 1 and 2, the probabilities of
support to the testing data from the normal activities
were much higher than the probabilities of support to
the testing data from the intrusive activities. There
existed a clear gap between the minimum probability
(1.33E-63) for the norma data from the normal
activities and the maximum probability (3.88E-65)
for the testing data from the intrusive activities.
Hence, the probabilities for the normal activities were
clearly separate from the probabilities for the
intrusive activities. By using any probability value in
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the gap as the decision threshold to signal intrusions,
we were able to clearly distinguish the normal
activities from the attack activities with the 0% false
alarm rate and the 100% detection rate.

This study has demonstrated the promising
performance of the intruson detection technique
based on the Markov mode of temporal behavior.
The application of the intrusion detection technique
using a Markov model of the temporal norm profileis
not limited to the temporal behavior of a host
machine. The technique is also applicable to the
temporal behavior data from other subjects of a larger
scale (e.g. a network domain) or a smaller scale (e.g.
user, file, and privileged program).
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