International Journal of Electronics and Computer Science Engineering 1840

Available Online at www.ijecse.org | SSN- 2277-1956

Securing Physical and network layer using
SNAuth-SPMAODV with DSSS for Mobile adhoc
networksin Military Scenario

D.Devi Aruna® Dr.P.Subashint
'Research Scholar, Avinashilingam institute for H@e&nce and Higher Education for Women, Coimbatore
Associate Professor, Department of Computer Sciefeashilingam institute for Home Science andhdig
Education for Women, Coimbatore

Abstract-A mobile ad hoc network is an infrastructure less network, fast emerging today for deployment in variety of
applications. During deployment, security emerges as a central requirement due to many attacks that affects the
performance of the ad hoc networks. Particularly Denial of Service attack is one such severe attack against network and
physical layer which is a challenging one to defend against in military communication environments.. The physical layer
protocol in MANETSs isresponsible for bit-level transmission between network nodes and network layer is responsible to
provide security services for both routing information and data message. This paper consider military scenarios and
evaluate the performance of Security-enhanced-Multipath AODV (Ad hoc On-demand Distance Vector Routing) routing
protocol called SNAuth-SPMAODV (Secure Neighbor Authentication Strict Priority Multipath Ad hoc On-demand
Distance Vector Routing) with spread spectrum technology Direct Sequence Spread Spectrum (DSSS) to defend against
signal jamming denial-of-service attacks in physical layer and network layer for MANET.The protocol discovers multiple
paths between sender and receiver nodes without introducing extra packets into the network and authenticates the
neighbor offering robustness in a secured MANET. SNAuth-SPMAODV with DSSS is found to be a good security
solution even with its known security problems. The simulation is done using network simulator Qualnet 5.0 for different
number of mobile nodes. The proposed model has shown improved resultsin terms of Average throughput, Average end
to end delay, Aver age packet delivery ratio, Routing overhead and Averagejitter.

Keywords- Mobile adhoc network,Denial of Service attack,Strict priority algorithn,Secure neighbor authentication,
Direct Sequence Spread Spectrum

1. INTRODUCTION
In recent years, Mobile ad hoc Networks has gslagtning attention from the industrial and acadersisearch
community due to their wide deployment and inhereature of solving practical real world applicas{s]. Many
military and commercial applications have emerged t the simplicity of the networks and widespraddption
of the technology. Most of the previous ad hoc mekwesearchers have focused on problems suchuéiagand
reliable communication, made a trusted environmidotvever, many applications in reality run onlyuntrusted
environments and secured routing became a chatigrigie. Applications that may require secure conications
include emergency response operations, militargadice networks, safety critical business operatiench as oil
drilling platforms or mining operations[10]. Forample, in emergency response operations such amthafter a
natural disaster like a flood, tornado, hurricand aarthquake, when regular communication netwarksdamaged
due to natural disasters, emergency rescue teavestdaely upon ad hoc networks for communicatibmfend off
malicious attackers in these emergency situatiova)y safety critical applications require securmgmnication.
Ad hoc networks generally use a wireless radio camioation channel. The main advantage of such né&swvis
low cost deployment and maintenance. Today, theesmiaahd wireless hardware are inexpensive and yeadil
available [11]. The network is automatically sebinfiguring and self maintaining nature. Generalkjreless
networks are vulnerable to several attacks. PaatiguDenial of Service attack is one such sevdtack against
network and physical layer which is a challengimg ¢o defend against. The physical layer protatdANETS is
responsible for bit-level transmission between ekwnodes and network layer is responsible to g®decurity
services for both routing information and data rageq3]. The proposed model combines SNAuth-SPMAODV
routing protocol with spread spectrum technologyebi Sequence Spread Spectrum (DSSS) to defendsagai
signal jamming denial-of-service attacks in phykiager and network layer for MANET.
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The paper is organized in such a way that Chaptis@isses Review of literature Chapter 3 discugseproposed
method, Chapter 4 discusses problem statement &@Bapgliscusses simulation model and Chapter 6 gives
experimental results, Chapter 7 discusses the asiod

II.REVIEW OF LITERATURE
This chapter briefly describes the Denial of Sexnattacks for MANET.
A. Denial of Service attack
In this type of attack, an attacker attempts tog@ne legitimate and authorized users from the sesvoffered by the
network. A denial of service (DoS) attack can beied out in many ways. The classic way is to flgmtkets to
any centralized resource present in the netwotkatothe resource is no longer available to nodeke network, as
a result of which the network no longer operatéhim manner in which it is designed to operate. Tiay lead to a
failure in the delivery of guaranteed serviceshe énd users. Due to the unique characteristiesl dfoc wireless
networks, there exist many more ways to launch & Bitack in such a network, which would not be fbessn
wired networks. DoS attacks can be launched agamgstayer in the network protocol stack. On thgsital and
MAC layers, an adversary could employ jamming sigmehich disrupt the on-going transmissions onwireless
channel. On the network layer, an adversary caald part in the routing process and exploit theimguprotocol to
disrupt the normal functioning of the network. Fo@ample, an adversary node could participate iessisn but
simply drop a certain number of packets, which ihesyl to degradation in the QoS being offered bynitvork.
On the higher layers, an adversary could bring davitical services such as the key management ceerwor
example, consider the following: In figurel assuarghortest path that exists fr@ro X andC andX cannot hear
each other, that nod&andC cannot hear each other, and thlis a malicious nodattempting a denial of service
attack. Supposé& wishes to communicate witk and thatS has anunexpired route tX in its route cacheS
transmits a data packet towardswith the source rout§ --> A --> B --> M --> C --> D --> X contained in the
packet’s header. Whevi receives the packet, it can altke source route in the packet’s header, suchlatirdeD
from the source route. Consequently, witeneceives the altered packet, it attempts to forvthedpacket toX.
SinceX cannot hea€, thetransmission is unsuccessful [6].

SoAo Bo M oCo Do X

Figure 1: Denial of Serviceattack
B.Route Selection
Proactive routing protocols generate routes antkesteem for later use[7]. On- demand routing protemnly
generate routes when necessary. The later is useglaften in MANETS because they require fewer uesgs. The
mostly used on-demand routing protocols are Ad-Boedemand Distance Vector (AODV) unless modifidu t
protocol use single routes between sender andvescaodes. Multipath routing reduces dependencysiogle
nodes and routes, offering robustness in a sedANET[8].
C.Adhoc On demand Routing protocol (AODV)

AODV routing protocol is based on DSDV and DSR aitfpon and is a state-of-the-art routing protocol
that adopts a purely reactive strategy: it seta opute on demand at the start of a communicatiesien, and uses
till it breaks, after which a new route setup igiated [9]. This protocol is composed of two meaisan (1) Route
Discovery and (2) Route Maintenance. AODV uResite Request (RREQ)RouteReply (RREP) control messages
in Route Discovery phase arrbute Error (RERR) control message in Route Maintenance gohke header
information of this control messages can be seewletail in [9]. In general, the nodes participatiimg the
communication can be classified as source nodéntarmediate node or a destination node. With eatd the
behavior of a node actually varies. When a souotemwants to connect to a destination node, firghécks in the
existing route table, as to whether a fresh roatéhat destination is available or not. If a frestough route is
available, it uses the same. Otherwise the nodiatieé a Route Discovery by broadcasting a RRE@recbmessage
to all of its neighbors. This RREQ message wiltier be forwarded (again broadcasted) by the irgdiate nodes
to their neighbors. This process will continue Lifité destination node or an intermediate noderttpsifresh route
to the destination. At this stage eventually, a RRE&ntrol message is generated. Thus, a sourceafitatesending
a RREQ waits for RREPs to be received. Figure Zctiethe traversal of control messages.
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Figure2: Traversal of Control M essages

D.Multipath Routing

Ad-hoc wireless routing protocols like AODV are migi designed to discover and use a single routevdsat a
sender and receiver node. However, multiple pattesden sender and receiver nodes can be usedsgt tfe
dynamic and unpredictable configuration of ad-hetwmorks. They can also provide load balancing ngaging
traffic along multiple routes, fault-tolerance bypiding route resilience, and higher aggregateliaaith.

Several multipath routing protocols based on DS®eHeeen proposed, such as Split Multipath Rout8igR) and
Multipath Source Routing (MSR). Each of these rpalth routing protocols broadcast data over all path
simultaneously. This technique has all the adva#ggeviously mentioned, but it also introducesargackets into
the MANET.

E. Strict-Priority Routing

Using multiple paths in ad-hoc networks to achibigdher bandwidth is not as straightforward as iredinetworks.
Because ad-hoc networks communicate over a wirghestium, radio interference may be a factor whemoade
communicating along one path interferes with a noalmmunicating along another path, limiting theiacable
throughput. Still, simulations have shown that biczest multipath routing creates more overhead taiges better
performance in congestion and capacity than unipatting, provided the route length is within certapper
bound which is derivable. Additionally, the progelection of routes using a strict priority multipgrotocol can
increase further the network throughput.

F.Secure Neighbor Authentication

The secure neighbor authentication has two varidmis first variant is based quair-wise shared secretand the
second variant is based oertification

In secure neighbor authentication (SNAuth), evenbite node establishes an authenticated neighbdrbacthe
move. Periodically, every mobile node X broadcéstslentity packet <SNAuth- HELLO, X> to its neigbrhood.
1. In the pair-wise shared secret variant of SNAuthaYieighboring receiver of the identity broadéasiates a 3-
way challenge-response handshake to authenticatee)sender of the identity broadcast.

a. Suppose X and Y share a pair-wise secret k. Novel¥css a random nonce nl, encrypts nl with k, sémels
encrypted result ENQn1) to X by a message <CHALLENGE, Y, EN@1)>.

b. If the receiver of the challenge message is indéethen it can decrypt ENG (n1) and sees nl. X selects
another random nonce n2, encrypts KNIt XOR n2), and sends back <RESPONSE1, X, n2,,ENCXOR n2)>
as the response to the challenger Y.

c. When Y receives the response, Y decrypts EN@ XOR n2) and obtains n1 XOR n2. If Y can get #tame
result from XORing n2 in the response and its owallenge n1, then X passes the test with succdber@lise, Y
does not send any packet to X and does not regeigkets from X except the response packets, urddreect
<RESPONSE1> packet from X can pass the test. Uptecting a success, Y puts X in its secure neighsorY
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selects a random nonce n3 and sends out a cornbmasponse <RESPONSE2, Y, n3, ENE1 XOR n2 XOR
n3)>to X.

d. Upon receiving the RESPONSE2 message, X decryp& BN XOR n2 XOR n3) and obtains n1 XOR n2 XOR
n3. If this matches the result of XORing nl thapisviously decrypted, its own n2 and n3 in the REBSISE2
packet, then X inserts Y into its secure neighligtr (This three-way handshake is required becauseeds to
verify that Y actually knows k)

e. End of the challenge-response protocol. Figureo8vshChallenge-Response Protocol-Three way handshake

Xwhoiniiates helle Y who preshares k with X

]J.\'(‘j(“i ) Choose ni

| CHALLENGE
Getnl
Iy
Choose 2 -"""':K!-*[’T’@::‘y
RESPONSEY ™,
Getnd

3 ; ?
p ENC;( “I@ulﬁ)’ Choose ad; Use al as session key

— RESPONSE?

Use n? as session key

Figure 3: Challenge-Response Protocol-Three way handshake
In the above description, all nhonce length is autfyeset to 128-bit long. Encryption block length128-bit. Key k
can be 128-bit, 192-bit, or 256-bit. Session kewnsethat the key nl is used until the time whemiid HELLO
received by Y from X successfully passes the tgaira
2.A slightly different challenge-response schemeseduif Y does not pre-share a master secret k MitHere X
must broadcast its certificate CERT= [X, certified public key PK certificate valid time] in a
CERTIFIED_HELLO message. For Y's CHALLENGE, Y ugds, to encrypt nl1 and obtains ciphertext,RK1).
Y must also add its own certificate CERT [Y, certified public key PK certificate valid time] and sign the entire
message with its own private key SKY. It recommée public key cryptosystem in use be an Elliptien@
Cryptosystem (ECC), because ECC features shortéificage length and ciphertext length, thus intugrless
communication overhead. Figure 4 shows Challenggp&ese Handshake.

Xuwhoinitiates hello Y who gets X's cerified public key PK,
Choose n!

Getal

Choose n2
Use al as session key

Getn?

Use nl as session key

Figure 4: Challenge-Response Handshake
When every neighboring receiver of X finishes thehantication and key-agreement process, node Ximsbta
secure snapshot of its neighborhood. In the neididom, every other node is authenticated and shard®sec
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security association with the node X. As the SNAptatocol runs on every mobile node, the statenwetiue if
node X is replaced with any node X'.
G.Direct Sequence Spread Spectrum (DSSS) is a modulation technique. As with other spreagcspm
technologies, the transmitted signal takes up marelwidth than the information signal that is beimgdulated[3].
Features

DSSS phase-modulates a sine wave pseudo randomhyaveiontinuous string of pseudo noise (PN) coaebsys
called "chips", each of which has a much shorteatiton than an information bit. That is, each infiation bit is
modulated by a sequence of much faster chips. Tdrerethe chip rate is much higher than the infdramasignal
bit rate.
DSSS uses a signal structure in which the sequeichips produced by the transmitter is knoavpriori by the
receiver. The receiver can then use the same PNeseg to counteract the effect of the PN sequencthe
received signal in order to reconstruct the infdramasignal.

[1l. PROBLEM STATEMENT

This research investigates how to integrate syquolicies of a MANET with secure neighbor autlieation that
will allow the MANET to function securely in a niidiry environment without degrading network perfonce The
specific problem to be addressed is how to usersegeighbor authentication of nodes in a multipathting
algorithm in MANET protected from Denial of servie@tack and physical layer security in military gomwment.
Most of such performance analysis are normally donecommercial settings. For instance, wireless LAN
technologies in the 2.4 GHz ISM frequency bandgamerally assumed, offering data rates up kdbpswithin the
range of 250m. This paper is motivated by the observation thi@hspropagation and network models assumed by
the current ad hoc networking simulations are qditierent from real world military environments fact, a few
hundred MHz frequency band (i.e., VHF or even HR)sed with very low data transmission rates (884 Kbpg
for the military scenarios. Table | summarizes ¢hesferences in terms of a physical layer modgl[N&tworking
environments such as network size, nodes’ mobitindel, and traffic patterns are quite differentvasl. For
instance, the size of military networks is often daeater than that of their conventional countatpboth in the
number of nodes and dimensions of the geograpéareals.

Tablel: physical layer modd for military environments

Parameters Military devices Conventional devices
Frequency 30, 88, 30@Hz 2.4, 5GHz
Propagation -115dBm -110dBm
limits
Radio Two-ray ground Line-of-sight
propagation
model
Data rates 9.6~384bps 2~54Mbps
Transmit power 3dBm 15dBm
Receive -100dBm -90dBm
sensitivity

IV. PROPOSED METHODOLOGY

A MANET is a collection of mobile routers that mogtgnamically in unpredictable directions. The lidannecting
the nodes are wireless and thus are not as dedendslwired links. The links are also susceptiblecapacity
constraints. A MANET environment is characterizgdnumerous security threats because the wirelegs kre
vulnerable to Denial of service attack. The proploseethod provide physical layer security and itucsas
dependency on single nodes and routes; it discanettple paths between sender and receiver nddessi the
advantages of a multipath protocol without intradgextra packets into the network and authentictie neighbor
offering robustness in a secured MANET. It can beduto offset the dynamic and unpredictable condition of
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ad-hoc networks. They can also provide load batenby spreading traffic along multiple routes, fetolerance by
providing route resilience, and higher aggregatalieédth in military environment.

V.SIMULATION M ODEL
Using the QualNet network simulator [14], comprediea simulations are made to evaluate the protd@ohlnet
provides a scalable simulation environment for ivhup wireless ad hoc networks, with various mediaceess
control protocols such as CSMA and IEEE 802.11.mokhand physical layer settings are modified tplyamore
realistic military scenarios. Note that PRC-999Kvide is used as a reference model. 802.11 DCF &ng U
protocols are used for MAC and a transport prdsgespectively. Also, CBR traffic is utilized the study. As the
TCP-based application protocols such as telnet ®P FShow unstable performance in mobile wireless
communication, it can not evaluate precise perfoigaaof routing protocol itself. CBR application deb sends
one packet per second, which represents relatigelytraffic patterns in military environments. Eagphcket size is
512 Bytes In military environments, operational networkesiz very large as compare to conventional casdeslo
in the simulation are assumed to move accordirtgedrandom way point” mobility model. Pause tinsefixed to
20 seconds. The attackers are positioned arouncktiter of the routing mesh in all experiments.
To evaluate the performance of proposed method medsurements: Packet delivery radio, average erdd
delay, routing overhead and Throughput.

Results and Analysis

In this set of simulations, analyze performanceSbfAuth-SPMAODV when the network size varies fronD10
nodes to 1400 nodes. The network sizes and thectdep network areas are shown in Table2 (appraedina
walking Speed of soldiers). The size and the ares@ected such that the node density is appragiyneonstant,
to properly evaluate proposed method.

Table 2: Network sizes and ar eas.

Nodes Area (m)
100 1400%x1400
200 2000x%2000
400 2800x%2800
600 3500%3500
800 4000x4000
1000 4500x4500
1200 4900x4900
1400 5300x5300

EXPERIMENTAL RESULTS

Packet Delivery Ratio
From the Figure 5, it is shown that the proposdtese (SNAuth-SPMAODV with DSSS) gives better Packet

Delivery Ratio compared to SNAuth-SPMAODV with viery network size.
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Figure5 - SNAuth-SPM AODV with DSSS Packet delivery ratio

Throughput

Figure 6 demonstrates the throughput for SNAuth-8RIAV with DSSS .1t is clear that has a good perfante
compared to SNAuth-SPMAODYV with DSSS with varyimgtwork size and malicious nodes.
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Figure 6 - SNAuth-SPM AODV with DSSS Throughput

Routing Overhead

Figure 7 show that Routing Overhead is lower in SMASPMAODYV with DSSS for Denial of service atteahkd
SNAuth-SPMAODV with varying network size and matios nodes. Hence the Routing Overhead by malicious

node has been minimized.
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Figure 7- SNAuth-SPMAODYV with DSSS Routing Overhead

8.4 Avg.End to End Delay
Figure 8 show that Avg.End to End Delay is loweSNAuth-SPMAODV with DSSS for Denial of serviceaatk
and SNAuth-SPMAODYV with varying network size andliciaus nodes.
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Figure 8 SNAuth-SPM AODV with DSSS Avg.End to End delay

Avg.Jitter
Figure 9 show that Avg.Jitter is lower in SNAuthMsRODV with DSSS for Denial of service attack and ANh-
SPMAODYV with varying network size and malicious esd
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CONCLUSION

Mobile Adhoc network is a collection of mobile nedeithout infrastructure. During deployment, setguemerges
as a central requirement due to many attacks ffeatte the performance of the ad hoc networks.i€datrly Denial

of Service attack is one such severe attack agaetatork and physical layer which is a challengimg to defend
against. The physical layer protocol in MANETSs ésponsible for bit-level transmission between neétwwwdes
and network layer is responsible to provide segugdrvices for both routing information and datassagje. The
proposed model combines SNAuth-SPMAODYV routing @cot with spread spectrum technology Direct Segeenc
Spread Spectrum (DSSS) to defend against signahjagndenial-of-service attacks in physical layed aretwork
layer for MANET. SNAuth-SPMAODV with DSSS is fourtd be a good security solution even with its known
security problems.
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