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ABSTRACT

In this paper, we evaluate secrecy rates in cooperative relay
beamforming in the presence of imperfect channel state infor-
mation (CSI) and multiple eavesdroppers. A source-destina-
tion pair aided by £k out of M relays, 1 < k < M, using
decode-and-forward relay beamforming is considered. We
compute the worst case secrecy rate with imperfect CSI in
the presence of multiple eavesdroppers, where the number of
eavesdroppers can be more than the number of relays. We
solve the optimization problem for all possible relay combi-
nations to find the secrecy rate and optimum source and relay
weights subject to a total power constraint. We relax the rank-
1 constraint on the complex semi-definite relay weight matrix
and use S-procedure to reformulate the optimization problem
that can be solved using convex semi-definite programming.

1. INTRODUCTION

Wireless transmissions, by their very nature, are vulnerable
to eavesdropping. There has been considerable interest in the
use of physical layer mechanisms to provide secure communi-
cations, whereby the eavesdropper gets no information while
the intended receiver gets the information reliably. Wyner’s
work on secrecy capacity of discrete memoryless wiretap chan-
nels [1] and subsequent works [2], [3] have created interest in
the information-theoretic aspects of physical layer security.
Secrecy capacity results for point-to-point fading channels
have been widely reported [4]- [12], with several works as-
suming perfect knowledge of channel state information (CSI);
SISO [4], [5], SIMO [6], MISO [7]- [9], and MIMO [10]-
[12]. Imperfect knowledge of CSI affects the secrecy ca-
pacity, and some recent works have reported secrecy capac-
ity results for point-to-point fading channels with imperfect
CSI [13]- [16]. In a related context, wireless communica-
tion through cooperation has received much attention, and,
quite naturally, secure wireless communications via coopera-
tion has been a topic of interest in recent research [17]- [21].
Cooperative secure communication between a sender and an
intended receiver aided by a set of trusted relays in the pres-
ence of eavesdropper(s) has been a widely considered sce-
nario. Cooperation based on decode-and-forward (DF) and
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amplify-and-forward (AF) relaying protocols for secure com-
munication has been investigated in [17] and [18], respec-
tively. Collaborative relay beamforming, studied in [22] with-
out any eavesdropper and secrecy constraint, has been stud-
ied with secrecy constraints in the presence of eavesdropper
in [20] and [21] for DF and AF protocols, respectively, assum-
ing perfect CSI. Some studies have considered secrecy capac-
ity with cooperation under imperfect CSI assumption as well
[17], [21]. In [17], only the relays-eavesdropper CSI is as-
sumed to have estimation errors (stochastically modeled as a
zero-mean random variables), whereas the relays-destination
CSI is assumed to be perfect. Under these assumptions, a
lower bound on the ergodic secrecy capacity is maximized
under total relay transmit power constraint. The work in [21]
also includes a treatment of secrecy capacity for DF protocol
in the presence of imperfect CSI where the errors in H = hh'
and Z = 22" are bounded in their Frobenius norm, where h
and z are the estimates of the relays-destination and relays-
eavesdropper channel vectors. Compared to previously re-
ported works, two new contributions are made in this paper.
First, we compute the secrecy rate in the presence of mul-
tiple eavesdroppers in decode-and-forward relay beamform-
ing, where the number of eavesdroppers can be more than the
number of relays. Second, we compute the worst case secrecy
rate when there are imperfections in the CSI (modeled using
a norm-bounded CSI error model) on all the links; i.e., con-
sidering imperfections in the channel knowledge of source to
relays links, relays to destination links, and relays to eaves-
droppers links. We also consider the existence of direct links
from source to destination and source to eavesdroppers. We
solve the optimization problem by relaxing the rank-1 con-
straint on the complex semi-definite relay weight matrix and
using S-procedure to reformulate the problem that is solved
using convex semi-definite programming.

2. SYSTEM MODEL

We consider the cooperative relay beamforming system model
shown in Fig. 1, which consists of a source node S, M relay
nodes {R1, Ra, -, Ry}, an intended destination node D,
and J eavesdropper nodes { £, Es, - - - , Es}. k relays out of
M relays, 1 < k < M, are selected to aid the communication
from S to D. In addition to the links from relays to destina-
tion node and relays to eavesdropper nodes, we assume direct



Fig. 1. System model of relay beamforming in the presence
of multiple eavesdroppers.

links from source to destination node and source to eaves-
dropper nodes. The complex fading channel gains between
source to k relays are denoted by {71, 72, -+ , vk }- Likewise,
the channel gains between k relays to destination and % re-
lays to the jth eavesdropper are denoted by {1, o, -+ -, i }
and { S, B2;,- - - , Br;j . respectively, where j = 1,2,--- | J.
The channel gains on the direct links from source to destina-
tion and source to jth eavesdropper are denoted by a and
Bo;, respectively. The channel gains are assumed to be ii.d.
complex Gauss1an with zero mean and variances a crfm,
0(2] ,O’%O and 02

Let gbo denote the complex weight applied on the trans-
mitted signal by the source in the first hop of transmission,
and let {¢1, ¢, - - - , @1 } denote the complex weights applied
on the transmitted signals from the k relays in the second hop
of transmission. Let x be the source symbol transmitted from
the source in the first hop of transmission with E{|z|?} = 1.
In the second hop of transmission, relays which decode this
symbol successfully retransmit it to the destination.

Let y R, yp, and yg, ; denote the received signals at the k
relays, destination D and jth eavesdropper E;, respectively,
in the first hop of transmission. In the second hop of trans-
mission, the received signals at the destination and jth eaves-
dropper are denoted by yp, and yg, , respectively. We have

Yr = 607" + Ng, ()
YD, = «I¢00¢0 + D15 (2)
Ye,; = 2oBoj +NEyy, J=1,2,000 3)
T
yp, = x¢" " +np,, )
T .

Yy, = 10" B +np,,, j=1,2, ), (5)
where v* = [y1,72, -, )" mg = MR, R S @F =
(01,05, -, 0], & = [ar, - ,a]". B = [Bij, -+, Brsl”s
j=1,2,---,J. []7, (.)*, and [.]T denote transpose, conju-

gate, and conjugate transpose operations, respectively.
Let P, denote the total transmit power budget (i.e., source
power plus relay power), and P¥ = ¢y denote the power

transmitted by the source. Defining Pk 2 qbkqka, the mth
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relay’s transmit power is given by the mth diagonal element
of ®*. The noise components, 7’s, are assumed to be i.i.d.

CN(0, N).

3. SECRECY RATE WITH IMPERFECT CSI

We consider imperfect CSL, modeled as vy; = 7; + e4,,1 =
17 27 e 7k’ Qo = a0+6(¥05 /BOJ = Boj+eﬁ[)jaj = ]-a 27 e 7‘]’

~ Ak .
ak = ak—’—eak’lﬁf :ﬂj—i_eﬁ?’z] = 1725"' 7‘]5 Where%"S,

~ o~ 7 ~k Sk
a0, Bo;’s, ok, ﬁ?’s are the true CSI, 7;’s, &g, Bo;’s, a”, B;’s
are the corresponding imperfect CSI, and e.,’s, €q,, €5,,’s,
e ks eﬁk are the additive errors in the CSI. We consider a

norm- bounded CSI error model, where it is assumed that

‘e’w| < SR |eao| < €aps ‘660j| < €Bo; 5

Hea’“H < €qks ||e,8;‘|| < €Bl- (6)

With the above uncertainties in CSI, the worst case secrecy
rate for this relay link model with 1 < k£ < M selected
relays is obtained by solving the following optimization prob-
lem:

Cs = —log, max mln min z (7
2 Pk, @k j:1.2, 0 €ag, €3p50 €aks Egk

where
k(A ~ o ~k tak Ak
No + P;(Qo + eag)(@o + eag)™ + (@7 + e i) @7 (" +e_r)
= = —% —%
No + Psk(ﬁoj +650j)(60j +eﬁ0j)* + (IBJ +eﬁ’?)fq>k(ﬁj +eﬂl§)
J J

subject to power constraints

PE>0, PFitrace(e"et’) < Ry, ®)

which can be written in the following equivalent form:
®* - 0, rank(®*) =1, PF >0, P* + trace(®*) < Py,

and subject to CSI error constraints and information rate con-
straints to enable relays to correctly decode the source infor-
mation. Relaxing the rank constraint [20], [23], [24] on il
and dropping the logarithm, the equivalent optimization prob-
lem is as follows:

max min min z )
Pk, ®F j:1,2,---,J €aq, €6y, €qk> eﬂ;c
subject to
®" -0, PF>0, PF4trace(®*) < py,
|€a0‘ < €aps |€50]| < €Boj >
learll < €ars el < egr,
rénn (No + P (Vi +ey,) (i +ey,)") >
Vi
. Hllél . (N() + Pék(ao + 6%)(@0 + eao)* +
agr €k
(6" + eqr) 1B (E" +eqn)), Vit 1,2, I,

|6’Yi‘ < €y - (10)



The inner most minimization in (9), namely,

min z (11)
60‘07 650]., Eak’ E'[_j?
subject to
leao| < €ap, |eﬁ0j‘ < €y
leall < carr llegell < cgr.
min (No + P§ (3 + e3,) (3i + €4,)") =
Yi
_min (No + PF(@0 + €ao) (G0 + €ap)* +
agsr Eqk
(@" + eqr)t @ (@" + enr)), Vi:1,2,--- kK,
|e’Yi| S €y - (12)
can be written in the following maximization form:
t
max - (13)
e k> eﬁ?, tT, tz,rj T‘j
subject to
Vear st |leqr] < eqr
— th < No+ Pra+ (@" + eqr) @ (@" + eqn),
Vear st |leqr] < eqr
— th> No+ Pra+ (@" + eqr) @ (@" + enn),
th >0, No+ PFoF>th Vi:1,2,--- k,
.t .|| < €gr
Veﬁ? S.t ||eﬁ5|| < €ﬁ§
~k &k
= 1} = No+ Pibj + (B +egr) @ (8; +egr). (14)
where
a = min (o + €q, ) (o + €q,)” subject to |eq,| < €qy, (15)
€ag
bj = Igzax (ﬁOj + eﬁw‘)(ﬁoj + eﬁog‘)* (16)
50,
subject to |eﬁ0j| < €Bo; 1 (I7)

and Vi:1,2,---  k,

*

vf =min (5; + e,,)(Fi + e4,)", subject to |e,| < €. (18)

Vi

Using Lagrangian, the values of a, b; and v¥ are obtained by
solving the following SDP optimization problems [25]:

a= rilax v (19)
. 14+ A o
subject to A > 0, [ a5 a5d0 — A, — v } =0, (20)
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and

b; = frg\laz( v (21)

. -1+ A 730]‘

> A ~ -
subject to A > 0, Bl —BeBos - Ak, —v } =0, (22)
and
of =max v, Vi:1,2,k  (23)
. 14+ A i

subject to A > 0, [ 2 s ke } ~0. (24)

Using S-procedure, the constraints in the optimization prob-
lem in (13), i.e., constraints (14), are transformed to equiva-
lent LMIs (Linear Matrix Inequalities) [25]:
Vegr St lleqr|| < eqr =
th < No+ Pra+ (@" + epr)®*(@" + egr) =
N0, Ab2

(kaak

oF AR
akterak + No + PFa —tf —Aje?,

skt ok

=0, (25)

Vear st fleqr] < eqr =

tk> N, Pk ~k tak/ Ak
5> No+Pla+ (& +eqr) @ (@ + eqr) <
N0, A5 2

T~
—etal >0, (26)

—@F 4 A\ET
—akterak — No — Pra+t5 —2be?, | =

—aktok
Ve[;;c S.t. ||eﬁ;cH S eﬁf —

~k ok
ry = No+ PP+ (B; + egr) @ (B; + ege) <
Wi=o, Bj S

AR §

P
_ﬁj ok

_oktgk
a
~k ~k
~B} @B} — No — Prb; + 1 — pbe2,
J

=0, @27)

Vi:1,2,---,k, No+ PFoF >tk 8 >0. (28)

Using (25), (26), (27) and (28) the maximization problem in
(13) can be written as:

t
max = 29)
¢, e,k Xk, O, kT
subject to
th>0, A>0 N>0, p>0
No+ PFoF >tk wvi:1,2,--- kK,
Ab -0, Ab=0, B, (30)

Using the above, the original optimization problem can be
written as:

~

k
ey

; (31

max  min max
Pk, ®F j:1,2,--,J t’f,t’;,rf,)\’f,)\g,uf r



subject to

®" -0, PF>0, PF+trace(®)< P,
>0, M>0 N=>0 pf>0,
Vi:1,2,---,k, No+ PFoF >tk

Af =0, Ab=0, Bj-o0. (32

Further, using the fact that (max min) < (min max), the
results of the above optimization problem is lower bounded
by the results of the following optimization problem:

k

i (33)

max max min
k) b
T'j

PE, ®F thth ok AR AR b 12, T
which can be rewritten in an equivalent form as:

max s*, (34)
Pk &k th th ok \K B E | G120, sk

subject to
®" -0, PF>0, PF+trace(®®) <Py,
th>0, Ar>0, M>o,
Vi:1,2,---,k, No+ Pkl >tk
Af =0, Af =0,
Viil,2, J, 7 >sMrh b >0, BY =00 (35)

For a given s*, the above optimization problem is formulated
as the following semi-definite feasibility problem:

find PF,®" f 5 ok NN pb G2, T 36)

subject to the constraints in (34). The maximum value of s*
can be obtained using bisection method as follows. Let s¥,
lie in the interval [sf, sF ]. Check the feasibility of (36) at
sk = (sl + sk ) /2. If feasible, then s§ = s, else sf = s*.
Repeat this until sfl = sfu or the desired accuracy is achieved.
Secrecy rate for the k selected relays is then given by

1
ck = 3 log, s* (37)

max)
and the maximum secrecy rate is

crer = max ck. (38)
all relay combinations

Maximization in (38) is performed over all 2 possible relay
combinations.

4. SIMULATION RESULTS

We evaluated the secrecy rates for different system scenarios
through simulations [26], [27]. The results are generated for
M =2,J =1,2,3, and Ny = 1. We take the norm of the
CSI error vectors on all links to be equal, and we denote it
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Fig. 2. Secrecy rate versus total transmit power.

by €. We evaluate the secrecy rates for different number of
eavesdroppers with perfect as well as imperfect CSI.

In Fig. 2(a), we plot the secrecy rate as a function of total
transmit power, Py, for the case when the source to destina-
tion channel is stronger than source to eavesdroppers chan-
nels, and the relays to destination channels are stronger than
relays to eavesdroppers channels. The following system pa-
rameters are used: o,, = o0,, = 4.0, 0o, = 2.0, 0o, =
Oa, = 4.0, 03,, = 0.5, 03,, = 1.0, 03,, = 1.5, 03,, =
0By = 1.0, OBy = OBy = 2.0, O0By3 = O0Bys = 3.0, and
e = 0.1. Tt is seen that imperfect CSI degrades secrecy rates
compared to those with perfect CSI, and that increased num-
ber of eavesdroppers results in reduced secrecy rates.

Next, in Fig. 2(b), we present the secrecy rate for the
case when the source to destination channel is weaker than
the source to eavesdroppers channels and the relays to des-
tination channels are weaker than the relays to eavesdrop-
pers channels. The following parameters are used in Fig.
2(b): 0y, = 0y, = 5.0, 00, = 0.5, 00, = 04, = 5.0,
0By, = 1.0, 0By = 1.5, O0Bgs = 2.0, 0By, = 08y = 5.5,
0B, = 08y, = 6.0, 08,, = 0g,, = 6.5, and ¢ = 0.1. We
observe similar behaviour as in Fig. 2(a).

In Fig. 3(a), we show the effect of having direct links from
source to eavesdroppers and not having a direct link from
source to destination, when the relays to destination chan-
nels are stronger than the relays to eavesdroppers channels.
Oy, = 0y, =4.0,04, = 0.0, 04, = 00, = 4.0,05,, = 0.5,
08y, = 1.0, 08,3 = 1.5, 08,, = 0,, = 1.0, 08,, = 0,, =
2.0, 08,; = 08,5 = 3.0, and € = 0.1. In Fig. 3(b), we show
the effect of not having a direct link from source to any eaves-
dropper and having direct links from source to destination,
when the relays to destination channel is stronger than the re-
lays to eavesdroppers channels. o.,, = 0,, = 4.0, 0o, =
2.0,04, = 04, = 4.0, 0g,, = 0.0, 03y, = 0.0, 05y, =
0.0, 0g,, = 0p,, = 1.0, 0, = 0p,, = 2.0, 0, = 0py, =
3.0 and ¢ = 0.1. From Figs. 3(a) and (b), we see that the
availability of direct links to eavesdroppers can significantly



degrade the secrecy rate.

In Fig. 4, we plot the secrecy rate as a function of CSI er-
ror (e) with Py = 6 dB and remaining system parameters are
same as in Fig. 2(a). It is seen that secrecy rate degrades with
increase in CSI error (¢) and the number of eavesdroppers.
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Fig. 3. Secrecy rate versus total transmit power.
5. CONCLUSIONS

We evaluated secrecy rates in decode-and-forward coopera-
tive relay beamforming in the presence of imperfect CSI (us-
ing a norm-bounded CSI error model) and multiple eaves-
droppers, where the number of eavesdroppers can be more
than the number of relays. We solved the optimization prob-
lem for all possible relay combinations to find the secrecy rate
and optimum source and relay weights subject to a total power
constraint. We relaxed the rank-1 constraint on the complex
semi-definite relay weight matrix and used S-procedure to
reformulate the optimization problem that was solved using
convex semi-definite programming.
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