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ABSTRACT

Commodity mobile devices have been utilized as sensor noades
a variety of domains, including citizen journalism, mobdecial
services, and domestic eldercare. In each of these donuites,
integrity and device-owners’ privacy are first-class consge but
current approaches to secure sensing fail to balance thege p
erties. External signing infrastructure cannot attesthto talues
generated by a device's sensing hardware, while trustesirgen
hardware does not allow users to securely reduce the fidafity
readings in order to preserve their privacy. In this paperewe
amine the challenges posed by the potentially conflictirggof
data integrity and user privacy and propose a trustworthiil@o
sensing platform which leverages inexpensive commoditsted
Platform Module (TPM) hardware.

Categories and Subject Descriptors
D.4.6 [Security and Protection]: Security kernels

General Terms
Security

Keywords

Location privacy, mobile computing, participatory semsitrusted
platform module

1. INTRODUCTION

Many projects have proposed using consumer devices eglippe
with commodity sensors as a platform for highly-scalabtay-|
cost sensing. Domestic eldercare [7], citizen journalidin traf-
fic monitoring [20], price-dispersion monitoring [13], mitéso-
cial services [18, 23], and environmental monitoring [26g aist
a few contexts in which useful sensing can be performed by-ine
pensive consumer devices. Ensuring the privacy of paditipin
these services is a first-order concern. Data collected froman-
operated devices should not inadvertently reveal any ferivdor-
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mation about the contributors. Unfortunately, consumeio@s are
not trustworthy which prevents many services that would benefit
from anonymous, user-generated content from fully utilizit.

Many services currently rely on non-technical economic land
gal frameworks to establish trust in images, video, andrdtrens
of sensed data. For example, the New York Times requires free
lance photographers to work under a contract stipulatiag gbb-
mitted images be consistent with the paper’s “Guidelinedren
tegrity” [2, 4]. These guidelines specify how photographd an-
ages can be altered, and a photographer is held accountable f
adhering to the guidelines through their contract with tapqy.
However, relying on legal contracts to enforce image intgds
not scalable, and limits the paper’s ability to cover fastving and
dangerous stories such as the recently contested eletitnas.

Events in Iran during the summer of 2009 were covered by a rel-
atively small number of professional photographers dubealiffi-
culty of entering the country and risk of violence againstialists
by the government. At the same time, the large protests inafieh
and elsewhere were widely documented by thousands of anony-
mous sources with commodity mobile camera phones and video
recorders. Anonymity was crucial for documenting thesentsje
according to Reporters without Borders, 19 Iranian joustshave
been imprisoned since the June 12th election [3]. If the NewkY
Times and other news organizations could use a technicalefra
work to establish trust in freelance photographs and videloer
than relying on the legal system, they could take advantatieese
large pools of user-generated content without compromitieir
integrity requirements.

Several recent projects have sought to address these isgues
strengthening the integrity guarantees of user-generetatent.
One approach isto rely on trusted, co-located infrastreduserve
as a witness to the time and location of a device or data it&mn [2
27]. Unfortunately, relying on external location witnesgelimited
to areas where infrastructure has already been deployeathefu
more, simply verifying the location of a device or a subnuittiata
item gives no assurance as to how it has been altered or manipu
lated; devices can easily submit “pre-manipulated” sedsta to
the infrastructure for signing.

Alternatively, a consumer device could be paired with &dst
hardware sensing peripherals, which sign their raw readib§].
This allows a remote entity to verify that a reading was getest
by a trusted peripheral using the peripheral’s public kegm®in-
ing signed readings from multiple peripherals, such as a&caesnd
GPS radio, would allow a service provider to verify the autiwty
of both a reading and the context in which it was taken. Unfort
nately, while this approach satisfies the needs of servinégers,
itis impractical for consumer devices. First, for many ldrd sen-



sor data, uploading raw readings is too expensive, paatigufor

a mobile device. For example, sound and video must be updoade
in highly compressed formats to save energy. Second, even wh
transmitting raw readings is feasible, users may revealmaoh
private information by doing so. For example, users may wish
reduce the precision of their signed GPS readings to presbeir
location privacy.

As a result, building a trustworthy mobile-sensing platiorith
consumer devices that satisfies the the privacy requirenoéosers
and the integrity requirements of service providers is russgble
with existing solutions. Our insight is that, for many applions,
mobile-sensing platforms can become more trustworthy byal-1
lowing services to verify that submitted data was generatead
mobile device capturing data directly from hardware sexsand
2) allowing the platform to apply a sequence of trusted fiansa-
tions to raw readings in software before passing resultstnace.

Establishing trust in code running on an otherwise untdigtat-
form can be enabled by Trusted Platform Module (TPM) hard-
ware [6] included in nearly all commodity PCs on the markdtio
Recently, specifications for Mobile Trusted Module (MTMhieh
provides the essential functionality of TPM for mobile pbegriat-
forms, have been released [5]. We expect that consumeredevic
will ship with MTM hardware in the near future.

Our position is that trustworthy mobile sensing can reseixe
isting tensions between privacy and data authenticity, Gardbe
realized through on-device TPM technology. In this paper.ex-
amine several representative sensing applications théd benefit
from stronger authenticity guarantees, describe how TPiVbea
leveraged to enable trusted sensing, outline propertagsstich a
system should provide, propose a possible system aralviéeeind
explore tradeoffs associated with various design dedsion

2. APPLICATION SCENARIOS

In this section we briefly explain how trustworthy consumer d
vices would improve service quality in three mobile-segsito-
mains: citizen science and journalism, mobile social sesiand
health monitoring.

2.1 Citizen science and journalism

Numerous projects have proposed augmenting conventiaoal m
itoring of political, scientific, and economic phenomenahwiser-
generated content from consumer devices [1, 11, 13, 25| 2&jt-
generated content from consumer devices offers a low-catst d
source for monitoring large-scale phenomena such as glhadrah-
ing and dangerous events such as contested election résuolts-
tunately, existing bases for trust simply cannot scale ¢éséhvast
new data pools.

Trust in journalism and the sciences is based on economic, le
gal, and social frameworks that assign reputations to ibors
and provide individuals with strong incentives to adheravedl-
defined integrity standards. Contributors of user-geedrabntent
are difficult to fit within these existing frameworks becatlsar in-
dividual trustworthiness is difficult to evaluate: contemay come
from users with no established reputation, users who wistrt@in
anonymous due to privacy concerns, or users whose remsatie
based on systems that are prone to Sybil-style gaming [14].

A trusted platform for mobile sensing would alleviate thisip-
lem by decoupling the reputations of individual contrilmgtérom
the integrity of the data they produce. Such a platform walilav
users to present attestations that their sensed data wentatthe
first time they contribute and without forcing them to revaaly
sensitive information about themselves. Of course, agisdlse in
all existing frameworks, motivated adversaries will alwéde able

to undermine trust by forging sensor data through “analdgicks
on the sensors themselves (e.g., staging a photograph tomgput
a temperature sensor in a refrigerator), but we believettieste
kinds of attacks will be uncommon. Rather, our proposedqotiai

is intended to give consumers of user-generated contesmgsr
integrity guarantees than any framework currently suggport

2.2 Mobilesocial services

Mobile social services also stand to benefit from more trastw
thy data. In a mobile social service, users forward theiation
information to a service provider, which coordinates iat#ions
among participants based on the locations it receives. lizaca
tion is usually performed by the device using its GPS, Wifi, or
GSM radios. Live, remote query systems such as Micro-Bl&j [1
could leverage trustworthy localization to inform usersewttheir
location-based query is answered by someone who can prate th
they are present in the area of interest. Similarly, ganented
services such as Foursquare [17], in which users earn pdints
tles, and prizes by “checking in” from certain locationsyicbuse
signed location information to prevent cheating.

2.3 Domestic healthcare

Finally, mobile devices have been proposed in numerous some
tic healthcare scenarios [7, 8, 9]. For example, a homeebeae
model has been proposed as an alternative to traditionelacar
rehabilitation programs that have been underutilized duaade-
quate service provisioning, high cost, and long-term cotmeint
required by patients [9]. The home-based cardiac rehatidit
program collects a patient’s health status via sensors tororg
physiological signals (e.g., ambulatory ECG monitors) andy
movements (e.g., accelerometers) and provides perseddéed-
back remotely as to an appropriate exercise level and thefuse
preventive medications. A patient’s mobile phone can sasvan
ideal platform to process various sensor data for contislyauon-
itoring the cardiac condition and for regularly uploadihg sensor
data for a clinician’s review. With the increasing compgtpower
and always-on connectivity, commodity mobile phones cdgd
easily adopted for such a home-based healthcare prograsifui
ther reducing the cost.

However, as with the previous examples, the lack of trustwor
mobile platforms could impede these potentially high-eadomes-
tic healthcare services. First, stronger assurance ofienpatpri-
vacy is required since unlike in-clinic treatment, a patgsensor
data is continuously collected in his daily life. For instanwith-
out clear benefits, a patient may not be willing to share hiation
data with a clinician while participating in the rehabititan pro-
gram and would not enroll in the program without these pgivac
guarantees. Second, data-authenticity guarantees arneeckdor
these services to be accountable and audited. For instande;
surance company needs to verify that the claimed servicegveas
vided and that data was properly collected and processeditiAgl
could be simplified if a patient's mobile phone generatedhesib
event logs that could be compared against later claims.

3. RELATED WORK

Several different approaches have been proposed for wegify
the integrity of sensor data collected by mobile devicesa Biual.
propose a system which allows a mobile device to attest tinthe
tegrity of sensor readings using a trusted hardware sepsingh-
eral [15]. Each mobile device is paired with a peripherattairing
sensors and a TPM chip used to attest to the integrity of tfte so
ware running on the peripheral and to sign sensor readings T
allows the TCB to remain free of any code running on the mobile



device itself. However, the use of specialized hardware beag
barrier to widespread deployment, and the system only allaw
device to attest to the integrity of raw data captured fronmsees.

Other approaches address the problem of verifying the gebgr
ical location of a participating mobile device. The assticiabe-
tween a sensor reading and the location at which it was d¢etlec
is essential in sensing applications. In [22] and [27], 8taenped
location certificates signed by wireless infrastructuesiasued to
co-located mobile devices. A user can collect certificateslater
provide them to a remote party as verifiable proof of her ioceat
a specific time. However, the applicability of these infrasture-
based approaches for mobile sensing is limited as coopgrait
frastructure may not be present in remote or hostile enwikts
of particular interest to some applications.

The technique of verifying input from hardware devices Has a
been applied to the problem of detecting human activity—eifipe
cally, detecting whether email messages generated by atjzdiye
compromised client machine were produced by a bot or by & legi
imate user. Not-a-bot [19] runs trusted code on the clienthime
which captures keyboard and mouse input and provides atitast
for outgoing messages only when recent keyboard or mousg inp
is detected. The heuristic of proximity in time between horaae-
tivity and message transmission was chosen because ithtobe
difficult to determine whether the message contents werdusex
by a given sequence of keyboard and mouse activity. In cemtra
in the domain of mobile sensing, data is often generatechzatio
cally by the sensing application through a sequence of dewiads
and transformations such as compression or feature ewtmadh
this case, it is feasible to verify that a data item was preduay a
series of trusted operations.

Flicker [24] uses the late launch capability supported lmene
commodity processors to allow an application-specificblafdrusted
code to be executed at runtime on a client machine runningian u
trusted software platform. Flicker can generate a verdiatites-
tation of the integrity of the code as well as its inputs antpots.
While Flicker is lightweight and adds only a few hundred $irc#
code to the TCB, it is not designed for complex operations &k-
tracting data from hardware devices, which spans many sayker
the software stack, including kernel-level driver code.

Finally, Nexus [29] is a TPM-based operating system that re-
moves device drivers from the trusted computing base bygusin
trusted reference monitors to enforce driver-safety $igations.
The Nexus device driver architecture is relevant to trustetile
sensing platforms because it provides a framework for eirfgr
safe behavior by the driver code that interacts with physieasing
devices. Itis not clear if the Nexus safety-specificatiorglaage is
expressive enough to build a trusted path from the raw seaadr
ings generated by hardware to user-friendly images andagspt
but enforcing safety properties of untrusted driver codleerathan
including it in the trusted computing base is an appealing@gch.

4. CHALLENGES

The problem of building trustworthy services on mobile segs
is different from many traditional trusted computing sagrsin
that it requires providing assurances to multiple stakadrsl whose
interests may at times conflict. Service providers wish to ga-
surance that contributed data is authentic, or extracted fensor
hardware and manipulated only by trusted software. Ppdiirig
device owners must be assured that a sensing applicatieases
only expected, acceptable data, and that it does not pos@-an u
necessary privacy risk. In fact, as previously mentionechay be
important for content contributors to remain totally anamus in
some cases.

These requirements present a unique tension and pose Isevera
new challenges for trustworthy mobile computing. We catizgo
the major challenges as those related to achieving two gdals
enabling a service provider to trust content generated fiware
running on a mobile device, and 2) defining and ensuring pyiva
properties for participating device owners.

4.1 Local data processing

Enabling a service provider to trust that a reported seresmt-r
ing was indeed captured by a sensor attached to a mobileedisvic
a key feature of trustworthy mobile sensing. A previous apph,
attractive in its simplicity, is to employ a piece of trusteatdware
or low-level software to sign raw data captured from haravesm-
sors [15, 19]. However, data reported by a mobile devicetsnof
several steps removed from raw sensor data: it may be cosgates
or processed to extract high-level features or preservagyi Data
compression or feature extraction may be necessary due togh
costs of wireless communication for energy-constraineditaade-
vices; for example, transmitting uncompressed image @ovithta
will certainly result in excessive drain on the battery.

Sensor data may also be processed locally to preserve the pri
vacy of the device owner. For example, a user may wish to tepor
that she is located in the city Durham or the state of NC ratear
revealing her precise location by reporting GPS coordimatehe
results of a Wifi scan. In this case, location data capturemh gen-
sors is transformed by applying a fidelity reduction locdlgfore
submitting it to the service.

In general, content may need to be processed locally by a num-

ber of applications or libraries before being sent to a remnsetvice
provider. As a result, in order to verify the authenticitytbé data,
a service must not only gain assurance that the originaltinvas
captured directly from hardware sensors, but also estabilist in
the applications which processed the data. Ideally, thisiishbe
enabled without excessively increasing the size of the TGigse
requirements are unique to building a trusted mobile sgngiat-
form and necessitate a novel system design.

4.2 Deviceowner privacy

Mobile phones store a wealth of personally identifying infia-
tion such as phone numbers and IMEI numbers. Furthermore, de
vices are increasingly likely to be equipped with localizattech-
nologies such as GPS and Wifi which are capable of determining
the geographical location of the device with high precisiGonse-
quently, an application which has access to privacy-seasitata
or certain hardware sensors could compromise the anonyanity
location privacy of the device owner.

This issue illustrates a fundamental tension which arisesnw
trying to build a trustworthy mobile platform: there exisuhi-
ple stakeholders, with potentially conflicting interestio wish
to gain assurances about aspects of the software platforning
on the mobile device. This includes the mobile device owser;
vices which want to establish trust in application code mgron
the device, and potentially even network carriers. We fanughe
conflict which exists between the need of a sensing appicat
ensure data integrity and the desire of the device ownerttdigo
close her location or identity.

Providing participating device owners with meaningfulvagy
assurances presents a challenge. We believe that the sapple
proach of requiring device owners to place unconditionasttin
application code provided by service providers is insifiti Eco-
nomic and social incentives may exist for a service proviger
collect additional user data beyond the stated purposeeofehn
vice. Furthermore, service providers who are not partitytzon-



cerned with user privacy may compromise user privacy thioug
negligence. As a result, we would like to protect againstgmy
threats posed by both malicious service providers as welhas
tentional disclosures perpetrated by poorly designedieatjmns.
The system should provide privacy assurances to devicerewne
beyond unsubstantiated claims offered by service prosider

On the other hand, attempting to provide strong privacy -guar
antees about software running on the mobile device mayytecl
applications which are useful and appropriate. For exantadi-
tional information flow techniques can provide strong gusees;
however, if paired with overly strict policies, they couldpose re-
strictions on disclosure which prevent legitimate appiarzs. In-
stead, we want to allow potentially privacy-sensitive semata to
be released in a way that is acceptable to the device ownerk&th
challenge is to enable rich applications while assuringdindce
owner that a sensing application exposes “no more than eoteg
and needed.” In some cases, contributors may wish to reroain t
tally anonymous; in other cases it may be sufficient to notaev
precise location data. We must provide privacy assurantgshw
are compatible with both application needs and user exjiecsa

5. TRUSTED PLATFORM APPROACH

As discussed in the previous section, trustworthy mobihesisey
services face the challenge of providing assurances todewtlice
providers and device owners. Enabling a service providérst
that contributed sensor data is authentic requires progiderifi-
able proof that the data was generated by trusted softwareing
in isolation on a mobile device. Trusted Platform Module KT)P
hardware, commonly provided in commodity PCs, can be lever-

aged to help provide this assurance. To address the prollem o

protecting the privacy of data contributors, we considehtéques
such as requiring explicit authorization for applicatidosaccess
local resources and formulating and enforcing access @opti-
cies.

This section outlines our proposed approach for buildingistt
worthy mobile sensing platform. It provides background ba t
mechanisms provided by TPM which can be applied to allow a
service provider to establish trust in data-processintwsoé run-
ning on a mobile device. Discussions follow about how theiser
provider's TCB could be structured as well as how to geneate
testations. Finally, we consider potential approachegifotecting
the privacy interests of contributing device owners.

5.1 TPM background

A TPM [6] is a relatively inexpensive hardware componentduse
to facilitate building trusted software systems. Our psgEbsys-
tem leverages the TPM functionality aftestingto the integrity of
software running on a device to a remetifier. A TPM can be
used to enable trusted boot, where each piece of code loeated f
boot-time is measured via SHA-1 cryptographic hash befome-
ing. Each measurement is recorded into a Platform Confiigarat
Register (PCR) using the TPkktendoperation: the value of the
PCR is updated with the hash of the current value of the PCR con
catenated with the measurement. Static PCRs can only bdietbdi
through the extend operation or reset via a reboot.

The TPM can attest to the software platform running on the ma-
chine by providing a signeduoteof its PCR(s) in response to a

Sensing service

Verifier

D Trusted by service provider

Figure 1: Hypervisor-based system architecture

Trusted by service provider and
device owner

Our proposed system utilizes another operation provided by
TPM, sealed storagewhich can encrypt data and bind it to a spe-
cific software state. The TPM will decrypt sealed data onlyewh
the proper software state can be verified through one or nore P
values. Sealed storage can be used to protect private kdgh wh
should only be accessed by specific trusted software.

Specifications have been released for Mobile Trusted Module
(MTM) [5], which provides the essential functionality of WPbut
is aimed at mobile platforms rather than PCs.

5.2 Structuring the service provider’'s TCB

A fundamental question in designing any trusted platforthas
of how to structure the TCB. In general, system designergaceb
the principle that a system can be made more secure by reducin
the size of the TCB as much as possible to include only sgeurit
critical code. In our case, the service provider's TCB moshide
at a minimum any code which has the opportunity to modify sens
data on the mobile device at any point from when it is exticte
from hardware until it is signed by trusted local code betoeeng
submitted to a remote verifier. Therefore, sensor deviceedyi
as well as any running applications or libraries which are &b
modify the data must be included.

Because device drivers and applications necessarily regnd
invoke OS code, our assurance requirements imply that the OS
upon which the drivers and applications run must be included

challenge from a remote verifier. The TPM can generate quotesthe TCB as well. Despite being designed for resource-cainstd

anonymously by signing them with a private Attestation Lifgn
Key (AIK); the public component can be verified using a cerdife
issued by a trusted third-party certificate authority. Tdreote ver-
ifier can validate the software stack by comparing the PCRegl
provided in the quote to the expected values.

devices, current commodity mobile OSes are comparablerm co
plexity to those designed for traditional PCs and could adiioms

of lines of code to the TCB, posing a serious threat to thegnitie

of the system. To make matters worse, commodity mobile OSes
typically do not ensure strong isolation among applicatjqroten-



tially requiring all applications running on the mobile é=to be
added to the service provider’s TCB as well. It is clear thaths
a design would result in a system which is neither practical n
trustworthy.

Our approach to limiting the size of the TCB, depicted in Fig-
ure 1, is similar to that employed by the Not-a-bot systeni,[19
which avoids including the user’'s OS and applications inTt®
by instead attesting to the trusted boot of a secure, miniyyaér-
visor. Secure mobile hypervisors enforce strong isolatiotong
multiple virtual machines, or domains, each capable of inga
full commodity mobile OS [12]. The use of a secure hypervisor
could allow trusted driver, application, and library coda inside
a special domain, running a minimal trusted OS with privéieég
access to hardware. The device owner’s untrusted OS and appl
cations could run in a separate guest domain, with the higmrv
enforcing strong isolation among domains. This designliesu
a TCB for the service provider which contains only the minima
hypervisor and trusted OS in addition to critical driverpbgation,
and library code used by the mobile sensing service. In {3,
approach is demonstrated using a stripped-down versidreofén
hypervisor and mini-OS on a PC. Similar virtualization fdatns
are emerging for mobile architectures [10].

5.3 Generating attestations

To provide assurance to a sensing service provider thatrdata
ceived from a mobile device is authentic, the mobile platfonust
present verifiable proof of two properties: 1) that the melie-
vice correctly loaded the trusted software platform fromth@e.,
hypervisor, trusted OS and drivers, sensing applicatjcas)l 2)
that the data item in question was generated by the trustesiige
application.

any third party sensing applications from the trusted cdrthe
user’s system. In addition, we argue that two importantfqtet
features are required for protecting device owner privaigt, the
system must prevent sensing applications from accessoadg le-
sources without explicit authorization. The authorizatfirocess
could happen during the install as employed by Android pkone
or at the start of an application as on iPhones. The conttode
sources should include hardware, sensors, user data, ateirsy
configuration information.

Second, the platform must provide a mechanism to monitottvene
sensing applications inadvertently or maliciously reégasvate in-
formation and block such attempts. For instance, whilesusery
allow a price-comparison application to access cameradiochde
processing, they would loathe to see raw photos that mayiront
personal images transmitted to the application’s servee b&t
lieve that the proposed architecture will greatly simpbfych en-
forcement as untrusted sensing applications run in iswlatiside
the trusted OS. Mandatory access control (MAC) operatirg sy
tems [31, 16] can provide information-flow control mechamso
block information leaks. If these are not an option, the hype
sor can be instrumented to support dynamic information-ew
curity [28, 30] for personal data protection.

Besides standard systems challenges associated witmmapte
ing these techniques on a mobile platform, implementingtivith-
out compromising the privacy needs of service providerepas
additional challenge. For example, while the dynamic imfation-
flow tracking technique has proved effective for providingefi
grained control of sensitive data, the same technique carsbe
for reverse engineering of service provider’s potentipiyprietary
code. Moreover, the aforementioned attestations wouldsuesd-
fected if the trusted OS invokes a privacy checker irrespecit a

To meet these requirements, each data item submitted by a mo-Sensing application’s desire.

bile device must be accompanied by an attestation congisfin
four components: a log of all software loaded into the TCRsin

booting, a TPM quote over the PCR used to store measurentents o

loaded software, a cryptographic hash over the contenteeaddta
item, and a digital signature over the first three items. Tiyeedure
is computed by the sensing application using the privatedia
key pair associated with the local application, generatedssall-
time. The private key can be protected from untrusted soéwa
running on the device using the TPM sealed storage feature.
The provider runs a remote verifier on its own servers which ca
verify the integrity of the software log by repeating the qarta-
tion that generated by final PCR value and comparing re<ats,
can verify the value of the data hash using the public keychatel
with the specific sensing application installation. If tbg hnd hash
are valid, the provider can then evaluate the authentiéitjeodata
item based on the list of software loaded into the TCB. A publi
database of certificates validating the integrity of welbkn soft-
ware, issued by a trusted authority, could serve as a refetteraid
this evaluation.

5.4 Protecting device owner privacy

Privacy issues always accompany mobile sensing servioes si
mobile device uses are tightly integrated with the devicaens
everyday life. For example, even seemingly innocuous dath s
as Wifi scan results can be used to track the movement of aedevic
owner if released with a unique identifier such as a MAC addres
or IMEI. Although the possibility of such an incident may fwsv|
potential privacy risks could be a barrier to wide adoptiémeo-
bile sensing services, especially if the service reliesigh-fidelity
sensing data such as audio [21].

As Figure 1 shows, our system design fundamentally separate

6. CONCLUSION

In this paper, we have argued that mobile sensing applitatio
which rely on participants with commodity devices to cdntite
data could benefit from stronger data authenticity and pyias-
surances. Service providers would like to verify that ciatied
data was extracted directly from hardware sensors and miateol
only through trusted software operations. Device ownerstrba
assured that their privacy is not unnecessarily compraii§rie
to this tension between the interests of service providedgavice
owners, building services which provide both of these pribgpe
presents a challenge.

We proposed building a trustworthy sensing platform for eom
modity mobile devices using TPM hardware and techniqueh suc
as access control policies and explicit user authorizatibopro-
tect the privacy of participants. We believe that such afgiat
would increase the value of mobile sensing services for beth
vice providers and participating device owners throughroued
data authenticity and privacy assurances.
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