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ABSTRACT

Mobile nodes that are connected in a self-organized way without an underlying hierarchical infrastructure form
mobile ad hoc network (MANET)[7]. The MANET is called a vehicular ad hoc network (VANET) in the special
case where the mobile nodes are embedded in vehicles. VANET communications, employing a combination of
Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V21) [4,6] wireless communication are expected to
integrate the driving experience into a ubiquitous and pervasive network that will enable novel traffic
monitoring and incident detection paradigms[4]. Exchanged messages can take part in road safety applications
therefore, it is fundamental to take security into account when designing protocols and mechanisms for
VANETs. In particular, security requirements include authentication, data consistency and integrity,
availability, non-repudiation and privacy [26]. Among these requirements, privacy is key to the VANET,
because a lack of privacy could rise concern about the adoption of this new technology, delaying its widespread
diffusion. A review about various implementation techniques to achieve privacy has been done.
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I. INTRODUCTION

Recently, Vehicular ad hoc network (VANET) [1] can offer various services and benefits to VANET
users and thus deserves deployment effort. In recent years, the number of motorists has been
increasing drastically due to rapid urbanization. The number of automobiles has been increased on the
road in the past few years. Due to high density of vehicles, the potential threats and road accident is
increasing. Wireless technology is aiming to equip technology in vehicles to reduce these factors by
sending messages to each other. Critical traffic problems such as accidents and traffic congestion
require the development of new transportation systems [2]. Intelligent Transportation Systems (ITS)
[3, 4] are aimed at addressing critical issues like passenger safety and traffic congestion, by
integrating information and communication technologies into transportation infrastructure and
vehicles. They are built on top of self-organizing networks, known as a Vehicular Ad hoc Networks
(VANET), Vehicular communication systems facilitate communication devices for exchange of
information among vehicles and between vehicles and roadside equipment. Working in tandem with
the fielded Intelligent Transportation Systems (ITS) infrastructure, VANET is expected to enhance the
awareness of the traveling public by aggregating, propagating and disseminating up - to - the minute
information about existing or impending traffic-related events. The nodes of a VANET [1,8] are
commonly divided in two categories: On-Board Units (OBU), that are radio devices installed on
vehicles, and Road Side Units (RSU)[18], that constitute the network infrastructure. RSUs are placed
along the roadside and are controlled by a network operator [2]. VANETS are expected to allow for
transmission of information between vehicles or between vehicles and the roadside units (RSUs) [17]
and, thus, to enhance the safety of both vehicle drivers and passengers [1]. Even though vehicles are
organized mostly in an ad hoc manner in the network topology, directly applying the existing
communication approaches designed for traditional mobile ad hoc networks to large -scale VANETS
with fast-moving vehicles can be ineffective and inefficient. To achieve success in a vehicular
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environment, VANET-specific communication solutions are imperative. Via inter - vehicle
communications, drivers can be informed of crucial traffic information such as treacherous road
conditions and accident sites by communicating with each other and/or with the roadside
infrastructure. With better knowledge of traffic conditions, it is plausible that the problem of accidents
can be alleviated. Traffic monitoring and management can also be facilitated by vehicular
communications. Value added services can enhance drivers’ traveling experience by providing
convenient Internet access, navigation, toll payment services, etc. [21], [23], [24], [25]. The attractive
features of VANETS inevitably incur higher risks if such networks do not take security into account
prior to deployment. Some of the popular architectures of VANETs (Vehicular Ad hoc NETworks)
are WAVE by IEEE, CALIM by ISO, C2CNet by C2C consortium / GeoNet. The safety related
application protocols in VANETSs are WSMP by WAVE, CALM FAST by ISO and C2CNet by C2C
consortium.

Il. TECHNICAL DETAILS OF VANET PROTOCK STACK

This section discusses the VANETSs protocol stack in detail. The discussion focuses on Network,
MAC and PHY layers for WAVE .The approved frequency band is 5.9 GHz (in Europe 5 GHz). It
was initially approved by U.S Federal Communications Commission (FCC) under Dynamic Short
Range Communication (DSRC) concept. The spectrum is divided into six service channels (SCH) and
one control channel (CCH) with equal bandwidth of 10 MHz each. For emergency messages
(originated by safety related applications) and control messages, CCH is used. SCH is used for other
applications’ packets. The entire spectrum is divided into time slots of 50 ms. If the CCH channel is
active, all nodes are bound to stop their communication during CCH time frame to receive and
transmit emergency messages on CCH channel.

IEEE introduced a complete protocol stack of 1609 protocol family and named it as WAVE (Wireless
Access in Vehicular Environment). There are six sub-standards under 1609 family named as IEEE
1609.1,2,3,4,5,6. Each one handles different issues at different layers.

Fig. 1 provides an insight into the six sub-standards and their relationship with respect to the tasks at
the various OSI layers [50]
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The types of applications are divided into two main categories as defined by IEEE 802.11p [51]

i. Safety

ii. Infotainment.

IEEE 1609.1 details the management activities required for the proper operation of the applications.
1609.2 describes the considerations to be taken into account for communication security. For
Transport and Network Layer handling of traffic safety related applications, 1609.3 provides a
dedicated single protocol, named as WSMP (Wave Short Messages Protocol). 1609.4 defines the
coordination between the multiple channels of the spectrum. 1609.5 deals with Layer Management
while 1609.6 offers an additional middle layer between transport and application layer, for handling
of additional facilities at the Applications Layer. IEEE 802.11p details the MAC Layer operation of
the WAVE architecture [52].

Vehicular nodes in VANETS can move very fast, leading to fast topological changes. WAVE uses two
available services sets [53] for network topology handling. WAVE Basic Service Set (WBSS) is
defined for communication between RSUs and OBUs and closely resembles the 802.1la
specifications for communication of nodes with the 98 M.S. Akbar, A. Rasheed, and A. Qayyum
Access Points (AP). After listening to a beacon message, any new user can join WBSS without
authentication process. The second service set is called WAVE independent basic service set
(WIBSS). This service set supports the communication between two nodes in a mesh network i.e.
V2V communication without the involvement of an RSU. IEEE WAVE allows only one option at the
MAC layer, i.e. 802.11p. Though this restricts the degree of freedom of research activities, open
source simulators, like NCTUns, often provide extended protocol stack support, which assist
researchers to use other options at the MAC layer as well. However, here it must be noted that
802.11p is based on a time tested standard (802.11a) which has proven its suitability for short range
communications.

I1l.  ATTRIBUTES OF SECURE NETWORK

In general, a secure network should have the following Attributes: authentication, non-repudiation,
confidentiality, data integrity, Access Control and availability, Privacy [49].

2.1 Authentication is the verification of a user identity prior to granting access to the network. It can
be considered as the first line of defense against intruders.

2.2 Non-repudiation is the verification that the data was sent with a user credentials so that without
denial or repute the data can be associated to the sender.

2.3 Confidentiality is the assurance that the data could not have been accessed by any other user than
the designated recipient for whom it was meant; thus insuring that the data was untouched until
reception.

2.4 Data integrity and consistency is the assurance that the content of the data was not modified while
in transit.

2.5 Availability is the proportion of time that a system is in a functioning state. Each of these
attributes brings its network requirements whose balance and compromises make network security
challenging.

2.6 Privacy is the assurance of the sender that his identity is not revealed to the receiver.

IV. PRIVACY IN VANETS

Attacks on privacy [14,19] over VANETSs are mainly related to illegally getting sensitive information
about vehicles. As there is a relation between a vehicle and its driver, getting some data about a given
vehicle’s circumstances could affect its driver privacy. These attacks can then be classified attending
to the data at risk:

Identity revealing. Getting the owner’s identity of a given vehicle could put its privacy at risk.
Usually, a vehicle’s owner is also its driver, so it would simplify getting personal data about that
person.

Location tracking. The location of a vehicle in a given moment, or the path followed along a period
of time are considered as personal data. It allows building that vehicle’s profile and, therefore, that of
its driver [16].
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V. REVIEW OF METHODOLOGIES TO IMPLEMENT PRIVACY IN VANETS

While the pure pseudonym schemes do not support the secure functionality of authentication,
integrity, and nonrepudiation, an anonymous signing protocol [39] is proposed to provide such
functions as well as privacy. In the protocol, each vehicle preloads a large number of certificated
anonymous public/private key pairs. A key pair will be used for a short period of time and then be
discarded. Each key pair is assigned to only one user, and authorities maintain the key distribution
records which can be used to trace possible malicious vehicles. The shortcoming of this protocol is
that it requires vehicles to store a large number of pseudonyms and certifications, where a revocation
scheme for abrogating malicious vehicles is difficult to implement. It is preferable to preserve the
location privacy of a vehicle by breaking the linkability between two locations, for which the vehicle
can update its pseudonym after each transmission. Considering that a powerful adversary may still
link the new and old pseudonyms by monitoring the temporal and spatial relations between new and
old locations, the techniques of mix zone [10] and silent period [27] have been proposed to enhance
the pseudonym scheme. Each vehicle in a mix zone will keep silent in transmission, and randomly
update its pseudonym when it travels out of the mix zone and becomes reactivated. Given a
reasonable large mix zone, the location privacy can be well protected due to the un-traceability of
location and pseudonym updating in the silent period.

The group signature [26] is a promising security scheme to provide privacy in VANETS. In the group
signature, one group public key is associated with multiple group private keys. Under the group
signature scheme, although an eavesdropper can know that a message is sent by the group, it cannot
identify the sender of the message. A general vehicular communication framework based on group
signature is given in [27]. Lin et. al. systematically discuss how to implement group signature
protocol in VANETSs [28]. In the AMOEBA [40], vehicles form groups. The messages of all group
members are forwarded by the group leader, which implies that the privacy of group members is
protected by sacrificing the privacy of group leader. Moreover, if a malicious vehicle is selected as a
group leader, all group members’ privacy may be leaked by the malicious leader.

The work in [29] combines pseudonym schemes with the group signature to avoid storing
pseudonyms and certifications in vehicles.

Gollan and Meinel [30] propose the use of digital signatures along with Global Positioning System
technology to securely identify cars, improve the fleet management, and provide new applications for
the private and public sectors.

Cryptographic digital signatures are applied to messages or hashes over messages to provide
authenticity, integrity protection and non- repudiation. Digital message signatures are commonly
using public-private key cryptography. Messages or hashes over the respective messages are signed
with the message originators private keys. By using private key, it is guaranteed that the messages
originate from nodes holding the required cryptographic key material and the messages have not been
altered by intermediate forwarding nodes. The message receiver verifies the integrity and authenticity
of the messages, by using the corresponding public keys. The node cannot be impersonated because
the node only knows private key. In VANETS, any message sent by a vehicle should be digitally
signed specially safety messages or warning messages. Furthermore, messages that serve as input or
triggers to the safety system could also be signed. The main advantage is the requirements for
digitally signature are very small i.e. the nodes need a possibility to receive or create and store
cryptographic key pairs. They need the processing power for creating and verifying message
signatures.

Main disadvantage is Message forging and denial of service (DoS) attacks are possible.

A foundational proposal is given by Raya and Hubaux [42]. The authors use anonymous certificates
to hide the real identities of users. Although anonymous certificates do not contain any publicly
known relationship to the true identities of the key holders, privacy can still be invaded by logging the
messages containing a given key and tracking the sender until her identity is discovered (e.g., by
associating her with her residence).

Lin et al. [31] presented Grey Systems and Intelligent Services (GSIS), which is a conditional
privacy-preserving vehicular communications protocol based on group signatures and ID-based
signatures [32]. The main advantage of using group signature schemes is that they guarantee the
unlinkability of the messages because group members can anonymously sign on behalf of the group.
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In the GSIS protocol, a single membership manager who issues secret member keys for vehicles is
used. Unfortunately, this approach cannot effectively cope with the exclusion of compromised
vehicles from the system.

The Secure Group Communications (SeGCom) scheme proposed in [33] is a lightweight solution that
addresses some of these challenges for the V2V scenario by exploiting only one encryption method
when creating and disseminating emergency messages.

Several proposals suggest the use of a public key infrastructure (PKI) and digital signatures to secure
VANETS. To evict misbehaving vehicles, Raya et al. further proposed protocols focusing on revoking
certifications of malicious vehicles [47]. A big challenge arising from the PKI-based schemes in
VANETS is the heavy burden of certificate generation, storage, delivery, verification, and revocation.
Blum and Eskandarian [41] propose a secure communications architecture based on a PKI and a
virtual network controlled by cluster heads intended to counter the so-called “intelligent collisions,”
which are collisions that are intentionally caused by malicious vehicles. This approach produces a
remarkable overhead, and the use of cluster heads can create bottlenecks.

The authors in [34] proposed an ID-based cryptosystem (for safety-related applications) that
implements strong repudiation and privacy while eliminating the overheads associated with certificate
management prevalent in Public Key Infrastructure (PKI) systems.

In [43], the method of mix zones is used to enhance the anonymity of vehicles. However, this scheme
still relies on preloading a large set of anonymous certificates in each vehicle.

Wasef et al. [35] propose an Efficient Certificate Management Scheme for Vehicular Ad Hoc
Networks (ECMV) based on a Public Key Infrastructure (PKI). In ECMV, each node has a short-
lifetime certificate, which can be updated from any RSU. The scheme depends on frequent update of
the certificates to provide privacy-preserving authentication.

In [46] RSU based signature key establishment is proposed. Vehicles negotiate with RSU using their
group signature keys to obtain safety message signing key which has a very short period of lifetime.
When message signing key expires, vehicles need to renegotiate for new signing key with RSU.
Introducing communication overhead, changing signature key implies changing all identifiers
Offering great potential for privacy protection for VANET, group signature schemes introduce
scalability problem. Forming groups containing large number of vehicles and allowing mobility
between regions administrated by different group managers are the problems to be addressed.

In [45], by exploiting a keyed hash message authentication code, a scheme with low communication
overhead is proposed for secure vehicle communication. This scheme requires a vehicle to obtain a
symmetric key from an RSU using a key agreement protocol. To protect its privacy, the vehicle
should use different public keys to communicate with the RSUs. Hence, the vehicle still needs to
preload a certain number of anonymous certificates. As to robustness, the schemes in [44] and [45]
fully rely on RSUs. If an RSU collapses, then these schemes will no longer work.

We have proposed achieving location privacy by using random encryption periods (REPs) where a
vehicle changing its certificate surrounds itself with an encrypted communication zone using group
communications until it ensures that all the conditions to be tracked are violated. How to protect the
location privacy of vehicles against legitimate insiders in traditional certificate-based PKI is still an
open research issue. [36]

Elliptic curve cryptography is adopted to reduce the verification delay and transmission overhead. The
security of ABAKA is based on the elliptic curve discrete logarithm problem, which is an unsolved
NP complete problem. To deal with the invalid request problem, which may cause the batch
verification fail, a detection algorithm has been proposed.[37]

We deployed a hierarchical identity-based cryptography to the location-based signature verification
for providing location assurance, and a pseudonym-based privacy-preserving authentication. ID-
based authenticated key agreement for mutual authentication between a vehicle and an RSU, and the
hierarchical ID-based signature for location-based signature generation and verification for location
assurance. [38]

This scheme provides unconditional privacy and removes the need of group manager. A signer can
create a signature on behalf of an ad hoc group without taking their consent by using public keys of
the ring members. This scheme has limited usefulness in VANETSs as it provides unconditional
privacy without non repudiation [48]
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VI. CONCLUSION

A review of the various approaches to achieve privacy in VANETSs have been made in the recent
years. However each of the methods has advantages as well as disadvantages. A totally acceptable
method which overcomes all the drawbacks is yet to be achieved and research in this direction has
been done at present. The security aspects have to be achieved as it of paramount importance else
implementation of VANETS will not be a success.
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