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Abstract—This paper studies linear beamforming based on
the generalized singular value decomposition (GSVD) for the
two-receiver multiple-input multiple-output (MIMO) Gaussian
broadcast channel with confidential messages. The transmitter
has two independent messages, each of which is intended for
one of the receivers but needs to be kept as secret as possible
from the other. Recently, it has been proved that, under an input
power-covariance constraint, the secret dirty paper coding (S-
DPC) scheme is optimal, but under the average power constraint,
there is not a computable secrecy capacity expression for the
general MIMO case. In fact, for this case, the secrecy capacity
region must in general be found through an exhaustive search
over the set of all possible matrix power constraints. Clearly,
this exhaustive search, as well as the complexity of dirty-paper
encoding and decoding, motivates us to consider low complexity
linear beamforming technique whose performance is close to the
optimal S-DPC scheme. In this paper, we propose a GSVD-
based beamforming scheme for the general MIMO broadcast
channel with confidential messages. Moreover, an optimal power
allocation is obtained to maximize the sum-secrecy rates for the
GSVD-based beamforming technique, under the average power
constraint. Numerical results are presented to illustrate that the
secrecy rate region of the linear precoding approach is nearly
identical to that of the optimal S-DPC scheme.

Index Terms—MIMO, physical-layer secrecy, broadcast chan-
nel, wiretap channel.

I. INTRODUCTION

Due to its broadcast nature, wireless communication is par-
ticularly susceptible to eavesdropping, where the transmitted
message is decoded by unintended receiver(s). The problem of
broadcasting confidential messages in an information-theoretic
setting was formulated by Wyner [1]. The so-called wiretap
channel model introduced by Wyner in his work is the most
basic physical layer model that captures the problem of
communication security. In the wiretap channel, the transmitter
broadcasts its confidential messages to the legitimate receiver,
in the presence of an eavesdropper. This work led to the
development of the notion of perfect secrecy capacity, which
quantifies the maximum rate at which a transmitter can reliably
send a secret message to the receiver, without the eavesdropper
being able to decode it.

Prior work has considered the discrete memoryless broad-
cast channel with two confidential messages sent to two
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receivers, where each receiver acts as an eavesdropper for
the other one. This problem has been addressed in [2], where
inner and outer bounds for the secrecy capacity region were
established. Further work in [3] studied the multiple-input
single-output (MISO) Gaussian case, and [4] considered the
general MIMO Gaussian case. It was shown in [4] that, under
a matrix input power-covariance constraint, both confidential
messages can be simultaneously communicated at their re-
spective maximum secrecy rates, where the achievability is
obtained using secret dirty-paper coding (S-DPC). However,
under an average power constraint, there is not a computable
secrecy capacity expression for the general MIMO case. In
fact, for the average power constraint, the secrecy capacity
region must in general be found through an exhaustive search
over the set of all covariance matrices that satisfy the average
power constraint. Clearly, this exhaustive search, as well as the
complexity of dirty-paper encoding and decoding, are the main
drawbacks of implementing of the optimal S-DPC scheme in
achieving the boundary points of the secrecy capacity region.
This makes linear precoding techniques (e.g., beamforming)
an attractive alternative because of their simplicity.

Note that, while low-complexity linear transmission tech-
niques have been extensively investigated for the broadcast
channel (BC) without secrecy constraints, e.g., [7]-[10], there
has been relatively little effort on considering the effect of
secrecy in the design of linear precoders for the BC case. In
this paper, we consider a linear transmission technique for the
MIMO Gaussian broadcast channel with confidential messages
where the transmitter performs beamforming based on the
generalized singular value decomposition (GSVD) [5], [6].
The optimal allocation of power for the GSVD-based precoder
that maximizes the sum-secrecy rates, under the average power
constraint, is obtained. Numerical results illustrate the close
performance, in terms of secrecy rate region, of the proposed
linear precoding scheme and the optimal S-DPC scheme.

The remainder of the paper is organized as follows. In
Section II, we describe the system model for the MIMO
Gaussian broadcast channel with confidential messages and
the optimal S-DPC scheme, proposed in [4]. In Sections III,
we propose the GSVD-based beamforming scheme for BC and
derive the optimal power allocation that maximizes the sum-
secrecy rates, under the average power constraint. Numerical
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results in Section IV are presented to illustrate the proposed
solution. Finally, Section V concludes the paper.

II. SYSTEM MODEL

We consider a two-receiver multiple-antenna Gaussian
broadcast channel with confidential messages, where the trans-
mitter, receiver 1 and receiver 2 possess ng, ni, and ng
antennas, respectively. The transmitter has two independent
confidential messages, W; and W,, where message W is
intended for receiver 1 but needs to be kept secret from
receiver 2, and message Ws is intended for receiver 2 but
needs to be kept secret from receiver 1 [4].

The signals at each receiver can be written as:

yi=Hix+z (D
y2 = Hox + 2o ()

where x is the n; x 1 transmitted signal vector, and z; € C™* 1
is an additive white Gaussian noise (AWGN) vector at receiver
i, ¢ = 1,2, with i.i.d. entries distributed as CN(0,1). The
channel matrices H; € C™*™t are assumed to be unrelated
to each other, and known at all three nodes.
The channel input x is subject to the average total power
constraint as
Tr(E{XX"}) <P 3)

where Tr(.) is the matrix trace, F{.} denotes expectation, (-)

denotes the Hermitian transpose, X is the random variable
counterpart to the specific realization x and P is a scalar.
The corresponding information-theoretic secrecy constraints
are given by [1], [2], [4]

lim I(Wi;y3) =0 and lim I(Wy;y7) =0

where I(a;b) represents mutual information between a and b,
and y7 and y3 are the received signals at receiver 1 and 2,
respectively, after n channel uses.

It was shown in [2] that for any jointly distributed
(V1,V2,X) such that (V4,V2) — X — (Y1,Y2) forms a
Markov chain and the power constraint over X is satisfied,
the secrecy rate pair (Ry, Ra) given by

Ry = I(Vi; Y1) — I(Vi; Va, Ya)

is achievable for the MIMO Gaussian broadcast channel given
by (1) and (2). In [2], the achievability of the rate pair (4)
was proved using a double-binning scheme. Specifically, the
auxiliary variables V; and V5 represent the precoding signals
for the confidential messages W, and Ws, respectively [4].
Liu er al. [4] analyzed the above secret communication
problem under a matrix power-covariance constraint, defined
as
B{xx"} =K, =<S 5)

where K, is the transmitter covariance matrix, S is a positive
semidefinite matrix, and “=<” denotes “less than or equal
to” in the positive semidefinite ordering between Hermitian
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matrices. They showed that, under the matrix power constraint
(5), the secrecy capacity region Cs(Hy,Hs,S) = {R;, Ra}
is rectangular. This interesting result implies that under the
matrix power constraint, both confidential messages W; and
W can be simultaneously transmitted at their respective max-
imal secrecy rates (as if over two separate MIMO Gaussian
wiretap channels). To prove this result, Liu et al. revisited the
MIMO Gaussian wiretap channel and showed that a coding
scheme that uses artificial noise and random binning achieves
the secrecy capacity of the MIMO Gaussian wiretap channel
as well [4, Theorem 2].

Under the matrix power constraint (5), the achievablity of
the corner point (R}, R3) given by [4, Theorem 1]

* H H
R} :Ojn&i;;sloglele + 1| — log |H K, HY +1
(6)
H,SHY +1
Ry =log| 2|+ R} 7
2= % g eHl 11| T 1 ™

is obtained using dirty-paper coding based on double binning,
or as referred to in [4], secret dirty paper coding (S-DPC).
More precisely, let K, be a positive semidefinite matrix that
maximizes (6) and (7), and let

Vi =U, +FU;
Vo =Us
X=U;+U, ®)

where U; and U, are two independent Gaussian vectors
with zero means and covariance matrices K, and S — K,
respectively, and where the precoding matrix F is chosen as

F =K, HY (H,KH +1)7 ' H,. )

One can easily confirm the achievablity of the corner point
(R%, R%) by evaluating (4) for the above random variables
and noting that Y; = H;(U; + Us) +2;, i = 1, 2.

The matrix K, that maximizes (6) and (7) is given by [4],
[11]
(cffc)!

0 (10)

KI:S§C{ g}cHsé

where C is an invertible generalized eigenvector matrix of the
pencil
(S%H{fﬂls% 41, SPHFH,S? ¢ 1)
such that [12]
cH [S%H{fﬂls% n 1] C=A
ct [S%HQLIHQS% + 1] c=1I

where A = diag{\1,...,\,,} is a positive definite diagonal
matrix and Aq, ..., Ay, represent the generalized eigenvalues.
Without loss of generality, we may assume that these gener-
alized eigenvalues are ordered as

)\12-~-2/\b>12)\b+12~-~2>\m>0



ie., atotal of b (0 < b < n;) of them are assumed to be
greater than 1. Hence, we can write A as

A0
A= 8]

where Ay = diag{\1,..., \p} and As = diag{A\p+1, ...
Also, we can write C as

C =[C.Cy

s An }-

where C; is the n; x b submatrix representing the generalized
eigenvectors corresponding to {Ay, ..., A\p} and Cs is the n; X
(n; — b) submatrix representing the generalized eigenvectors
corresponding to {Api1, ..., An, ;. Now, by applying (10) in
(6) and (7), the corner rate pair (R}, R%) can be calculated as
([4, Teorem 3])

Rj = log|A|

R; = —log | A (11)

It should be noted that, under the average power constraint
(3), there is not a computable secrecy capacity expression
for the general MIMO case. In fact, for the average power
constraint, the secrecy capacity region is found through an
exhaustive search over the set {S : S > 0, Tr(S) < P}. More
precisely, the secrecy capacity region under the average power
constraint (3), Cs(Hy,Hy, P) = {R1, R2}, can be written as
[4], [13, Lemma 1]

C,(Hi,Hp, P)= |
$=0,Tr(S)<P

Cs(H;,Hy,S) . (12)

For any given semidefinite S, Cs(H;,H,,S) can be com-
puted as given by (11). Then, the secrecy capacity region
Cs(H;,Hs, P) is the convex hull of all of the obtained corner
points using (11).

Clearly, this exhaustive search, as well as the complexity of
dirty-paper encoding and decoding, are the main drawbacks
of implementing the optimal S-DPC scheme in achieving the
boundary points of the secrecy capacity region C;(Hy, Ha, P).
This makes linear precoding (beamforming) techniques an at-
tractive alternative because of their simplicity. In the following,
we describe an approach using GSVD-based beamforming for
the MIMO Gaussian BC with confidential messages.

III. GSVD-BASED BEAMFORMING SCHEME

The idea of beamforming based on the generalized singu-
lar value decomposition (GSVD) for secret communication
problems, was first used in [5]. They studied a single source-
destination communication link being eavesdropped upon by
a wiretapper, and showed that GSVD-based beamforming
achieved the secrecy capacity in the high SNR regime. How-
ever, the optimal input covariance matrix that achieves the
secrecy capacity at high SNR was not fully characterized,
especially for the case where there is a non-trivial nullspace
for the channel between the transmitter and eavesdropper. In
[6], we derived an optimal power allocation that achieves the
secrecy capacity of the GSVD-based MIMO Gaussian wiretap
channel for any SNR. In this section, we extend our previous
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work in [6] for a two-receiver MIMO Gaussian BC with
confidential messages. To begin, we first define the GSVD
transform below.

Definition 1 (GSVD Transform): Given two matrices H; €
Cm*mt and Hy € C"*"t, gsud(H;, Hy) returns unitary
matrices ¥y € C™*™ and ¥y € C"2*"2 non-negative
diagonal matrices B and D, and a matrix A € C™*9 with
g=min(n, n1 + n2), such that

H,A = ¥,B (13)

H,A = ¥,D (14)

The nonzero elements of B are in ascending order while the
nonzero elements of D are in descending order. Moreover,
B”B 4+ DTD = I. Hence, letting b; and d; represent the
ith diagonal elements of BB and DTD, respectively, the
generalized singular values o; = %’ 1 = 1...q, are in ascending
order.

Egs. (13) and (14) show that applying the GSVD transform
to H; and H, simultaneously diagonalizes them. Thus, the
GSVD transform creates a set of parallel independent subchan-
nels between the transmitter and the receivers, and it suffices
for the transmitter to use independent Gaussian codebooks
across these subchannels. As we will show mathematically,
it is optimal, from the viewpoint of maximizing the sum-
secrecy rate, that the confidential message W;p for receiver
1 is sent only over those subchannels for which the output
at receiver 2 is a degraded version of the output at receiver
1. These subchannels correspond to the condition b; > d;,
or the generalized singular values of gsvd(H;, Hs) that are
larger than 1. On the other hand, the confidential message
Ws for receiver 2 should be sent only over those subchannels
for which the output at receiver 1 is a degraded version of
the output at receiver 2. These subchannels correspond to
the condition d; > b;, or the generalized singular values of
gsvd(H;,Hy) that are less than 1.

Recall from the definition of the GSVD transform that the
generalized singular values are in ascending order. Assume a
total of p of them to be greater than 1 and the rest of them
(g — p) to be less than 1. The transmitted signal vector x is
constructed as

o V2 Va
=a[v] [0

where A is obtained from gsvd(Hy,Hs), Vi ~ CN(0,P1)
and V3 ~ CN(0,P5), representing the precoding signals for
the confidential messages W; and Ws, are two independent
Gaussian vectors with zero means and diagonal covariance
matrices P; and Ps, respectively. The vectors v; and vo
are specific realizations of V) and V5, respectively. Hence,
each element of the p x 1 vector v; represents an inde-
pendently encoded Gaussian codebook symbol corresponding
to the confidential message Wi, while each element of the
(¢ — p) x 1 vector vy represents an independently encoded
Gaussian codebook symbol corresponding to the confidential
message Wy. P is a positive semi-definite diagonal matrix

} ~CN(0,P) (15)



representing the power allocated by the transmitter among its
data symbols and can be written as

[Py 0
P-| T 5

P is such that the average power constraint (3) is satisfied,
i.e., we have:

Tr(E{XX"}) = Tr(APAT) = Tr(PAYA) < P. (16)

In the following, we derive an optimal source power allo-
cation which maximizes the sum-secrecy rate for the GSVD-
based MIMO Gaussian BC with confidential messages, under
the average power constraint (3). Substituting (15) into the
channel model (1)-(2) and using (13)-(14) yields

v
YFﬂhB[£]+m (17)

y2 = \IIQD l: V2 :| —|—Z2 (18)
Vi
Now, by evaluating the mutual information expressions in
(4), for the precoding signals V; and V5 above, the following
secrecy rate pair is achievable:

_ 0 0 T _ 0 O T
Rl—log[o Pl}B B—|—I' log[o Pl]D D—&-I‘
(19)

o P2 0 T _ P2 0 T
Rg—log[ 0 O}D D+I’ log[ 0 O]B B—&-I’
(20)

where we have used the fact that V7 and V5, are indepen-
dent, (I(V1;V2) = 0), ¥; and ¥, are unitary matrices
e, = ol = 19w, = ¥,¥ = 1), and
|IEG +1I| = |GE+1].

Considering the above equations, the maximum sum-secrecy
rate for the GSVD-based beamforming is represented by:

Ri+ R, . 21

max
P >0,diagonal
In [6], we considered the above problem for the case of Po = 0
(R2 = 0), where an optimal power allocation was derived for
the MIMO Gaussian wiretap channel as follows:

0, it b <d;

pi = _ —4b. d, T db.d, / (a, .
max(0, 14+4/1 4b1d1;i(§z di)bidi /(1 1))’ it b > d;
(22)

where p;, b;, d; and a; are the ith diagonal elements of the
matrices P, BB, DTD and diag(A* A), respectively.

Following the same footsteps as in the proof of (22) in [6],
the optimal P in the sum-secrecy rate maximization problem
(21) is given by

. Jmax(o, 2t A [y e, g,
P = _ b ditAlb —dbid  (an

max(0, VI b A b )y g g,

(23)

The Lagrange parameter 1 > 0 is chosen to satisfy the average
power constraint (3), or (16).
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Note that, for the optimal P obtained in (23), the first
(¢ — p) diagonal elements characterize Po, while the last p
diagonal elements characterize P;. By replacing the obtained
P, and P; in (20), we obtain a secrecy rate pair for which
R1 + R, is maximized. However, this corner point is not
the only critical point that can be achieved using the above
GSVD-based beamforming. Clearly, max ?; and max R, are
other critical points which can be obtained by allocating the
entire average power P to only one receiver. In this case,
the other receiver is just an eavesdropper and the problem is
reduced from a BC with confidential messages to a wiretap
channel. Hence, e.g., max R; is simply obtained using (22).
A description similar to this would also apply to max Ro. The
secrecy rate region is generated as the convex hull of all of
the obtained rate points, as well as (0, 0), assuming a standard
time-sharing argument [14].

IV. NUMERICAL RESULTS

In this section, we compare via simulation the achievable
secrecy rate region of the proposed GSVD-based beamforming
with the secrecy capacity region obtained by the optimal S-
DPC as described in Section II. This comparison is done for
randomly generated H; and Hy channel matrices, with i.i.d.
entries distributed as CA/(0,1). The average transmit power
P is assumed to be 100.

In the first example we assume n; = 2 and nqy = ny = 3.
The two randomly generated H; and Hy matrices in this case
are:

0.74—0.97i —0.01+0.14i |
H, = —042+042¢ 0.15—-0.61Z
| —0.43—-0.97c 1.04+ 0.39¢
[ —0.42 —0.95i —0.88 + 1.147 |
H, = 0.13+0.13¢: —0.33 + 0.98¢
| —0.34+0.55:  0.46 + 0.797

As Fig. 1 shows, the performance of the proposed optimal
GSVD-based beamforming approach is essentially identical to
that of the optimal S-DPC, while not requiring an exhaustive
search as with S-DPC based on (12).

Fig. 2 gives another example when n; = n; = ny = 3 and
the randomly generated H; and H are:

0.77 — 0.627 0.12 4 0.25¢ 0.19 + 0.62¢
H, = -080+0.26¢ —0.28—-0.199 —0.4140.97%
0.24-111¢ —-0.11-0.28 0.66 — 0.66:
0.36 —0.78 047 —0.10¢ 0.54 —0.17¢
Hy=| —-127-0.84¢: 0.01 -0.01¢ 0.67—0.41%
—04740.70: —-04941.77 —-0.52—0.15¢

Fig. 3 compares the average (over 1000 channel realizations)
sum-secrecy rate of the GSVD-based beamforming and the
optimal S-DPC methods, when n, varies from 2-6 and for
different numbers of antennas at the receivers.
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Fig. 1. Comparison of the achievable secrecy rate region of GSVD and the
secrecy capacity region of S-DPC for ny = 2, n1 = ng = 3 and P = 100.
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Fig. 2. Comparison of the achievable secrecy rate region of GSVD and the
secrecy capacity region of S-DPC for n¢ = n1 = ng = 3 and P = 100.

V. CONCLUSIONS

In this paper, we have considered the problem of linear
beamforming for a two-receiver MIMO Gaussian broadcast
channel with confidential messages. We proposed an optimal
power allocation for GSVD-based beamforming that maxi-
mized the sum-secrecy rate. Next we considered the achievable
secrecy rate region of the GSVD-based beamforming scheme
and the secrecy capacity region of the secret dirty paper coding
method which is obtained using an exhaustive search. While
there are difficulties in implementing dirty paper encoding
and decoding, our numerical results show the benefit of the
proposed linear precoding scheme in finding the boundary
points of the secrecy capacity region.
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