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Abstract—Wireless sensor networks are a new type of networked systems, characterized by severely constrained computational and 
energy resources, and an ad hoc operational environment. Wireless sensor networks require the need for effective security 
mechanisms. Because sensor networks may interact with sensitive data and/or operate in hostile unattended environments, it is 
imperative that these security concerns be addressed from the beginning of the system design. However, due to inherent resource and 
computing constraints, security in sensor networks poses different challenges than traditional network/ computer security. There is 
currently enormous research potential in the field of wireless sensor network security. Thus, familiarity with the current research in this 
field will benefit researchers greatly. This paper is an attempt to present a survey on the major topics in wireless sensor network 
security, and also present the obstacles and the requirements in the sensor security, classify many of the current attacks, and finally list 
their corresponding defensive measures. 

Index Terms—Wireless sensor networks, sensor security, localization, authentication, attacks, broadcasting and multicasting, secure 
multicasting.  

——————————      —————————— 

1 INTRODUCTION
ENSOR networks refer to a heterogeneous system com-
bining tiny sensors and actuators with general-purpose 

computing elements. A typical multi-hop wireless sensor 
network architecture is shown in figure 1. These networks 
will consist of hundreds or thousands of self-organizing, 
low-power, low cost wireless nodes deployed en masse to 
monitor and affect the environment. Wireless sensor net-
works are quickly gaining popularity due to the fact that 
they are potentially low cost solutions to a variety of real-
world challenges [1]. Their low cost provides a means to 
deploy large sensor arrays in a variety of conditions capable 
of performing both military and civilian tasks. But sensor 
networks also introduce severe resource constraints due to 
their lack of data storage and power. Both of these represent 
major obstacles to the implementation of traditional com-
puter security techniques in a wireless sensor network. The 
unreliable communication channel and unattended opera-
tion make the security defenses even harder. Indeed wireless 
sensors often have the processing characteristics of machines 
that are decades old (or longer), and the industrial trend is to 
reduce the cost of wireless sensors while maintaining similar 
computing power. With that in mind, many researchers 
have begun to address the challenges of maximizing the 
processing capabilities and energy reserves of wireless sen-
sor nodes while also securing them against attackers. All 
aspects of the wireless sensor network are being examined 
including secure and efficient routing [7, 15], data aggrega-
tion [8, 5], group formation [4, 16].  
  

In addition to those traditional security issues, we ob-
serve that many general-purpose sensor network techniques 

(particularly the early research) assumed that all nodes are 
cooperative and trustworthy. This is not the case for most, or 
much of, real-world wireless sensor networking applica-
tions, which require a certain amount of trust in the applica-
tion in order to maintain proper network functionality. Re-
searchers therefore began focusing on building a sensor trust 
model to solve the problems beyond the capability of cryp-
tographic security [9]. In addition, there are many attacks 
designed to exploit the unreliable communication channels 
and unattended operation of wireless sensor networks. Fur-
thermore, due to the inherent unattended feature of wireless 
sensor networks, we argue that physical attacks to sensors 
play an important role in the operation of wireless sensor 
networks. Thus, we include a detailed discussion of the 
physical attacks and their corresponding defenses [2, 3, 10, 
12, 17], topics typically ignored in most of the current re-
search on sensor security. I am presenting a survey on the 
study of various aspects of wireless sensor network security 
in this process. Wherever possible, classification of work is 
also done. Issued need to be addressed in future research are 
also identified, which provide a vital information for future 
researchers. 
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Fig. 1. A typical multi-hop wireless sensor network architecture 
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2 OBSTACLE TO SENSOR SECURITY 
A wireless sensor network is a special network which has 
many constraints compared to a traditional computer net-
work. Because sensor networks pose unique challenges, 
traditional security techniques used in traditional networks 
cannot be applied directly. First, to make sensor networks 
economically viable, sensor devices are limited in their 
energy, computation, and communication capabilities. 
Second, unlike traditional networks, sensor nodes are often 
deployed in accessible areas, presenting the added risk of 
physical attack. And third, sensor networks interact closely 
with their physical environments and with people, posing 
new security problems. Due to these constraints it is diffi-
cult to directly employ the existing security approaches to 
the area of wireless sensor networks. Therefore, to develop 
useful security mechanisms while borrowing the ideas from 
the current security techniques, it is necessary to know and 
understand these constraints first [6]. 

 
2.1 Very Limited Resources 
All security approaches require a certain amount of re-
sources for the implementation, including data memory, 
code space, and energy to power the sensor. However, cur-
rently these resources are very limited in a tiny wireless sen-
sor. The major parameters are: 

 
Limited Memory and Storage Space: A sensor is a tiny 

device with only a small amount of memory and storage 
space for the code. In order to build an effective security 
mechanism, it is necessary to limit the code size of the secu-
rity algorithm. For example, one common sensor type (Te-
losB) has an 16-bit, 8 MHz RISC CPU with only 10K RAM, 
48K program memory, and 1024K flash storage [14]. With 
such a limitation, the software built for the sensor must also 
be quite small. 
 

Power Limitation: Energy is the biggest constraint to 
wireless sensor capabilities. We assume that once sensor 
nodes are deployed in a sensor network, they cannot be easi-
ly replaced (high operating cost) or recharged (high cost of 
sensors). Therefore, the battery charge taken with them to 
the field must be conserved to extend the life of the individ-
ual sensor node and the entire sensor network. 
2.2 Unreliable Communication 
Certainly, unreliable communication is another threat to 
sensor security. The security of the network relies heavily on 
a defined protocol, which in turn depends on communica-
tion. The major parameters are: 
 

Unreliable Transfer: Normally the packet-based 
routing of the sensor network is connectionless and thus 
inherently unreliable. Packets may get damaged due to 
channel errors or dropped at highly congested nodes. The 
result is lost or missing packets. Furthermore, the unreliable 
wireless communication channel also results in damaged 
packets. 

 
Conflicts: Even if the channel is reliable, the communi-

cation may still be unreliable. This is due to the broadcast 
nature of the wireless sensor network. If packets meet in the 
middle of transfer, conflicts will occur and the transfer itself 
will fail. In a crowded (high density) sensor network, this 
can be a major problem. More details about the effect of 
wireless communication can be found at [1]. 
 

Latency: The multi-hop routing, network congestion, 
and node processing can lead to greater latency in the net-
work, thus making it difficult to achieve synchronization 
among sensor nodes. The synchronization issues can be crit-
ical to sensor security where the security mechanism relies 
on critical event reports and cryptographic key distribution. 

2.3 Unattended Operations 
Depending on the function of the particular sensor network, 
the sensor nodes may be left unattended for long periods of 
time. There are three main caveats to unattended sensor 
nodes: 
 

Exposure to Physical Attacks: The sensor may be dep-
loyed in an environment open to adversaries, bad weather, 
and so on. The likelihood that a sensor suffers a physical 
attack in such an environment is therefore much higher than 
the typical PCs, which is located in a secure place and main-
ly faces attacks from a network. 
 

Managed Remotely: Remote management of a sensor 
network makes it virtually impossible to detect physical 
tampering (i.e., through tamperproof seals) and physical 
maintenance issues (e.g., battery replacement). Perhaps the 
most extreme example of this is a sensor node used for re-
mote reconnaissance missions behind enemy lines. In such a 
case, the node may not have any physical contact with 
friendly forces once deployed. 
 

No Central Management Point: A sensor network 
should be a distributed network without a central manage-
ment point. This will increase the vitality of the sensor net-
work. However, if designed incorrectly, it will make the 
network organization difficult, inefficient, and fragile. 

3 SECURITY REQUIREMENTS 

A sensor network is a special type of network. It shares some 
commonalities with a typical computer network, but also 
poses unique requirements of its own. Therefore, we can 
think of the requirements of a wireless sensor network as 
encompassing both the typical network requirements and 
the unique requirements suited solely to wireless sensor 
networks. 
 
3.1 Data Confedentiality 
Data confidentiality is the most important issue in network 
security. Every network with any security focus will typical-
ly address this problem first. In sensor networks, the confi-
dentiality relates to the following [6]: 
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 A sensor network should not leak sensor readings to 

its neighbors. Especially in a military application, the 
data stored in the sensor node may be highly sensi-
tive. 

 
 In many applications nodes communicate highly 

sensitive data, e.g., key distribution; therefore it is 
extremely important to build a secure channel in a 
wireless sensor network. 

 
 Public sensor information, such as sensor identities 

and public keys, should also be encrypted to some 
extent to protect against traffic analysis attacks. 

 
3.2 Data Integrity 
With the implementation of confidentiality, an adversary 
may be unable to steal information. However, this doesn’t 
mean the data is safe. The adversary can change the data, so 
as to send the sensor network into disarray. For example, a 
malicious node may add some fragments or manipulate the 
data within a packet. This new packet can then be sent to the 
original receiver. Data loss or damage can even occur with-
out the presence of a malicious node due to the harsh com-
munication environment. Thus, data integrity ensures that 
any received data has not been altered in transit. 
 
3.3 Data Freshness 
Even if confidentiality and data integrity are assured, we 
also need to ensure the freshness of each message. Informal-
ly, data freshness suggests that the data is recent, and it en-
sures that no old messages have been replayed. This re-
quirement is especially important when there are shared-key 
strategies employed in the design. Typically shared keys 
need to be changed over time. However, it takes time for 
new shared keys to be propagated to the entire network. In 
this case, it is easy for the adversary to use a replay attack. 
Also, it is easy to disrupt the normal work of the sensor, if 
the sensor is unaware of the new key change time. To solve 
this problem a nonce, or another time-related counter, can be 
added into the packet to ensure data freshness. 
 
3.4 Availability 
Adjusting the traditional encryption algorithms to fit within 
the wireless sensor network is not free, and will introduce 
some extra costs. Some approaches choose to modify the 
code to reuse as much code as possible. Some approaches 
try to make use of additional communication to achieve the 
same goal. What’s more, some approaches force strict limi-
tations on the data access, or propose an unsuitable scheme 
(such as a central point scheme) in order to simplify the 
algorithm. But all these approaches weaken the availability 
of a sensor and sensor network for the following reasons: 
 

 Additional computation consumes additional ener-
gy. If no more energy exists, the data will no longer 
be available. 
 

 Additional communication also consumes more 
energy. What’s more, as communication increases so 
too does the chance of incurring a communication 
conflict. 

 
 A single point failure will be introduced if using the 

central point scheme. This greatly threatens the 
availability of the network. 

 
3.5 Self Organization 
A wireless sensor network is a typically an ad hoc network, 
which requires every sensor node be independent and flexi-
ble enough to be self-organizing and self-healing according 
to different situations. There is no fixed infrastructure avail-
able for the purpose of network management in a sensor 
network. This inherent feature brings a great challenge to 
wireless sensor network security as well. 
 
3.6 Time Synchronization 
Most sensor network applications rely on some form of time 
synchronization. In order to conserve power, an individual 
sensor’s radio may be turned off for periods of time. Fur-
thermore, sensors may wish to compute the end-to-end de-
lay of a packet as it travels between two pair-wise sensors. A 
more collaborative sensor network may require group syn-
chronization for tracking applications, etc. 
 
3.7 Secure Localization 

Often, the utility of a sensor network will rely on its abili-
ty to accurately and automatically locate each sensor in the 
network. A sensor network designed to locate faults will 
need accurate location information in order to pinpoint the 
location of a fault. Unfortunately, an attacker can easily ma-
nipulate non secured location information by reporting false 
signal strengths, replaying signals, etc. 
 
3.8 Authentication 
An adversary is not just limited to modifying the data pack-
et. It can change the whole packet stream by injecting addi-
tional packets. So the receiver needs to ensure that the data 
used in any decision-making process originates from the 
correct source. On the other hand, when constructing the 
sensor network, authentication is necessary for many admin-
istrative tasks (e.g. network reprogramming or controlling 
sensor node duty cycle). From the above, we can see that 
message authentication is important for many applications 
in sensor networks. Informally, data authentication allows a 
receiver to verify that the data really is sent by the claimed 
sender. In the case of two-party communication, data au-
thentication can be achieved through a purely symmetric 
mechanism: the sender and the receiver share a secret key to 
compute the message authentication code (MAC) of all 
communicated data. 
 
4 ATTACKS 
Sensor networks are particularly vulnerable to several key 
types of attacks. Attacks can be performed in a variety of 
ways, most notably as denial of service attacks, but also 
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through traffic analysis, privacy violation, physical attacks, 
and so on. Denial of service attacks on wireless sensor net-
works can range from simply jamming the sensor’s commu-
nication channel to more sophisticated attacks designed to 
violate the 802.11 MAC protocol or any other layer of the 
wireless sensor network. 

Due to the potential asymmetry in power and computa-
tional constraints, guarding against a well orchestrated 
denial of service attack on a wireless sensor network can be 
nearly impossible. A more powerful node can easily jam a 
sensor node and effectively prevent the sensor network from 
performing its intended duty. We note that attacks on wire-
less sensor networks are not limited to simply denial of ser-
vice attacks, but rather encompass a variety of techniques 
including node takeovers, attacks on the routing protocols, 
and attacks on a node’s physical security. In this section, we 
first address some common denial of service attacks and 
then describe additional attacking, including those on the 
routing protocols as well as an identity based attack known 
as the Sybil attack. 

The most popular types of attacks are: 
 Denial of Service Attacks 
 the Sybil Attack 
 Traffic Analysis Attack 
 Node Replication Attack 
 Attacks against Privacy 
 Physical Attacks 

5 DEFENCE  MEASURES 
Now we are in a position to describe the measures for satis-
fying security requirements, and protecting the sensor net-
work from attacks. We start with key establishment in wireless 
sensor networks, which lays the foundation for the security in 
a wireless sensor network, followed by defending against 
DoS attacks and secure broadcasting and multicasting. 
 
5.1 Key Estabilishment 
One security aspect that receives a great deal of attention in 
wireless sensor networks is the area of key management. 
Wireless sensor networks are unique (among other embed-
ded wireless networks) in this aspect due to their size, mo-
bility and computational/power constraints. Indeed, re-
searchers envision wireless sensor networks to be orders of 
magnitude larger than their traditional embedded counter-
parts. This, coupled with the operational constraints de-
scribed previously, makes secure key management an abso-
lute necessity in most wireless sensor network designs. Be-
cause encryption and key management/establishment are so 
crucial to the defense of a wireless sensor network, with 
nearly all aspects of wireless sensor network defenses rely-
ing on solid encryption, we first begin with an overview of 
the unique key and encryption issues surrounding wireless 
sensor networks before discussing more specific sensor net-
work defenses. 
 

5.2 Defending against DoS Attacks 
Since denial of service attacks is so common, effective de-
fenses must be available to combat them. One strategy in 
defending against the classic jamming attack is to identify 
the jammed part of the sensor network and effectively route 
around the unavailable portion. Wood and Stankovic de-
scribe a two phase approach where the nodes along the pe-
rimeter of the jammed region report their status to their 
neighbors who then collaboratively define the jammed re-
gion and simply route around it. 

To handle jamming at the MAC layer, nodes might util-
ize a MAC admission control that is rate limiting. This 
would allow the network to ignore those requests designed 
to exhaust the power reserves of a node. This, however, is 
not fool-proof as the network must be able to handle any 
legitimately large traffic volumes. 

Overcoming rogue sensors that intentionally misroute 
messages can be done at the cost of redundancy. In this case, 
a sending node can send the message along multiple paths 
in an effort to increase the likelihood that the message will 
ultimately arrive at its destination. This has the advantage of 
effectively dealing with nodes that may not be malicious, 
but rather may have simply failed as it does not rely on a 
single node to route its messages. 

To overcome the transport layer flooding denial of ser-
vice attack Aura, Nikander and Leiwo suggest using the 
client puzzles posed by Juels and Brainard in an effort to 
discern a node’s commitment to making the connection by 
utilizing some of their own resources. Aura et al. advocate 
that a server should force a client to commit its own re-
sources first. Further, they suggest that a server should al-
ways force a client to commit more resources up front than 
the server. This strategy would likely be effective as long as 
the client has computational resources comparable to those 
of the server. 
 
5.3 Secure Broadcasting and Multicasting 
The research community of wireless sensor networks has 
progressively reached a consensus that the major communi-
cation pattern of wireless sensor networks is broadcasting 
and multicasting, e.g., 1-to-N, N-to-1, and M-to-N, instead of 
the traditional point-to-point communication on the Internet. 
Next we examine the current state of research in secure 
broadcasting and multicasting. As we will see, in wireless 
sensor networks, a great deal of the security derives from 
ensuring that only members of the broadcast or multicast 
group possess the required keys in order to decrypt the 
broadcast or multicast messages. Here we will address those 
schemes that have been specifically designed to support 
broadcasting and multicasting in wireless sensor networks. 
 

Traditional broadcasting and multicasting: Tradition-
ally, multicasting and broadcasting techniques have been 
used to reduce the communication and management over-
head of sending a single message to multiple receivers. In 
order to ensure that only certain users receive the multicast 
or broadcast, encryption techniques must be employed. In 
both a wired and wireless network this is done using cryp-
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tography. The problem then is one of key management. To 
handle this, several key management schemes have been 
devised: centralized group key management protocols, de-
centralized management protocols, and distributed man-
agement protocols. 

In the case of the centralized group key management 
protocols, a central authority is used to maintain the group. 
Decentralized management protocols, however, divide the 
task of group management amongst multiple nodes. Each 
node that is responsible for part of the group management is 
responsible for a certain subset of the nodes in the network. 
In the last case, distributed key management protocols, there 
is no single key management authority. Therefore, the entire 
group of nodes is responsible for key management. 

In order to efficiently distribute keys, one well known 
technique is to use a logical key tree. Such a technique falls 
into the centralized group key management protocols. This 
technique has been extended to wireless sensor networks in 
[19, 18]. While centralized solutions are often not ideal, in 
the case of wireless sensor networks a centralized solution 
offers some utility. Such a technique allows a more powerful 
base station to offload some of the computations from the 
less powerful sensor nodes. 
 

Secure multicasting: Di Pietro et al. describe a directed 
diffusion based multicast technique for use in wireless sen-
sor networks that also takes advantage of a logical key hie-
rarchy. In a standard logical key hierarchy a central key 
distribution center is responsible for disbursing the keys 
throughout the network. The key distribution center, there-
fore, is the root of the key hierarchy while individual nodes 
make up the leaves. The internal nodes of the key hierarchy 
contain keys that are used in the re-keying process. 

Directed diffusion is a data-centric, energy efficient dis-
semination technique that has been designed for use in wire-
less sensor networks [13]. In directed diffusion, a query is 
transformed into an interest (due to the data- centric nature 
of the network). The interest is then diffused throughout the 
network and the network begins collecting data based on 
that interest. The dissemination technique also sets up cer-
tain gradients designed to draw events toward the interest. 
Data collected as a result of the interest can then be sent back 
along the reverse path of the interest propagation [13]. 

Using the above mentioned directed diffusion technique; 
Di Pietro et al. enhance the logical key hierarchy to create a 
directed diffusion based logical key hierarchy. The logical 
key hierarchy technique provides mechanisms for nodes 
joining and leaving groups where the key hierarchy is used 
to effectively re-key all nodes within the leaving node’s hie-
rarchy. The directed diffusion is also used in node joining 
and leaving. When a node declares intent to join, for exam-
ple, a join “interest” is generated which travels down the 
gradient of “interest about interest to join”. When a node 
joins, a key set is generated for the new node based on keys 
within the key hierarchy. 
 

Secure broadcasting: Lazos and Poovendran describe a 
tree based key distribution scheme. They suggest a routing-

aware based tree where the leaf nodes are assigned keys 
based on all relay nodes above them. They argue that their 
technique, which takes advantage of routing information, is 
more energy efficient than routing schemes that arbitrarily 
arrange nodes into the routing tree. They propose a greedy 
routing-aware key distribution algorithm [18]. 

In [19], Lazos and Poovendran use a similar technique to 
[18], but instead use geographic location information (e.g., 
GPS) rather than routing information. In this case, however, 
nodes (with the help of the geographic location system) are 
grouped into clusters with the observation that nodes within 
a cluster will be able to reach one another with a single 
broadcast. Using the cluster information, a key hierarchy is 
constructed as in [18]. 

6 CONCLUSION 
In this paper, we have described the four main aspects of 
wireless sensor network security: obstacles, requirements, 
attacks, and defenses. Within each of those categories we 
have also sub-categorized the major topics including 
routing, trust, denial of service, and so on. Our aim is to 
provide both a general overview of the rather broad area of 
wireless sensor network security, and give the main citations 
such that further review of the relevant literature can be 
completed by the interested researcher. 
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