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Abstract. This paper highlights the problem of digital identity, or
cross-set unique identifying tokens, inherent in the application of so-
cial software in business processes. As social software, via blogs, wikis
and other Web 2.0 software, starts to bring value to the enterprise, there
is a need for a unified digital identity resource. From this basis, con-
cepts of reputation and trust may be leveraged in the context of human
agents working with such software and in larger workflow processes. By
analysing human agent activity within existing data sets and provid-
ing a mechanism for adding new data, it is possible to correlate human
agent activities and data creation via a digital identity across disparate
sources of data. From this basis, new business processes may be created
using this deeper understanding of human agents. This paper highlights
the need for digital identity and presents a novel method for extracting
digital identity patterns from heterogeneous data sets in an automated
manner.
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1 Introduction

The wide spread popularity of social software in the public technology space via
the Web 2.0 meme has seen large scale user adoption, for example the Wikipedia
project which has in excess of two million user submitted English peer reviewed
articles [36]. In the enterprise context, the appeal of integrating social concepts is
two fold: there is the opportunity to improve business processes through richer,
socially enabled software interactions and to create mechanisms for the human
agents within the enterprise to add value to the knowledge of the company.
Extending the consumer facing meme, the Enterprise 2.0 term [20] is gaining
adoption.

When integrating social software into business processes, there is the po-
tential for a fundamentally deeper understanding of the individual within the
enterprise. With the growing prevalence of Service Oriented Architecture (SOA)
and web services based interactions, the integration with human agents is a prob-
lem of critical importance. The contemporary SOA solutions offer abstractions
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to human agents in the form of worklists [7] which vary from a simple queue
to a predefined grouping of related human agents. With the adoption of social
software, via blogs, wikis, forums etc. there is a new source of data from which to
mine information about specific individuals and aggregate that knowledge into
groupings. By combining social software, data mining and natural language anal-
ysis, integrated business processes will have the potential to make a significantly
more informed choice about the most appropriate human agent for a task.

A fundamental issue to overcome in this information rich enterprise environ-
ment is that of digital identity. In the context of this paper, the term digital
identity is used to express the concept of a cross-set unique token. In any sys-
tem, or set of integrated systems, used within a business process, establishing
the exact identity of a human agent within that system, or subset thereof, is
critical. When using social software data artefacts, having specific knowledge of
who created that data, via a unique token or digital identity, allows a process to
link a human agent to a specific body of work or expertise. If the enterprise were
a green field environment, an integrated identity solution could be used. The
more pragmatic approach in a real world scenario will be that of many legacy
data artefacts (mailing lists, commit logs) with the addition of new, best of breed
applications. For a unified view of the identity of human agents within such an
enterprise, new techniques must be applied to analyse the existing data sets, and
the data for potential pseudonyms and present a digital identity resource from
which to make human agent based assertions.

This paper sets out to present an overview of issues associated with leveraging
social software and identity within the enterprise. From this basis, the paper will
suggest a novel mechanism from which to resolve digital identities to create a
unified unique token to identify human agents across data sets. In the next
section of this paper, digital identity will be put in context and an overview of
the relationship between identity, reputation and trust will be presented. In the
following section, social software and the integration of unified digital identity
will be discussed. In the next section, the novel mechanism for addressing the
problem of resolving digital identity in a legacy, heterogeneous and bounded
ecosystem will be presented. In the final section, the application of this method
in a larger context will be examined.

2 Digital Identity, Trust and Reputation

For an enterprise to integrate social software into business processes, there is the
need for both reputation and an authoritative voice [6]. Without these tenets,
there can be little value added to the enterprise. This section will present some
issues when attempting to leverage social interaction as a facet of enterprise
software. A major concern is that of information overload to which a specific
human agent may be subjected and the continuing importance [16] of reputation,
trust and digital identity in a bounded ecosystem.
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2.1 Information Overload

As the adoption of social software within the enterprise domain becomes more
prevalent, so comes the issue of too much information. As more human agents
generate more blog posts, wiki edits and messages to mailing lists, this can
lead to to information overload [18]. Studies have been performed that show if
people are subjected to an overly dense information stream [25], they will be less
productive, and in the worst case, abandon the system altogether. Any system
hoping to provide information to human agents needs to consider this issue.
Rather than modelling data connections based on existing physical systems,
computer based mechanisms can act as a filtration system, distinguishing good
information from less important.

Social software needs to provide contextually useful information connecting
specific human agents to each other in order to respond to environmental in-
formation and subsequent business process exceptions. During the process of
integrating social software (and existing social data artefacts such as mailing
lists) within the enterprise, this overload issue may be mitigated by unifying
identities within disparate silos of information in order to ascertain relationships
between individuals and data. From this unified identity, less relevant data can
be occluded from certain human agents, effectively bubbling up more relevant
content and agents.

2.2 Digital Identity as a Facet of Reputation

Trust and reputation are subjective measures, as both are based entirely upon
personal feelings and the interpretation of ambiguous signals [13], rather than
the objective representation of fact. Trust may be viewed as a function of the
agent’s desire for an outcome in relation to their perception of the transactional
risk dependant upon that agent’s attitude towards risk in a specific context
[23]. This measure may alleviate concerns of opportunistic behaviour [4] from
the other participant in a given transaction. This opinion led abstraction of a
deficit of information [27] can form the foundation of a decision making process.
The act of aggregating individual human agent’s interpretation of ambiguous or
asymmetric knowledge [1] can lead to a broader context from which to make a
decision.

Reputation is a socially constructed label [38] to try and present an inter-
pretation of underlying intent. From an empirical perspective, reputation may
be considered as an observation of past behaviour [33]. Reputation may also
be viewed as an incentive to provide a positive transactional experience [35].
From the human agent judgements regarding vices and virtues, strengths and
weaknesses [11] a subjective measure, either from an individual or aggregated
viewpoint, provides a perceived quality of a specific characteristic [24]. As with
all transactions predicated upon human agent interaction, there is the poten-
tial for manipulation via gaming the system. It is also important to note, when
making reputation observations, that it would be incorrect to assume rational
behaviour from all interacting agents [2]. Neither trust nor reputation express
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factual or repeatable information, merely a subjective, individual or aggregated
opinion of human agents within a specific context [14].

Without a clear sense of identity, there can be no foundation for trust or
reputation. The value of trust within an online social environment has been
the subject of much research within Epinions [17], Ebay [28] and movie recom-
mendations [15]. In the enterprise environment, trust and reputation will also
become a matter of key concern with the adoption of social software. Without
a clear concept of identity across data artefact sets, there can be no concept of
a unified human agent reputation. This concept of reputation, based on data
generated through social software interaction, also raises an interesting question
that is a continuing one for Ebay [9]. As reputation and trust are built on a
continuing relationship between human agents and data, or physical items in
the case of Ebay, if there are two human agents, one of whom has many low
value interactions with an enterprise social system, and another agent who in-
teracts infrequently but at high value, the high value agent will be more likely
to be lost amongst the noise of the first agent. One technique to help alleviate
that issue is by looking across data sets for transactions by the same person.
By aggregating human agent interaction, the likelihood of divining higher value
interactions increases.

In this section, the importance of digital identity as a fundamental building
block of trust and reputation have been presented. The possibility for using
an aggregated identity across heterogeneous legacy assets has been shown to
act as an ameliorating factor for the adoption of social software. In the next
section, some of the potential applications of social software in the enterprise
will be discussed and a specific solution space predicated upon a uniform digital
identity will be examined.

3 Social Software and Unified Identity

The application of social software to the enterprise should not be perceived as a
silver bullet [5]. The act of adding a wiki or opening up a company’s Subversion
repository and accepting tickets will not, by default, leverage the social graph.
In order to bring meaning to the integration of social software in an enterprise
context, the system must strive to engage in conversation [22] with its users.
From this basis, a business process can use such information about both the
human agents and the data with which they interact to provide a cornerstone to
integrate those agents into expert driven business processes. When the users of
the social system perceive value from the interaction, more trust will be given to
the system which will, in turn, encourage adoption. In order to put the necessity
of a unified digital identity in context, the following section will look at some of
the specific areas of potential application of social software and the potential en-
terprise benefits. At the end of the section, a specific domain usage of leveraging
social software and digital identity will be discussed.
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3.1 Leveraging Social Software Practices

Some of the early efforts in integrating social software into the enterprise have
come from instant messaging [32] and blogging [21]. With the use of blogging
in enterprise some patterns may be observed: observer, external creator and
internal creator. There are obvious enterprise concerns over private company
information, so two common paths that are taken are either limiting the creation
and aggregation of content to behind the firewall (internal creator) or having
strict policies [10] in place for outward facing content (external creator). The
observer pattern can be seen as a human agent within the enterprise monitoring
socially created content that relates to the business via aggregated keyword
searching from a service such as Technorati. Another example of social software
in the enterprise is the Dogear project. After lack of user adoption of a traditional
fixed ontology system, IBM created a lightweight, social tagging system [26].

Referring back to the previous section of this paper, unless users adopt a
system, the power of the social aspect will not be fully realised to the business
processes. As has been seen, the adoption of social software tends to be conser-
vative and in a non-systematic fashion. These examples of social software which
provide benefits to enterprise processes, are contained services, from different
providers. As part of a business process, they would most likely be integrated
at differing times with no concept of linking one human agent identifying token
to another across new and existing or legacy data sets. This restriction of infor-
mation, produced and consumed by human agents within a system, limits the
mining and analysis potential.

With enterprise adoption of such services being a la carte in nature, by lever-
aging a platform agnostic approach, an enterprise may add best of breed so-
cial applications and infer the digital identity across disparate legacy data sets.
From this foundation, a fundamentally richer understanding of the human agents
within the system may be ascertained. By creating an automated programatic
digital identity resource, more interconnections between the human agents and
their data may be found across the entire business process. From this aggre-
gated social data, a deeper level of understanding in the areas of expertise and
reputation may be found.

3.2 Reputation-based Message Routing and a Unified Digital
Identity Resource

This subsection will present a scenario being explored currently, which will help
to put the concept of a programmatically available digital identity resource in
context. By providing a programmatically accessible digital identity resource via
a REST based JSON/XML api, a social software system will enable analysis of
the interconnected nature of the human agents acting within the system and
the data which they generate. By layering human agent generated data on top
of existing data, new forms of interconnectedness can be mined. This intercon-
nected data on human agent activity will, in turn, enable more light weight ad
hoc business processes to be executed in a more effective manner. Rather than
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adopting an abstraction of the human agent within a system, via worklists or
pattern identification [34], the system, called Reputation-based Message Rout-
ing, takes an alternate approach by providing human agent recommendations
based on such analysis gained from data artefacts such as mailing lists, commit
logs and bug ticketing data [19] down to the granularity of a specific human
agent.

A simplified example of such analysis can be seen in the diagram below
(Figure 1). An email thread and a bug report have two common human agents
(agent one and two). From this initial inferred connection, the system can infer
that a second email thread, which also has agent two as a participant, might
be of interest to agent one. For a real use case, there would need to be many
more inferred connections of commonality before such a recommendation would
be made, but in the small, such an aggregation of content and agents across
data sets can show interesting results. This is only possible once a unified digital
identity resource is in place.

Fig. 1. Thread, Bug and Human Agents Connectivity

As well as a fully automated approach to the identification of a specific human
agent within the enterprise, this approach will also be extended by enabling a
lightweight mechanism for enabling human agents to correct and extend the
automated identity recognition. By letting people tag people [12], as well as the
machine oriented approach, a significantly richer source of identity is possible



Digital Identity and Reputation 7

as well as using human intelligence and expertise to correct and extend the
automated identity recognition. By leveraging existing assets, this approach will
solve the adoption problem and bring a greater value to the adoption of social
software within the enterprise as well as providing contextual meaning to the
relationship between people and between data and its creators.

4 Digital Identity Pattern Extraction (DIPE)

In the previous section, the likelihood for a wide range of disparate social software
was discussed. From this, the need for an automated digital identity mechanism
could bring value to a wide range of enterprise needs. As part of the Reputation-
based Message Routing system mentioned above, an automated mechanism was
needed in order to process a real world data set. In this section, a comparison
between a previous approach and the DIPE prototype will be discussed, then a
brief look at some methodological concerns. In the last part of this section, some
of the concepts behind the DIPE prototype will be addressed and some early
results presented.

4.1 Automation and Methodologies

In work from 2006 [3], an idea was presented for dealing with the analysis of
part of the Apache project and the need for resolving identity within a mail-
ing list. This approach was based on having a well formed RFC 2822 token,
foo.bar@apache.org (Foo Bar) for example. Their approach enabled clustering
of potential results via distance vectors [29] which were then hand sorted. Whilst
this approach looks promising for well formed data sets, when working with a
heterogeneous and legacy environment, there is the strong potential for mixed
and non-well formed data as identifying tokens. There is also the strong potential
for intentionally corrupted data to avoid spam harvesting.

In order to enable lightweight ad hoc horizontal macro-operation [31] between
human agents, there needs to be a sound foundation for identifying specific
agents in relation to context specific criteria. In the data set currently being
examined, there are in excess of 3000 distinct human agents operating across
three substantive data sets, the email list having over 22,000 items. The bug
ticketing system has a wide variety of identifying tokens being used, from well
formed RFC 2822 (foo.bar@apache.org (Foo Bar)) to just a name (Foo Bar), to
an intentional corruption or obfuscated token (foo dot bar [at] apache dot or g).
By using the previous approach, a distance vector would not lead to sound results
in this domain. A novel approach is needed to solve this problem.

Before discussing this approach, a short discussion of methodological con-
cerns should be raised. When dealing with such data, there is no technique for
creating an oracle from which to validate results. As the results are subjective,
particularly in relation to the intentionally corrupted data, the verification of the
algorithms needs to be tested by hand. Since the data sets are real world and
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substantive, random sampling is the most appropriate method [37]. The other
methodological factor of the DIPE algorithms is that they target high value i.e.
human agents with a larger volume of interaction with the system. With this in
mind, the random sampling is intentionally biased towards the top end of the
Pareto distribution of the network [30].

4.2 Current Prototype for DIPE

The DIPE prototype is an entirely automated method for extracting digital iden-
tity from heterogeneous data sets. As was discussed in the previous subsection,
a vector based solution, whilst appropriate in some instances, would lead to sub-
optimal results with this quality of data. The approach is based on multiple best
effort heuristic algorithms, based on commonly used patterns within name based
tokens. The approach falls into four basic stages:

– Harvester: In order to maintain portability, the DIPE prototype deals with
openly available data sources. To make the system entirely automated, the
Harvester needs to be able to retrieve data in an unsupervised manner. The
Harvester intelligently backs off in order to not put undue strain on remote
servers.

– Parser with Wrappers: The Parser is written in an extensible manner in order
to add additional data formats in the future. These wrappers then add new
token types to the database.

– Classifier: As DIPE needs to react to differing data types, the Classifier needs
to detect type of tokens. Using regular expressions, it looks for common iden-
tifiers in order to apply the most appropriate algorithm. The RFC 2822 al-
gorithm, rather than a vector approach, looks for patterns asserted by the
human agent. In a conservative approach using the most likely target of high
quality data (the first/last name assertion) down to commonly used separators
(periods, hyphens, underscores), it attempts a first/last name extraction. The
deobfusticator works in an entirely different manner. As the human agent is
intentionally trying to mislead pattern recognition, the heuristic must look for
common conventions. For example, replacing @ with at and . with dot. There
are many more such conventions such as partitioning data with matched or
unmatched tokens, brackets or square braces for example. It also employs a
recursive algorithm to look for implied delineation via in place case alteration
(fooBarApache for example). The deobfusticator looks for all such patterns
and attempts a first/last name extraction.

– Matcher: The Matcher takes all data from all available data sets and simul-
taneously looks for matches both internally within each set, then across all
sets. The internal matching tests for partial string matching in the first/last
name pairs, for domain similarities and compounded words. The cross set cor-
relation takes advantage of implied hierarchy of sets, i.e. some sets having
greater importance than others. It uses a name frequency inverse population
approach.
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4.3 Preliminary Results

These early results are based on a real world data set and the entire set is being
processed in an automated manner. There was no cherry picking of easy to deal
with data types, DIPE takes real data and via the best effort heuristic algorithms
attempts to cluster identities across heterogeneous sets:

Table 1. DIPE Preliminary Results

Case Set#1 Set#2 Set#3

Distinct IDs 2748 486 32
Resolved Aliases 60% 55% n/a

High Value 68% 67% 94%
Cross Correlated 62% 61% 91%

From these early results, it can be seen that a heuristic approach can lead
to worthwhile results from legacy and real world data sets in an automated
manner. These results are currently being analysed to focus on sections of DIPE
to improve the confidence level of the results set.

5 Conclusions and Future Work

In this work, it has been observed that the enterprise is likely to adopt social
software in a conservative, non-systematic manner. In order for enterprise to
leverage the social graph to integrate human agents in business processes in a
more meaningful manner, there needs to be a mechanism to create a unified dig-
ital identity resource in an automated manner. From this resource, foundations
for trust and reputation can be built and this will enable business processes to
have a richer source of information from which to make human agent selections.
The DIPE prototype demonstrates that real world data, even intentionally cor-
rupted data, can be mined with a relative degree of confidence in order to unify
social enterprise assets. This confidence is based on the subjective interpretation
of the data set (see section 4.1).

This digital identity resource forms part of a larger context, the Reputation-
based Message Routing system. Building on solid automated digital identity
foundation, via DIPE, RMR will perform data mining techniques on that data
to derive relationships of human agents to each other and their data. By estab-
lishing many to many relationships, this basis of interconnected data provides a
reputation based engine for making human agent recommendations both in the
selection process and the execution of their work.

Leveraging existing enterprise data sets, by creating a pragmatic unified dig-
ital identity strategy, there is the potential for creating a speedy but not rash
[8] integration of social software in Enterprise 2.0.
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