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Abstract

This paper examines the effect of technology scaling
and microarchitectural trends on the rate of soft errorsin
CMOSmemory and logic circuits. We describe and validate
an end-to-end model that enables us to compute the soft
error rates (SER) for existing and future microprocessor-
style designs. The model captures the effects of two impor-
tant masking phenomena, electrical masking and latching-
window masking, which inhibit soft errorsin combinational
logic. We quantify the SER due to high-energy neutronsin
SRAM cells, latches, and logic circuitsfor feature sizesfrom
600nmto 50nm and clock periods from 16 to 6 fan-out-of-4
inverter delays. Our model predicts that the SER per chip
of logic circuitswill increase nine orders of magnitude from
1992 to 2011 and at that point will be comparable to the
SER per chip of unprotected memory elements. Our result
emphasizes that computer system designers must address
the risks of soft errorsin logic circuits for future designs.

1 Introduction
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Our study focuses osoft errors, which are also called
transient faults or single-event upsets (SEUs). Theserare e
rors in processor execution that are due to electrical noise
or external radiation rather than design or manufacturing
defects. In particular, we study soft errors caused by high-
energy neutrons resulting from cosmic rays colliding with
particles in the atmosphere. The existence of cosmic ray ra-
diation has been known for over 50 years, and the capacity
for this radiation to create transient faults in semicortduc
circuits has been studied since the early 1980s. As a result,
most modern microprocessors already incorporate mech-
anisms for detecting soft errors. These mechanisms are
typically focused on protecting memory elements, particu-
larly caches, using error-correcting codes (ECC), paaityl
other techniques. Two key reasons for this focus on mem-
ory elements are: 1) the techniques for protecting memory
elements are well understood and relatively inexpensive in
terms of the extra circuitry required, and 2) caches take up
a large part, and in some cases a majority, of the chip area
in modern microprocessors.

Past research has shown that combinational logic is
much less susceptible to soft errors than memory ele-
ments [8, 19]. Three phenomena provide combinational

Two important trends driving microprocessor perfor- 109ic @ form of natural resistance to soft errors: 1) logi-
mance are scaling of device feature sizes and increasind@ Masking, 2) electrical masking, and 3) latching-window
pipeline depths. In this paper we explore how these trengsmasking. We develop models for electrical masking and

affect the susceptibility of microprocessors to soft esror

latching-window masking to determine how these are af-

Device scaling is the reduction in feature size and voltage fécted by device scaling and superpipelining. Then based
levels of the transistors, which improves performance be- ©N @ composite model we estimate the effects of these tech-

cause smaller devices require less current to turn on or off,"010gy trends on the soft error rate (SER) of combinational
and thus can be operated at higher frequencies. Pipelinlgic- Finally using an overall chip area model we com-

ing is a microarchitectural technique of dividing instrioct

pare the SER/chip of combinational logic with the expected

processing into stages which can operate concurrently onffénds in SER of memory elements.

different instructions. Pipelining improves performarge

increasing instruction level parallelism (ILP). Five tgkbt

The primary contribution of our work is an analysis of
the trends in SER for SRAM cells, latches, and combina-

stage pipelines are quite common, and some recent designgonal logic. Our models predict that by 2011 the soft er-
use twenty or more stages [11]. Such designs are commonlyor rate in combinational logic will be comparable to that

referred to asuperpipelined designs.

of unprotected memory elements. This result is signifi-



cant because current methods for protecting combinationalpulse of current at the internal circuit node that was struck
logic have significant costs in terms of chip area, perfor- by the particle. When a particle strikes a sensitive region
mance, and/or power consumption in comparison to protec-of an SRAM cell, the charge that accumulates could exceed
tion mechanisms for memory elements. the minimum charge that is needed to flip the value stored
The rest of this paper is organized as follows. Section 2 in the cell, resulting in a soft error. The smallest chargs th
provides background on the nature of soft errors, and aresults in a soft error is called tteeitical charge (Qcrir)
method for estimating the soft error rate of memory cir- of the SRAM cell [7]. The rate at which soft errors occur
cuits. Section 3 introduces our definition of soft errors in is typically expressed in terms ¢failures In Time (FIT),
combinational logic, and examines the phenomena that carwhich measures the number of failures pe? hours of op-
mask soft errors in combinational logic. Section 4 desaibe eration. A number of studies on soft errors in SRAMs have
in detail our methodology for estimating the soft error rate concluded that the SER for constant area SRAM arrays will
in combinational logic. We present our results in Section 5. increase as device sizes decrease [15, 24, 25], though re-
Section 6 discusses the implications of our analysis and sim searchers differ on the rate of this increase.
ulations. Section 7 summarizes the related work, and Sec- A method for estimating SER in CMOS SRAM circuits

tion 8 concludes the paper. was recently developed by Hazucha & Svensson [10]. This
model estimates SER due to atmospheric neutrons (neu-

2 Background trons with energies- 1MeV) for a range of submicron fea-
ture sizes. Itis based on a verified empirical model for the

21 Particles that cause soft errors 600nm technology, which is then scaled to other technology

generations. The basic form of this model is:
In the early 1980s, IBM conducted a series of experi-
ments to measure the particle flux from cosmic rays [32], SER o F x A x exp( QCRIT) (1)
the rate of flow expressed as the number of particles of a s
particular energy per square centimeter per second. For OUkyhere

work, the most important aspect of these results is thak-part F is the neutron flux with energy 1
cles of lower energy occur far more frequently than particle MeV, in particles/(cri*s),

of higher energy. In particular, a one order of magnitude A is the area of the circuit sensitive to
difference in energy can correspond to a two orders of mag- particle strikes, in crh

nitude larger flux for the lower energy particles. As CMOS Qcrrr isthe critical charge, in fC, and
device sizes decrease, they are more easily affected by thes Qs is the charge collection efficiency of
lower energy particles, potentially leading to a much highe the device, in fC

rate of soft errors. o .
Two key parameters in this model are the critical charge

This paper investigates the soft error rate of combina- . |
tional logic caused by atmospheric neutrons with energies(QCR’T) of the SRAM cell and the charge collection effi-

greater than 1 mega-electron-volt (MeV). This form of radi- &S (©s) of the circuit. Qorrr depends on character-
ation, the result of cosmic rays colliding with particleglie istics of the circuit, particularly the supply voltage arat

atmosphere, is known to be a significant source of soft er- effective capacitance of the drain nod&; is a measure
rors in memory elements. We do not consider atmosphericOf the magnitude of charge gene_rated_ by a particle strike.
neutrons with energy less than 1 MeV since we believe theirThese two parameters are essentla_lly mdependent,_but both
much lower energies are less likely to result in soft errors i decrease with dec_reasmg feature size. Fr_om Equathn 1 we
combinational logic. We also do not consider alpha par- >¢€ that changes in the value@g g, r relative to@s will
ticles, since this form of radiation comes almost entirely have a very _Iarge impact on the resultmg.S.ER. The SER s
from impurities in packaging material, and thus can vary also proportional to the area of the sensitive region of the

widely for processors within a particular technology gener d]?mcea an_d thgrefo;e It deﬁre;sées proporuonzlttrc])_ theregulat
ation. The contribution to the overall soft error rate from ©' \N€ 0€VICE SIZ€. Hazucha Vensson used this modet 1o

each of these radiation sources is additive, and thus eacr?.valu.?te _trhhe effect (I)fgeg"t:ﬁ ?csallzlr;{g on thﬁ. SEfRS(gAm'\j mory
component can be studied independently. circuits. they conciuded that SER=per-chip 0 Wi cir
cuits should increase at most linearly with decreasing fea-

2.2 Soft errors in memory circuits ture size.

High-energy neutrons that strike a sensitive regionin a3  Soft Errors in Combinational Logic
semiconductor device deposit a dense track of electroa-hol
pairs as they pass through a p-n junction. Some of the de- A particle that strikes a p-n junction within a combina-
posited charge will recombine to form a very short duration tional logic circuit can alter the value produced by the cir-



4 Methodology

In most modern microprocessors, combinational logic
Figure 1. Simple model of a pipeline stage and memory elements are constructed from the same ba-
sic devices — NMOS and PMOS transistors. Therefore, we
cuit. However, a transient change in the value of a logic can use techniques for estimating the SER in memory ele-
circuit will not affect the results of a computation unless i ments to assess soft errors in combinational logic. We will
is captured in a memory circuit. Therefore, we define a soft also use these techniques directly to compute the SER in
error in combinational logic as a transient error in the lesu  memory elements for a range of device sizes, and compare
of a logic circuit that is subsequently stored in a memory the results to our estimates of SER for combinational logic.
circuit of the processor. Our methodology for estimating the soft error rate in
A transient error in a logic circuit might not be captured Combinational logic considers the effects of CMOS device
scaling and the microarchitectural trend toward incregsin
depth of processor pipelines. We determine the soft error
Logical maskingoccurs when a patrticle strikes a portion rate usin_g analytica}l quels for each stage of j[he pulse from
o . . : its creation to the time it reaches the latch. Figure 2 shows
of the combinational logic that is blocked from affecting h . tages the pulse passes throuah and the corre-
the output due to a subsequent gate whose result is comE € vg\_nous Sdgl d P d Pas h ﬁg h |
pletely determined by its other input values. sbonaing modet Used to determine the effect on the pulse
4 ) ] at that stage. In the first stage the charge generated by the
Electrical masking occurs when the pulse resulting paricle strike produces a current pulse, which is then con-
from a particle strike is attenuated by subsequent logic yerted into a voltage pulse after traveling through a gate in
gates due to the electrical properties of the gates to theyhg |ogic chain. The electrical masking model simulates the
point that it does not affect the result of the circuit. degradation of the pulse as it travels through the gateseof th
Latching-window masking occurs when the pulse re- |ogic circuit. Finally a model for the latching window deter
sulting from a particle strike reaches a latch, but not at the mines the probability that the pulse is successfully latiche
clock transition where the latch captures its input value. The remainder of this section describes each of these com-
These masking effects have been found to result in a sig-Ponent models and how they are combined to obtain an esti-
nificantly lower rate of soft errors in combinational logic Mate forthe SER of combinational logic. Additional details
compared to storage circuits in equivalent device technol- 0N our methodology can be found in an extended version of
ogy [19]. However, these effects could diminish signifi- this paper [30].
cantly as feature sizes decrease and the number of stages in . .
the processor pipeline increases. Electrical maskingdcoul 4.1 Device scaling model
be reduced by device scaling because smaller transistrs ar
faster and therefore may have less attenuation effect on a,
pulse. Also, deeper processor pipelines allow higher clock
rates, meaning the latches in the processor will cycle more
frequently, which may reduce latching-window masking.

in a memory circuit because it could lbeasked by one of
the following three phenomena:

We constructed a set of Spice Level 3 technology mod-
s corresponding to the technology generations from the
Semiconductor Industry Association (SIA) 1999 technol-
ogy roadmap [29]. Values for drawn gate length, supply
voltage, and oxide thickness are taken directly from the

We evaluate the effects of electrical and latching-window roadmap. The remaining parameters were obtained using a
masking using the simple model for a processor pipeline s¢ajing methodology developed by McFarland [21]. We ad-
stage illustrated in Figure 1. This model is just a one-wide jysted McFarland’s formula for threshold voltage slightly
chain of homogeneous gates terminating in a level-sessitiv scaje petter to technologies with very low supply voltages,

latch. For the results presented in this paper we use statigyyt a|| other parameters are based on McFarland’s model.
NAND gates with a fan-out of 4. The number of gates

in the chain is determined by the degree of pipelining in 4.2 Charge to voltage pulse model

the microarchitecture, which we characterize by the num-

ber of fan-out-of-4 inverter (FO4) gates that can be placed When a patrticle strikes a sensitive region of a circuit el-
between two latches in a single pipeline stage. The FO4ement it produces a current pulse with a rapid rise time,
metric is technology independent and 1 FO4 roughly cor- but a more gradual fall time. The shape of the pulse can
responds to 360 pico-seconds times the transistor’s drawrbe approximated by a one-parameter function [7] shown in
gate length in microns [12]. In our model we use level- Equation 2.
sensitive latches because their advantages in area and tol-

erance to clock load/skew make them attractive for super- Q t t

pipelined designs. <_> ()
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Figure 2. Process for determining the Soft Error Rate in alogic chain

refers to the amount of charge collected due to the This procedure adjusts the switching voltages until the ris
fers to th t of charg llected due to the This p d djusts th tching voltag til th
particle strike. The paramet&ris the time constant forthe and fall times predicted by the model are within b O
ticle strike. Th téris the t tant for th d fall t dicted by th del thin 15% of
charge collection process and is a property of the CMOS values obtained from Spice simulations.
process used for the devi_cejl‘fis _Iarge it takes more time Delay degradation model: Delay degradation occurs
for the charge to recombine. 1 is small, the charge re-  \yhen an input transition occurs before the gate has com-
combines rapidly, generating a current pulse with a short yjetely switched from its previous transition. When this
duration. The time constant decreases as feature size de(')ccurs, the gate switches in the opposite direction before
creases, and Hazucha & Svensson developed a method fqie5ching the peak amplitude of the input pulse, thus de-
sca_lmg the time constant bas_ed on featu_re size [10]. Thegrading the amplitude of the output pulse. We use the “De-
rap|d_ rise of the current pulse is captured in the_square root|ay Degradation Model” proposed and validated by Bellido-
function and_the gradual fgll ofthe current pulse is prodlice pigzet al. [3] to determine how a voltage pulse degrades as
by the negative exponential dependence. _ it passes through a logic gate. This model determines the
The current pulse produced by a particle strike results in amplitude of the output pulse based on the time between

a voltage pulse at the output node of the device. We use ane output transition and the next input transition, and the
Spice simulation to determine the rise time, fall time and {jme needed for the gate to switch fully.

effective duration of this voltage pulse. These three \alue
are the final result of this stage and become the input for the4.4  Pulse latching model

next phase, the electrical masking analytical model. o ] o
Recall that our definition of a soft error in combinational

4.3 Electrical masking model logic requires an error pulse to be captured in a memory
) o - _circuit. Therefore, in our model a soft error occurs when
Electrical masking is the composition of two electri- e error pulse is stored into the level-sensitive latchhat t
cal effects that reduce the strength of a pulse as it passegnq of a logic chain. We only consider a value to be stored
through a logic gate. Circuit delays caused by the switch- i, the |atch if it is present and stable when the latch closes,
ing time of the transistors cause the rise and fall time of gjnce this value is passed to the next pipeline stage.

the pulse to increase. Also, the amplitude of a pulse with  \yhen a voltage pulse reaches the input of a latch, we
short duration may decrease since the gate may start to turfyse 4 Spice simulation to determine if it has sufficient am-
off pefore the output reaches its full amplltude_. The combi- plitude and duration to be captured by the latch. By keeping
nation of these two effects reduces the duration of a pulse,ie rise and fall time constant, but varying the duratios, th
making it less likely to cause a soft error. The effect cas- gimylation determines the minimum duration (measured at
cades from one gate to the next because at each gate th@e threshold voltage) pulse that could be latched. If the du
slope decreases and hence the amplitude also decreases. (ation of the pulse at the latch input exceeds this minimum
~ We constructed a model for electrical masking by com- qyration, it has the potential to cause a soft error.
bining two existing models. We use the Horowitz rise and  Thjs method determines if a particle-induced pulse in an
fall time model [13] to determme the rise and faII. time of Ginerwise stable, correct input signal is strong enough to
the output pulse, and the Logical Delay Degradation Effect e |atched. It is also possible that a particle-inducedepuls
Model [3] to determine the amplitude, and hence the dura- ¢ delay the correctinput signal from arriving at thefat
tion, of the output pulse. input in time to be latched, thus causing an error. This type
Horowitz rise and fall time model: The Horowitz model  of erroris referred to asdelay fault. Due to the complexity
calculates the rise and fall time of the output pulse basedof modeling these faults, we have chosen to exclude them
on the the input rise and fall time, the CMOS model param- from our study. Bernstein found that delay faults are neg-
eters, and the gate switching voltages. The gate switchingligible in current technologies due to the common design
voltages are determined using an iterative bisection ntetho practice of incorporating a 5%-10% safety margin into the



ceeds:+ w, itis assured to overlap at least one full latching
! window of sizew and hence has probability 1 of causing a
Soft error /\ soft error. Note that a smaller pulse could partially overla
! the latching windows in two consecutive clock cycles with-

Masked pulses & /\ /\ out fully cgntaining either one. Since pulse ar);ival times
‘ ‘ are distributed uniformly at random over the clock cycle,

Figure 3. Latching Window Masking the probability of an error for a pulse with any intermedi-

ate duration is a simple linear function between these two
clock cycle [4]. However, such faults could become much endpoints P

more common as clock frequency increases and safety mar-
gins are squeezed to increase performance.

Clock Cycle 1 Note that whend < w, the probability of a soft error
—] 1 is zero, but this is not an effect of latching window mask-
ing, since the pulse does not have sufficient duration to be
latched. On the other hand, when the pulse duration ex-

Clock |
Latching Window

4.6 Estimating SER for combinational logic
4.5 Latching-window masking model

We assume that the probability of concurrent particle
strikes in a single logic chain is negligible, and thus the
SER for the circuit is simply the sum of the SER’s for a
Iparticle strike at each gate in the logic chain. To compute
the SER contribution for a given gate in the logic chain, we
simulate a particle strike to the drain of the gate using our
charge to voltage pulse model. Then we apply our electrical
masking model to determine the characteristics of the volt-
age pulse when it reaches the latch input. We use the pulse-
latching model to determine if the pulse that reaches the
latch input has sufficient amplitude and duration to cause a
soft error. As in memory circuits, the smallest charge that
can generate a pulse that results in a soft error is thealritic
charge Q¢ rrr) for the circuit. For combinational logic, we

A latch is only vulnerable to a soft error during a small
window around its closing clock edge. The size of this
latching window is simply the minimum duration pulse that
can be latched, which depends on the pulse rise and fal
time. A pulse that is present at the latch input through-
out the entire latching window will be latched and causes
a soft error. If a pulse partially overlaps the latching win-
dow, there is the possibility that it may also cause a soft er-
ror, since it could prevent the data from satisfying theHatc
setup and hold time requirements. We believe this is a sec-
ondary effect and therefore we have ignored it in our model.
This simplification results in a more conservative estimate
of SER. Figure 3 illustrates our model of latching window
_mask_mg. Only a p_ulse that completely overlaps the I".ﬂCh_ are also interested i@ ¢ ax, the smallest charge that has
ing window results in a soft error. If the pulse either argve - : . .
after the latching window has opened, terminates before thepmbabIIIty of 1 of being latched according to our latching-

latching window closes, or does not have sufficient duration \év::jdé)w mas';'g\?er?r?edel(‘)tei:?ﬁg gzllrfassllzs;w?‘? ;{'(’: flin )
to cover the whole window, we assume that the pulse will OMAX P y 9

window masking, but charge values @t 4 x Or greater

be masked. )

Letd represent the duration of the pulse on arrival at the always resultin a soft error. ) )
latch input at timet. The pulse arrival time can occurat 10 complete the calculation of SER for a given gate
any point in the clock cycle with equal probability. Let in the logic chain, we divide the charge values between

represent the size of the latching window for this pulse, and @crrT andQcoaax intom equal-size intervals. We used
let ¢ represent the clock cycle time. If a latching window ™ = 20 for the results presented in this paper; using sep-
for the latch starts after timeand ends before time+ 4, ~ araté experiments we validated that using a higher granu-
the pulse is present at the latch input throughout the entirel@rty has only a marginal effect on the resulting SER es-
latching window and results in a soft error. Otherwise the imates. We compute the SER corresponding to each in-
pulse is masked and no soft error occurs. terval using the model of Hazucha & Svensson. Since the
We can determine the probability that the pulse causesHazucha & Svensson mode! gives a cumulative_ SER value,
a soft error by computing the probability that a randomly We compute the SER for an interval by subtracting the SER
placed interval of lengt overlaps a fixed interval of length of the right endpoint of the interval from that of the left. &h

w within an overall interval of lengtl. This probability is SER for the interval is then weighted by the probability that
given in by the following equation: a soft error occurs as given by our latching-window mask-

ing model. The contribution to SER for the gate is then the

0 ifd<w sum of the weighted SER’s for each interval plus the SER
Pr{softerrof = dw ifyw <d<c+w for Qcmax. This calculation is summarized with the fol-
1 fd>c+w lowing formula:
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Figure 4. SER of a constant area SRAM array Figure 5. SER of individual circuits

in the transistor also decreases and effectively offsets th
reduction in critical charge.

SER = SERQoax) + Z PriL:} (SERL:) — SERR:)) 5.2 Individual circuits

where SERQ) denotes the SER value for char@eob- The circuits of a modern microprocessor fall into three
tained from Hazucha & Svensson’s moda}, and &; are basic classes: SRAM cells, latches, and combinational

the left and right endpoints of interval and P{L;} is logic. We esti_mated_ the_SER for an individual S_RAM cell,
the probability that chargé; causes a soft error (is not |atch, and logic chain using methodology described in Sec-
latching-window masked). tlpn 4 Figure 5 shows the p_red|cted SER by technology and
pipeline depths. The x-axis plots the CMOS technology
5 Results generation, arran_ged by actual or expected date of adop-
tion, and the y-axis plots the SER for each element on a log
scale. The SER of a single SRAM cell declines gradually
with decreasing device size, while the SER of a latch stays
To validate our technology models, we estimated the relatively constant. The SER for a single logic chain shows
SER of a constant area SRAM array using Hazucha & the most significant change — increasing over five orders of
Svensson’s model and our CMOS technology parametersmagnitude from 600nm to 50nm. The effect of superpipel-
We used hspice simulations to determiperr values for ing is illustrated by the increasing SER for logic circuits a
each technology. We simulated a current pulse at the drainhigher pipeline depths (smaller clock period in FO4 delays)
of one node of the SRAM cell and sampled the cell later to within each technology generation.
see if the value had changed. Figure 4 presents our results, The primary cause of the significant increase in the SER
along with the results of a similar experiment reported by of logic circuits is the reduction i) ¢ g7 of logic circuits
Hazucha and Svensson [10]. Our results show good cor-with decreased feature size. Recall from Equation 1 that
relation with those of Hazucha and Svensson; both resultsthe ratio—Qcri7/Qs appears as as exponent in the em-
show the same basic trend, and the absolute error is less thapirical model for SER. When this ratio is large, this factor
one order of magnitude for all technologies, which can be dominates the SER expression, but its influence decreases
attributed to differences in CMOS parameters. The graphrapidly as the value of)crrr approache®)s. Figure 6
shows that the SER increases slightly from 600nm to 50nm,plots Q¢ r;r for SRAM cells, latches, and logic circuits,
with nearly all the increase occuring by the 180nm technol- along with@ s, the charge collection efficiency, by technol-
ogy generation. There are four basic factors that combineogy generation. For combinational logic, the graph shows
to produce this trend. The drain area of each transistor,Qcg;r values for a particle strike 0, 4, and 16 FO4 gate-
which is the region sensitive to particle strikes, decrsase delays from the latch. Note that the y-axis of the graph is
guadratically as feature size decreases, but since the SRAMog-scale.
array occupies a constant area, the number of bits increases SRAMs and Latches: The Q¢ rrr of SRAM cells de-
guadratically and offsets this effect. Critical chargeale- creases steadily with feature size, but is within a small con
creases significantly with decreasing feature size, pilynar  stant factor of) s for all feature sizes. As a result, the pri-
due to lower supply voltage levels, but charge accumulation mary effect of device scaling on the SER of a single SRAM

5.1 Memory circuits



1e+04 : : : Pipeline depth SRAM bits Latches Logic gates
T
ogie, 10 FOds —+— 16 FO4s 1994 K (78.8%) | 32K (1.2%) | 507 K (20.0%)
logic, 0 FO4 —+— 12 FO4s 1984 K (78.3%) | 42 K (1.7%) | 507 K (20.0%)
soam o 8 FO4s 1963 K (77.5%)| 63 K (2.5%) | 507 K (20.0%)
let03 ¢ Qs —o— 3 6 FO4s 1942 K (76.7%) | 84 K (3.3%) | 507 K (20.0%)

Table 1. Chip Model for 350nm device size

le+02 |

Qcrit (fC)

ing by feature size and consistently lower latching-window
masking for higher degrees of pipelining. Detailed re-
sults of these experiments are available in our technical re
port [30].
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Now we determine how soft errors in SRAM cells,
Figure 6. Critical charge for SRAM/latch/logic latches, and logic circuits contribute to the SER of the en-
tire processor chip for future microprocessor technolegie
To estimate the SER of the entire chip we have developed a
cell is the reduction in sensitive area, leading to gradual chip model that describes the transistor decompositian int
downward trend shown in Figure 5. Thgcrir/Qs ra- logic, SRAMs and latches. From the chip model we de-
tio for latches is larger than for SRAMs at large feature termine the total number of SRAM bits, latches and logic
sizes, butQcrrr of latches decreases more rapidly than chains and then scale the per unit SER of each circuit by
SRAMs with decreasing feature size, and by 130nm hastheir number on the chip to obtain the SER/chip.
converged to almost the same value as SRAMs. This ex-Chip Model:

. : . . We used the Alpha 21264 microprocessor
plains the relatively small change in the SER for a single P s

as the basis for constructing our chip model. The Alpha

latch shown in Flgu_rg 5. Device scaling in memory ele—. 21264 was designed for a 350nm process and has 15.2 mil-
ments affects the critical charge and charge collection effi lion transistors on the die [18]. Based on a detailed area

ciency almost equally because smaller transistors are moreanalysis of die photos of the Alpha 21264 [17], we con-
sensitive to a particle s_trike but have very little sensitrol- cluded that approximately 20% of transistors a}e in logic
ume for ghar_ge coIIect_lon. ) circuits and the remaining 80% are in storage elements in
Combinational Logic: Figure 6 shows thatth@criT  the form of latches, caches, branch predictors, and other
of logic circuits decreases more rap|dly with feature_ SiZ€ memory structures. Our chip model applies this basic al-
than theQ ¢ rrr of memory elements. Since the y-axis of |ocation to all feature sizes. The total number of transis-
this graph is log scale, the actual decline is exponentially s per chip is scaled quadratically from the baseline Alph
greater across this range of feature sizes. This steep réyq764 hased on feature size. The allocation of memory el-
duction inQcrrr is primarily due to quadratic decrease gment fransistors to SRAM cells and latches depends on the
in node capacitance with feature size. Logic transistogs ar nmper of latches required by the processor pipeline, which
typically wider than transistors used in memory circuits, depends on pipeline depth. We allocate one latch for each
where density is important, and thus this effect is more pro- logic chain, where the number of logic chains is given by
nounced in logic circuits. Equation 3.
Figure 6 also illustrates the effect of electrical masking
on the SER of logic circuits. For all feature sizes below
600nm, theQ g7 for 16 FO4 logic gates is consistently  logic_chains=
about twice that of the 0 FO4 circuit, and this difference
is the result of degradation of the error pulse as it passes o .
through the 16 FO4 gates. Contrary to our expectations, The remaining memory glement transistors are allocated
our results do not show any reduction in this effect with t© SRAM cells.  Table 1 illustrates how our model allo-
decreasing feature size. We conclude that the primaryteffec Cates transistors to SRAM bits, latches, and logic gates in
of electrical masking is to screen out marginal pulses; the the 350nm feature size for four pipeline depths.
degradation effect on pulses with sufficient strength to be Results: Using the SER of individual elements shown in
latched is minimal. the previous section and our chip model, we computed the
We also performed experiments to determine the effect SER/chip for each class of components for each technol-
of technology trends on latching-window masking. The re- ogy generation and pipeline depth of our study. The results
sults show a significant decrease in latching-window mask-are presented in Figure 7. As discussed above, SER/chip

logic_transistors
gatesperlogic_chainx transistorsper.gate

®)




1e+04 — ‘ — T > Circuit Implementations: We restricted our analysis
. to static combinational logic circuits and level-sensitiv
lex02 |- 2 g = latches. Modern microprocessors frequently employ a di-
s verse set of circuit styles, including dynamic logic, and
s oo 1 latched domino logic, and a variety of latches, including
g te02 | | edge-triggered flip flops, with different combinations ofpe
p formance, power, area, and noise margin characteristics.
0 1e0a | latch, 6 FO4s —=— We believe our model could be extended to include these
= latch, 8 FO4s —&— - . . .
3 latch, 12 FO4s —&— additional circuit styles and latch designs.
16-06 |- o O T The use of dynamic logic could substantially increase the
o 2 o SER, since each gate has built-in state that can reinforce an
1e08 e rorBo 130mm Toomm 7omm somm error pulse as it travels through a logic chain. Designs that
1992 1994 1997T:C9§:0logyzg‘fneraﬂii% 2008 2011 employ edge-triggered flip flops should have lower SER,
because the critical charge for these latches is generally
Figure 7. SER/chip for SRAM/latches/logic larger than for level-sensitive latches. These pointsillu

trate the importance of design choices on the overall SER.

of SRAM shows little increase as feature size decreases. i . o )

To simplify the graph we only plot SRAM data for one Logical Masking: Logical masking is another masking
pipeline depth. Pipeline depth has no noticeable effect on€ffect that inhibits soft errors in combinational logic and
the SRAM SERI/chip, since the percentage of chip area al-could have a significant effect on the SER. Since our model
located to SRAM changes very little. SER/chip in latches Places every logic gate on an active path to a latch, we do
increases only slightly for all pipeline depths, a combined NOt account for the the effect of logical masking. Incorpo-
effect of the relatively constant SER/latch and the increas rating logical masking would likely increase the complgxit
ing number of latches at smaller feature sizes. SER/chip©f the model dramatically, since the model would need to
of latches increases for deeper pipelines, due solely to theconsider actual circuits and associated inputs. Masdengil
greater number of latches required for deeper pipeline mi- € @. developed a specialized VHDL simulator that could
croarchitectures. analyze soft faults in an actual circuit and model the effect

SER/chip in combinational logic increases dramatically of logical masking [20]. They found that effect of logical

from 600nm to 50nm, from 1 to approximately 18, or masking on _SER depend.s heavily 9” circuit inputs. .
nine orders of magnitude. This is simply the composition of ~ Effects similar to logical masking can also occur in
a 10 increase in SER per individual logic chain and more Meémory elements. For example, if a soft error occurs in
than 100 times increase in logic chains per chip. At 50nm @ memory element that holds dead data — data that will not
with 6 FO4 pipeline, the SER per chip of logic exceeds that P& used again — it is in some sense logically masked. An-
of latches, and is within two orders of magnitude of the SER Other example is a soft error in a memory structure such as
per chip of unprotected memory elements. Mainstream mi- & branch predictor, which may lead to reduced performance
croprocessors from Intel [14] and other vendors [17] have Put not produce incorrect results. Due to the difficulty in
employed ECC to reduce SER of SRAM caches at featuremodeling these effects, we have chosen to exclude all forms
sizes of up to 350nm. For processors that use ECC to protecPf l0gical masking in memory elements or logic from our
a large portion of the memory elements on the chip, logic model. However, it seems unlikely that logical masking

will quickly become the dominant source of soft errors. ~ Will be significantly affected by the technology trends we
consider in this study.

6 Discussion Alpha Particles: Our study only considers soft errors

resulting from high-energy neutrons. Another important

The primary focus of our study has been to establish the source of soft errors in microprocessors is alpha particles
basic trend in SER of combinational logic and the major that originate from radioactive decay of impurities in chip
influences on this trend. Our model considers the effectsand packaging materials. For circuits withor;7 in the
of device scaling and superpipelining trends, and the eorre range of 10-40 fC, the alpha particle SER becomes compa-
sponding effects on electrical and latching window mask- rable to that of neutron SER [9]. In our experiments, this
ing. This section discusses other factors may also haverange corresponds to SRAM cells and latches in 180nm and
some influence on SER of combinational logic, but are not later technologies and logic circuits in 50nm and later tech
considered in our model to simplify the model construction nologies. Our model could be adapted to estimate the SER
and analysis. due to alpha particle radiation.



7 Related Work proach SER of latches as feature sizes decrease. They also
concluded that for a given feature size, clock rate hag littl

Although this is the first paper to model the effect of both influence on SER. The results we present in Figure 7 are
technology scaling and superpipelining on the soft error Consistent with this conclusion.
rate of combinational logic, previous experimental work ha )
been done to estimate the soft error rate of storage and com-8 Conclusion
binational logic in existing technologies [25, 6, 16, 19].24
Another method for estimating the neutron-induced SER
uses the Modified Burst Generation Rate model [31]. This
method uses nuclear theory to calculate the collected eharg
resulting from a particle strike. IBM developed the SEMM

We have presented an analysis of how two key trends in
microprocessor technology, device scaling and superpipel
ing, will affect the susceptibility of microprocessor aiiits
to soft errors. The primary impact of device scaling is that

Soft-E M Carlo Modeli q s the on-currents of devices decrease and circuit delay de-
(Soft-Error Monte Carlo Modeling) program to determine creases. As a result, particles of lower energy, which are

whether chip designs meet SER specn‘|cat|ons [_23]' Thefar more plentiful, can generate sufficient charge to cause
program calculates the SER of semiconductor chips due 105 soft error. Using a combination of simulations and ana-

ioni_zing radia}tioq based on detailed layout, process #nfor lytical models, we demonstrated that this results in a much
mation and circuitQc rr) values. _ _higher SER in microprocessor logic circuits as feature size
Some work has also been done to estimate the SER ijecreases. We also demonstrate that higher clock rates used
combinational logic. Lideret al. compared the soft er-  j, syperpipelined designs lead to an increase in the SER of
ror rate due to direct particle strikes in latches with the logic circuits in all technology generations.
soft error rate from error pulses propagating through the  The primary cause of the significant increase in the SER
logic gates [19]. They considered a circuitimplemented in ¢ |ogic circuits is the reduction in critical charge of lagi
1000nm technology clocked at SMHz. They conclude that ¢jrcuits with decreased feature size. Our analysis also il-
the errors are predominantly due to direct strikes to lache |ysirates the effect of technology trends on electrical and
and only 2% of the total observed errors are from the logic latching-window masking, which provide combinational
chain. We have shown how technology trends will lead to |ogic with a form of natural protection against soft errors.
a significant increase in the SER at low feature sizes andyye found that electrical masking has a significant effect on
high clock rates. Bazet al. studied electrical masking in  the SER of logic circuits in all technology generations, and
a chain of inverters and concluded that for pulses that suc-yhjs effect is not diminishing with feature size. The effett
cessfully get latched electrical masking does not have any|aiching-window masking is also important but is reduced
significant effect on SER [2]. They also allude to various py poth decreasing feature size and increased clock rate of
parameters such as the chip model and the clock rate as fagyyre technology generations. We conclude that current
tors that might affect the impact of this effect on the ovleral  echnology trends will lead to a substantially more rapid in
SER. Our results show that electrical masking does have acrease in the soft error rate in combinational logic than in
significant effect on the SER, and this effectis notdiminish - giorage elements. The implication of this result is that fur
ing with decreased feature size. Buchaal. investigated  ther research is required into methods for protecting cembi
latching window masking in combinational and sequential hational logic from soft errors.
logic [5]. They concluded that while the SER of sequential Recently, a number of schemes have been proposed to
logic is independent of frequency, combinational logic SER getect or recover from transient errors in processor compu-
increases linearly with clock rate. Our results confirm that i5tions. All these techniques are either based on space re-
the trend of increasing clock rate due to increased Processogyndancy (e.g. [1]) or time redundancy (e.g. [22, 26, 27]).
pipelining significantly increases the SER of logic cirsuit e pelieve that techniques such as these combined with cir-
Seifertet al. used experiments and simulation to de- cuit and process innovations will be required to enable fu-
termine the trend of soft error rate in the family of Alpha ture construction of reliable high performance systems. Ou
processors [28]. They conclude that the alpha particle sus-work is significant because it provides a context for evaluat

ceptibility of both logic and memory circuits has decreased ing these various techniques on their effectiveness atredu
over the last few process generations. Our study shows anng soft errors in combinational logic.

increasing susceptibility to neutron-induced soft errpes-
ticularly in logic circuits, due to device scaling and gexat Acknowledgments

neutron flux at lower energies [32]. They also found that We thank the members of the CART group and the
the errors in combinational logic are predominantly due to anonymous referees for their comments and suggestions to
direct strikes to pipeline latches, rather than error propa this paper. This research is supported by the Defense Ad-
gation in logic. Our simulations agree with this result at vanced Research Projects Agency under contract F33615-
current feature sizes, but predict that SER of logic will ap- 01-C-1892; National Science Foundation CAREER awards



CCR-9734185, CCR-9985109, and CCR-9984336; IBM [17] J. Keller. The 21264: A Superscalar Alpha Processoh wit
University Partnership awards; and a grant from the Intel
Research Council. Lorenzo Alvisi is also supported by an
Alfred P. Sloan Research Fellowship.

References

(1]

(2]

(3]

(4]
(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

T. Austin. DIVA: A Reliable Substrate for Deep Submicron
Microarchitecture Designlnternational Symposium on Mi-
croarchitecture, pages 196—207, November 1999.

M. Baze and S. Buchner. Attenuation of Single Event In-
duced Pulses in CMOS Combinational Logl&€EE Trans.

on Nuclear Science, 44(6), December 1997.

M. J. Bellido-Diaz, J. Juan-Chico, A. J. Acosta, M. Vatéx
and J.L.Huertas. Logical modelling of delay degradation
effect in static CMOS gateslEEE Proc-Circuits Devices
Syst., 147(2):107-117, April 2000.

K. Bernstein. Personal communication.

S. Buchner, M. Baze, D. Brown, D. McMorrow, and
J. Melinger. Comparison of Error Rates in Combinational
and Sequential LogiclEEE Transactions on Nuclear ci-
ence, 44(6):2209-2216, December 1997.

H. Cha and J. H. Patel. A Logic-Level Model farParticle
Hits in CMOS Circuits. InInternational Conference on
Computer Design, pages 538-542, October 1993.

L. B. Freeman. Critical charge calculations for a bipola
SRAM array. IBM Journal of Research and Devel opment,

Vol 40, No 1, pages 119-129, January 1996.

J. Gaisler. Evaluation of a 32-hit microprocessor withlt

in concurrent error-detection. Mwenty-Seventh Annual In-
ternational Symposium on Fault-Tolerant Computing, pages
42-46, 1997.

S. Hareland, J. Maiz, M. Alavi, K. Mistry, S. Walsta, and
C. Dai. Impact of CMOS process scaling and SOI on the
soft error rates of logic processe®/mposiumon VLS Tech-
nology Digest of Technical Papers, pages 73—-74, 2001.

P. Hazucha and C. Svensson. Impact of CMOS Technol-
ogy Scaling on the Atmospheric Neutron Soft Error Rate.
IEEE Transactions on Nuclear Science, Vol. 47, No. 6, pages
2586-2594, Dec. 2000.

G. Hinton, D. Sager, M. Upton, D. Boggs, D. Carmean,
A. Kyker, and P. Roussel. The microarchitecture of the pen-
tium 4 processorintel Technology Journal, February 2001.

R. Ho, K. W. Mai, and M. A. Horowitz. The Future of Wires.
Proceedings of the IEEE, 89(4):490-504, April 2001.

M. A. Horowitz. Timing Models For MOS Circuits. Techni-
cal Report SEL83-003, Integrated Circuits LaboratorynSta
ford University, 1983.

Pentium Il Processor Specification Update. Intel Caapo
tion.

K. Johansson, P. Dyreklev, B. Granbom, M. Calvet, SrFou
tine, and O. Feuillatre. In-flight and ground testing of $ing
event upset sensitivity in static RAM’SEEE Transactions

on Nuclear Science, 45:1628-1632, June 1998.

T. Juhnke and H. Klar. Calculation of the soft error rafe
submicron CMOS logic circuitd EEE Journal of Solid Sate
Circuits, 30:830-834, July 1995.

10

18]
[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

Out-of-Order Execution. Microprocessor Forum presenta-
tion, October 1996.

R. E. Kessler. The Alpha 21264 MicroprocessdEE Mi-

cro, 19(2):24-36, March-April 1999.

P. Liden, P. Dahlgren, R. Johansson, and J. Karlsson. On
Latching Probability of Particle Induced Transients in Gom
binational Networks. IfProceedings of the 24th Symposium

on Fault-Tolerant Computing (FTCS-24), pages 340-349,
1994.

L. W. Massengill, A. E. Baranski, D. O. V. Nort, J. Meng,
and B. L. Bhuva. Analysis of Single-Event Effects in Com-
binational Logic — Simulation of the AM2901 Bitslice Pro-
cessor.lEEE Trans. on Nuclear Science, 47(6):2609—-2615,
December 2000.

G. McFarland CMOS Technology Scaling and Itsimpact on
cachedelay. PhD thesis, Department of Electrical Engineer-
ing, Stanford University, 1997.

A. Mendelson and N. Suri. Designing High-Performance
and Reliable Superscalar Architectures: The Out of Order
Reliable Superscalar (O3RS) Approachternational Con-
ference on Dependable Systems and Networks, pages 473—
481, June 2000.

P. C. Murley and G. R. Srinivasan. Soft-error Monte Garl
modeling program, SEMMIBM Journal of Research and
Development, Volume 40, Number 1, 1996, pages 109-118,
1996.

E. Peterson, P. Shapiro, J. Adams, and E. Burke. Calcula
tion of cosmic-ray induced soft upsets and scaling in VLSI
devices.|EEE Transactions on Nuclear Science, Volume: 29

pp. 2055-2063, December 1982.

J. Pickel. Effect of CMOS miniaturization on cosmigra
induced error ratel EEE Transactions on Nuclear Science,
29:2049-2054, December 1982.

S. K. Reinhardt and S. Mukherjee. Transient Fault Ditac
via Simultaneous Multithreadindnternational Symposium

on Computer Architecture, pages 25-36, July 2000.

E. Rotenberg. AR/SMT: A Microarchitectural Approaah t
Fault Tolerance in Microprocessordnternational Sympo-
sium on Fault Tolerant Computing, pages 84-91, 1998.

N. Seifert, D. Moyer, N. Leland, and R. Hokinson. Higtor
cal Trend in Alpha-Particle induced Soft Error Rates of the
Alpha(TM) Microprocessor. INEEE 39th Annual Interna-
tional Reliability Physics Symposium, pages 259-265, 2001.
The International Technology Roadmap for Semiconduc-
tors. Semiconductor Industry Association, 1999.

P. Shivakumar, M. Kistler, S. Keckler, D. Burger, and
L. Alvisi. Modeling the Impact of Device and Pipeline Scal-
ing on the Soft Error Rate of Processor Elements. Technical
Report TR-02-19, Department of Computer Sciences, Uni-
versity of Texas at Austin, 2002.

Y.Tosaka, H.Kanata, S.Satoh, and T.Itakura. Simpleéhote

for estimating neutron-induced soft error rates based on
modified BGR methodIEEE Elec. Dev. Lett., Vol. 20, pp.
89-91, Feb 1999.

J. Ziegler. Terrestrial cosmic ray intensitieEBM Journal

of Research and Development, Vol 42, No 1, pages 117-139,
January 1998.



