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Abstract. Computational models of trust have been proposed for use in ubiqui-
tous computing environments to decide whether to provide services to request-
ers which are either unfamiliar with service providers or do not have enough
access rights to certain services. Due to the highly dynamic and unpredictable
characteristic of ubiquitous environments, the trust model should make trust
decision dynamically. In this paper, we introduce a novel Naive Bayes classi-
fier based trust model which can dynamically make trust decision in different
situations. The trust evaluation is based on service provider’s own prior knowl-
edge in stead of assuming variable weights and pre-defined fixed thresholds.
This model is also suitable to make decision when only limited information is
available in ubiquitous environments. Finally we give the simulation results of
our model and the comparison with the related works.

1 Introduction

Ubiquitous computing environment consists of a massively networked world support-
ing a population of diverse but cooperating mobile entities. The autonomous opera-
tion among the contributing units is necessary due to lack of central control [1]. Tra-
ditional authentication and access control are effective only in situations where the
system knows in advance which users are going to access and what their access rights
are. Later on, computational models of trust were proposed for ubiquitous computing
environments which were capable of deciding on the runtime whether to provide
services to service requesters which are either unfamiliar with service providers or do
not have enough access rights to certain services. Access decision in ubiquitous com-
puting environments has to rely on some kind of trust developed with past interac-
tions.

Trust is the measure of willingness to believe in an entity based on its competence
(e.g. goodness, strength, ability) and behavior within a specific context at a given
time. Previous trust models used various time-consuming approaches to evaluate the
trust value by considering different factors that may effect the trust decision. How-
ever, a common failing is that these models simply compared these painstaking gotten
trust values with one or two fixed pre-defined thresholds to make the final trust deci-
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sion, which is not suitable for the highly dynamic ubiquitous environments. For ex-
ample, in a ubiquitous supported smart office, the thresholds for different services
providers to provide services may not be the same, e.g. the threshold for providing
fax service may be higher than the threshold for enabling copy machine service. For
the same service provider, its threshold to provide service may also change from
time-to-time, e.g. the threshold for scanner may be raised since it has been frequently
mis-operated by users recently. The change in threshold values is related to the
changes in acceptance level of service providers to the whole ubiquitous environment.
The raising of the scanner’s threshold means that its acceptance level to the smart
office has been decreased due to the previous unsuccessful interactions with the users.
Hence we would dynamically make the decision due to the change in usage pattern.

The object of this paper is to propose a trust model in ubiquitous environments that
can dynamically make trust decision based on different situations and different ser-
vice providers. This paper sets the stage by introducing a novel Naive Bayes classifier
based trust model, which makes decision based on each entity’s own prior knowledge.
The main advantage of our trust model is that it avoids using only one or two pre-
defined fixed thresholds, and can dynamically update decisions according to each
service provider’s own judging standard. Moreover, our trust model can make use of
limited information in decision making, which is usually the case in a real scenario.

The rest of the paper is organized as follows. We briefly introduce related work in
Section 2. And we present the proposed trust model in detail in Section 3. Section 4
gives the simulation results. Finally, conclusions and future work are presented in
Section 5.

2 Related Work

Since mid 90s the research on the key role of trust management models has been
outlined in [2], [3], [4] to develop complex and dependable computer systems. In the
field of ubiquitous computing, research has paid much more attention to build
autonomous trust management as fundamental building block to design the future
security framework, such as [6], [12], [13], [14], [15].

A general concept of dynamic trust model in ubiquitous computing environments
had been given in [1]. In [5], the authors explained basic scenarios in ubiquitous
computing and modeling requirements of trust. A solution to evaluate trust from the
past experience was given in [7]. In [8], the authors proposed a role-based trust model
in ubiquitous environment, where recommendations were used to make decision.
Trust level, a measure of one’s belief in the honesty, competence and dependability to
a certain entity, was used to make decision in [9]. The trust was divided into 6 levels
and operators such as time and distance were used to evaluate the trust level. In [10],
the authors involved the concept of confidence, which reflects the communication
frequency between two entities, in the trust evaluation. Trust value and confidence
values were used to made the finally decision together. In [11], the authors proposed
a novel Cloud-Based trust model to solve uncertain problem. These works involved
great efforts to evaluate the trust values, however, when it comes to decision making



based on these trust values, they just simply compare with one or two thresholds,
which can not dynamically change due to the altering of the environments.

Our trust model provides improvement in earlier works by proposing a probabilis-
tic model which involves precise computation to update the decisions dynamically.
And the evaluation of the trust is also based on each entity’s own situation which can
better suit the ubiquitous environments.

3 Naive Bayes Classifier Based Trust Model

In our trust model, trust decision for unfamiliar service requesters is based on the
recommendations from other entities in ubiquitous environments. One of the example
scenarios is ubiquitous supported smart office as showed in Fig.1.
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Fig. 1. Smart office supported by various ubiquitous units.

The working procedure for the trust model to make decision is as follows: (1) Ser-
vice requester (Sr;) sends a request to USEC server to apply certain service. USEC

server serves as service provider agent. (2) If Sr,is not an acquaintance to service
provider (Spj ) or it does not have enough priority to access the service, USEC server
will ask other entities who are now in a certain range of this smart office to give rec-
ommendations for Sr;, . (3) If entities who are requested to give recommendations have

past interaction history with Sr;, they will act as recommender (R, ) and give back
recommendations to USEC server, (4) USEC server makes trust decision according
toSp; ’s own judging standard based on the recommendations from the recommend-

ers together with its own knowledge.



3.1 Factors Involved in Our Trust Model

There are totally five factors involved in our trust model.

Prior Probability. Prior probability reflects the acceptance level of certain service
provider. It corresponds to the service provider’s trusting beliefs for the whole
ubiquitous environment. The lower the prior probability is, the more unbelieving the
service provider is.

Definition 1: Pspj(y) and PSpj (n) are used to denote service provider Sp; ’s
prior probability of acceptance and rejection respectively.
k

PSpJ. (y) = Oa 0
m: )

where j,m,k € N,k <m .Here m is the size of training sample; k is the size of accep-

m=0,
PSpJ. (n) = 1_ PSpj (y) ’

tance sample. In case P.. (y) # P, (y), if i=j, it means we got one service pro-
Sp Sp
i i

vider in different situations. In this case, the same service provider has different ac-
ceptance levels for the environment due to the dynamic nature of service provider as
well as the surroundings ubiquitous environment. Otherwise, if i = j, it means that

they are different service providers. In case PSpi (y) > PSpj (y) (i.e. Sp; hasa higher

acceptance level when get same request), Sp; is more likely to provide the service
when requested. This situation is similar to our social society, Sp; is easier to believe

others comparing with Sp; .

Trust Level. In our trust model, each entity is initially assigned a trust level
according to its identity. If no information is available about the trustworthiness of an
entity, it will be assigned as an unknown trust level. The trust level of an entity can be
adjusted dynamically according to its behavior.

Definition 2: TI(S, ) is used to denote the trust level of entity S, , wherek e N,
TI(S,) € N . Entity S, may be a recommender or service requester.
IFTI(S,) >TI(SJ.) (k, jeN),S, is regarded as more reliable. However, in case

TI(Sr,) is unknown trust level, Sr, may probably be provided services which are

unavailable to the service requester who has a little bit higher trust level than him.
This behavior also see parallels in our society, you may choose to trust an unfamiliar
stranger that has never done harm to you instead of an acquaintance that had unpleas-
ant interaction history with you.



Past Interaction History. Past interaction history is an entity’s prior knowledge
(this entity may be a recommender or service provider in our model) of acceptance to
certain service requester.

Definition 3: Pi(Si,Sj) is used to denote the past interaction history between enti-
ties S; and Sj. Entity S; and Sj may be service requester, service provider or recom-
mender.
n—-(m-n
. # m=0, . .
P|(Si,Sj)= m where i, jm,ne N ,i# j,n<m.
0 m=0,
Here m and n denote the total communication times and successful communication
times between S; and Sj respectively. Pi(S;, Sj) e[-1,1].
We suppose that past interaction history has Gaussian distribution. If S;
never communicate with S; before, then Pi(S;,S;) =0. If S;and §; had unpleasant

interaction history, in previous work, Pi(S;, Sj)was set a positive small value. How-

ever, it means that the past interaction history for unknown entity is always worse
even than the very malicious entity, which is obviously not correct. Hence our model

set Pi(S;, Sj) e [-1, 0) for malicious entities, which is more convenient to differentiate

unknown entities from malicious entities.

Time Based Evaluation. Intuitively, very old experiences of peers should have less
effect in recommendation over new ones. Thus we take into account the time based
evaluation.

Definition 4:T (R, Sr,) is used to denote the time based operator for recommender
R, to service requester Sr; .
tRk‘Sri _tm i
T(Ry,Sr)=n———,wherek,ie N,
o
here tr sr denotes the time when last communication between R, and Sr, hap-
|

pened. And 77 is time adapting operator. Suppose our measurement for time is based
1, letAz, =t, —t,.

on a time window [t ,t,



Peer Recommendation. Peer recommendation is needed when service provider has
no or not enough information to make decisions. Apparently if R, had more
interactions with Sr,, the recommendation of R, should be more importance for
decision making, which introduces the notion of confidence.
Definition 5:C(R,, Sr;) is used to denote the confidence for recommender R, to ser-
vice requester Sr; .

1 exp( (m,—mean(M))?
std(M)v27 2std (M)?

where M is an array of communication times. M[k]=m, ,k =1,2,...,n. Here m, is

C(R,,SF) = ), ikeN,

the communication times between R, and S; . We suppose that M has Gaussian distri-

bution.
We are now ready to use the above definitions to express the notion of peer rec-
ommendation.

Definition 6: Pr(R,,Sr;) is used to denote the peer recommendation from recom-

mender R, to service requester Sr; .

TI(R
TRI k)*C(Rk,Sri)*
N m, Az,

N L T(R,SK)

Pr(R,,Sr) = , Wherek,ie N,

here m, and n, are the total communication times and successful communication times

between R, and Sr, respectively. Tl is the total trust levels.
The final recommendation is the aggregate of all the peer recommendations.
Definition 7: R(Sr,) is used to denote the aggregate of recommendation for Sr, from all

the recommenders in the ubiquitous environment.

n
2 Pr(R,,Sr)
R(SF)=* |
n
wherek, n,i € N, nis the number of the recommenders in the environment.

3.2 Trust Decision Making

Using the factors mentioned in section 3.1, our trust model uses Naive Bayes classi-
fier twice to make the dynamic trust decision based on each service provider’s accep-
tance level. Naive Bayes classifier is a technique for estimating probabilities of indi-
vidual variable values, given a class, from training data and then to allow the use of
these probabilities for classify new entities.

The decision is first made without recommendations, and it only depends on the
service provider’s own prior knowledge. Sometimes, the service provider may not be
able to make the decision in the first decision, which means that the service requester



is unfamiliar with the service provider or it does not have enough priority to access
this service. Then recommendations given by other recommenders will be used to
make the final decision together with service provider’s own prior knowledge.

First Decision: When Sr; gives a request to Spj : h(Sri,Spj) is used to denote Spj ’s
trust decision. Accept=1; Reject=0.

1 Vg, 2V 1
h(Sr;, Sp;) = el = el
Viely <Valn
WhereVNB‘y and VNB‘n are the acceptance and rejection value respectively.

Using Naive Bayes classier:

Vg = argmax P, (v, )Ty P(@g|vi) = argmax P, (v, )T P(@n|Vin) - 2
Vm eV Vm e{yes,no}
Definition 8: If attribute A has Gaussian distribution, we use fy(A) and f_(A)to de-
note the probability of A when given acceptance and rejection respectively.
1 (A-mean, (A))?
f (A) = sl Acan i
v = gd, vz T 2s, (A )

—mean, (A))?

f,(A) = (-

)

1
std, (A)V27

where mean, (A) and mean, (A) denote the mean of A when given acceptance and
rejection respectively. And stdy(A) and std  (A) denote the standard deviation of A

when given acceptance and rejection respectively.

Vigly = Pep, PTISH)[Y) , (Pi(SE, Sp))), (3)

Ve = Pop, ()P(TI(SK)In) £, (Pi(SK, Sp;)) . (4)

where P(TI(Sri)\y) and P(TI(Sri)\n) are the probability of TI(Sr,) when given accep-
tance and rejection respectively.
Final Decision: If h(Sri,Spj) =0 in the first step of decision, Sp; will use (1) to

make trust decision again based on its own prior knowledge together with recom-
mendations gotten from recommenders, that is, to add the factor of recommendation
in(2).

Vigly = Pspj T, (R, )P(TI(SK) |y) f, (Pi(SK,, Sp;)) (®)



Vg = Pop, (M) fo (R, JP(TI(SE) ), (Pi(S;, S, ) - Q)

As shown above, when making trust decision (both with and without recommenda-
tions), our trust model compares the value of VNB‘yanden . Since the calculation of

VNB‘y andVNB‘n involves different factors as well as the prior probability, which re-

flects the current acceptance rate of Sp i and varies from time-to-time,VNB‘yandVNB‘n

will keep on changing according to different situations.

4  Simulation Result

Using the method mentioned in section 3, we got the simulation results as showed in
Fig.2. For the brevity, we only give the simulation results of decision making

for Sp; with recommendations from recommenders. The result of decision making

without recommendations is similar to this case.
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Fig. 2. Decision making with recommendations.

Fig.2(a) shows the result of thresholds when Sr, gives request to different service
providers who have same past interaction history with it, i.e. for different service
provider Sp,, and Sp,, m,ne N, Pi(Sr;, Sp,,) = Pi(Sr;, Sp,)) . The thresholds here is

the intersection of formulas (5) and (6), if the trust value is above threshold, our trust
model will accept the request, otherwise, the request will be rejected. It is clear from
the result of Fig.2(a) that when different service providers get the same request, even
the past interaction histories between service provider and service requester are the
same, the threshold is not a fixed value and it changes for different service providers.
This is because the acceptance levels of different service providers are not the same.



Fig.2(b) gives the result of thresholds when different service requesters S, ... Sr, ,
k € N give requests to same service provider Sp; - Since all the requesters are given

to the same service provider, Spj ’s acceptance level (i.e. prior probability) is same to

all the service requesters. At the same time, our simulation set whole the recommen-
dations given to different service requests to be the same, i.e., R(Sp,) = R(Sp,)

1<m=#n<k, mneN .However, Fig.2.(b) shows that the threshold keeps on
changing. This is because of the variation inTI(Sr, ) and Pi(Sr., Sp; ).

Our simulation results suggest that when requested by same service requester, dif-
ferent service providers or the same provider in different situations make different
trust decisions. It is impossible to find a fixed threshold to make trust decision since
the decision changed according to the entity’s own prior knowledge. The results also
give a look for the entity’s dynamic trust decision with the variation of different fac-
tors. When one entity makes trust decision according to different service requesters,
there is no fixed so-called threshold value for the service provider to make decision.
However, in previous trust models, pre-defined fixed thresholds were always used to
make decisions, it is obviously not suitable for the dynamic characteristic of ubiqui-
tous environment. By considering every service provider’s prior probability and its
own knowledge, our trust model is able to dynamically evaluate the threshold values
as shown in the simulation results. At the same time, since Naive Bayes classifier is a
statistical method, it is also suitable to make decision when limited information is
available, which is usually the case in ubiquitous environment.

5 Conclusion and Future Work

Our trust decision making avoids using simple thresholds, which were commonly
used in previous works. This makes our Naive Bayes classifier based trust model
more suitable to be used in ubiquitous computing environments since it can dynami-
cally make decision due to different situation as shown in the simulation results.
Meanwhile, compared with previous works, our trust evaluation is based on each
entity’s own prior knowledge in stead of using common evaluation and pre-defined
weight values, which effectively reduce the subjectivity by human opinions compare
with the other trust models. Our model also uses a reasonable way of evaluating rec-
ommendations by considering the surrounding environments of one certain entity.

We will add risk analysis in the coming work, since trust and risk always coupled
tightly with each other. Other works like how to choose reliable recommenders to
avoid unfair recommendations in ubiquitous trust model will also be involved in the
coming work. We also propose to implement our trust model to be used in CAMUS, a
middleware platform for a ubiquitous computing, in the future work.
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