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Abstract— The smart grid as a large-scale system of systems
has an exceptionally large surface exposed to cyber-attacks,
including highly evolved and sophisticated threats such as
Advanced Persistent Threats (APT) or Botnets. When addressing
this situation the usual cyber security technologies are
prerequisite, but not sufficient. The smart grid requires
developing and deploying an extensive ICT infrastructure that
supports significantly increased situational awareness and
enables detailed and precise command and control. The paper
presents one of the studies related to the development and
deployment of the Situation Awareness Platform for the smart
grid, namely the evaluation of open source Security Information
and Event Management systems. These systems are the key
components of the platform.
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I. INTRODUCTION

The smart grid is a system of systems [1]-[3] built of many
components linked together by communication networks and
controlled by information systems. The interconnected and
interdependent nature of the smart grid opens a way for
completely new types of cyberattacks such as Botnets, zero-
days or Advanced Persistent Threats (APT). The cyber threats
are becoming highly sophisticated. Also, attackers are no
longer amateurs. They are now very skilled and organised
professionals capable of launching complex and coordinated
attacks using sophisticated tools [1]. Additionally to that
Industrial Control Systems (ICS), which are a crucial part of
the smart grid, bring in multiple vulnerabilities to the grid ICT
infrastructure [4].

To counter the evolved, highly sophisticated threats, new
cyber security technologies are required, such as Security
Information and Event Management (SIEM) systems,
application whitelisting, or Trusted Platform Modules (TPM)
[1], [2]. Developing and deploying an ICT platform for wide
situational awareness became a key action recognised by large
standardisation bodies, such as the National Institute for
Standards and Technology (NIST) [5], [6]. As situation
awareness for the smart grid is a new research subject there
have been only a few studies which address it so far. Alcaraz
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and Lopez proposed and evaluated a model based on Wireless
Sensor Networks (WSNs) and cloud computing, which takes
the ISA100.11a standard as a reference for managing different
types of ICS incidents [7]. Situational Awareness Reference
Architecture (SARA) is an ICS-focused project orientated
towards compiling and publishing an applied guide to the
processes, practices, standards and technologies which
facilitate the establishment of situational awareness [8].

This paper presents one of the studies related to the
development and deployment of a situational awareness
platform for the smart grid related to the assessment of key
components of the situation awareness platform i.e. the SIEM
systems. It is worth noting that the results of the evaluations
can be also useful in the development of other architectures
for detecting and reporting smart grid cyber security incidents.

IIL. SECURITY INFORMATION AND EVENT MANAGEMENT
SYSTEMS IN SITUATION AWARENESS

A. Situation Awareness (SA)

There are many definitions of Situation Awareness (SA)
[9], [10] from which Tadda and Salerno adapt the one of
Endsley [11] to the area of Cyber Situation Awareness:
“Situation awareness is the perception of the elements of the
environment within a volume of time and space, the
comprehension of their meaning, and the projection of their
status in the near future to enable decision superiority.” [10]
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Fig. 1. Levels of situation awareness in the model Endsley [11]
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Endsley provides a reference model for situation
awareness, which includes three levels (see Fig. 1.).

Perception is the lowest level of situational awareness. It
provides information about the status and behaviour of
relevant elements within the environment and represents it in a
conceived form. Without a correct perception of important
environmental elements, the probability of forming a distorted
view of a situation increases dramatically [10].
Comprehension of a situation is related to combining,
interpreting, storing, and retaining information. It extends
perception with the integration of multiple pieces of
information and the determination of their relevance to
established earlier objectives, which can result in inferring or
deriving conclusions about the objectives. Comprehension
provides a structured outlook of the current situation by
determining the significance of objects and events [10].
Projection is the top level of situation awareness. It is defined
as the ability to make predictions based on the outcome of
comprehension (and perception) [10]. McGuinness and Foy
[12] extended the model by adding a fourth level, called
Resolution, which aims at identifying an optimal path to
achieve the desired state change to the current situation.
Resolution is based on choosing a single course of action from
a subset of available actions [12].

Situation Awareness is not limited to cyber security. In the
smart grid environment studies are also conducted on energy-
aware information systems, which collect and analyse energy
data to optimise energy consumption [13].

B. Security Information and Event Management Systems

Developing situation awareness platforms for the smart
grid is a new trend in smart grid research and only a few pilot
architectures have been proposed so far [14], [15]. In the
existing implementations, the process of comprehension is
supported by Security Information and Event Management
(SIEM) [14] systems, which are specialised tools responsible
for processing the large amounts of data available in the grid
[16]. The main task of SIEM systems is to aggregate and
normalise data from different sources, provide constant access
to information about events, correlate events and issue alert
notifications when a threat is detected [17], [18]. Based on the
consolidated outcome of a SIEM system, a human operator
can make decisions in response to the alerts issued [18].

During the analysis, three open source Security
Information and Event Management systems have been
identified, which are being actively developed [19]-[22]:
AlienVault OSSIM [19], Cyberoam iView [20] and CS
Prelude [21]. They are open source and distributed under
GNU General Public License (GPL), which means that they
can be used and modified free of charge. However, none of
them is developed in a fully open model because they are
offered by commercial companies instead of open
communities. Due to the vendors’ business models, the
available open source versions of their systems have limited
functionality, require commercial sensors or are dual-licensed.

III. EVALUATION CRITERIA

Two approaches to the evaluation of selected SIEM
systems were considered. The multi-step methodology for
software statistical evaluation proposed by Anderson and Chen
provides a step-by-step approach for the consideration of
subsequent issues, such as performance evaluation or the
quality of the model [23]. The other approach, proposed by
Sahay and Gupta, defines a software selection model and
introduces the software Solution Merit Index (SMI) as the sum
of percentage scores of attributes that are classified
hierarchically [24]. For reasons of greater flexibility and

adaptation, SIEM systems evaluation was based on the Sahay
and Gupta software selection model.

According to this model, all software selection factors are
divided into two groups: primary and secondary drivers. The
first group contains essential requirements and facilities,
whereas all non-essential attributes are included in the
secondary drivers group. [24] Due to the specific nature of the
open-source software the assignment of primary and
secondary drivers required some modifications. As a result,
the first group of drivers contains only the attributes associated
to the entire life cycle of a SIEM while the second group
includes the drivers which are significant at the deployment
stage. The primary drivers group contains “Features” from
Sahay and Gupta approach, which are the most important
system requirements, essential from the users’ point of view.

The drivers related to “Technology” and “Support”, such
as hardware requirements or portability were moved to the
second group as they have secondary importance concerning
the operational stage of a system. These drivers have the
greatest effect at the initial stage of the system deployment,
but during system operation they are less important. For
instance, when deploying an open-source system, insufficient
technical support is often a problem. Therefore resources must
be assigned to the system installation and configuration.
However, when the system is installed and configured, the
number of resources can be (often significantly) reduced.

Primary evaluation criteria were identified based on the
analysis of desirable features of SIEM systems [25], [26] as
well as the criteria for the evaluation of intrusion detection
systems. Secondary criteria were derived from well-known
software engineering non-functional requirements. Fig. 2.
shows the hierarchical structure of evaluation criteria.
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Fig. 2. Hierarchical structure of SIEM systems evaluation criteria

IV. EVALUATION OF OPEN SOURCE SIEMS

According to Sahay and Gupta model [24], Solution Merit
Index for each of the SIEM systems evaluated can be
calculated using the following formula:

SMI =w,f,+w,f, )



The symbols f, and f; denote percentage based scores due
to the primary and secondary criteria groups, respectively, and
w, and w;s are their weights. Considering the importance of
groups, weight for the primary group was set to 0.6, which
edor the secondary to 0.4. The percentage based scores for
criteria groups can be calculated using the following formula:
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Where w; stands for weight assigned to the ith criteria
subgroup, w; - weight assigned to the jth criterion of the ith
criteria subgroup, Sj - total score earned by the jth criterion of
the ith subgroup and S; - maximum score which could by
earned by the jth criterion of the ith subgroup. The weights,
presented in Table II, were chosen arbitrarily based on the
importance of the desirable features of a SIEM in the context
of smart grids and ICS.

Each criterion was rated on a scale from 0 to 5 depending
on how far they were satisfied for each STEM evaluated. The
actual values were chosen as relative values. It means that in
each assessment the rating of 5 was always assigned to the
SIEM which satisfied a particular criterion most completely.
The remaining SIEMs were given proportionally lower (or the
same) scores based on the difference between them and ‘the
best’ SIEM. The value of 0 is assigned in the case when a
criterion is not addressed at all.

TABLE II. DETAILED EVALUATION SCORES

Criteria | 0SSIM | Prelude | iView
Sensors (weight 0.5)

Number of available/compatible 5 4 2
sensors (weight 0.4)
Number of out-of-the-box sensors 5 5 0
(weight 0.3)
Diversity of available sensors 4 5 0
(weight 0.3)

Presentation (weight 0.2)
Real-time performance (weight 0.4) 5 3 3
Range and flexibility of reporting 5 2 3
(weight 0.6)

Investigation (weight 0.3)
Alerts correlation (weight 0.7) 5 5 1
Auto-response capabilities 5 0 0
(weight 0.3)

Complexity (weight 0.7)

Documentation comprehensiveness 3 5 2
(weight 0.5)
Complexity of the installation process 3 5 3
(weight 0.2)
Complexity of the system 4 5 1
configuration (weight 0.3)

Requirements (weight 0.3)
Hardware requirements (weight 0.4) 1 4 5
Portability (weight 0.6) 3 2 5

TABLE 1. SENSORS SUBGROUP EVALUATION
Number of available and compatible sensors
OSSIM | 9 native, compatible with over 2000 external 5
9 native, compatible with 42 external, open architecture to
Prelude 4
add 3rd party agents
- 13 (only 4 open source), no bundled sensors, all have to be
iView . - 2
installed and configured manually
Number of out-of-the-box sensors
0SSIM Munin, fprot.)e, Nagios, Nfdump, ntop, OSSEC, Suricata, 5
Nessus, Squid
AuditD, Nepenthes, ufwi-filterd, OSSEC, Pam, Samhain,
Prelude 5

Sancp, Snort, Suricata

iView None 0

Diversity of available sensors

Network resource monitoring, network traffic collector,

OSSIM IDS, vulnerability scanner 4

Prelude Acces§ monitoring, honeypot. authel?ticating firewall, . 5
integrity checker, IDS, network traffic collector and monitor

iView | None 0

For instance, see the ‘Number of available and compatible
sensors’, in Table I. This criterion is most completely satisfied
by OSSIM, which includes 9 native sensors and is compatible
with as many as two thousand external sensors. Thus OSSIM
received the value of 5. Prelude includes 9 native sensors, the
same as OSSIM, and is open to 3rd party agents, but is
compatible with 'only' 42 external sensors. This means that the
level of fulfilment of the criterion is slightly lower than in case
of OSSIM. Thus Prelude was assigned a score of 4. iView
received the score of 2, because it does not have bundled
sensors and is compatible with only 13 sensors, all of which
need to be installed and configured manually. This means that
the criterion fulfilment is visibly lower than of Prelude. For all
of the criteria such analysis and evaluation was carried out.
Table II presents a comprehensive summary of the evaluation
scores for each criterion.

In the primary group the lowest score in sensors related
subgroup has the iView as it supports a significantly smaller
number of sensors and none of them are bundled. The top-
rated system in presentation criteria is OSSIM, which has the
most modern interface and updates information in real time.
The investigation criteria are completely fulfilled only by
OSSIM. In the secondary group Prelude was top-rated in
complexity criteria, as it has the best online documentation,
easiest installation process and configuration. The evaluation
of hardware requirements was based on information obtained
from software vendors and reported by users. Among systems
iView has the lowest requirements and therefore the highest
score.

V. EVALUATION RESULTS

The primary and secondary percentage-based scores, with
the Solution Merit Index of SIEM systems for use in Smart
Grid Situation Awareness Platforms are shown in Table III.
The results of the evaluation of the primary features of SIEM
systems show that OSSIM unquestionably best meets the
criteria defined. It scores 97%, with Prelude receiving 76.6%,
and iView only 24.2%. With respect to the criteria from the
secondary group, the top-rated one was Prelude, with 86.8%.
OSSIM and iView were evaluated similarly, receiving 59.4%
and 56.6%, respectively. Finally, considering the primary and
secondary group weights, the Solution Merit Index for OSSIM
is 81.96%, for Prelude 80.68% and iView 37.16%.

The evaluation shows that OSSIM and Prelude systems
best meet the selected criteria. This is coherent with authors’
subjective feelings after the installation, configuration and
testing of each system in a test environment. OSSIM is a
complete SIEM system, ready to be implemented in a
Situation Awareness Platform. On the other hand, the
advantage of Prelude is its modular construction, which
enables using various components, such as machine
correlation or log analyser, in building a customised SA
platform.




TABLE III. EVALUATION RESULTS
SIEM I.’ercentage-based score SMI
Primary Secondary
OSSIM 97.0 % 59.4 % 81.96 %
Prelude 76.6 % 86.8 % 80.68 %
iView 24.2% 56.6 % 37.16 %
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