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Abstract Radio Frequency Identification (RFID) sys-

tems are widely used in access control, transportation,

real-time inventory and asset management, automated

payment systems, etc. Nevertheless, the use of this tech-

nology is almost unexplored in healthcare environments,

where potential applications include patient monitor-

ing, asset traceability and drug administration systems,

to mention just a few. RFID technology can offer more

intelligent systems and applications, but privacy and se-

curity issues have to be addressed before its adoption.

This is even more dramatical in healthcare applications

where very sensitive information is at stake and patient

safety is paramount. In [43], Wu et al. recently proposed

a new RFID authentication protocol for healthcare en-

vironments. In this paper we show that this protocol

puts location privacy of tag holders at risk, which is

a matter of gravest concern and ruins the security of

this proposal. To facilitate the implementation of se-

cure RFID-based solutions in the medical sector, we

suggest two new applications (authentication and se-

cure messaging) and propose solutions that, in contrast

to previous proposals in this field, are fully based on

ISO Standards and NIST Security Recommendations.
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1 Introduction

Radio Frequency Identification (RFID) is a technology

for remote identification using radio waves. An RFID

system is composed of tags, readers and a database

for access and authentication management procedures.

There are three different types of tags according to their

source of power. Active tags –the most expensive– are

equipped with a battery and can start a connection with

a reader by themselves. Passive tags are the cheapest

ones, do not have any on-board source of power and

harvest energy from the reader signal. Semi-passive tags

lie somewhere in between both classes, as they use their

own battery for computations but collect energy from

the reader signal for communication purposes.

Tying up RFID technology and healthcare environ-
ments has been the focus of much research recently due

to the potential benefits that this technology could of-

fer, both in terms of savings in operational costs and

as enablers of novel applications [42,49]. As shown in

Table 1, the range of healthcare problems where RFID

could be successfully applied is significant, in some cases

with important benefits. For example, the theft of new-

born children is a worldwide problem that has recently

made the news. It is claimed that in the last 50 years

more than 300,000 newborns were abducted in Spain

[27]. Similar cases have been reported in Australia [15],

while in the US the National Center for Missing & Ex-

ploited Children has published some statistics about

this alarming problem [31]. To address this problem,

several hospitals in different countries have adopted a

new –and controversial– RFID-based solution [3,25,44].

Security and privacy concerns associated with the

widespread adoption of RFID systems in healthcare en-

vironments have been a major deterrent for the pene-

tration of this technology in key application areas. In
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Patient Traceability [30,46]
Asset Management [35,40]
Medication Administration [2,50]
Handling Errors [9,36]
Ownership Transfer Procedures [45,51]
Efficiency Management [36,48]
Cost Savings [7,47]

Table 1 Some healhcare applications of RFID technology.

the last five years, many works have addressed some of

these issues by proposing different schemes that facili-

tate a secure execution of certain healthcare functions.

The majority of such schemes have been soon proved

insecure despite the claims made in their original pro-

posals. For example, in 2009 Huang and Ku proposed

a grouping proof to guarantee medication safety of in-

patients [21]. Soon after it was shown that the scheme

was vulnerable to Denial-of-Service (DoS) and replay

attacks [13]. Chien et al. suggested a more secure ver-

sion, but unfortunately an adversary can still conduct

impersonation and replay attacks with a high success

probability [37]. In this direction, the IS-RFID system

proposed in [37] seems an interesting proposal to com-

bat medication errors, but the system does not guaran-

tee that the proofs cannot be manipulated by the hos-

pital [50], which can be crucial in case of dispute due to

malpractice. In 2012, Chen et al. [10] proposed a novel

RFID-based tamper-resistant prescription access con-

trol protocol for different authorized readers. Yet again,

the protocol was proved to suffer from impersonation,

traceability and de-synchronization attacks [41].

1.1 Contributions and organization

Wu et al. have recently proposed a new RFID authenti-

cation protocol for healthcare environments [43]. Apart

from guaranteeing some essential security properties,

the protocol claims to solve the trade-off between loca-

tion privacy and scalability in healthcare environments.

A description of Wu et al.’s protocol is provided later

in Section 2. In this paper, we first show that this pro-

tocol is vulnerable to a traceability attack that allows

an adversary to compromise the location privacy of the

tag’s holder (e.g. a patient, doctor or nurse). The de-

tailed description and analysis of this attack is provided

in Section 3. Subsequently in Section 4 we propose au-

thentication and secure messaging protocols based on

established ISO standard and well-known security rec-

ommendations. In particular, we adapt an entity aut-

entication protocol from ISO/IEC 9798 Part 2 and a

secure messaging protocol from ISO/IEC 11770 Part

2 similar to that used in electronic passports. In addi-

tion, we discuss some implementation aspects and sug-

gest specific primitives based on NIST 800-38A, NIST

800-38B, and NIST 800-108 recommendations. Finally,

Section 5 concludes the paper by summarizing our main

results.

2 Wu et al.’s Protocol

Wu et al. introduce in [43] a novel authentication pro-

tocol to be used in open environments such as academic

medical centers or metropolitan and local community

hospitals. The authors claim that the proposal solves

the trade-off between location privacy and scalability

in healthcare environments. Figure 1 shows the main

steps involved in the scheme using the notation pro-

vided by Table 2.

The protocol consists of two different phases: setup

and execution. In the setup phase, the server gener-

ates three d × d binary matrices (Key1, Key2, Key3),

where Key1 is a nonsingular matrix and Key3 is a

singular one. After that, the server generates two ma-

trices for each tag: KT1 = Key1Key3ST and KT2 =

Key2Key3ST , where ST is a random matrix of size d×d.

The execution phase of the protocol is described below:

Step 1: The reader (R) sends a query signal and a

random value NR to the tag.

Step 2: The tag (T) generates a random value NT

and computes c1 = KT1NT , c2 = KT2NT ⊕ ID,

and c3 = h(c1,KT2NR). Finally, the tag sends c1,

c2, and c3 to the reader.

Step 3: R appends NR to the received messages c1,

c2, and c3 and forwards them to the server.

Step 4: The server computes c4 = Key2Key−1
1 × c1

and recovers the ID by computing c4 ⊕ c2. Then,

the server checks if the calculated matrix key KT2

matches the received c3. To do this, a local version

of c3 is computed as c′3 = h(c1,K
′
T2nR). If both are

equal the reader authenticates the tag; otherwise the

server informs the reader to restart the communica-

tion or simply reject it.

Step 5: The server computes c5 = h(c4) and sends it

to the tag.

Step 6: Finally, T checks if c5 is equal to h(K ′T2nT ).

If so, the tag believes that this message comes from

a valid reader (reader authentication).

3 Location Attack against Wu et al.’s Protocol

In this section, we show that the Wu et al.’s protocol

fails to preserve the location privacy of a tag’s holder. In
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RFID Tag (T) RFID Reader (R) Database

NR = PRNG
Query,NR←−−−−−−−−−−−−

NT = PRNG
c1 = KT1NT

c2 = KT2NT ⊕ ID

c3 = h(c1,KT2NR)
c1,c2,c3−−−−−−−−−−−−→

c1,c2,c3,NR−−−−−−−−−−−−→
c4 = Key2Key−1

1 × c1,
ID′ = c4 ⊕ c2,
Finds K′T2 by ID′,
Check c3 = h(c1,K′T2NR),

c5=h(c4)←−−−−−−−−−−−−
c5=h(c4)←−−−−−−−−−−−−

Fig. 1 Wu et al.’s Authentication Protocol [43].

KT Secret key of tag T
Key Secret key of the server
ID Identification number of the tag

NR, NT Nonces chosen by the reader and the tag, respectively
h(.) A hash function
⊕ Bit-wise exclusive OR operation.

A−1 Inverse of matrix A.
AB Multiplication of matrices A and B

Table 2 Notation used in Wu et al.’s protocol [43].

fact, an adversary A can execute a successful traceabil-

ity attack that requires to eavesdrop only a few authen-

tication sessions. The details of the proposed attack are

given below.

Wu et al. analyze extensively their protocol to prove

that the proposed scheme provides location privacy.

They claim that the adversary advantage to trace a

given tag after q queries1 is upper bounded by q2

2l+1 ,

where l is the output length of the hash function used

in the protocol. Nevertheless, we show how an active

adversary can efficiently trace any given tag in this pro-

tocol with an advantage significantly higher than that.

The presented attack is based on the following obser-

vation, which was missed by the designers:

Observation 1

Assume that (A)i denotes the i-th column of matrix A.

Let X and X ′ be random binary matrices of size d× d,

and Y and Y ′ fixed binary matrices of size d× r.

1. If (X)i = (X ′)j and Y = Y ′, then (Y × X)i =

(Y ′ ×X ′)j with probability 1.

1 In the location-privacy game used in [43] a query repre-
sents the hash query of T or an anonymous query sent to
T.

2. If (X)i = (X ′)j and Y 6= Y ′, then (Y × X)j =

(Y ′ ×X ′)j with probability 2−d.

Recall that in Wu et al.’s protocol, we have c1 =

KT1NT and c2 = KT2NT ⊕ ID, where KT1 is a non-

singular matrix. Thus, if (NT )i = (N ′T )j then:

(KT1NT )i = (KT1N
′
T )j

and

(KT2NT ⊕ ID)i = (KT2N
′
T ⊕ ID)j

Based on the above observation, an adversary A can

perform the following steps to trace a target tag T:

Phase 1 (Learning): A creates a table Tab with N

rows and runs N sessions with the tag T as follows. At

each run 1 ≤ j ≤ N :

1. A sends N j
R ∈ {0, 1}l to the tag.

2. T generates a random value N j
T and computes cj1 =

KT1N
j
T , cj2 = KT2N

j
T ⊕ID and cj3 = h(cj1,KT2N

j
R).

Finally, T sends cj1, cj2, and cj3 to A (since he is acting

as a reader).

3. A stores cj1 and cj2 in the j-th row of Tab.
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Phase 2 (Execution): Given a tag T′, the adversary

proceeds exactly as in the learning phase, creating a

table Tab′ with N ′ columns and running N ′ sessions

with T′ as follows. At each run 1 ≤ f ≤ N :

1. A sends Nf
R ∈ {0, 1}l to the tag.

2. T′ generates a random value Nf
T and computes cf1 =

KT1N
f
T , cf2 = KT2N

f
T⊕ID and cf3 = h(cf1 ,KT2N

f
R).

Finally, T′ sends cf1 , cf2 , and cf3 to A (who, again, is

acting as a reader).

3. A stores cf1 and cf2 in the f -th row of Tab.

Phase 3 (Decision): To decide whether T′ is the tar-

get tag T, the adversary checks:

– T 6= T′ if ∃ (cj1, c
j
2) ∈ Tab and (cf1 , c

f
2 ) ∈ Tab′ such

that (cj1)m = (cf1 )n but (cj2)m 6= (cf2 )n, for all 0 ≤
j ≤ N , 0 ≤ f ≤ N ′ and 0 ≤ m,n ≤ r − 1.

– Otherwise T = T′.

The total complexity of the given attack is N ses-

sions in the learning phase plus N ′ sessions in the execu-

tion phase. The adversary’s advantage, AdvA, to make

the correct decision in the third phase of the attack is

defined as:

AdvA =
∣∣∣Pr[AT=T′ ⇒ 1]− Pr[AT6=T′ ⇒ 1]

∣∣∣ (1)

In order to determine AdvA, we have to take into

account the following considerations:

1. There are N entries in Tab, each of which includes

a value for c1 with r columns. There are, therefore,

N × r columns in total. Similarly, there are N ′ × r

columns for the values of c1 in Tab′.

2. For each (cj1)m ∈ Tab and (cf1 )n ∈ Tab′ we have

(cj1)m = (cf1 )n with probability 2−d. Consequently,

the expected number of matching columns for c1 in

Tab with those in Tab′ is (N × r)× (N ′ × r)× 2−d.

3. Given that (cj1)m = KT1(N j
T )m and KT1 is a nonsin-

gular, if (cj1)m = (cf1 )n and T = T′, then with proba-

bility 1 we have (N j
T )m = (Nf

T )n and (cj2)m = (cf2 )n.

However, if (cj1)m = (cf1 )n and T 6= T′, then with

probability 2−d we have (cj2)m = (cf2 )n. Therefore,

the probability of incorrectly believing that T = T′
when in fact T 6= T′ is given by:

Pr[AT6=T′ ⇒ 1] =
(
2−d

)(N×r)×(N ′×r)×2−d

(2)

In summary, the adversary’s advantage to success-

fully trace the target tag is:

AdvA = |Pr[AT=T′ ⇒ 1]− Pr[AT6=T′ ⇒ 1] (3)

= 1− (2−d)(N×r)×(N ′×r)×2−d

The probability of success given by (3) is consider-

ably high for a sufficient number of eavesdropped ses-

sions (N and N ′), allowing an attacker to successfully
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Fig. 2 Probability of success of the location attack as a func-
tion of the number of eavesdropped sessions.

trace a tag with probability >> 1/2. (Note that the

value 1/2 would be the advantage in the ideal case when

location privacy location is guaranteed.) Assume, for

instance, that 256-bit keys are chosen (e.g., by using

16 × 16 matrices, i.e., d = 16), and that random num-

bers have size 128 bits through 16 × 8 matrices and,

therefore, r = 8. In this case, if the attacker is able to

eavesdropped just N = 32 sessions during the learning

phase of the attack, and another N ′ = 32 sessions dur-

ing the execution phase, he will succeed with a prob-

ability AdvA ≥ 1 − 2−16, which is almost equal to 1.

Figure 2 shows the probability of success of the attack

for the most common values of l = d2 in current RFID

tags.

Finally, an interesting point of the proposed attack

is that the adversary could even be run passively. In

this case, instead of sending the queries to tags T and

T′, the adversary would wait for interation with these

tags and then eavesdrops their communications with

the legitimate reader R.

4 Standard-based RFID Health Protocols

There is currently a significant number of proposals on

RFID authentication protocols (see, e.g., [14,18,39]),

some of which have a clear focus on health applica-

tions, such as for example [26,41,50]). Nevertheless, the

vast of majority of these schemes, like the one in [43]

analyzed in this paper, suffer from various flaws and

have been proven to be insecure [10,13,21,37]. This is

mainly caused by the usage of non-standard approaches

that ignore prudent practices and well-established prin-

ciples in the design of security protocols, as well as a
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Fig. 3 Blood-handling scenario.

lack of rigorous security analysis. In particular, Wu et

al.’s scheme offers a rather standard gaming-based se-

curity analysis, but the authors miscalculate probabili-

ties. One major weakness of this proposal lies in using

a matrix multiplication-based classical cipher (Hill) as

cryptographic primitive for encryption. This is an old

and largely insecure mechanism [12,19] that open doors

to attacks like the one presented in this paper.

Even though current passive RFID tags have rather

limited on-chip capabilities, they support some crypto-

graphic functions, especially lightweight ones that have

been recently developed for this type of applications.

Later on Section 4.3 we will discuss implementation as-

pects and suggest specific algorithms to carry out this

functions. Building upon this assumption, in this sec-

tion we introduce two RFID security mechanisms based

on existing standard designs adapted to healthcare en-

vironments. As a motivating examples, we will use two

practical scenarios sketched in Figures 3 and 4. The

first case illustrates a typical application where mu-

tual authentication between two medical entities (e.g.,

a doctor and a patient, or a doctor and a blood con-

tainer) is required. The second scenario motivates the

need for secure channels to access an Implantable Med-

ical Device (IMD) –a pacemaker, in this case–, which

requires mutual authentication, key establishment and

secure messaging. Note that the security core running

on-chip of the implant is functional and computational

equivalent to the one supported on a RFID tag.

The notation used throughout this section is sum-

marized in Table 3.

Fig. 4 Secure messaging scenario.

1. A Mutual  Authentication
+

Key Establishment

2. Secure Messaging

4.1 Entity Authentication

There is a wide variety of applications in a hospital

where secure and efficient authentication mechanisms

are demanded. For instance, RFID technology may be

used to prune blood-handling errors. This process con-

sists of two phases. First the identities of the patients

and blood bags are confirmed (authentication protocol)

and then the matching between both entities is checked

(verification step). The process is sketched in Fig. 3 and

an authentication protocol is at the core of this appli-

cation.

ISO/IEC 9798 Part 2 [23] specifies six schemes based

on symmetric encryption algorithms. Four of these pro-

tocols provide entity authentication alone, while the

last two ones provide also key establishment. Our pro-

posed scheme is based on the fourth protocol of this

standard and guarantees mutual authentication. Fur-

thermore, the peculiarities of RFID systems like the

anonymous identification through the insecure radio chan-

nel have been taken into account in our design.

The entities involved are the tag (T), the reader (R)

and the database (DB). T and DB share an authenti-

cation key (KENC TB), a message authentication key

(KMAC TB), and their identifiers are IDT and IDDB ,

respectively. Tags are anonymously identified by the use

of pseudonyms (IDST ), which are updated once the au-

thentication process has been successfully completed.

On the other hand, a copy of the old and current val-

ues (IDSnew
T , IDSold

T ) are held in the database to avoid

de-synchronization attacks. The database keeps a ta-

ble in which each row stores the information of a par-

ticular tag: {IDS
{new,old}
T ,KENC TB ,KMAC TB}. The

pseudonym is used as a search index in the database to

retrieve the information linked to the interrogated tag

(KENC TB ,KMAC TB). The protocol makes use of four

cryptographic primitives: an encryption algorithm, a

Message Authentication Code (MAC) algorithm, a one-

way compression function and a pseudo-random num-

ber generator. The exchanged messages, shown in Fig-
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T and IMD: Tag and Implantable Medical Device (IMD)
DB: Back-end Server (database)
IDX : Identification number of entity X
SSC: Send Sequence Counter
FXY : Keying material sent from X to Y
ACK Acknowledge message
ERR: Error message
KENC XY : Authentication key shared between entities X and Y
KMAC XY : Message authentication key shared between entities X and Y

KSENC XY : Authentication session key shared between entities X and Y

KSMAC XY : Message authentication session key shared between entities X and Y
[[M ]]K Encryption of message M with key K to provide confidentiality
{M}K Message Authentication Code (MAC) of message M with key K to provide integrity
h(·) One-way compression function
f(·) Key Derivation Function (KDF)

Table 3 Notation used in the proposed authentication and secure messaging schemes for health applications.

RFID Tag (T) RFID Reader (R) Back-end Database (DB)

{IDT , IDST , KENC TB , KMAC TB} IDDB , {{IDS}{new,old}, KENC TB , KMAC TB}
NR = PRNG

Query,NR←−−−−−−−−−−−−−
NT = PRNG
c0 = h(IDST , NT , NR)
c1 = [[NT , NR, IDT ]]KENC TB
c2 = {c1}KMAC TB

NT ,c0,c1,c2−−−−−−−−−−−−−→
NT ,NR,c0,c1,c2−−−−−−−−−−−−−→

Check c0 and identify the interrogated T
Check c′2 = {c′1}KMAC TB

,

Find IDT ([[NT , NR, IDT ]]−1
KENC TB

)

Compute c3 = [[NR, NT ]]KENC TB
,

Compute c4 = {c3}KMAC TB
.

Update IDST :

IDSold
T = IDSnew

T and IDSnew
T = h(IDSnew

T )
c3,c4←−−−−−−−−−−−−−

c3,c4←−−−−
Check c′4 = {c3}KMAC TB

Verify NR and NT ([[NR, NT ]]−1
KENC TB

)

Update IDST : IDST = h(IDST )

Fig. 5 Entity Authentication Protocol

ure 5, in our three-pass mutual authentication protocol

are described bellow:

Step 1: R → T: NR. The reader sends a query signal

and a random value NR to the tag.

Step 2: T→ R: NT , c0, c1, c2. The tag generates a ran-

dom number NT and computes a fresh version of its

pseudonym (c0 = h(IDST , NT , NR)) that facilitates

its anonymous identification. Then T computes an

encrypted message that includes both the random

number received and the one generated on-board,

and its static identifier (c1 = [[NT , NR, IDT ]]KENC TB
).

Finally a MAC is computed (c2 = {c1}KMAC TB
)

and all these aforementioned values (i.e. {c0, c1, c2})
together with the nonce NT are sent to the reader

and finally forwarded to the database.

Step 3: DB → T: {c3, c4}. The back-end searches in

its table the entry that satisfies the value c0. More

precisely, at the n-row it retrieves the new and old

index-pseudonyms and computes a local version of

c0 (i.e., cnew0 and cold0 ). Then DB checks whether one

of the above values fits with the received one. If yes,

the tag is identified and its associated values are re-

trieved {KENC TB ,KMAC TB}. Otherwise, the above

process is executed with the next entry (n+1-row)

in the table. The process is repeated until a match

is found or the end of the table is reached. The pro-

tocol is interrupted at this step if no matching oc-

curred and all the entries were checked. If not, once

the tag is identified, the database computes a lo-

cal version of the MAC ((c′2 = {c′1}KMAC TB
)) and

checks its equality with the received value. The pro-

tocol is aborted whether the above checking fails.
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Otherwise, DB decrypts c1 and obtains the identi-

fier of the target tag (IDT ). At this step the tag is

authenticated (one-side authentication). Then, the

database encrypts the random numbers linked to

the session (c3 = [[NR, NT ]]KENC TB
), computes a

MAC (c4 = {c3}KMAC TB
), and both values are sent

to the tag. Finally the current pseudonym is held

and the new pseudonym is updated using the one-

way compression function: IDSold
T = IDSnew

T and

IDSnew
T = h(IDSnew

T ).

Step 4: T: The tag calculates a local version of the

MAC (c′4 = {c′3}KMAC TB
) and decrypts message

c3. If the MAC is correct and the nonces obtained

match with the nonces associated with the current

session, the server is authenticated. Therefore both

sides are authenticated at this point and the mutual

authentication process finishes successfully. Finally,

the tag updates its pseudonym (IDST = h(IDST )).

On the contrary, if some of the above checkings were

wrong, the tag sends an error message and an alarm

is triggered in the protocol – the pseudonym updat-

ing is not executed in this case.

4.2 Secure Messaging

Apart from authentication, there are many medical ap-

plications that demand the exchange of private infor-

mation. For instance, nowadays the new generation of

medical implants possess wireless connectivity. Imag-

ine a doctor equipped with a reader aims to access

the records of vital signals stored on the memory of

an implant. In this scenario, the doctor (reader) and

the patient (implant) are first mutually authenticated
and then a secure exchange of data can be performed.

The process is displayed in Figure 4 and the details are

given below.

Thirteen protocols using symmetric encryption al-

gorithms are specified in ISO/IEC 11770 Part 2. Six

of them are server-less, while the other seven require a

trusted server. As in electronic passports [22], we opt

for ISO-IEC 11770 Mechanism 6. Moreover, the spe-

cial characteristics of wireless-medical systems like the

anonymous identification through an insecure (radio)

channel or its energy restrictions have been considered.

The entities involved in the protocol are the implant

(I), the reader (R) and the database (DB). I and DB
share an authentication key (KENC IB), a message au-

thentication key (KMAC IB), and its identifiers are IDI

and IDDB , respectively. The anonymous identification

of implants is guaranteed by the use of pseudonyms

(IDSI), which are updated once the authentication pro-

cess has been successfully completed. At the same time,

a copy of the old and current values (IDSnew
I , IDSold

I )

are held in the database to avoid de-synchronization

attacks. The database keeps a table in which each row

stores the information of a particular implant: {IDS
{new,old}
I ,

KENC IB ,KMAC IB}. The pseudonym is used as a search

index in the database to retrieve the information linked

to the interrogated implant (KENC IB ,KMAC IB). The

scheme requires an encryption algorithm, a MAC al-

gorithm, a one-way compression function, a pseudo-

random number generator, and a Key Derivation Func-

tion (KDF). The exchanged messages, shown in Fig-

ure 6, in our three-pass mutual authentication protocol

plus two-pass secure messaging scheme are described

bellow:

Step 1: R → I: NR. The reader sends a query signal

and a random value NR to the implant.

Step 2: I → R: NI , c0, c1, c2. The implant generates

a random number (NI) and keying material (FIB)

and computes a fresh version of its pseudonym (c0 =

h(IDSI , NI , NR)) that facilitates its anonymous iden-

tification. Then I computes an encrypted message

that includes the random number received and the

one generated on-board, keying material, and its

static identifier (c1 = [[NI , NR, IDI , FIB ]]KENC IB
).

Then a MAC is computed (c2 = {c1}KMAC IB
) and

the aforementioned values (i.e., {c0, c1, c2}) together

with the nonce NI are sent to the reader and finally

forwarded to the database.

Step 3: DB → T: {c3, c4}. The back-end searches in

its table the entry that satisfies the value c0. In

detail, at the n-row it retrieves the new and old

index-pseudonyms and computes a local version of

c0 (i.e., cnew0 and cold0 ). Then DB checks whether

one of these computed values fits with the received
one. If yes, the implant is identified and its asso-

ciated values are retrieved {KENC IB ,KMAC IB}.
Otherwise, the above process is executed with the

next entry (n+1-row) in the table. The process is

repeated until a match is found or the end of the

table is reached. The protocol is interrupted at this

step if no matching occurred and all the entries were

checked. If not, once the implant is identified, the

database computes a local version of the MAC (c′2 =

{c′1}KMAC IB
) and checks its equality with the re-

ceived value. If the above checking fails, the protocol

is aborted. Otherwise, DB decrypts c1 and obtains

the identifier of the implant (IDI) and the keying

material generated by the other side (FIB). At this

step, the implant is authenticated (one-side authen-

tication). Next, the database generates keying mate-

rial (FBI) and encrypts this value together with the

nonces linked to the session (c3 = [[NR, NI , FBI ]]KENC IB
)

and computes a MAC (c4 = {c3}KMAC IB
). After

that, both values are sent to the implant. Finally the



8 Pablo Picazo-Sanchez et al.

Implant (I) RFID Reader (R) Back-end Database (DB)

{IDI , KENC IB , KMAC IB} IDDB , {IDS
{new,old}
I , KENC IB , KMAC IB}

Mutual Authenti-
cation & Key
Exchange

NR = PRNG
Query,NR←−−−−−−−−−−−−−

NI = PRNG
c0 = h(IDSI , NI , NR)
Generate FIB

c1 = [[NI , NR, IDI , FID]]KENC IB
c2 = {c1}KMAC IB

NI,c0,c1,c2−−−−−−−−−−−−−→
NR,c1,c2−−−−−−−−−−−−−→

Check c0 and identify the interrogated I
Check c′2 = {c′1}KMAC IB

,
Find IDT and FIB :

([[NT , NR, IDT ]]−1
KENC IB

)

Generate FBI ,
Compute c3 = [[NR, NT , FBI ]]KENC IB

,
Compute c4 = {c3}KMAC IB

.
Update IDSI :

IDSold
I = IDSnew

I and IDSnew
I = h(IDSnew

I )
c3,c4←−−−−−−−−−−−−−

c3,c4←−−−−−−−−−−−−−
Check c′4 = {c3}KMAC IB
Verify NI and NR,
and find FBI :

([[NR, NT , FBI ]]−1
KENC IB

).

Update IDSI : IDSI = h(IDSI)

Secure Messaging

m1 = [[Mi]]KSENC IB

SCC = SCC + 1
m2 = {m1, SCC}KSMAC IB

m1,m2−−−−−−−−−−−−−→
m1,m2−−−−−−−−−−−−−→

SCC = SCC + 1
Check m2 (m′2 = {m′1, SCC}KSMAC IB

))

Get Mi ([[Mi]]
−1
KSENC IB

)

ACK(ERR)←−−−−−−−−−−−−−
ACK(ERR)←−−−−−−−−−−−−−

Fig. 6 Secure Messaging Scheme

current pseudonym is held and the new pseudonym

is updated using the one-way compression function:

IDSold
I = IDSnew

I and IDSnew
I = h(IDSnew

I ).

Step 4: I: The implant calculates a local version of

the MAC (c4′ = {c′3}KMAC IB
) and decrypts mes-

sage c3. If the MAC is correct and the nonces ob-

tained match the nonces associated with the cur-

rent session, the server is authenticated. Thus, both

sides are authenticated at this step, the mutual au-

thentication process finishes successfully and the im-

plant updates its pseudonym (IDSI = h(IDSI)) .

If some of the above checkings were wrong, the im-

plant sends an error message, an alarm is triggered

in the protocol, and the pseudonym updating is not

executed. Note that, apart from authentication, the

implant also received the keying material from the

database (FBI).

Step 5: Session Key Derivation: Once authentication is

completed, the implant and the database calculate

the session keys. We use a Key Derivation Function

(KDF; f(·)) with two inputs (FIB and FBI). In par-

ticular, we follow the KDF in counter mode speci-

fied in NIST 800-108 recommendation (see Sect. 5.1

in [34] for details). Following this algorithm, two

fresh keys KSENC IB and KSMAC IB are shared

between both entities. Furthermore, as in [22] spec-

ification (see page IV-40; Section A.5.4.2) a Send

Sequence Counter (SSC) is computed from the two

random numbers linked to the session: e.g., SSC =

NI (2 least significant bytes), NB (2 least significant



Two RFID Standard-based Security Protocols for Healthcare Environments 9

bytes).

After that, a secure exchange of data can be ac-

complished. For each data block (Mi) the following

procedure is followed:

Step 6: I → DB: m1,m2. First the implant encrypts

Mi with KSENC IB (m1 = [[Mi]]KSENC IB
). Then

the MAC of m1 is computed following three steps:

1) SSC is incremented with 1; 2) SCC is padded to

m1, and 3) the MAC with KSENC IB is calculated

(i.e., {m1, SCC}KSENC IB
). Next these two values

({m1,m2}) are sent to the reader and finally for-

warded to the database.

Step 7: I → DB: ACK or ERR: The database com-

putes a local version of the MAC. More precisely,

SCC is incremented with one and padded to the

received m′1 and finally the MAC is computed (i.e.

m′2 = {m′1, SCC}KSENC IB
). If both values match,

the data block is decrypted ([[Mi]]
−1
KSENC IB

) and an

acknowledge message (ACK) is sent to the implant.

Otherwise, an error message (ERR) is sent to the

implant.

4.3 Implementation Aspects

The two applications presented in this paper rely on

the use of several cryptographic primitives: encryption,

one-way compression, MAC, PRNG, and key derivation

functions. As we next discuss, the proposed primitives

use a block cipher as the core component of each algo-

rithm. RFID tags can be classified regarding its operat-

ing frequency or its source of power as described in Sec-
tion 1. On the other hand, price is a crucial factor that

determines tag capabilities (e.g., memory and power

computation). Low-cost and high-cost tags are the two

main classes with respect to this parameter. The size of

the chip –and, consequently, its capabilities– is directly

linked to its price. Low-cost tags have a price that varies

from 10 to 30 cents, with around 3000-5000 gates equiv-

alents that can be devoted to security purposes [1]. Ad-

equate implementations of standard block ciphers like

AES, or modern designs like PRESENT, can be used in

such tags [5,24]. Even though in our proposal all primi-

tives are based on a block cipher, the tag must support

several algorithms and it does not seem plausible that

all of them would fit in a low-cost tag. Consequently, we

recommend the usage of high-cost tags. These have a

market price of 1-2 dollars, which is reasonable for med-

ical environemnts. In this sort of tags, more than 7000

gates equivalents are available for security issues [4,16],

and the overprice is justified by the high security level

demanded in medical applications, particularly when

the safety of patients is a vital factor in these environ-

ments [11,38].

We next discuss in detail the cryptographic build-

ing blocks used in our proposal. As in the case of the

protocols presented above, all constructions are based

on ISO/IEC standards and NIST recommendations.

4.3.1 Encryption Algorithm

The first key aspect is the adoption of symmetric or

asymmetric cryptographic approaches. We discard pub-

lic cryptography due to the current scarcity of resources

in constrained devices like low-cost RFID tags or IMDs.

Our two proposals described above use a lightweight

and secure cipher. We can opt for standard approaches,

such as for example the tiny implementation of AES [17]

or more recent lightweight block ciphers like PRESENT

[6] or KATAN family [8]. Stream ciphers like Grain [20]

or Trivium [29] could also be used, but we discard this

option since the MAC algorithm will be based on the

cipher and stream-cipher-based MAC algorithm are not

standardized.

4.3.2 One-way Compression Function

A one-way compression function is a function that trans-

forms a fixed-length input into a fixed-length output,

being difficult to compute an input given a particu-

lar output. This sort of functions are often build using

block ciphers like the mentioned in the previous section.

In detail, these make use of the following components:
1) a block cipher with block size L, called CIPH and

parametrized by a symmetric key K; 2) a function g

with maps L-bit inputs to keys K suitable for CIPH;

and 3) a fixed L-bit initial value. In the literature,

there are several proposed algorithms: Davies-Meyer,

Matyas-Meyer-Oseas and Miyaguchi-Preneel [28]. This

latter is described below. The input M (i.e., h(M)) is

divided into L-bit blocks and padded, if necessary, to

completed the last block Mm: M1||M2|| · · · ||Mm, where

m = |M |/L and || symbolizes concatenation. Then the

algorithm is executed as follows:

Hash Algorithm
(Miyaguchi-Preneel construction)

1. H0 = IV
2. For i = 1 to m

3. Hi = CIPHg(Hi−1)(Mi)⊕Mi ⊕Hi−1.

4. T = Hm

5. Return T
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4.3.3 MAC Algorithm

We propose the use of a MAC algorithm based on a

symmetric-key block cipher, since this primitive is al-

ready used in the protocol and we can easily reuse

it. This cipher-based MAC is abbreviated as CMAC.

Our algorithm follows the NIST 800-38B Recommen-

dation [33]. We assume that we have a block cipher

with block size L, called CIPH, and a shared key (K).

Moreover, for sub-key generation we follow the guide-

lines dictated in [33] (NIST 800-38B, pages 7-8); the

sub-keys (K1 and K2) are generated and stored in the

memory of entities involved (i.e., tag and database) at

the key distribution phase. To compute the MAC of

message M (i.e., {M}K), M is divided into blocks of L

bits: M1||M2|| · · ·Mm, where m = |M |/L and || denotes

concatenation. As specified in [33], the last block is

XORed with K2 or K1, depending if padding is needed

or not.The CMAC algorithm is described below:

CMAC Algorithm
(compliant with NIST 800-38B)

1. C0 = 0L

2. For i = 1 to m

3. Ci = CIPHK(Ci−1 ⊕Mi).
4. T = Cm

5. Return T

4.3.4 Pseudo-random Number Generator

Apart from the Hash and MAC algorithms, random

numbers are used in the protocol. We opt for an stan-

dard approach again. As specified in NIST 800-38A

[32] (recommendation for block ciphers modes of oper-

ation), we propose the use of a block cipher in counter

mode, denoted CTR. The current value of the counter

is called Tj and RN represents the resulting L/2-bits

random number, L being the block size for the used

block-cipher. The initial value of the counter is set at

the key distribution phase, i.e., T0 = random seed. Af-

ter each nonce generation, the counter value is updated

to Tj+1. The algorithm is described below:

PRNG: Block cipher in CTR Mode
(compliant with NIST 800-38A)

1. Oj = CIPHk(Tj)
2. RN = |Oj |0···(L/2−1)

3. Tj+1 = |Oj |L/2···L

4.3.5 Key Derivation Function

As specified in NIST 800-108 [34], we propose the use

of a KDF in counter mode and the CMAC primitive is

used as the Pseudo-Random Function (PRF ). The key

derivation function is calculated by xoring the keying

materials exchanged in the first phase of the protocol

(Kl = FID ⊕ FDI). Next, the session keys KSENC IB

and KSMAC IB are generated. In the following, we as-

sume that the bit length of these keys are r times the

length of the used block-cipher with block size L. De-

pending on whether the key is used for encryption or

MAC, the Fixed Input Data (FID) take one of these

values: (0x 00 00 00 00 00 01 || 0x 00 || IDI) or (0x 00

00 00 00 00 02 || 0x 00 || IDI).

Key Derivation Function – CTR Mode
(compliant with NIST 800-108)

1. result = [];
2. For i = 1 to r, do
3. K(i) = CMACKl

(i, F ID)
4. result(i) = result(i− 1) || K(i)
5. Return KS = leftmost (r · L) bits of result.

5 Conclusions

In the last years, several RFID-based solutions have

been proposed to solve a variety of problems in health-

care environments. These proposals deal with interest-

ing applications, such as monitoring of Alzheimer pa-

tients or intelligent drug administration systems. Un-

fortunately, the majority of such schemes, like the one

by Wu et al. [43] analyzed in this article, have resulted

poor from the security point of view [10,13,21,37]. In

general, such a lack of security is due to two main rea-

sons: (i) the use of non-standard constructions that do

not follow prudent design practices and established rec-

ommendations; and (ii) informal and/or non-rigorous

security analysis.

With the aim of avoiding these common mistakes,

we have proposed two new RFID protocols for health-

care environments based on standards and recommen-

dations. More precisely, the security schemes proposed

conform to ISO/IEC 9798 and 11770. The security of

the mechanisms included in these specifications has been

deeply studied. This provides, in our opinion, more con-

fidence than ad hoc designs. Furthermore, we provide

details about implementation aspects by following NIST

Security Recommendations. Finally, we hope that schemes

such as those here proposed can give support to addi-

tional RFID-based healthcare applications and stimu-

late further research in the area.
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