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Automatic identification technologies, such as bar cod-
ing and radio frequency identification, are ubiquitous in
everyday life but virtually nonexistent in the operating
room. User expectations, based on everyday experience
with automatic identification technologies, have gener-
ated much anticipation that these systems will improve
readiness, workflow, and safety in the operating room,
with minimal training requirements. We report, in narra-
tive form, a multi-year experience with various automatic
identification technologies in the Operating Room of the
Future Project at Massachusetts General Hospital. In
each case, the additional human labor required to make
these ‘labor-saving’ technologies function in the medical

environment has proved to be their undoing. We con-
clude that while automatic identification technolo-
gies show promise, significant barriers to realizing
their potential still exist. Nevertheless, overcoming these
obstacles is necessary if the vision of an operating room
of the future in which all processes are monitored, con-
trolled, and optimized is to be achieved.

Keywords:  Auto-ID; Operating Room of the Future;
operating room efficiency; radio frequency identifica-
tion; patient safety; data integration; operating room
supply management; perioperative systems design

Current State of Perioperative
Patient Safety

ccording to the 1999 Institute of Medicine
! ” .
report, “To Err Is Human”; surgical errors
are second only to medication errors as the
most frequent cause of error-related death.' Of the
various staging posts on the continuum of surgical
care, the operating room poses a unique set of haz-
ards. The modern operating room and its environs
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constitute a technologically dense, production-driven,
high-throughput environment of care. Here a patient
is stripped of all identifiers (except for a plastic wrist-
band); is rendered unconscious; has the very integrity
of his or her corpus breeched, the anatomy reengi-
neered or portions removed; then the deliberate dam-
age is repaired, hopefully without incurring infection
or retention of foreign objects in the wound.

The environment of care in which these activities
are performed has never been as busy nor as complex.
Care is delivered in facilities designed and built in the
past century, before many of today’s technologies
were invented. Most hospitals lack sufficient storage
space for equipment and are challenged to deliver
materiel effectively and efficiently to the point of use.
Current systems of perioperative care delivery evolved
haphazardly, in response to changes such as the
advent of minimally invasive surgical techniques.?
These techniques are indeed minimally invasive for
the patient but add a significant level of technologic
crowding and complexity to the operating room envi-
ronment. In addition, the patient population has
grown more complex, as advances in care allow sicker
patients to come to the operating room and as
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changes in reimbursement have forced hospitals to do
away with preoperative admissions. Even the most
complex procedures, such as coronary bypass, are
now performed on patients who come to the hospital
the day of surgery. All of these factors conspire to cre-
ate an environment of care that taxes the cognitive
capacity of even the most proficient personnel.

Radio frequency identification (ID), or RFID, is
one of a group of automatic identification (Auto-ID)
technologies that form the basis for work by such
groups as the Massachusetts Institute of Technology
(MIT) Auto-ID Center. The Auto-ID Center was
central to the successful development of the Electronic
Product Code and has now formed a worldwide group
to create the “Internet of Things.” Central to the
work is the Auto-ID’s vision of synchronizing materiel
and information flows. Automatic ID (no manual
notation or keyboard data entry necessary) of physi-
cal objects is key to coupling objects (people, equip-
ment, supplies) to data, or information (allergies,
scheduled surgery, operating room location). Those
who are working at the forefront of perioperative
systems design are, in effect, conceptualizing an
“intranet of things” in which the flow of materiel and
information pertinent to the care of surgical patients
is synchronized.** In fact, the synchronization of
information, supplies, and equipment is one of the
greatest challenges in fully realizing the “operating
room of the future.” This work is mentioned here as
an example of how innovation in the larger world
can inform the development of solutions in the health
care environment. It is also indicative of the need for
health care leadership to look beyond the traditional
boundaries of the health care industry to find novel
and innovative solutions to the problems facing us.

As we discuss the potential for new technolo-
gies, such as RFID, to affect patient safety, we must
consider how they will interact with and affect the
environment as a whole. This approach is consistent
with the authors’ belief that perioperative systems
as they exist today need to be studied, measured,
analyzed, evaluated, and redesigned from an evidence-
based perspective.*”® No significant gains in patient
safety will be realized until the very systems of care
delivery are examined and evaluated with regard to
their net contribution to patient safety and efficiency,
2 key metrics of system performance in the operat-
ing room of the future. Indeed, the operating room
itself cannot be considered without regard to the
larger hospital environment and so on.

In today’s operating room, safety and effi-
ciency are often held to be at odds with one another.
Safety is often the nominal reason for avoiding the

implementation of change, or perversely, safety is
often the reason for additional paperwork, checks,
and forced functions. Efficiency is often confused
with speed, and speed is believed to be dangerous, as
it compresses the time available for the performance
of all the checks considered essential to the delivery
of safe patient care. It is our contention that true
efficiency—as defined by the timely provision of all
required data, equipment, and materiel (and the
concomitant minimization of busywork) to those in
the front lines of care delivery—actually enhances
safety. Safety and efficiency are not mutually exclu-
sive, but rather complementary. The pursuit of one
without regard for the other will not result in the full
realization of the operating room of the future as a
technologically integrated, efficient, data-integrated,
and safe operating room environment.

Overview of Current Automatic
Identification Technologies

The discussion of the potential for RFID and other
Auto-ID technologies in the operating room of the
future is best served by an overview of the current
technologies and their relative advantages and limita-
tions. Radio frequency identification is one of a group
of identity and location technologies that includes bar
codes, both 1 dimensional (1-D) and 2 dimensional
(2-D). Radio frequency identification itself is further
divided into passive RFID, semipassive RFID, and
active RFID. While bar codes are ubiquitous and
widely recognized, passive RFID has a higher public
profile than active RFID, as demonstrated by the wide-
spread and unfavorable response to the recent attempt
by the clothing retailer Benetton to utilize passive
RFID tags for inventory control. RFID technology has
been recently reviewed in this journal.” We will look at
both passive and active RFID applications for patient
safety and efficiency as it relates to safety. Each tech-
nology has unique attributes (Table 1) and will likely
play a role in the operating room of the future.

Bar Codes

Bar codes provide a simple and inexpensive method of
encoding text information that is easily read by inex-
pensive electronic readers. Bar coding allows data to be
collected rapidly and with extreme accuracy. Bar codes
are typically used with a database application, where
the information encoded in the bar codes is used as an
index to a record in the database that contains more
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Table 1. Examples of Automatic Identification Technologies in Health Care
Technology Characteristics Pros Cons General Use Health Care Use
1-D bar Alpha and alpha- Inexpensive, Limited data Ubiquitous; virtually  Patient identification
code numeric data, 20-25  ubiquitous capacity; reader all commodity bands (limited
characters requires line of items in everyday penetration); drugs
sight life have a 1-D bar (limited

code on the penetration)
package

2-D bar 100-2000 characters  Can hold large Requires special Patient identification

code amount of data reader and line of bands (limited
sight penetration)

WiFi Uses WiFi for Multitasking; global =~ Tags need batteries; ~ Data transfer from Hospital information
location; can locate  trend to ubiquitous radio frequency portable computing  system data to
personal computers,  deployment of can impact devices PDAs, laptops, and
handhelds, and tags ~ networks performance; computers on

security issues wheels (limited
penetration)

Passive Label is energized by  Relatively small and  Short read range; Electronic article Staff identification;

RFID a reader and inexpensive very limited data security, clothing medium and large
transmits data to capacity; does not tags in stores sized items, such
reader provide unique as implantable

identification; prostheses, blood
location and time products, patients
data only as good (all experimental)
as last read

Semiactive ~ Battery-powered tag;  Longer range (~40 ft) Same cost and E-Z Pass on highways

RFID passive reader battery issues as

activates tag

Active RFID Battery-powered tags

that transmit radio
signals

Provide identification
and location; long
range (30 ft); real-
time data

active tags, but no
location data—
portal application

Battery life; blocking
of RF; tag cost and
size; some require
infrastructure

Location in time and
space of assets
moving through the
covered area

Note: PDA = personal digital assistant; RFID = radio frequency identification; WiFi = wireless fidelity.

detailed information about the item that is being
scanned. Bar codes also provide a quick and error-free
means for inputting data into an application running
on a computer. By using bar codes, the potential for
errors from manual data input is eliminated. Another
typical application for bar codes is for inputting data
without having to type. A bar code is scanned with a
light source, the reflected light is then measured for
intensity, and the results interpreted. New 2-D bar
codes have the capacity to encode a lot more data than
is possible with the more familiar 1-D bar codes,
although they require more sophisticated readers.

WiFi (Wireless Fidelity)

WiFi refers to a local area network that uses high-
frequency radio signals to transmit and receive data

over distances of a few hundred feet, typically about
30 to 50 feet indoors. With WiFi networks quickly
becoming ubiquitous, the opportunity to use the
infrastructure for location determination presents
itself. Every wireless access point (WAP) broadcasts
a unique signal that can be used to differentiate it
from other WAPs. Either WiFi-based active RFID
tags or WiFi devices themselves can send out a
wireless signal at regular intervals. The signal is
picked up by a WAP and sent to a location engine
that uses algorithms to determine the asset trans-
mitter’s location.

Location resolution is accurate to the nearest
WAP. Thus, a very dense WAP network could probably
provide room-level resolution. This may be adequate
for most purposes, and with the added advantages of
using a multipurpose infrastructure.
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Radio Frequency ldentification

Radio frequency identification is a system that con-
sists of a transponder, or tag, that transmits a signal
and an antenna and transceiver that read the signal
and transmit it to a server. Radio frequency identifi-
cation uses the radio frequency portion of the elec-
tromagnetic spectrum to transmit signals. The tag
contains radio frequency circuitry and memory con-
taining the data to be transmitted. Whether or not the
tag has a power source determines the category of
RFID in use—passive, semi-passive, or active. Two
significant differences between bar codes and RFID
are that RFID can provide an ID unique to a particu-
lar object and that the reader does not require a line
of sight. However, RFID is orientation dependent,
particularly the passive RFID systems. These require
magnetic induction between the reader and the tag to
supply power and receive signals from the tag. Thus,
orientation between the tag antenna and the reader
cannot be orthogonal.

What Is the Opportunity for Automatic
Identification Technology in the
Operating Room of the Future?

Patients often exhibit a high degree of trust in the
health care system and the professionals who inhabit
it. The typical patient is not likely to think of himself
as 1 of 150 cases taking place that day or even as 1 of
5 or so cases in a particular room, although that is in
fact the case. For the patient, the surgical experience
is unique or at least rare. For the staff, though, the
patient is far from unique and is 1 case among many.
The larger environment is always part of their aware-
ness, and accountability for delays or for failing to
have the correct equipment in place vies for attention
with the patient himself. We expect staff to block out
superfluous stimuli, prepare for surgery, gather and
evaluate essential data while creating a personal inter-
action with each patient, all without falling behind
schedule. It is only surprising that errors are not more
prevalent in these circumstances.

What is the key element that ensures patient
safety? The authors would argue that providing staff
with timely, ubiquitous, effortless access to accurate,
relevant, and up-to-date data is a key prerequisite to
a safe environment for the provision of care. One
could further argue that the necessary data would
include not just patient-specific data but also data
concerning system readiness (equipment and supply
availability/function),” team membership, upstream

and/or downstream system performance or dysfunc-
tion, and any other information that could negatively
impact the environment of care in any given operat-
ing room.

For the purposes of this discussion, which is
focused on the potential contribution of Auto-ID
technology to the creation of a safer environment of
care, data will be defined as all and any information
that is necessary or desirable for the individual care
provider to have in order to deliver safe, efficacious,
and efficient patient care.

In addition to an expanded definition of data, it is
crucial to frame any discussion of patient safety in the
operating room with the concept of the perioperative
period as extending from the first point of contact
with the surgeon to discharge from the hospital fol-
lowing surgery. From the first point of contact with a
surgeon, at the office, the surgical patient travels
along a care trajectory with many points of contact
with the health care system.'® From that first appoint-
ment, pieces of data relevant to that particular patient
and the planned procedure start to accrue. These
pieces of data range from key details of medical his-
tory and planned preoperative testing to insurance-
coverage information and the identity of next of kin.
All the data collected have relevance at some point in
the care process, but may be superfluous or distract-
ing at others. Data continue to accrue as the patient
progresses toward the actual act of surgery and then
beyond, into the postoperative period. Along the care
path the patient may encounter the outpatient labo-
ratory for blood testing, radiology for imaging, or a
number of other points of care.

A major challenge for operating room staff on
the day of surgery is to ensure that all relevant data
have coalesced into a coherent and complete record
that furnishes all the information necessary to pro-
vide this one patient with safe, efficacious care.
Given the scope and diversity of input sources and
methods, it is indeed no surprise that many surgical
patients’ charts are incomplete or that missing infor-
mation is still being collected at the threshold of the
operating room. In addition, data are often neces-
sarily collected right up until the time of surgery.
Vital signs, blood sugar levels, medications taken or
omitted, and fasting status are all routinely collected
and added to the chart just before surgery.

This challenge is compounded by the myriad data
collection systems in place in most hospitals, some
electronic and some paper. In fact, electronically
stored data are often printed on paper for the purpose
of inclusion in the medical record. If such data exist
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Table 2. Examples of Radio Frequency Identification Applications (Commercial and Research) in Health Care

Technology Vendor Function Purpose Deployment

Active RFID with infrared Radianse Asset tracking Commercial Medical equipment tagging

Active RFID with infrared Radianse Patient tracking Research Tracking surgical patients across
horizons of care

Passive RFID Mobile Aspects Inventory control Commercial “Smart” inventory cabinets
deployed in working OR

Passive RFID Mobile Aspects Medication safety Research “Smart” anesthesia cart with
RFID-tagged medications

Passive RFID Surgichip Patient safety Commercial RFID label containing
procedure, site data placed
at surgical site

Passive RFID Precision Dynamics Blood-product safety Research Blood type data encoded

on label on blood bag;
checked against RFID
patient wristband

Note: OR = operating room; RFID = radio frequency identification.

but are not present in the chart, the staff must recog-
nize that the data are absent and then locate and
include the data in the record, frequently by reducing
a digital file to paper.

The potential for flawed data to enter the record
is ever present. The safeguards against this are the
diligence and attentiveness of the staff and the input
of the patient himself (at least until he is rendered
unconscious). The best hope for a complete, inte-
grated, and universally accessible medical record,
spanning the complete course of care, is the elec-
tronic medical record.

If one accepts that communication and informa-
tion transfer are at the root of most human errors and
near misses in the operating room, then the assurance
of a complete, accessible and accurate patient record
is a key component of any safety initiative. The ques-
tion is: can Auto-ID technology contribute meaning-
fully to the association of necessary data with the
unique entity that is the particular patient?

Apart from patient-related data, the other key input
for the surgical process is the flow of materiel (supplies,
instrumentation, and equipment). The increased com-
plexity of surgical procedures has already been alluded
to. In today’s operating room, it is quite possible to have
17 or 18 trays of instrumentation for a total joint
replacement, an everyday procedure. Not only must all
those trays be present, but their contents must be com-
plete and each item must be in good working order. The
assurance of these goals is the responsibility and task of
many staff members—f{rom those who clean the instru-
ments between each use and sterilize them, to those
who open the trays and prepare the surgical field just
before surgery. Also required in the operating room are

various devices such as electrocautery. These machines
need to be present and to be in good working order.
They also have associated disposables that will be
required during the case. There are many ordinary sup-
plies that are needed in sufficient amounts (sutures,
sponges, drapes, and so on). When a joint is being
replaced, implants need to be selected according to the
patient’s anatomy (several may be brought into the room
if there is doubt). Antibiotics will be administered, and
blood products (including the patient’s own, collected
in advance, or allogeneic blood) might be required.
Without going into excessive detail, it is already clear
that the logistics of preparing the operating room for
surgery are significant. Of equal importance is the
timely presence of the patient and the appropriate staff.
Again, the question is: can Auto-ID technology make a
positive contribution to assuring operating room readi-
ness? Nagy et al’ exhorted researchers to engage the
clinical environment in the deployment, evaluation,
and analysis of RFID technology to better understand
potential benefits and challenges. At the time, the
Massachusetts General Hospital (MGH) had developed
the Operating Room of the Future (ORF) project as a
test bed for these and other technologies.

The title, Operating Room of the Future, is a
Rorschach test of sorts, conjuring up different
images in the minds of different observers. Operating
room of the future projects are many and varied, but
the one implemented at MGH comprises a working
operating room suite, equipped with off-the-shelf,
best-of-breed surgical and anesthesia technology. The
room has a unique architecture that facilitates the
practice of parallel workflows. There are adjacent
spaces for the induction of, and initial recovery from,
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anesthesia. This allows the work of anesthesia to
progress while the operating room itself is undergo-
ing turnover and set up. Since the inception of ORF,
a rigorous outcomes analysis study was planned and
implemented to measure the system’s performance.”®
Real production expectations have been set for ORF’s
performance, and they are higher even than normal
expectations because the room requires additional
human resources to optimize its performance as a
unit of production. The RFID technology played a
role in the collection of data; staff and patients were
tagged with active RFID tags from Radianse for the
purpose of monitoring workflow.”'°

In addition to the use of active RFID for the pur-
pose of personnel and patient tracking, we have used
the ORF to evaluate the use of passive RFID in
inventory management. These 2 applications reflect
our interest in developing an environment in which
automatic patient identity (and by extension access
to associated electronic patient data) and automatic
inventory replenishment bring together data and
materiel at the point of care, where the providers of
patient care are most in need of them.

Active Radio Frequency
Identification—Proof of Concept

A proof-of-concept study performed at MGH'’s ORF
project demonstrates a possible patient safety appli-
cation for active RFID tags.'” An active RFID tag,
from the Radianse indoor positioning system (IPS),
was assigned to a mock surgical patient whose tag
was then transported to the wrong surgical suite.
Because the patient’s identity was known and cross-
referenced with the surgical schedule, the IPS
“knew” the patient had been delivered to the wrong
location. Through an interface to the hospital pag-
ing system, the IPS sent an alert or page to the anes-
thesia provider in the true scheduled location.

This is an example of comparing actual care trajec-
tory to a process map (planned care) to detect a process
exception—the patient arrived at the wrong location or
failed to show up at the planned location. Because the
context (patient identity, location, and time) of the
planned care was known, the exception was noted and
an alert sent. Here we have several key concepts at
work. The concept of process exception refers back to
the value of mapping care processes. One use of the
process map is to overlay context on the map and then
use the combined data of the process map and context
to create a “smart” environment.

Although the ideal of patient safety is to prevent
harm, if error cannot always be prevented, then the

next safest option is to identify the error quickly and
notify someone who can intervene. This proof of con-
cept effectively demonstrated that active RFID tags can
help realize this gain for patient safety. However, in the
course of using these tags, the project team made a
number of discoveries. The logistics of managing the
process of tagging patients were more complex and
time consuming than anticipated. The tags are
reusable (a disposable tag is in development) and need
to be retrieved, cleaned, and assigned to new patients
at the end of every day. Tag assignment requires that
the tags first be dissociated from the previous patient in
the system database. Assignment to a new patient
requires manual data entry at a personal computer and
provides an opportunity for data-entry error, as the hos-
pital record number is typed in along with the tag iden-
tification number. This work is boring and not
presently part of any staff member’s usual workflow.
Research personnel continue to perform the role of tag
assignment because the tracking system has not been
widely implemented by the hospital.

Keeping the current version of the tag on the
patient is also an obstacle. When patients change
out of their clothes into a hospital gown, the tag
needs to be attached to their gown. The location of
the tag on the gown is important; if covered in lay-
ers of blankets, the tags do not effectively transmit
the infrared signal to the readers.

To collect meaningful data (and to serve as a faith-
ful and reliable patient tracking system) the tags need
to be deployed properly. Unfortunately, getting staff to
consistently meet these parameters is challenging for
a variety of reasons, one of which is that tag manage-
ment adds work to the patient care process. It is our
belief that solutions that add work or complexity for
staff are less likely to be successful, even if they have
clear benefits from other perspectives. A system-level
remedy to this obstacle is needed. Fortunately, a ver-
sion of the tag that can be coattached with the patient
ID band is under development.

A Case Study of Automated
Inventory Management

The logistics of supplying all necessary materiel at
the point of care in operating rooms is daunting in
its complexity. Just as the technology supporting the
performance of surgery has increased in range and
complexity, so have the associated disposables,
implantables, and other aids. Basic supplies have
not changed much over time, but are just as impor-
tant to safe and efficient patient care.
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In an effort to improve the resupply of operating
rooms, MGH first installed Omnicell inventory-
management cabinets in the ORF. These cabinets
utilize supply-chain software and a touch-screen
user interface. They are capable of real-time inven-
tory reports, automated replenishment orders, and
even internet-based connectivity with medical sup-
ply distributors. For the purposes of the installation
in the MGH ORF, the development of “back-end”
capability was limited to automated replenishment
and inventory reports. As mentioned, it is a funda-
mental belief of the ORF project team that solutions
to operating room problems must require no addi-
tional effort from users if they are to succeed. Our
experience with automated inventory-management
cabinets heavily influenced this perception.

In this instance, Omnicell cabinet users sign-on
to the cabinet and select a patient. After selecting
the item to be removed from the cabinet, the door
opens, and the user pushes a button on the shelf
next to the item. This button is associated with a
specific item and must be pressed once for each unit
of the item removed. The process is reversed for the
purpose of returning unused items to the shelf or for
adding inventory. Our experience was that the staff
was never fully compliant with the button pushes,
with the result that there were variances between
automatic replenishment requests generated by the
cabinet and the real inventory in the cabinet. This
resulted in many man-hours of reconciliation every
night and sometimes resulted in insufficient or miss-
ing inventory. This was not considered a sufficiently
advanced solution for the ORF.

Of interest, the anesthesia team in ORF was
working with a drug and supply cart using the same
technology, with controlled access medication and
supply drawers. In that instance the clinicians were
dissatisfied with having to sign-on and use selection
menus to access medications. The administration of
medication by anesthetists in the operating room
differs from the practice elsewhere in a hospital.
Safety systems, such as physician order entry, are
generally not use, and drugs are kept immediately
available, often in the drawers of a Blue Bell-type
cart. Anesthesia practitioners speak in terms of
“drawer-to-vein time” for drugs; response times need
to be as short as possible. It was this principle that
led to the rejection of the technology by the anes-
thesia care team.

A passive-RFID-enabled cabinet system, from
Mobile Aspects, promised to come closer to fulfilling
our goals for effective, efficient supply management

Auto Identification Technology / Egan, Sandberg 47

in the ORF. Because the system manages inventory
through passive RFID labels, the cabinets theoreti-
cally remove all requirements for manual compli-
ance with button pushes. The units read the RFID
tags on items stored on the shelves and, when an
item is removed, the reader notes the absence of the
tag. Similarly, the return of items is managed by
the monitoring of the RFID tag by the interior of the
unit. The ORF project team partnered with Mobile
Aspects to deploy the cabinets in ORF as a mutually
beneficial experiment. Although the company knew
their cabinets were capable of managing a homoge-
nous, high-value inventory, such as cardiac valves or
catheters, they had not attempted an installation in
a general operating room. In the process, we discov-
ered some valuable lessons in the deployment of
RFID inventory management technology.

Before even stocking the cabinets, we began to
recognize some challenges. The interior capacity of
passive RFID cabinets is significantly smaller than
their exterior dimensions would suggest. This is
because of the space required for the RFID-reader
antennae in the walls and shelves. The limited read
range of passive RFID labels means that items cannot
be far from the reader, ie, shelves must be close
together. This means that a larger footprint is required
to store an equivalent amount of inventory; a real
problem in the already technology-crowded operating
room environment. We quickly realized that not only
did the individual cabinets have a bigger footprint than
their predecessors, but that we needed more of them.

Tagging the inventory presented another set of
issues. Individual items were to receive passive RFID
tags, applied in the operating room’s materials man-
agement area by a staff member. It was quickly real-
ized that typical operating room inventory comprises
many small items that may be necessary, but are of
less value than the RFID label being applied to
them. Furthermore, many items are so small that a
typical RFID tag would completely cover the item’s
descriptive label. An ingenious way to work around
this issue was developed by the team; items were
placed in small bins and RFID-enabled cards assigned
to the bins. The intent was that, when inventory in
the bin ran low, the user at the time would pull the
card from the bin, triggering the cabinet to reorder
the product from materials management. When the
product was restocked, the card was to be returned
to the bin. This might have worked if it were limited
to a small number of items; but by the time a full
evaluation of the inventory took place, it was deter-
mined that 100 bins of small items would have to be
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managed in this way. This approach resulted in the
same user-compliance issues that had beset the
Omnicell cabinets, but made worse by the fact that
users had to attend to the proper movement of
RFID-tagged cards representing myriad items. In
addition, we had a subset of items that, although
valuable, could not be effectively tagged because of
their foil wrapping. Foil packaging can interfere with
the performance of RFID.

User access to the cabinets was mediated by scan-
ning staff ID badges. After an initial sign-on to make
the tag/user association, the cabinet could scan and
read the passive RFID chip in a staff person’s ID.
Possession of ID tags is mandatory for staff, and com-
pliance is enforced by controlled access to the operat-
ing room suite; ID badges are the only way to get into
the operating room suite, and so all staff have them at
work. Thus, the badge-swipe sign-on was a natural
extension of their regular habits. This was a significant
improvement over a typed password system.

Overall, however, it was decided that passive
RFID cabinets were promising, but the current state
of technology did not provide a comprehensive solu-
tion to managing inventory in the ORF.

From this experience the project team again took
several lessons: If a solution increases the workload
of staff members, it will probably fail. Automation
alone does not guarantee enhanced system perform-
ance. There are no failures; only lessons learned.

Having concluded that there is no “killer applica-
tion” for inventory management in operating rooms,
the ORF team at MGH is planning to implement bar-
code mediated management of supplies in standard
stainless-steel cabinets. The nursing staff will not be
asked to scan bar codes at the point of use, which
adds work and depends on compliance for accuracy.
Instead, a nonnurse with no patient care responsibil-
ities will take stock of room inventory with a bar-code
reader and manage to preset par levels. Orders will go
directly to the materials management and the hospi-
tal distributor. The cabinets will be restocked prior to
the start of work every day. An old-fashioned solution,
but in the opinion of the ORF team, technology does
not yet offer a better alternative.

Obstacles to Automated
Identification Technology

Apart from issues related to individual products, there
are some significant obstacles to deployment of Auto-
ID technology. At present there are numerous niche
players in the Auto-ID technology marketplace, but no

integration. Because different Auto-ID technologies
best serve different purposes, an organization seeking
to deploy Auto-ID technology might well find itself
using a number of vendors, each with a stand-alone
system. The real benefit accrues when inputs from dif-
ferent Auto-ID technologies are brought together, in
real time, and the resulting data are available to users
in the format that they can best use. For example, one
can imagine having a combination of bar codes, pas-
sive and active RFID (including some wireless instal-
lation) deployed for the purposes of tracking patients,
supplies, and surgical equipment. Data from all these
systems are most powerful when brought together,
along with other data streams (operating room sched-
ule, laboratory systems, and so on). A biomedical engi-
neer will have different search priorities from those of
a nurse or anesthesiologist. Data must be presented in
the fashion most useful to the user.

The burden that would be placed on enterprise
computing is considerable. Handling large amounts
of real-time data, integrating data streams, and then
delivering those data to users where and when they
need it is a formidable challenge.

Summary and Discussion

In the ideal operating room of the future, the process
of delivering surgical care occurs in an environment
that automatically tracks patient progress along a
defined process trajectory, aware of the presence or
absence of all tools, equipment, personnel, and
materiel. The individual patient care map is part of
the process map of the larger system that considers
each individual surgical process as part of a larger
integrated process, the operating room schedule for
the day. This comprehensive map extends beyond the
traditional boundaries of the operating room and
instead incorporates both upstream and downstream
points of care, even out to the hospital inpatient
floors.

Automatic event detection, comparison to process
models, and automatic annunciation of errors to those
who can intervene are seamlessly woven into the
desired operating room of the future. Materiel and
equipment are easily available and usable at the point
of care. Any foreign body or substance that can cause
harm to the patient (drugs, blood products) or foreign
objects that might be retained in the patient (sponges,
instruments) are tagged before arrival in the care envi-
ronment, identified as being present once there, and
excluded (or included) automatically, depending on
the patient’s unique needs.
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Limitation of Current Radio Frequency Identification Applications

(Commercial and Research) in Health Care

Technology Vendor

Function Limitation

Active radio frequency identification Radianse

with infrared (IR)

Active radio frequency identification Radianse

with IR

Passive radio frequency identification Mobile Aspects

Passive radio frequency identification Mobile Aspects

Effective only within coverage
area; affected by lead-lined
walls; tag location and
orientation on asset affects
performance; infrared requires
line of sight

Reusable tags need to be
collected after use and
cleaned; labor intensive;
requires manual data entry to
unassign tag and reassign to
new patient; surgical drapes
may block infrared

Tags need to be applied to each
item; do not work on foil packs;
cost prohibitive for numerous
inexpensive items

Tags too large for medication
bottles; bottles fall over,
becoming orthogonal to
antennae

Asset tracking

Patient tracking

Inventory control

Medication safety

The desired hospital of the future is almost alive in
its electronic self-awareness. The systems that provide
this level of system readiness are seamless, integrated,
and almost invisible to the users, while allowing them
to respond quickly to process exceptions. They provide
real-time information on the status and the location
of all the vital inputs of the patient care processes—
personnel, equipment, materiel, supplies. The enter-
prise computing systems are able to manage vast
amounts of real-time data and offer users explicit and
tailored outputs that allow human oversight and man-
agement of complex systems. The data collected by
these systems, the integration of databases and data
streams, the mapping and measurement of workflows
and care processes, all combine to inform rapid
communication, provide raw material for data-mining
that supports clinical decision making and the devel-
opment of best practices.

We believe that Auto-ID technologies will ulti-
mately facilitate safety and efficiency in surgical care.
In our original publication on perioperative systems
design, we described a research schema defining 4
broad concepts pertaining to the fundamental goals of
systems research in the operating room.* These goals
encompass the "why” of perioperative systems design
research, and any proposed effort must be critically
evaluated with respect to how it impacts them.

User expectations address the needs of the users of the
surgical environment, including patients, the surgical

team, and other aligned clinicians. Expectations may
range from the emotional (eg, reducing frustration and
increasing satisfaction) to the physical (eg, reducing
fatigue and stress). In addition, expectations may
emanate from awareness of technologic progress in
other industrial and cultural settings, eg, use of wireless
bar coding in retail, robotics and machine-assisted
tasking in manufacturing, customer service models
enhanced through connectivity with the internet and so
on. On a cautionary note, user expectations may exceed
the ability of the technology to deliver. Naive users may
overestimate the functionality of technologies such as
Auto-ID technology. In addition, when users are
exposed to technology early in its development or in a
new application, they may not be prepared for bumps in
the development pathway, ie, the iterative nature of
early deployments, the repeated upgrades and the learn-
ing curve, not just of the users but of the developers too.

Readiness pertains to the ability of the perioperative
process to be fault-tolerant as well as self correcting
and to gracefully accommodate unanticipated events.

Workflow addresses the optimal design and deploy-
ment of resources and processes associated with the
preoperative, intraoperative, and postperioperative
timeline.

Training addresses creating enhanced competency
of the perioperative team (individually and collec-
tively) before, during, and after the surgical process.
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Auto-ID technology-based systems in the operat-
ing room are being developed to address specific user
expectations arising from knowledge of RFID and
similar technologies. However, our experience has
shown that this technology requires skilled operators,
unique supplies, and meticulous attention to detail.
Thus, our Auto-ID technology supply-management
trial deployments had a negative effect on overall
readiness, as compared to our standard supply man-
agement process. Because we could not provide the
significant resources required to meet the needs of
the technology and because of immaturity of the
technologies themselves, workflow was compromised
for minimal gain. Finally, although the training bur-
dens of the new technologies seemed slight and the
potential benefits of compliance were apparently large,
it proved impossible to use the Auto-ID technology
equipment effectively.

The use of Auto-ID technology and RFID sys-
tems in a real-world operating room environment
allows us to hone our own understanding of their
readiness for the operating room of the future. The
deployment of cutting edge technology does not
guarantee success; the technology truly must fit the
problem. Even when a technology seems to offer
promise, there are often factors that need to be iden-
tified before widespread deployment is undertaken.
Examples include management of the active RFID
tags used in the ORF at MGH added workload that
was not well understood prospectively. With respect
to inventory management, even simple Auto-ID
technologies, requiring only the push of a button to
count inventory as it was removed, posed too much
of a barrier to achieve the compliance needed for
effective inventory management. Finally, passive
RFID promised to be completely transparent to the
users at the point of care, at the expense of consid-
erable funds and labor at the point of tagging; but
the technology was not up to the task. The ORF
proved its value as a clinical test site: knowing the
labor implications of a full deployment in advance
might either deter implementation of an Auto-ID
technology or at least properly inform the planning
process and cost/benefit analysis.

In addition, solutions must be developed in close
proximity to the end-users—they must be tested in
the real world. This places an additional responsibil-
ity on those of us who promote innovation. Project
leaders learned the importance of developing realistic
expectations ourselves and of then transmitting those
expectations to the actual users. This illustrates the

enormous value of being able to experiment in a real
working operating room but of also limiting the dis-
ruption to a single operating room. The ORF of today
is not truly the operating room of the future, but
instead a crucible, grounded in the present and look-
ing forward to the future, used by today’s clinicians to
develop and test solutions that will work in the oper-
ating room of the tomorrow.
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