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Abstract

Delegation of signing rights is a central problem in security. Whereas delegating by giving
power of attorney is well studied and digitally realized via delegatable anonymous credentials,
directly delegating signing possibilities without the need for an external logic, can be done via
malleable signature schemes. However, the existing schemes do not allow for privacy preserving,
fine-grained malleability and they do not allow for a controlled way of further delegating the
malleability. We bridge this gap by introducing delegatable functional signatures (DFS).

We present the first construction of a DFS scheme. This construction is based on stan-
dard cryptographic primitives and shows that our strong unforgeability and privacy notions are
achievable for arbitrary efficiently computable forms of malleability and delegatability.

1 Introduction

Delegation of signing rights is a central problem in security. Under delegation of signing rights we
understand that one entity grants the rights to sign new documents or to modify already existing
signatures in its own name to a second entity. This entity can in turn again delegate the rights
further and so on.

An approach to delegating signing capabilities that is commonly used in everyday life is to give
power of attorney. The signer authorizes a third person to sign or modify certain documents in his
name. This approach is digitally realized via the versatile and well studied notion of delegatable
(anonymous) credentials. Valid credentials attest that a given entity has the rights and capabilities it
claims to have. If credentials are anonymous, this means that only the levels and types of delegation
have to be revealed, but not the intermediate entities.

An orthogonal approach is to make signatures malleable. The signer gives a third person, a so
called evaluator, a number of tools to modify signed documents by evaluating functions on them
without voiding the signature. For coarse-grained capabilities one could give blank paper with
signatures to another person or leave blank spaces in contracts. However, fine-grained malleability
is only possible in the digital world, as the concept of being able to apply only specific functions,
e.g., to be able to fill a blank space with one name but not with another, cannot be enforced on
paper.

There are two main differences between issuing credentials and providing malleability. The first
one is the privacy guarantee that the respective approach can offer. Authorizing a third party via
credential (even anonymously) means revealing the structure of the authorization chain, whereas a



malleable signature can be modified without revealing that anyone but the signer was involved. In
practice, this is of particular interest, because it hides the internal operations in a company.

The second difference is, that classically, malleability cannot be further delegated in a controlled
manner whereas the owner of a credential can delegate (parts of) his power to another person. This
is a true shortcoming of malleable signature schemes. A malleable signature scheme that allowed
not only for fine-grained malleability, but also for fine-grained delegation of power would be useful
in many scenarios.

Imagine that the signer of a message can specify for this signature, which evaluator is allowed
to apply which functions without voiding the validity of the signature (Malleability). Moreover, the
signer can specify for this signature how the malleability can be delegated (Delegatability). This
way, the signer would retain full control over the signature.

An appealing property of a signature primitive that allows for controlled malleability and dele-
gation is that it still is a signature primitive. Any system that already uses digital signatures can be
extended with such a scheme by simply replacing the primitives. This means that such a powerful
signature scheme can seamlessly be integrated into already existing architectures.

However, so far, there is no signature primitive that captures both fine-grained malleability and
a controlled form of delegation. In this paper we close this gap by introducing delegatable functional
signatures.

1.1 Applications

This primitive has many applications and we sketch only two simple ones that illustrate its broad
application spectrum.

Signed Code. Consider one of the mayor players in the development of enterprise software solu-
tions, such as Oracle or SAP. A simple methodology to guarantee the authenticity of their code, is
to let Oracle sign (at least critical parts of) its software. Although this idea intuitively makes sense,
it is not practical, not even conceptually. The reason is that the software is extremely general: it
can be applied to the business processes of banks, car industry, telecommunication and many more.
In fact, whenever a company decides to use such a system, it needs to be configured and customized
for each customer. Since this is often done by third party companies or freelancers that obtained
the right to deploy the system, we envision a malleable signature for which Oracle specifies how the
signed code may be changed. After the software is deployed, it has to be maintained (e.g. modi-
fied slightly, to cope with small changes in the company’s business process). In some cases, these
enterprise solutions provide interfaces where the customers can adapt specific parts of the system
on their own. Thus, a controlled part of the malleability has to be delegatable. A regular signature
scheme is simply not sufficient, because of the delegation steps and also because of the individual
adjustment of each system.

With our primitive, however, the authenticity of the software can be verified, even if third parties
deploy it and even if the customer changes dedicated parts on his own. Our primitive allows Oracle
to specify a delegation policy that dictates how the third party company is allowed to adjust their
software without losing the validity of the signature. Since the signing and delegation process is
completely opaque to the outside, any customer of the company (that uses the Oracle solution),
would only learn that they are working with a verified version of Oracle enterprise solutions.

Digital Coupons. Coupon websites, such as Groupon, are currently up-and-coming. The business



model is that companies want to increase their visibility by issuing digitally signed coupons for
cheaper services. Here, we envision a scenario where these companies apply a malleable signature
scheme that allows Groupon to modify the coupons in a certain way such as, e.g., to apply their
corporate design or to turn non-valid certificates into valid certificates if a certain number of orders
has been reached. Furthermore, Groupon delegates a different malleability to each (new) customer
who then is allowed to modify this coupon even further without voiding the validity. For example,
the customer may wish to hide that he purchased the (cheap) coupon through a website and not
directly from the company (which might be more expensive) or the coupon may allow the customer
to personalize an item (e.g., modify text on a T-Shirt) or choose between some alternatives. For
example, the purchaser of a coupon for a hotel may get to choose between a wellness or sport
activity. The customer might also want to change the name on the coupon and send it to a friend as
a gift without revealing the alternatives to this friend. The challenge in this setting arises from the
highly dynamic content, as new products and possibilities are developed regularly that might allow
new options for personalization. In particular, the company wants a dynamic scheme in which they
can specify per coupon to which degree its signature should be malleable.

With our primitive, the company can specify for every coupon what Groupon is allowed to do
in terms of modification and how the customers can modify the coupon without losing the validity
of the signature.

1.2 Our Contribution

We introduce delegatable functional signatures (DFS) as a new primitive that supports highly con-
trolled, fine-grained delegation of signing capabilities to designated third parties. First we will
explain our primitive, then we will briefly present our contribution in terms of a new security model
for signatures and finally we will show that constructing a DFS that fulfills the definitions of our
security model is possible.

Delegatable Functional Signatures. The basic idea of delegatable functional signatures is that
the signer can specify for each message individually how a designated party can perform the following
two tasks.

Malleability. The signer defines how the evaluator can modify the message without voiding its valid-
ity. We formalize this intuition by defining a functionality F(f,«,m). We explain the parameters
with the following example.

Example 1. Suppose that Alice wants to allow Bob to censor parts of a message that she signs.
Her choice of f describes the subsets of the message that can be censored by Bob without harming
the validity of the signature. Bob chooses the parts of the message he wishes to censor by choosing
the corresponding value for a, and he derives a signature on m' = F(f, ., m).

Delegatability. The signer defines how the evaluator can delegate signing capabilities to third parties.
This is formalized by a functionality G(g, 8, pk, f) and we explain it by continuing the example from
above.

Example 2. Suppose that Alice wants to restrict an evaluator Bob in delegating his capabilities. The
evaluator Bob owns a secret key corresponding to some public key pkg and can apply the function



f to censor parts parts of the message m without voiding the validity of its signature (see above).
Now, suppose that Alice wants to allow Bob to only delegate the possibility to censor the first or
second part of the message and let us describe the corresponding functions with fig. and fona.. Alice

chooses a value g such that G(g, B, pk, f) = fist. for a specific value B = 51 and G(g, B, pk, f) = fond.
otherwise, for all pk # pky. Now Bob can choose 3 to either delegate fis. or fond.-

Note that we do not need to define explicitly how signing capabilities for fresh messages can be
delegated with this primitive. If Alice wants to give Bob the capability to sign certain messages
in her name, she can simply generate a new (empty) message and use f and g to specify which
capabilities Bob has.

Security Model for DF'S. Defining a proper security model turns out to be highly non-trivial due
to the flexibility of our primitive. In this paper we suggest new definitions for unforgeability and
privacy. The basic idea behind our unforgeability notions is, that an adversary should not be able
to forge signatures for new messages, aside from those that have been allowed by the signer. The
basic idea behind our privacy notions is that it should be hard to distinguish if a message-signature
pair has been computed by the signer or derived from another signature by an evaluator.

In both cases we present three different security notions for DFS schemes: The weakest one,
unforgeability /privacy against outsider attackers, holds only for attackers that do not have access
to the private key of an evaluator. The second one, unforgeability /privacy against insider attackers,
assumes that an evaluator is malicious and possesses a honestly generated evaluator key. The third
one, unforgeability /privacy against strong insider attackers assumes a malicious evaluator that might
generate its own keys.

Constructing a DFS scheme. Finally, we provide the first construction of a DFS scheme.
This construction is based on standard cryptographic primitives, such as digital signature schemes,
public key encryption, and non-interactive zero-knowledge proofs. Our scheme shows that our strong
definitions for unforgeability and privacy are achievable for arbitrary, efficiently computable, choices

of F and G.

1.3 Related Work

(Delegatable) Anonymous Credentials. In anonymous credential systems users can prove the
possession of a credential (that may grant a power of attorney) without revealing their identity. We
view this very successful line of research as orthogonal to our work: Credentials can be applied on
top of a signature scheme in order to prove properties that are specified in an external logic. In
fact, one could combine delegatable functional signatures with credentials in order to partially leak
the delegation chain, while allowing to issue or modify credentials in an anonymous but controlled
way.

Anonymous credential systems have been investigated extensively, e.g., [12, 13} 17, [I8] [6, 19, 30,
16, 21]. The main difference between delegatable anonymous credential schemes, such as [5] [1], and
our approach is that delegation is done by extending the proof chain (and thus leaking information
about the chain). Restricting the properties of the issuer in a credential system has been considered
in [4]. However, they only focus on access control proofs and their proof chain is necessarily visible,
whereas our primitive allows for privacy-preserving schemes.



Malleable Signature Schemes. Allowing a small degree of malleability for digital signatures has
been considered in many different ways. First we give an overview over schemes that do not consider
a special secret key for modifying signatures, which means that everyone with access to the correct
public key and one or more valid message-signature pairs can derive new valid message-signature
pairs. There are schemes that allow for redacting signatures [29] 27, 28|, [14] that allow for deriving
valid signatures on parts (or subsets) of the message m. There are schemes that allow for deriving
subset and union relations on signed sets [27], linearly homomorphic signature schemes [23, [11] and
schemes that allow for evaluating polynomial functions [10]. Another line of research considers a
general approach for computing on authenticated data [2].

However, all approaches mentioned above only consider static functions or predicates (one func-
tion or predicate for every scheme) and leave the signer little room for bounding a class of functions
to a specific message. As the signatures can be modified by everyone with access to public informa-
tion, they do not allow for a concept of controlled delegation.

Sanitizable signature schemes [3], [I5] extend the concept of malleable signatures by a new secret
key sksan for the evaluator. Only a party in possession of this key can modify signatures. In
general, this primitive allows the signer to specify which blocks of the message can be changed,
without restricting the possible content. However, they do not consider delegation and they do not
allow for computing arbitrary functions on signed data.

Anonymous Proxy Signatures [24] consider delegation of signing rights in a specific context. For
example, the delegator may choose a subset of signing rights for the tasks of quoting. Their notion of
privacy makes sure that all delegators remain anonymous. The main difference with our work is that
they only allow delegation on the basis of the keys and that they do not support restricting further
delegation, whereas we support restricting delegation capabilities depending on each message.

Constructing delegatable anonymous credentials out of malleable signatures has very recently
been investigated by Chase et al. [20]. However, the authors only consider one fixed set of allowable
transformations per malleable signature scheme and do not allow the signer to restrict malleability
(per message) nor does their system allow any way to restrict delegation.

1.4 Outline

As a warm up we first present functional signature schemes (without delegation) in Section [2] and
introduce unforgeability and privacy notions for functional signature schemes. In Section (3| we
present a formal definition for delegatable functional signatures, together with slightly modified
notions of unforgeability and privacy. In Section [5| we give the first construction of a delegatable
functional signature scheme for n-times delegation and prove it to be secure and privacy friendly.

2 Functional Signatures

As a warm up for our main result, and also to make our definitions more accessible, we introduce
functional signature schemes (FSS). A functional signature scheme for a specific functionality F
allows the delegation of signing capabilities for arbitrary functions that belong to F to a designated
third party, called the evaluator. A functional signature scheme already suffices for instantiating
many known signature schemes like rerandomizable signatures, identity based signatures, and cer-
tain forms of malleable signatures like, e.g., sanitizable and redactable signatures (namely all that



PROC INITIALIZE(A) :

(pp, msk) < Setup(A)

(Sksig, pksig) — KGeng;4(pp, msk)
(pkz, skr) < KGenx(pp, msk)
store (pp, msk, sksig, Pksig, SkF, pkr)

PROC QUERY|[SIGN|(pk%, f,m) :

if pk’r € K¢ output L
retrieve (pp, sksig)

o « Sig(pp, sksig, PKF, f,m)
set Q@ := QU (f,m,pk¥,0)

PROC FINALIZE(m*, o™, pk¥) :

if (-,m*,-,-) € Q output 0

if (f,m,pkr,-) € Q s.t.

pkr € KaAm* € F*(\, f,m)
output 0

output o retrieve (pp, pky;,)

b« Vf(pp, pky;y, PEF, m™, 0%)

set K¢ := {(skr, pkr)}
set Kq:=0,0:=10

output (pp, pkgig, Pkr) PROC QUERY|EVAL|(a, m,0) :

output b

retrieve (pp, skr, pky;,)

PROC QUERY|KGENS]() : o' < Evalz(pp, sk, pky;,, o, m, o)

R

PROC QUERY[REGKEY]|(sk, pkr) :

ifo! # 1
extract f from o using skr
set @ := QU{f, F(\, f,a,m), pkr,0o’}

output o’

set K¢ := K¢ U {(sk%, pk’r)}
set Kq 1= KU {pkF}

retrieve (skz, pkr)
set g := K4 U {pkz}
output skr

Figure 1: The unforgeability game for functional signature schemes.

work on one signature). Because of space constraints we only sketch how to construct an identity
based signature scheme in Appendix ?? and omit the other implications. Intuitively, in a functional
signature scheme the signer signs a message m and defines the class of functions f C F that can be
evaluated on m. The evaluator holds a secret key skr and can compute valid signatures on messages
m’ = fo(m), where « defines the evaluator’s choice of a specific function f, € f.

2.1 Formal Definition

A functionality F : N x Py x Py x M — MU {1} is a deterministic polynomial-time algorithm
that takes as input a security parameter A, a function parameter f, a parameter «, and a payload
m. When signing a message m via an algorithm Sig, the signer can choose the public key of an
evaluator and a function parameter f. Thereafter the chosen evaluator can choose a value for «
and call an algorithm Evalz to compute valid signatures on messages F (A, f, a, m).

Definition 1 (Functional Signature). A functional signature scheme FSS is a tuple of efficient
algorithms FSS = (Setup, KGengiq, KGenr, Sig, Evalr, Vf) with the following interfaces:

Setup(\): The setup algorithm Setup outputs some public parameters pp and a master secret key
msk.

KGeny;,(pp, msk): The signature key generation algorithm outputs a secret signing key sksig and a
public signing key pkg;,.

KGenz(pp, msk): The evaluation key generation algorithm KGeng outputs a secret evaluator key
skr and a public evaluator key pkr.

Sig(pp, sksig, pkr, f,m): The signing algorithm Sig outputs a signature o on m, to which the owner
of they secret key skr corresponding to pkr can apply functions from the class f (or an error
symbol L ).



Evalz(pp, skr, pky;,, o, m,0): The evaluation algorithm Evalr outputs a derived signature on the
message F (N, f,a,m) (or an error symbol L ).

Vi(pp, pky;,, pkr,m,0): The verification algorithm Vf outputs a bit b € {0,1} depending on the
validity of the signature.

We consider a functional signature scheme to be correct for a functionality F if the verification
succeeds for all honestly generated signatures and for all valid modifications of honestly generated
signatures.

Definition 2. (Correctness). We say that a functional signature scheme FSS = (Setup, KGengiy, KGenr, Sig,
Evalr, Vf) is F-correct for a functionality F, if for all A € N, all m € M, € P, and for all

(pp, msk) € [Setup(N)] and all (sksig, pky;q) € [KGensig(pp, msk)[, and all (skz, pkr) € [KGeng(pp, msk)],

the following two properties hold:

1) Vf(pp7 pksig7 pk]—'? m7 Slg(pp7 Sksiga pk]-'a f7 m)) - 1
2) FA, fra,m) # L Ao« Sig(pp, sksig, pkr, f,m) A

o' <« Evalr(pp, skr, pkyg, o, m, ) = Vpp, pkgy, pkz, F(A, f,a,m), 0') = 1.
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2.2 Security of Functional Signature Schemes

In this section, we define unforgeability and sketch privacy. In the case of unforgeability we distin-
guish between outsider and insider attacks: In an outsider attack, the adversary only knows both
public keys, whereas an adversary launching an insider attack knows the private key of the evalua-
tor. Informally we say that a functional signature scheme provides privacy if it is computationally
hard to distinguish whether a signature was created by the signer or whether it was modified by
the evaluator. In the following subsections we discuss the intuition behind each definition in more
detail and provide formal definitions.

For the following security definitions we follow the concept of Bellare and Rogaway in defining
the security notions as a game G(FSS, F, A, A) [9]. Each game G behaves as follows: First, it invokes
an algorithm Initialize with the security parameter and sends its output to the algorithm A. Then
it simulates A with oracle access to all specified algorithms Query|[x] that are defined for G. It also
allows A to call the algorithm Finalize once and ends as soon as Finalize is called. The output of
Finalize is a boolean value and is also the output of G. Note that G is allowed to maintain state.
We say that A “wins” the game if G(FSS, F, A, \) = 1.

2.2.1 Unforgeability

Intuitively, a functional signature scheme is unforgeable, if no adversary A is able to compute a
fresh message-signature pair that is not trivially deducible from the knowledge of A. In the case
of regular signature schemes this means that the attacker needs to compute a signature on a fresh
message. The situation here is more complex, because our signatures are malleable. Therefore, we
present three different unforgeability notions:

Unforgeability against outsider attacks. We model the outsider as an active adversary that
knows the public keys (pky;,, pkr) and has oracle access to both the Sig method and the Evalr



algorithms. Our definition of unforgeability against outsider attacks resembles the traditional def-
inition of unforgeability for signature schemes [25], where the adversary knows the public-key and
has access to a signing oracle.

Unforgeability against (weak/strong) insider attacks. Our second definition considers the
case where the evaluator is malicious. We define two different notions depending on the capabilities
of the adversary. That is, our first definition that we call unforgeability against weak insider attacks
(or just insider attacks), gives the attacker access to a honestly generated private key skr. The
second notion allows the adversary to choose its own private key(s) maliciously. We refer to this
notion as unforgeability against strong insider attacks.

An insider that receives a signature o on m that is delegated to him, can trivially deduce some
signatures. If o allows the capability f, this insider can trivially produce signatures on all messages
that he can produce by (repeatedly) applying F on f and m with (possibly different) values for .
We call the set of all messages that can be derived from m via the functionality F and the capability
f the transitive closure.

Definition 3. (Transitive closure of functionality F). Given a functionality F, we define the n-
transitive closure F™ of F on parameters (A, f,m) recursively as follows:

e Forn=0, FO(\, f,m) := {m}.
e Forn >0, F*\, f,m) = {m}JF" L\, f, F(\, f,a,m)).

We define the transitive closure F* of F on parameters (X, fym) as F*(X, f,m) = ;2o F'(A, f,m).

Note that the transitive closure F* on (\, f, m) might not be efficiently computable (and thus a
challenger for Unf might not be efficient). However, this does not influence the security or efficiency
of a FSS. If necessary for a specific construction, one can require every functional signature scheme to
provide an efficient algorithm Check—F such that Check—F (A, f,m,m*) = 1 iff m* € F*(\, f,m).

Remark: We assume that whenever Evalr is called on a signature o with a key skr and does
not return L, then it is possible to extract f from o using skr. This is reasonable, because the
evaluator that transforms a signature should learn the value f, as it describes the capabilities of the
evaluator.

Definition 4. (Unforgeability Against X € {Outsider, Insider, S-Insider} Attacks). Let FSS =
(Setup, KGeny;q, KGeng, Sig, Evalr, Vf) be a functional signature scheme. The definition uses the
game Unf(FSS, F, A, \) defined in Figure [1. The functional signature scheme FSS is existential
unforgeable against X-attacks (EU-X-A) for a functionality F, if for all PPT adversaries Ax

AdvESS Yy . = Prob[Unf(FSS, F, Ax, \) = 1]

is negligible in X. In this definition, Aoutsider does not query Query[KGenS] or Query[RegKey], the
attacker Apmsider does not invoke Query[RegKey], and Ag.nsider may use any oracle.

Strong unforgeability, where the adversary already succeeds if it computes a new signature on a
(eventually previously signed) message, can be easily defined by letting the Finalize algorithm check
if (-,m*,0*) € Q (instead of checking whether (-, m*,-) € Q). We discuss the relation between the
different types of adversaries in the context of delegatable F'SS in Section and the same relation
holds here as well.



2.2.2 Privacy

PROC INITIALIZE(A) :
b+ {0,1}
(pp, msk) < Setup(A)

(8ksig, Pkyig) < KGensig(pp, msk)
(pkz, skr) < KGenx(pp, msk)
store (b, pp, sksig, skr, Pky;g, PkF)
output (pp, pkyiy, Pkr)

PROC QUERY|[SIGN|(f, m, pk¥) :

retrieve (pp, sksig)
o < Sig(pp, sksig, pkr, f,m)

output o

*

PROC QUERY|[EVAL|(pk

519

PROC QUERY|[SIGN-F]|(f, [a]},mo) :

a,m,o):

retrieve (pp, skr)

retrieve (b, pp, sksig, skz, Pkgig, Pkr)
g < Slg(ppa Sksiga pk]—'a f7 mo)
forie {1,...,t}
o; < Evalz(pp, skr, pk,
mi == F(A, f, i, mi—1)
ifb=0A 0y # L then

197

o, mi—1, 01'71)

*

o' < Evalz(pp, skr, p Sigs O M, 0)

PROC FINALIZE(D¥) : output o else
retrieve b g =01
if b= b* then output o
output 1
else
output 0

Figure 2: Privacy under Chosen Functionality Attacks CFA.

Our privacy notion captures the privacy of the evaluator with respect to the signer. The basic
idea behind this notion is that it should be hard to distinguish if a message-signature pair has been
computed by the signer or by the evaluator via the evaluation algorithm. Our definition of privacy
demands that even if multiple evaluations are applied to a signature successively, no polynomially
bounded adversary can distinguish the resulting signature from a fresh signature on the underlying
message.

More formally, we define indistinguishability under chosen function attack for a functional sig-
nature scheme FSS = (Setup, KGen,;4, KGenr, Sig, Eval 7, Vf) and a functionality F as follows:

Definition 5. (Privacy under chosen functionality attacks (CFA)). Let FSS = (Setup, KGensg,
KGengr, Sig, Evalr, Vf) be a functional signature scheme. The definition uses CFA(FSS, F, A, \) de-
fined in Figure @ The scheme FSS is privacy preserving under chosen function attacks (PP-X-CFA)
for a functionality F, if for all PPT adversaries A

1
AdvpsSFN = |Prob[ CFA(FSS, F, A, \) = 1] — 3

1s negligible in .

3 Delegatable Functional Signatures

To move from a functional signature scheme as defined above to a delegatable functional signature
scheme requires us to consider a more flexible notion of delegation: Before, we only considered the
possibility of the signer for allowing one fixed evaluator to modify a given signature according to
a functionality f. An evaluator could only “delegate” its power by giving away its secret key skr

O < Slg(pp7 Sksig7 pk]—'v fa mt)



to another party. We extend the primitive by adding the possibility of delegating (a subset of)
capabilities from one evaluator to another without leaking its own secret key.

In this section we present a formal description of a delegatable functional signature (DFS) scheme
and update our notions of security and privacy. Although the delegation gives more capabilities to
the evaluator, we still want to give the signer of a message as much control as possible over the
resulting signature and the capabilities of changing this signature. Thus, we allow the signer to
additionally restrict which capabilities can be delegated (and optionally to whom) by specifying a
derivation function g on the applicable function f: intuitively, g describes how f can be changed.

Our notions of unforgeability make disrespecting the choices of the signer impossible. On the
other hand, the notions of privacy hide whether or not and how many transformations have been
performed on a signature and by whom.

3.1 Formal Description of a DFS scheme

A delegatable functional signature (DFS) scheme over a message space M, a key space K and
parameter spaces Py, Py, Po, Pp is a functional signature (FS) scheme that additionally supports
a controlled form of delegation. We now require two functionalities instead of one:

e A functionality F : N x Pr x Py x M — MU{L} as in Section [2f that specifies how messages
can be changed.

e A functionality G : N x Py x Pg x K x Py — Py U {L} that specifies how capabilities can be
delegated.

In particular, each evaluator that has the capability to compute signatures on messages of its choice
can delegate (a modified version of) these capabilities to another evaluator. We model this property
by replacing Evalz by an algorithm Transzg. To explain the functionality of this algorithm, let
o be a signature on a message m, on which an evaluator that owns sk can apply modifications
specified with the capability f. Now, like Evalz, Transzg computes a signature o’ on F(\, f, a, m).
However, this new signature ¢’ can be changed by an evaluator that owns a (possibly different) key
skz’ and this evaluator can transform it further with the new capability f' := G(\, g, 3, pKz, f).
The following example illustrates the algorithm.

Example 3. Suppose that the functionalities F and G support the following scenario: Alice wants
to make sure that an evaluator Bob can only rerandomize signatures on a specific message myj.
She choses an appropriate fip, such that F(X, fip,a,m1) = mq for all a. Such a functionality
models the case of a regular signature scheme. Now, suppose that Alice grants Bob the right to
compute signatures on some function f on a different message mo, but at the same time, she
wants to restrict the delegation capabilities to subset f' of f. To do so, she chooses a gg such that

g()‘ugBuﬁ)pk’j 7f) = f, fOT (lll pk’]—' 7& pkB
Now we formally define the key primitive of this paper: delegatable functional signature schemes.

Definition 6. (Delegatable functional signatures). A delegatable functional signature scheme DFSS
is a tuple of efficient algorithms DFSS = (Setup, KGeny;q, KGeng, Sig, Transgg, Vf). The algorithms
Setup, KGengiq, KGenr and Vf have the same interface as for functional signature schemes (see Def-
inition . Thus, we concentrate on the new interfaces for Sig and Transgg here.
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Sig(pp, sksig, pkr, f,g,m): The signing algorithm Sig outputs a signature o on m, on which func-
tions from the class f can be applied, and on which functions from g(f,-,-) can be delegated
(or an error symbol L ).

Transzg(pp, sk]:,pksig,a,ﬂ,m,pk’f,a): The transformation algorithm Transrg outputs a derived
signature for the functionality F (X, f,c,m) (or an error symbol L), that can be modified using
the evaluator key skr’ associated with pkr on the capability f' := G(\, g, B, pKr, ).

Intuitively, we consider a delegatable functional signature scheme DFSS to be correct if the
verification algorithm outputs 1 for all honestly generated signatures and for all valid transformations
of honestly generated signatures.

To formally state our notion of correctness, we define a correctness set S for which Vf should
output 1.

Definition 7. ((F,G)-Correctness). Let the correctness set S be a set such that:

Vf S vag S Pga o€ Pou ﬁ S Pﬁa m € M? (mSkv pp) € [Setup()\)L (Sk5i97pk5i9) € [KGenSig(pp’ mSk)]’
(skx, pkr), (skx', pKy) € [KGenx(pp, msk)]

1) (pp7m7 f?gaaa pksig’pk]:) € S fO’F all o € [Slg(pp’ Sksigapk]:vagam)]~

2) If (ppvm7f7gvavpksig7pk]—') € S; .7:()\,f,oz,'m) = m; g()\agaﬁapk/]-'mf) = f with m € M:
f € Py, then (pp,1n, f, 9,6, phyg, PK5) € S for all & € [Transgg(pp, sk, pkyg, v, B, m, pkr, o)]

A delegatable functional signature scheme DFSS = (Setup, KGenyq, KGenr, Sig, Transrg, Vf) is
(F,G)-correct for functionalities F, G, if for all elements (pp,m, f, g, o, pky,,, pkr) € S it holds that

V(pp, kg, Pkr, m,0) = 1.

4 Security Notions for DFSS

As for a functional signature schemes, we propose definitions for unforgeability and privacy for
delegatable functional signature schemes.

4.1 Unforgeability

Our definition of unforgeability is similar to the one for FSS (Definition ), as we handle security
against outsider and (strong) insider. We model this by giving the adversary access to three different
KGen oracles. An adversary that only uses Query[KGenP] for public keys is considered an outsider,
an adversary that additionally can query Query[KGenS] to retrieve one or more secret evaluator keys
is considered an insider, and an adversary that additionally can use the oracle Query[RegKey] to
register its own (possibly malicious) evaluator keys is considered a S-Insider. All adversaries have
access to the honestly generated public signer key pk;,.

The notion of unforgeability against an outsider for DFSS is similar to our definition for FSS
with the difference being that the adversary has access to the Sig and the Transzg oracle.

Checking whether a message/signature pair is a valid forgery w.r.t. insiders is more complicated.
To handle the information that an adversary can trivially deduce from its queries, we define the
transitive closure for functionalities.
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PROC INITIALIZE (A): PROC QUERY[KGENP]() : PROC QUERY|[SIGN](pk%, f,g,m) :
(pp, msk) < Setup(A) retrieve (pp, msk) retrieve (pp, sksig)
(sksig, Phsig) < KGengig(pp, msk) | (skz, pkr) < KGenz(pp, msk) if (-, pk’r) € Ke
store (pp, msk, sksig, pky;q) set K¢ := K¢ U (skr, pkr) o < Sig(pp, sksig, PKF, f,g,m)
set Ke:=0,K4:=0,0:=0 output (pkr) set @ := QU{(f,g,m,pkFr,0)}
output (pp, pky;,) output o
PROC QUERY[KGENS]() : else output_L
PROC FINALIZE(m*, o*, pk) : retrieve (pp, msk)
if 3(f,g,m, pkr,") € Q, s.t. (skz, pkr) < KGenz(pp, msk) PROC QUERY|TRANS|(pkls, o, B, m, pk'r, o) :
phy € KaAm* € F5(\ f.gm) | 5t Ke = Ke U{(skr, pkz)} retrieve (pp, pky;q)
output 0 set Ka:= K4 U {pkr} if (ski, pklx) € Ke A (-, pKyr) € K¢
else output (skr, pkr) o' < Transzg(pp, skir, Pkig, v, B,m, Kz, o)
if (,-,m*,-,-) € Q ifo! # L
output 0 PROC QUERY|REGKEY|(skF, pkF) : extract (f, g) from o using sk’
else set K¢ := Ke U {(sk%, pk’r)} let f':=G(\ g, 8, pkr, f)
retrieve (pp, pky;g) set K g :=Ka U {pkix} set @ := QU {f' g, F(\ f,a,m), pklr, 0’}
b < Vi(pp, pkyy, Pk, m*, 07) output o’
output b else output L

Figure 3: Unforgeability for delegatable functional signature schemes.

Definition 8. (Transitive closure of functionality F under functionality G). Given functionalities
F and G, we define the n-transitive closure Fg of F under functionality G on parameters (A, f,g,m)
recursively as follows:

o Forn=0, fg()\,f,%m) = {m}.

e Forn >0, fg(kvfag)m) = {m} U ]:g_l()\ag()\agaﬁapkl}"af)aga}—(/\>f7057m))
a,B3,pky

We define the transitive closure Fg of F under functionality G on parameters (A, f,g,m) as

FsO\ frg.m) = FEO\, £,9,m).
=0

Again, the transitive closure might not be efficiently computable. However, for the security of
our construction (see Section [5) we do not need to compute the closure explicitly. If necessary for
another construction, one can require a DFSS to provide an efficient algorithm Check—Fg such that
Check—Fg(A, f,g,m,m*) = Liff m € F5(A, f,g,m).

Remark: We assume that whenever Transzg is called on a signature o with a key skr and does
not return L, then it is possible to extract (f,¢) from o using skr. This is reasonable, because the
evaluator that transforms a signature should learn both values, as they describe its capabilities. In
fact, our construction (Section [5)) also has this property.
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Definition 9. (Unforgeability Against X € { Outsider, Insider, S-Insider} Attacks). Let DFSS be a
delegatable functional signature scheme defined by the following efficient algorithms (Setup, KGengig,
KGengx, Sig, Transrg, Vf). The definition uses the game Unf(DFSS, F,G, A, \) defined in Figure @
We say that DFSS is existential unforgeable against X-attacks (EU-X-A) for functionalities F and
G if for all PPT adversaries Ax

AdvEYER 6 4, = Pr]Unf(DFSS, F.G, Ay, \) = 1

is negligible in X, where Aoutsider does neither invoke the oracles Query[KGenS] nor Query[RegKey];
the attacker Appsidger does not make use of Query[RegKey| and the adversary Ag.msider i not restricted
m its queries.

Remark on measuring the success of A: The success of the adversary is determined by
the challenger and measured in the Finalize algorithm. Although not stated explicitly, Finalize
distinguishes between outsiders and insiders. Within the oracles Query[Sign] and Query[Trans], the
challenger only allows to delegate to keys that are “known” to it, which is formalized with the set K¢.
The oracle Query[Trans] only allows the delegation to keys that are known to the challenger. Note
that his does not restrict the adversary, but allows the challenger to distinguish between weak insider
and strong insider. Whenever a message has been signed either by Query[Sign] or Query[Trans],
this message is included in Q, together with the public key of the evaluator to whom the message
was delegated and together with the parameters that state what this evaluator can trivially deduce
from the signature.

The set K 4 is the set of all public evaluator keys pkz for which the adversary knows the secret key
skr. Consequently, K 4 is initially empty and is only extended by Query[KGenS] and Query[RegKeyl].
Whenever A delegates a signature to a key pk’z € K 4, the finalize algorithm will later discard all
message-signature pairs that are trivially deducible from this signature.

For both outsiders (K4 = ) and insiders (K4 # 0), we require that the forgery message m*
is a fresh message, i.e., it has not been signed by the challenger, which is formally expressed by
(.7 . m*’ . ) ?é Q.

Observe that a different public key pkr might have been used when signing a message as com-
pared to when verifying the resulting signature. We leave it up to the signature scheme to decide
whether a signature can verify under different evaluator keys. As a matter of fact: There can be
schemes where Vf does not need to receive pkr at all.

4.2 Relations between the security notions depending on the strength of the
adversary

The three notions of unforgeability describe a hierarchy of adversaries. It is intuitive, that security
against outsider attacks does not imply security against insider attacks, as the key skr of the
evaluator can indeed leak enough information to construct the signature key sky;, out of it.
However, although an insider adversary is stronger than an outsider adversary, making use
of the additional oracle can weaken an adversary. Consider a scheme with only one valid public
evaluator key pkz, that allows an insider to change messages inside signatures to arbitrary values,
but that also leaks the secret signing key sks;, with every signature. An insider that received sk;q
can not create a forgery, since every message he creates after receiving at least one signature is
not considered a forgery: he could have computed them trivially using Transzg. Without invoking
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Query[KGenS], the adversary can request a signature and subsequently forge signatures for arbitrary
messages, using the key skg;, he received with the signature.

An S-Insider is again stronger than an insider or an outsider. A scheme can become insecure if
a certain key pair (skr, pkr) is used that is highly unlikely to be an output of KGenx (e.g., one of
them is 0%).

Proposition 1 (EU-X-A-Implications). Let DFSS be a functional signature scheme.

(1) For all PPT adversaries Aoutsidger there exists a PPT adversary Apsider S-t.
AdvEléélSAv]:agnAInsider = Advggé%é}—ygnAOutsider

(ii) For all PPT adversaries Appsiger there exists a PPT adversary As.msider S-t-
Advgléésslé:,g,f\s-znsmer = AdVElééISAf,g,AInsidm

4.3 Privacy

PROC INITIALIZE (\):
b+ {0,1}
(pp, msk) < Setup(A)

(8ksig, Phgig) + KGengig(pp, msk)
store (b, pp, msk, sksig, pksig)
set Ke:=0,Kx =0

set Kq:=0

output (pp, pky;,)

PROC FINALIZE(D") :

retrieve b

ifb=b" AKx NK4 =0 then output 1

else output 0

PROC QUERY|TRANS|(pkl, a, B, m, pk'r, o)

PROC QUERY|[KGENP]() :

retrieve (pp, msk)

(skr, pkz) < KGenz(pp, msk)
set K¢ := K¢ U (skr, pkr)
output (pkr)

PROC QUERY[KGENS]() :

retrieve (pp, msk)

(skr, pkr) < KGengz(pp, msk)
set K¢ = K¢ U {(skr, pkr)}
set K := KU {pkr}
output (skr, pkz)

PROC QUERY|SIGN](pkF, f,g,m) :

retrieve (pp, pksz-g)
if (skix, pkiy) € Ke A (pKr,-) € Ke

OJ — Trans}-g(pp, Sk}:a pk5ig7 «, /67 m, pk’]—'7 J)

output o’

retrieve (pp, sksig)

if (-, pk¥) € K¢
0 £ Slg(pp7 Sksig7 pkﬁ;—? .f7 9, m)
output o

PROC QUERY|REGKEY]|(sk¥, pk¥) :
set K¢ := K¢ U {(sk, pk’¥)}
set Ka = KaU{pkF}

PROC QUERY[SIGN—]:](fo,g, [pk]ﬁ a76]87tam0) :

retrieve (b, pp, sksig, Pkgig)
if (-, pkz[0]) ¢ Ke Vv (-, pk(t]) ¢ K¢ output L
o < Sig(pp, sksig, Pkz[0], fo, 9.m0)
forie{l,...,t}

if =3sk’x. (sk’, pkrli —1]) € K¢

output L

fi =G\ g, Blil, pkxld], fi-1)

m; == F(A, fi1, ali],mi—1)

qi == (pp7 Sk*}'z pksig’ Oé[i]v 5[217 mi—lypk]-"[i]v Ui—l)

o; + Transzg(g;)
set Kx := Kx U {pkz[t]}
ifo=0N0or# L

o + Sig(pp, sksig, kF[t], ft, 9, m1)

else
0 =0y
output o

Figure 4: Privacy under chosen functionality attacks CFA for delegatable functional signature
schemes.

Our privacy notion for delegatable functional signatures captures the idea that it should be hard
to distinguish the following two signatures:

e a signature on a message m’ that has been derived from a signature on a challenge message
m by one or more applications of Transzg.
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e a signature on m’ that was output of Sig.

This indistinguishability should hold even against an adversary with oracle access to KGeng, Sig
and Transzg that can choose which transformations are to be applied to which challenge message m
and under which evaluator keys (even if they are known to the adversary), as long as the resulting
signature is not delegated to the adversary.

Analogously to our definitions of unforgeability, we distinguish between three different types of
adversaries, depending on their strength: outsiders, insiders and strong insiders. We model this
by giving the adversary access to three different KGen oracles. An adversary that only can invoke
Query[KGenP] for public keys is considered an outsider, an adversary that additionally can query
Query[KGenS] for retrieving one or more secret evaluator keys is considered an insider, and an
adversary that Query[RegKey] to register its own possibly malicious evaluator keys is considered a

S-Insider. All adversaries have access to the honestly generated public signer key pkg;,.

Definition 10. (Privacy under chosen function attacks (CFA)) against X € {Outsider, Insider, S-
Insider}. Let DFSS = (Setup, KGeng;q, KGenr, Sig, Transrg, Vf) be a delegatable functional signature
scheme. The definition uses the game CFA(DFSS, F, G, A, \) defined in Figure . We say that DFSS
is privacy-preserving under chosen function attacks (X-CFA) for functionalities F and G if for all
PPT adversaries Ax

1
AdvpREFe 4, = |Pr[CFA(DFSS, F,G, A, \) = 1] — 5

is negligible in X, where Aoutsider does neither invoke the oracles Query[KGenS] nor Query[RegKey];
the attacker Appsidger does not make use of Query[RegKey| and the adversary Ag.msider i not restricted
i 1ts queries.

Remark on measuring the success of A: The adversary may choose an arbitrary challenge
message myg, together with a capability fo and a value g to define the delegatability. The challenger
constructs a respective signature op. Furthermore the challenger repeatedly applies Transzg to oy
and allows the adversary to choose the parameters a; and f; that are input to Transzg and the key
pkz[i] to which the signature is delegated. However, A may not choose keys that are not known to
the challenger. By this restriction we distinguish between outsiders, insiders and strong insiders.

Whenever the challenger applies Transzg within the query Query[Sign-F], it additionally com-
putes the new values for m and f for the resulting signature. Thus, it finally produces a signature
ot, on a message m; on which the owner of pkz[t] can apply the capability fi. The challenger adds
the key pkz[t] to which a challenge has been issued, to the set Kx.

If one of the transformations failed and the resulting signature is not a valid signature (o, = L),
Query[Sign-F] outputs L independently from the value of b. The reason is, that we only want to
give guarantees for valid signatures and not extend the notion of correctness from Definition [7]

Otherwise, depending on the value of b, the challenger outputs o; or creates a new signature on
my with capability f; and delegatability g.

The success of A is computed by checking whether A guessed the correct value for b. However, if
A delegated a challenge signature to a key pkz[t] to which A knows the secret key (pk£[t] € KANKx),
the challenger outputs 0. This way we allow a scheme to leak some information to the evaluator to
which a signature is delegated. However, only “local” information is allowed. After one delegation,
this information has to vanish, since A has access to a Transzg oracle and can delegate the signature
ot to a key pkr € Ka.
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4.4 Relations between the security notions depending on the strength of the
adversary

For privacy, we have the same hierarchy: A scheme that is secure against outsiders may be insecure
against insiders, as the key skr of an evaluator can help to distinguish between delegated and fresh
signatures. Again, calling Query[KGenS] might weaken the adversary. Consider a scheme that does
not preserve privacy against outsiders and that only has one valid evaluator key. An insider that
calls both Query[KGenS] and Query[Sign-F] is discarded, because it knows the only valid evaluator
key (and thus Kx N K4 # 0).

As for unforgeability, an S-Insider, is stronger than outsider or against an insider. A scheme can
leak information about delegation if a certain key pair (skr, pkr) is used that is highly unlikely to
be an output of KGenr (e.g., one of them is 0%).

Proposition 2 (PP-X-CFA-Implications). Let DFSS be a functional signature scheme.

(i) For all PPT adversaries Aoutsidger there exists a PPT adversary Appsider S-t.

PP-I-CFA PP-O-CFA
AdVDESS 7.6 Appsiger = AAVDFSS 7.6 Aouraider

(ii) For all PPT adversaries Appsiger there exists a PPT adversary As.msider S-t-

PP-SI-CFA PP-I-CFA
AdVDESS 7 G s nsider = AAVDFSS F.6, A aider

Proof. The proposition follows trivially. Observe:

(1) The adversary Apgsiger Tuns a black-box simulation of Agutsider and makes no use of the addi-
tional oracle.

(ii) The adversary Ag nsider runs a black-box simulation of Apgider and makes no use of the addi-
tional oracle.

O

5 Constructing DFSS

In this section we construct a delegatable functional signature scheme DFSS as defined in Sec-
tion Our construction is based on (regular) unforgeable signature schemes, a public-key encryp-
tion scheme, and a non-interactive zero-knowledge proof system. Before presenting the construction
we give a brief overview over these underlying primitives. We will omit the (standard) definitions
for correctness and security.

5.1 Cryptographic Primitives

Digital Signatures. A (regular) signature scheme is a tuple of efficient algorithms S = (Setupg,
KGeng, Sigg, Vfs), where Setupg returns some public parameters pp and a master secret key msk,
KGeng(pp, msk) outputs a secret signing key sk and a public verification key pk, Sigg signs messages
using a key sk and Vfg checks whether a signature is valid for a given message and a given verification
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Initialize(\) : Query[Sign](m) : Finalize(m™*, o) :

(pp, msk) < Setup(\) retrieve (pp, sk, pk) if m* € M then

(sk, pk) + KGeng(pp, msk) o + Sigg(pp, sk,m) output 0

store (pp, sk, pk) set M = MU {m} else

set M :={) output o retrieve (pp, sk, pk)

output (pp, pk) b < Vig(pp, pk,m*,c™)
output b

Initialize(A) : Query[Challenge](mg, m1) : Finalize(b") :

p & {0,1} (only once) ifo* =b

(pp, msk) < Setupg () retrieve (pp, ek, b) output 1

(dk, ek) + KGeng (pp, msk) ¢ ¢ Ence(pp, ek, my) else

store (pp, ek, b) output ¢ output 0

output (pp, ek)

Figure 5: (u.) Unforgeability for (regular) signature schemes (Unf) and (d.) security under chosen
plaintext attacks (CPA)

key pk. A signature scheme is length preserving, if for a fixed key-pair, the signing algorithm
outputs signatures of equal length, if the messages have the same length, i.e., if |m1| = |ma|, then
o1 < Sigs(pp, sk,m1)| = |o2 < Sigs(pp, sk, m2)|

Definition 11. (Correctness of a signature scheme). A signature scheme S = (Setupg, KGeng, Sigg, Vfs)
is correct, if for all A € N, all m € M and for all (pp, msk) € [Setupg(N)] and all (sk, pk) €
[KGeng (pp, msk)] the following property holds:

Vfs(pp, pk, m, (Sigs(pp, sk,m))) =1

A signature is unforgeable, if it is computationally hard to forge signatures for new messages
without access to the signing key, even if arbitrary messages have been signed before.

Definition 12. (Unforgeability). A signature scheme S = (Setupg, KGeng, Sigg, Vfs) is unforgeable
if for all PPT adversaries A the probability

Pr{Unf(S, A, \) = 1].
is negligible in X. The definition uses Unf(S, A, \) defined in Figure 3|

The definition can easily be strengthened to strong unforegability by adding the requirement
that the pair (m, o) has never been learned from the queries/answer pair to the signing oracle.
Obviously, this definition is stronger because an attacker succeeds even if he outputs a new signature
for a message he has sent to the signing oracle before.

For our construction we need to make two additional assumption about the signature scheme.
The first property says that no master key is necessary in order to generate a key-pair and the
second property demands that signatures on message of equal length have the same size. More
precisely, a signature scheme S has a simple key generation algorithm if the key generation does
not depend on a master secret key.
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Definition 13. (Simple Key Generation). A signature scheme S = (Setupg, KGeng, Sigg, Vfs)) has
a simple key generation algorithm if there exists an € such that for Il (pp, msk) € [Setupg] it holds
that msk = €.

A signature scheme S has length preserving signatures if the length of a signature does only
depend on public parameters and on the length of the underlying message.

Definition 14. (Length Preservation). A signature scheme S = (Setupg, KGeng, Sigg, Vfs)) has

length preserving signatures if for all mi,mg € M, for all (pp, msk) € [Setupg|, and for all (sk, vk) €
[KGeng(pp, msk)] it holds that

|01 < Sigs(pp, sk,m1)| = |oa < Sigs(pp, sk, ma2)|.

Encryption. A public key encryption scheme £ is a tuple of efficient algorithms € = (Setupg, KGeng, Encg, Decg),
where Setupg () returns some public parameters pp and a master secret key msk, KGeng (pp, msk)

outputs a secret decryption key dk and a public encryption key ek, Ence encrypts messages using

ek and Decg decrypts cipher texts using dk.

Definition 15. (Correctness of a public key encryption scheme). A public-key encryption scheme

& = (Setupg, KGeng, Encg, Decg) correct, if for all A € N, allm € {0, 1}£m(’\), and for all (pp, msk) €

[Setupg (N)] and all (dk, ek) € [KGeng (pp, msk)] the following property holds: Decg(pp, dk, (Ence(pp, ek, m))) =
m.

A public key encryption scheme is secure against chosen plaintext attack (CPA) if no adversary
with access to the public parameters pp and the public (encryption) key ek is able to distinguish
between the encryptions of two messages of its own choice.

Definition 16. (Security against chosen plaintext attacks (CPA)). A public-key encryption scheme
E = (Setup, KGen, Ence, Decg) is secure against chosen plaintext attacks (CPA), if for all PPT

adversaries A

1
Adv§) = |Pr[CPA(E, A N) = 1] — 5|

is negligible in X, where CPA(E, A, ) is defined in Figure[3|

Non-interactive zero-knowledge (NIZK). A non-interactive zero-knowledge proof system for
a relation R is a tuple of efficient algorithms NIZK = (KGen, P,Vf), where the key generation
algorithm KGen produces a common reference string CRS, the prover P on a CRS, a statement x
and a witness w returns a proof II that z € Lg := {z|3w. (z,w) € R} (or an error symbol 1) and
the verifier Vf on a CRS, a statement x and a proof II outputs 1 if IT is a correct proof that z € Lg
and 0 otherwise [22] 26].

Definition 17. (Correctness of a non-interactive zero knowledge scheme). A non-interactive zero
knowledge scheme NIZK = (Setup, KGen, P, Vf) for a relation R is correct, if for all A € N, all
v € Lg, all w s.t. (z,w) € R, and for all CRS € [KGen(1*)] the following property holds:
VA CRS, P,(CRS, z,w)) = 1.

A non-interactive zero-knowledge proof system for a relation R is sound if no malicious prover
can construct a proof for a wrong statement (x ¢ Lp) for which the verification succeeds.
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Definition 18. (Soundness of a NIZK scheme). Let NIZK = (KGen, P, Vf) be a non-interactive
zero knowledge scheme for a relation R. NIZK is sound, if for all A € N, all x ¢ Lg, and for all ppt
A, the following probability is negligible in X.

Pr[VACRS,z,11*) = 1 | CRS + KGen(1*),II* + A(CRS, z)]

A non-interactive zero-knowledge proof system for a relation R is zero knowledge if a proof leaks
no information other than the fact that the statement is correct. This is formalized via a simulator
that may choose the common reference string CRS itself such that this simulator can produce proofs
for arbitrary statements = € L without knowledge of a witness. If those (simulated) proofs are
indistinguishable from real proofs, the real proofs can not leak information.

Definition 19. (Zero knowledge). Let NIZK = (Setup, KGen, P, Vf) be a proof scheme for a relation
R. NIZK is zero knowledge, if for all x € Ly with |z| = A\, and any witness w for x, there exists
a (possibly stateful) efficient simulator S = (Sp,S1) such that the following two experiments are
computationally indistinguishable for any (possibly stateful) algorithm D = (Dy, Dy):

Game REAL Game Sim
CRS + KGenpjzx(1%) CRS + Sy(1%)
(x,w) < Do(CRS) (z,w) < Do(CRS)
7 < P(CRS, z,w) <+ Si(x)
b < Di(CRS,z,m) b < Di(CRS,z,m)

5.2 Our scheme

Our scheme constitutes a delegatable functional signature scheme as defined in Section It is
completely general with respect to F and G (as long as they are efficiently computable) with the
exception that G may allow only for up to n applications of Transrg. We let the signer choose how
many applications he allows by defining f as a tuple (f’, k) € Py x {0,...n}.

For our construction to provide the strong notion of privacy under chosen function attack (CFA)
for delegatable functional signature schemes (Definition , we apply the following trick: If the
signer choses a number of k possible applications of Transrg, we still create n + 1 encryptions, but
place the encryption a signature on m at the k4 1% position (and only encryptions of zero-strings at
the other positions). The evaluators fill up the the encryptions from the k™" position to the first one.
Although each evaluator receives information from his predecessor in the chain of delegations (the
first evaluator will know, that the signature originates from the signer), even the second evaluator
in the chain will be unable to find out more than its predecessor and the number of applications of
Transzg that are still allowed. Figure [6] shows the construction in more detail.

Given a signature scheme S = (Setupg, KGeng, Sigs, Vfs) with a simple key generation algorithm
and with signatures of equal length, an encryption scheme £ = (Setupg, KGeng, Encge, Decg) and
a zero-knowledge scheme NIZK = (KGenyzk, Pnizk, Vinizk) for languages in NP we construct a
delegatable functional signature scheme DFSS as follows:

We define a recursive class of languages L;.

Ln: x = (pps, ppe, Pksig, Pk, S,m, CRS, f,g,0) € L, means that there exists a witness w = (r, k)
such that

pksig - (Uk57 gk) /\ Sk = Ean(ppg, €~k7 (Uv (f?gamapk}'7k));r) /\ VfS(pp87 vks, (f,g,m,p/ff, k),U) =1
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Lifor 0 <i <n: x = (pps, PPs, Pksig, Pkr, S,m, CRS, f, g,0) € L; if there exists a witness w = (r, 11,
pk./}'7 m/a f,a «, B) s.t.

Pk, = (vks, ek)
N\ si = Ence(ppe, ek, (o, (f, 9, m, pkr, k)); )
N Vis(pps, oK, (f,g,m, kg, k), 0) = 1
N\ @' = (pps, ppe: Pig: pKF, S, m/, CRS, [, g)
N\ S=5{si=si} [\ pkr = (vk,")
N m=Ffam) N\ f=36G0\g8 )
AN (Vfnizk,,, (CRS,2') = 1V Vinzk, (CRS, 2) = 1)

The signer proves that x = (pp = (CRS, pps, ppe), Pksig» Pkr = (vkr, ek),S,d,m) € L, where L
contains tuples for which there exists a witness w = (f, g,4,74) such that

VfNIZKi(CR‘Sa (pp87 PPe, pksigv pk]—'? S7 m, CRS7 f7 g, U)) =1
/\ & < Ence(ppe, ek, (f, 9,4, 0);7a)

5.2.1 Security

Concerning security, we prove the following theorems.

Theorem 1. If £ is a correct public key encryption scheme, § a length preserving unforgeable
signature scheme with a simple key generation, and NIZK is a sound non-interactive proof scheme
(Definition @, then the construction DFSS presented in this section is unforgeable against outsider
and (strong) insider attacks according to Definition @

We will show the theorem via a reduction proof. Given an adversary A that can break our
construction we will show that there must be an adversary B that breaks the underlying signature
scheme (with a smaller, but non-negligible probability) — or the encryption scheme was not correct
or NIZK was not sound.

Proof for Theorem[]l By Proposition [I] it suffices to show unforgeability against a S-Insider adver-
sary. Assume towards contradiction that DFSS is not unforgeable against strong insider attacks.
Then there exists an efficient adversary Ag nsider that makes at most p(A) many steps for a poly-
nomial p and that wins the game Unf(DFSS, F, G, Ag nsider; A), formalized in Definition |§|, with
non-negligible probability.

For simplicity we will write A for Ag_ tnsider in this proof. Since A makes at most p(A) many steps,
A invokes the oracle Query[KgenP] at most p(\) many times. We show how to build an adversary
B that runs A in a black-box way in order to break the unforgeability of S with non-negligible
probability. In the following we denote the values and the oracles that the challenger C from the
game Unf(S, B, A) provides to B with the index C.

The algorithm B, upon receiving as input a tuple (ppc, vkc) from Initialize¢, simulates a challenger
for the game Unf(DFSS, F, G, A, \). First, the algorithm B generates the public parameters and the
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master public/private key-pair, computing (ppe, mske) ¢ Setupg (1), CRS < KGenyzk (1*)and
setting pp := (CRS, ppe, pps), msk := (e, mskg).

Subsequently, B computes (dk, ek) < KGeng(ppg, mske), (sks,vks) < KGens(ppe,e) and sets
pkgig := vks.

The algorithm B embeds its own challenge key vke in a randomly chosen position z € {0,...,p(\)};
if z = 0, then B replaces vks by vke. Finally, B runs a black-box simulation of A on input
(pp, pky;gz), where pk;, = vks or pky;, = vkc, depending on z and B simulates the oracles Query[Sign],
Query[Trans], Query[KGenP] and Query[Finalize]. The algorithm B handles the oracle queries from A
as follows:

KGENP(): The algorithm B answers the i'" invocation of Query[KgenP] as follows. First, B gener-
ates a key pair for encryption and decryption (dk, ek) < KGeng(ppg, mske). Then it behaves
differently depending on ¢:

If i = 2, then B sends vke to A. Otherwise, B generates a new key-pair (skr, pkr)
KGens(ppe, €), stores this pair, and sends pkr to A.

SIGN(pkF, f,g,m): If z # 0, the algorithm B computes all necessary values locally exactly as a
challenger for Unf(DFSS, F, G, A, ) would. For computing the values locally, B needs to know
pp (publicly known), skeq = (ssks, vks) (generated by B since z # 0) and the values pk¥r, f, g
and m (provided to B by A.

If z = 0, this local computation is not possible since B replaced vks with vkz. Thus, the
algorithm B sets hy, := (f, g, m, pkr, k) and invokes Query[Sig],(ht). It sets oy, to the output
of the challenger and otherwise proceeds as above.

TRANS(pk’s, o, 8, m, pkr, 0): Parse pk’» = (vk, ek). B behaves differently depending on the value
of wvk.

If vk # vke, B computes all necessary values locally exactly as a challenger for Unf(DFSS, F, G, A, \)
would. For computing the values locally, B needs to know pp (publicly known), a value for sk’
corresponding to pky (discussed below), pky;, (known to B) and the values for a, 3, m, pkx
and o (provided by A). There are four cases for sk’. If pkx was output by Query[KGenP]
(and since vk # vke, this was not the 2" invocation of Query[KGenP]), B has generated the
value sk = (sskr, dk) itself. The same applies if pkF was output by Query[KGenS]. If pk’
was registered by A via Query[RegKey], B uses the corresponding (registered) key sk’z. If none

of the three cases applies, then the key pkr is unknown and B returns L instead.

If vk = vke, a corresponding value sskr (the first part of the secret key sk’ corresponding to
pk%) is not known to B. This key is necessary to sign the value h = (f, g,m, pklr,k—1). Thus,
instead of computing a signature with some key sskr, B calls its own oracle Query[Sig].(h)
and otherwise proceeds as above.

FINALIZE(m™*, 0¥, pk): Eventually, A invokes Finalize on a tuple (m*,o*, pk¥), then B parses
o* = (S,d,w) with S = (sg,...,8n+1). Now, the algorithm B checks the validity of the
signature computing Vf(pp, pky;,, pk, m*, o). If the verification algorithm outputs 0, then B
stops. Otherwise B decrypts all signatures (o, h;) := Decg(ppe, dk, s;). B tries to find a pair
(02, hy) that verifies under the key vke and that has not been sent to Query[Sign]. by B, ,
then B sends (hy,0y) to its own Finalize¢ oracle. Otherwise it halts.
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Claim 1. The algorithm B is efficient.

Proof for Claim[]. The algorithm B simulates a challenger for Unf(DFSS, F, G, A, \) that consists
of efficient algorithms (except for the algorithm Finalize).

B performs local computations to initialize the game. All algorithms of the underlying schemes
that are used in a black-box manner are efficient (key generation, signature creation and verifica-
tion, encryption and decryption, proof and verify). B also performs a black-box simulation of the
(polynomially bounded) algorithm A and answers A’s queries. Both the simulation of A and all of
the (polynomially many) computations of answers to oracle calls are efficient.

The only part of the simulation of a challenger for Unf(DFSS, F,G, A, \) that might not be
efficiently possible is the Finalize algorithm. However, if eventually A calls Finalize, then B diverges
from the simulation of a challenger in that B does not check whether the supposed forgery is in the
transitive hull of a specific signature. Thus, B is an efficient algorithm. O

Claim 2. The algorithm B perfectly simulates a challenger for Unf(DFSS, F,G, A, ).
Proof for Claim[4 We investigate the simulation of all oracles and local computations.

Simulation of Initialize: Observe that by construction and by the fact that S has a simple key
generation as in Definition [13] the values pp and msk are identically distributed to values for
pp and msk generated by a challenger for Unf(DFSS, F, G, A, \). Thus, the keys generated out
of them are also identically distributed. If z # 0 then B uses only pp and msk to compute the
keys (sksig, pks;,) and thus they are identically distributed as keys (sksg, pky;,) generated by

Unf(DFSS, F,G, A, \).

If z = 0, then B replaces the verification vks of the signer with the verification key vke of
the challenger. However, since S has a simple key generation algorithm (Definition [13)), the
key wke is identically distributed as the key vks. Moreover, B does not use the corresponding
signing key ssks in any way and queries its own signing oracle instead.

Simulation of Query[KGenP]: On any but the 2™ invocation, B perfectly simulates a challenger
for Unf(DFSS, F,G, A, \) and computes a new key pair based on pp and msk. As pp and msk
are identically distributed as for a challenger, the resulting keys are also identically distributed.

On the 2™ invocation, however, B replaces the verification key vkr with the verification key
vke of the challenger. However, since S has a simple key generation algorithm (Definition
, the key vke is identically distributed as the key wvks. Moreover, B does not use the
corresponding signing key sskr in any way and queries its own signing oracle instead.

Simulation of Query[KGenS]: B uses the values pp and msk that are identically distributed to
the corresponding values of a challenger for Unf(DFSS, F,G, A, \). On them it performs a
perfect simulation of Query[KGenS]. Thus, the resulting keys have the same distribution as
the keys output by Query[KGenS] of the challenger.

Simulation of Query[RegKey]: This oracle does not return an answer.

Simulation of Query[Sign] and Query[Trans]: B perfectly simulates these oracles as long as it
does not have to create a signature with the key corresponding to vke. However, in these
cases B calls its own signature oracle. Since the keys are identically distributed, this still is a
perfect simulation.
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Since all messages that B sends to A are identically distributed to the messages that Unf(DFSS, F, G, A, \)
sends to A, the algorithm B perfectly simulates a challenger for Unf(DFSS, F,G, A, \). O

Claim 3. Whenever A produces a forgery, then with probability at least W B also produces a
forgery.

Proof of Claim[3 First we show the following statement: Whenever A produces a forgery (m*, o*, pk’),
then o* = (S,d,m) and S contains the encryption of a signature o, that verifies under a key vk*
that either equals pk,;, or that has been sent to A as an answer to an oracle query Query[KGenP],
for a message that has not been sent to Query[Sign] or achieved as result of Query[Trans].

Assume that A invokes Finalize with (m*, o*, pk’s) such that (m*, o*, pkr) constitutes a forgery
for DFSS. Technically: If our algorithm B would simulate the Finalize algorithm (as in Figure[7)), it
would output 1[1]

If Finalize would output 1, (+,-,m*,-,-) ¢ Q. This especially means that o* can not be output
of Query[Sign] or Query[Trans]. Moreover, there was no query to Query[Sign](pk%, f,g,m) for an
adversary key pkr such that m* is in the transitive hull ]-'5()\, f,g,m). Also, there was no query to
Query[Trans](pkr, a, B, m, pKr, o') for an adversary key pk’r such that (f,g) were extracted from o’
and such that m* is in the transitive hull F¢(A, G\, g, B, 0Kz, ), 9, F(\, f, a,m)).

If the NIZK II verifies then there is a signature that verifies under pkg;, and that marks the start
of the delegation chain. Let oy be this signature for a value hy = (f, g, m, pkr, k). The NIZK makes
sure that m™ is in the transitive hull F5(A, f, g,m) and that all transformations are legitimized by
the previous ones (depending on the intermediate ’s).

We distinguish the following cases:

i = 0: There was no call to Query[Sig] with parameters (pkz, (f,k),g,m). Thus, B never sent hy to
Query[Sig].. and thus, S contains a signature o, = oy, that verifies with pky;, for the message
hy.

0 <i < k: There was a call to Query[Sig] with parameters (pkz,(f,k),g,m). And for all 0 < j <
i there was a call to Query[Trans] with parameters (pk]_-j,aj,ﬂj,mj,pk/]_-j,ag-), such that
hkfj = (fj7g7mj7pk/fj7k _j) with fj = g(Avg76j7pk/Fj7fj—l>7 m; = ‘F()‘afj—lv.%mj—l)?
but there was no call to Query[Trans] with parameters (pkfi,ai,ﬂi,mi,pk’ﬂ,ag), such that
hi—i = (fis g, mi, pRp;, k — @) with fi = G(A, g, Bi, pk;, fio1), mi = F(X, fi-1,9,mi—1), where
fo = f and mg = m.

Thus, B never sent h; to Query[Sig], and thus, o; and h; fulfill our claim.

i = k: There was a call to Query[Sig] with parameters (pkr, (f,k),g,m). And for all 0 < j < k
there was a call to Query[Trans] with parameters (pk;j, aj, By, mj,pk/]_-j, a;-), such that hy_; =
(f]7g7m]7pk/}"77k - j) Wlth fj = g()\7g7/8j7pk’/]:j7fj—1)7 mj = f(Avfj—lagvmj—l)‘ The NIZK
makes sure that at most k transformations of the original message exist. Thus, all transfor-
mations have been done via calls to Query[Trans], which means that (m*,c*, pk) is not a
forgery.

Thus, each forgery of A constitutes a forgery of a signature o, that verifies with a key vk* that

either equals pkg;, or a key that has been given to A as answer to an oracle query Query[KGenP].

S19

'Note that simulating Finalize is not necessarily possible in polynomial time, which is of no concern, since B does
not simulate Finalize.
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Note that if, by chance, vk* = vke, then o, is a valid forgery for the message h,. By Claim [2[ B
performs a perfect simulation of a challenger for Unf(DFSS, F,G, A, \) (from A’s point of view),
independent of the value z that B has chosen in the beginning. As vke is randomly placed in the

set of possible honest keys (p(A) many), B produces a forgery for vke with probability at least
1

p(A)+1" =

For the analysis of the success of B let us assume that A produces a forgery with a non-negligible
probability. However, by Claim [3, whenever A produces a forgery, there is a chance of m that
B will produce a forgery. Since A is assumed to succeed with a non-negligible probability, B will
also succeed with a non-negligible probability, losing a polynomial factor of p(A) + 1. By Claim
B is an efficient algorithm. This concludes the proof.

O

Theorem 2. If £ is a public key encryption scheme that is secure against chosen plaintext attacks
(CPA), and the interactive proof scheme NIZK is zero knowledge (Definition @), then the construc-
tion DFSS presented in this section is secure against chosen function attacks (CFA) as in Definition

[za

For showing this theorem we will first give a game-based proof for an adversary that only uses
the oracle Query[Sign-F] once. We proceed using a hybrid argument that shows that the existence
of a successful adversary that makes polynomially many calls to Query[Sign-F] implies the existence
of a successful adversary that only makes one call.

Proof. Let DFSS = (Setup, KGen;q, KGenr, Sig, Transzg, Vf) be our construction for functionalities
F and G. Assume towards contradiction that DFSS is not secure against chosen function attacks
against a strong insider. Then there exists an efficient adversary Aginsiqer that wins the game
CFA(DFSS, F, G, As.1nsider; A) from Definition [10[ with non negligible advantage. For simplicity we
will write A for Ag.ngider in this proof.

Claim 4. If A invokes the challenge oracle Query[Sign-F| at most once, then the advantage of A is
negligible.

Proof for Claim [l The challenger uses the uniformly distributed value b only when Query[Sign-F]
is called. Thus, if A does not call Query[Sign-F], the advantage of A is 0.

For the case that A calls Query[Sign-F] exactly once, we show the claim via a series of indistin-
guishable games that start with a game where b = 0 and end with a game b = 1. Our proof shows
that all intermediate games are indistinguishable.

Let GAME Gy be the original game from Definition [10] where b = 0. As by our claim A calls
Query[Sign-F] only once we will simplify the notation of the game by making the call to Query[Sign-F]
explicit. Moreover we make the invokation of Initialize explicit as we will modify it in the following
games. The oracles that A can access (aside from Query[Sign-F]) are as they are formalized in
Definition 10l

Notation: We use the following notation for describing the games. We assign a number to
each line where the first digit marks the game and the remaining digits the line in this game. Thus,
234 marks the 34'" line of game 2. Moreover we do not write down all lines explicitly. All lines
that are not explicitly stated are as they were defined in the last game that defined them. If, e.g.,
we write for GAME G; the line

536 XY Z
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this means that GAME Gg differs from GAME G, in line 36 which is replaced by XY Z for GAME G5.

GAME Gy 042if oy # L
— —Initialize — — 043 hg—t == (fe, g, mu, pkz[t], k —t)
001b:=0 044 g—y < Sigs(pps, ssks, hi—t;7s)
— Setup — 045  sp—t < Ence(ppe, e~k, (Sk—ts Po—t); Tsp_,)
002 CRS + KGennizk (1*) 046 For j €{0,...,n}\ {k—t}
003 (msks, pps) « Setups(1*) 047 ¢ = Olsktl
004 (mske, ppe) + Setupg(1*) 048 hj = (05X o) lm ) glPk=Il o)
005 (JIQ gk) < KGeng(ppe, mske) 049 s; < Ence(ppe, ek, (> hy)irs;)
006 pp := (CRS, pps, ppe. ek) 050 d  Ence(ppe, ek, (fi 9.k — .5kt 7a))
007 msk := (msks, mskg) 051 S :=(s0,...,5n)
— KGengiy — 052 x:= (pp, pkyg, Ph£[t], S, d, )
008 (ssks, vks) < KGengs(ppg, msks) 053 w:=(f,g,n,7q)
009 pky;q == vks 054 with wy_y == (op_ys, 75, k)
010 sksig := (ssks, Pky;g) 055 II + P(CRS,z,w)
— output of (pp, pky;,) to A— 056 o :=(S,d,II)
01l ¢ Alopp,msk,ssks (pp, pksiy) 057 else
058 o :=o0¢

— —Query[Sign-F] — —

012 parse ¢ = (fo, g, k, [pkr, , Bb, t, mo)
013if phyt] € Ka Vi <t

014 out := L

015if (-, pkz[0]) ¢ Kr out:= L

016 oo < Sig(pp, sksig, k0], fo, g, k,mo)
017 for i € {1,...,t}

059 if out # L then out := o
060 b* < Az (out)

018 if =3sk’s = (sskr, dk). (sk, pkz[i]) € Kr
019 out := L

020  fi:=G(\, g, B, pkrld], fi-1)

021 m; = F(\, fim1, i], mi—1)

022 q; := (pp, skir, Pkyg, lil, Blil, mi—1, pkli], oi-1)
023 parse pkr[i] = (vKx, ek)

024 parse o;—1 = (S,d,II)

025 (f,9,1,:) ¢ Dece(ppe, dk,d)

026 x = (pp, pkyig, Pkr; 1,5, d,m)

027 if pkr = (vkr, ek) belongs to sk’

028 AVfazk.z, (CRS,,10) = 1

029 m; = F(Ni—1, [, afi],m)

030 f:=G(N\i-1.9, 8L, phlil. )

031 hiy:=(f,g,mi1,pkgli],i—1)

032 Si—1 < Sigs(pps, sskr, hi—1;75s)

033 si—1 < Ence(ppe, ek, (Gi-1, hi—1);7s)
034 d < Encg(ppe, ek, (f,9.i = 1,5i1);74)
035 &= (pp, phyig, Phri], S, d,my)

036 w=/(fg0—1,rq)

037 with wi—1 = (=1, s, I, pkr,_1, mi—1, f, afd], Bi])
038 Il + Pyizk(CRS, z,w)

039  o0;:=(S,d,1I)

040 else

041 o; =1
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GAME G

102 CRS + Sp(1*)
13711 « Sy ()

GAME Gy
228 for j € {0,...,n}

GAME G3

301b:=1

3l6for j € {1,...,t —1}

324 if ~Iskr™. (skr™, pkz[t]) € Kr out:= L
325 fi == G(A, g, Blt], pk£lt], fi-1)

my = F (N, fio1, aft],mi—1)

at = (pp, Sk]:*’pksigva[t]v6[t]vmt—lapk}"[t]aat—l)
parse skr* = (sskr, dk)

parse pkr[t] = (vkr, ek)

parse oy_1 = (S, d’',11")

(f,9,1,5i) + Dece(ppe, dk, d’)

&' = (pp, pksig, Pkr, S, d',my—1)

if Vfnizk.z, (CRS, 2/, I1) # 1 then out := L

hi—1 = (ft, 9, me, pkglt]i — 1)

Si—1 < Sigs(pps, sskr, hi—1;1s)

326 s;—1 < Encg(ppg, ek, (Si1, hiz1);7s)
334w=1(f,g9,1—1,79)

335 with w;—1 = (gi—1,7s, I, pkr,mi_1, f, 0, B)
336 I1 < Puzk(CRS,€, )

3370 := (S5,d, 1)

GAME Gy
428 for j €
432 d < Encg(ppg, ek, (f, 9,7 — 1,6-1);7q)

GAME G5

501 CRS + KGenN|ZK(1)‘)
536 II <~ P(CRS, z,w)

GAME Gy = GAME G;: Since NIZK is zero knowledge, there exists a (possibly stateful) efficient
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simulator § = (Sp, S1). In GAME G, Initialize calls this simulator Sy to compute the common
reference string CRS, instead of the algorithm Setupp,zx. Moreover, in Query[Sign-F] we call
Sy to simulate the proof I instead of computing it by calling the prover P.

Claim 5. GAME Gy and GAME Gy are computationally indistinguishable.

Proof. The indistinguishability follows from the fact that NIZK is zero knowledge (Definition .
If a PPT distinguisher could distinguish between GAME Gy and GAME G, we could construct an
efficient distinguisher for NIZK.

O

GAME G; = GAME Gs: The game GAME s is identical to GAME G; except for the fact that now
S contains only descriptions of zero-strings: we put encryptions of zero strings in all s; for
j €40,...,n} instead of leaving an encryption of a signature oy, together with its message hy
at position k.

Claim 6. GAME G; and GAME Gy are computationally indistinguishable.

Proof. If the games could be distinguished, then we could break the CPA security of £. We distin-
guish two cases:

e The simulator S = (Sp, S1) behaves differently. Although the simulatability of the NIZK only
is defined for valid statements « € Lg, a simulator that can distinguish with a non-negligible
probability between a “normal” S (as in GAME Gj) and an S that consists only of encryptions
of zero-strings (as in GAME Gs) can also be used to break the CPA security of &.

e The adversary distinguishes the games. If the adversary is able to distinguish GAME G; and
GAME G with a non-negligible probability, it can be used to break the CPA security of £.

Thus, GAME G; and GAME Gs are computationally indistinguishable. O

GAME G = GAME §G3: The difference in the games is that in the beginning, the bit b is set to 1
instead of 0. However, b is never used explicitly in the game.

Claim 7. GAME Gy and GAME G3 are computationally indistinguishable.

Proof. O
GAME G3 = GAME Gy:

Claim 8. GAME G3 and GAME Gy are computationally indistinguishable.

Proof. O
GAME G4 = GAME G5:

Claim 9. GAME G4 and GAME Gy are computationally indistinguishable.

Proof.
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A Preliminaries

Definition 20. (Strong Unforgeability). A Signature Scheme S is Strongly Unforgeable if for all
PPT adversaries A the probability

Pr[SUnf(S, A, \) = 1].

1s megligible in .

B Relation to Other Primitives

In the following section we show that functional signature schemes imply several seemingly different
signature primitives. Using only black-box access to a given functional signature scheme FSS, we
construct (among others) identity based signature schemes, sanitizable signature, and redactable
signature schemes. To simplify the exposition and to avoid redundancy, we assume that for every
primitive II, there is an algorithm Setup()\) that outputs some public components pp and (poten-
tially) some secret components msk for key generation. This setup algorithm is implemented by
calling the Setup(A) of FSS.

B.1 Signature Schemes

As a warm-up, we show that functional signature schemes imply the notion of standard signature
schemes that are clearly non-malleable: Only the signer in possession of the secret signing key can
generate signatures on message of its choice. In fact, it is (computationally) hard to construct
a signature on another message, or (in the case of strong unforgeability) to construct a different
signature for the same message. Thus, in the language of functional signatures, a regular signature
scheme realizes the empty functionality . The easiest idea to build a signature scheme from a
functional signature scheme for an arbitrary functionality F is to withhold the evaluation key skr
such that evaluation algorithm cannot be executed.

More formally, let FSS = (Setup, KGeng;q, KGenr, Sig, Eval 7, Vf) be a functional signature scheme.
A regular signature scheme is a tuple of algorithms S = (Setupg, KGeng, Sigg, Vfs). We implement
the Setupg algorithm by the Setup algorithm of FSS. The other algorithms are defined in Figure
We set Fg to an arbitrary functionality F and require FSS to be Fg correct. If FSS is unforgeable
against outsider attacks for functionality Fg, then S is unforgeable in the classical sense, i.e., a
polynomially bounded adversary is not able to generate new signatures by using only the public key

pk.
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Proposition 3. Given a functional signature scheme FSS that is both unforgeable against outsider
attacks (UnfO) and correct for any functionality F, the (regqular) signature scheme S as constructed
above is unforgeable.

Proof. Assume towards contradiction that S is not unforgeable. Then, there exists an efficient
adversary A that has access to a signing oracle and outputs a valid forgery on a fresh message of
its choice. We show how to build an algorithm B that breaks the unforgeability against outsider
attacks for . The algorithm B receives as input a tuple (pp, pky;,, pkr) from Initializeynfo, it
sets (pp, pk := (pksiy, pkr)) and runs a black-box simulation of A on (pp, pk). Whenever A invokes
Query[Sign] ;¢ on a message m, then B forwards the message to its own signing oracle setting f = 0
and it returns the answer o < Sig(pp, sksig, pkr,0%,m) to A. At some point, the algorithm B get
Finalizeyns(m™*, o*) that it forwards to its own challenger.

For the analysis assume that A succeeds with non-negligible probability. Observe that B per-
forms a perfect simulation from A’s point of view and that it runs in polynomial-time because A
is an efficient algorithm. But then, B forges a functional signature whenever A does contradicting
our initial assumption that FSS is unforgeable. O

Note that if the underlying scheme is strongly unforgeable against outsider attacks, then the
(regular) signature scheme is also strongly unforgeable.

B.2 Rerandomizable Signature Schemes

In difference to the (regular) signature scheme, a rerandomizable signature scheme allows for chang-
ing the underlying randomness of a signature, but not changing the message that is signed. This
comes very close to a (regular) scheme that is unforgeable but not strongly unforgeable. The al-
gorithms for a rerandomizable signature scheme are almost identical to the ones of the functional
signature scheme. The main difference is, that we restrict the functionality F such that the signed
messages m can not be changed.

More formally, let FSS = (Setup, KGeng;4, KGenr, Sig, Eval 7, Vf) be a functional signature scheme.
A rerandomizable signature scheme is a tuple of algorithms R = (Setupp, KGeng, Sigp, Vfr, Rerandomizeg).
We implement the Setupp algorithm by the Setup algorithm of FSS.

Since we want R to allow for rerandomization without allowing to change signed messages, we
set Fr to be the identity function Fj := (A, f,a,m) := m and require FSS to be F correct. if FSS
is also unforgeable against insider attacks for F7, the rerandomizable scheme is unforgeable as well.

Proposition 4. Given a functional signature scheme FSS that is unforgeable against Insider attacks
(Unfl) for the functionality F with F(X, f,a, m) := m, the rerandomizable signature scheme R as
constructed above is unforgeable.

Proof. Given an adversary A that breaks the unforgeability of R, we construct a new adversary A’
that breaks the unforgeability against insider attacks against FSS. Given an adversary A that breaks
the unforgeability of R, we construct an adversary A’ against FSS that breaks the unforgeability
against insider attacks for F:

e Upon receiving (pp, sk, pks;y, pky) from Initializeynn, we send (pp, pk := (skr, pky,,, pkr)) to
A. By construction, this behavior is exactly the same as the Initializey,s algorithm for R.
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e Upon receiving a query Query[Sign] ¢ from A, we just forward the query to the UnfI challenger
with f = 0. This leads our challenger to generate o < Sig(pp, sksig,pk]_-,O)‘,m) and by
forwarding o to A, we give the same answer, that an honest challenger would have given.

e Upon receiving Finalizey,s(m*, 0*) we simply forward the message (as Finalizey,a(m*, c*)) to
our challenger for Unfl.

Since we correctly model an Unf challenger for R, A will win against us with a non negligible
probability. We now lever this probability to our own success probability:

Pr[Unfl(FSS, F, A", \) = 1]
Y) = — AQueBEunn (pp skr, phy,, pkr); (D, skF, Dhyg, phr) < Initializeyan (V)]
— Ay (skz, phyig, pkF)); (pp, sk, Phyigs Pkr) < Initializeyan (A)]

r[Finalizeynn(m”*, o |(m*, o*
I

)
")

r[Finalizeypn(m™, o) = 1|(m*, o

*

(m*, o) AQuery[A] (pp, pk); (pp, pk) + Initializeyns ()]
(m*,0%) + AQuery[Signlyn (pp, pk); (pp, pk) < Initializeyns ()]

1
1
1
1

)=
")

r[Finalizeyns(m*, o

= Pr
Pr
Pr[Finalizeyns(m™, o
= Pr
Pr]

r[Unf(R, A, \) = 1]

B.3 Identity Based Signatures

An identity based signature scheme allows for using commonly known bit strings ID to serve as
(public) verification keys for signatures that were generated by the respective party associated with
the ID. We follow the general construction of 8], in which a trusted party generates a master secret
key msk and for each party extracts a signing key skp from msk and the ID of the respective party.

The basic idea for constructing an identity based signature scheme out of a functional signature
scheme is that we first derive a secret signing key skg;, that is never given to any party except for
the trusted one. With this signing key, we generate the participants’ secret keys by signing the
individual participants’ ID. This signature ojp constitutes the secret that a participant can use in
order to sign their own messages. Signing is done by modifying the respective signing secret o|p:
We add the (real) message to the (signed) ID and obtain a new signature.

Formally, let FSS = (Setup, KGen;y, KGenr, Sig, Evalz, Vf) be a functional signature scheme
that is Figs-correct for Figs(A, f,a, 1) := (I, ) EI An identity based signature scheme is a tuple
IBS = (Setup,gs, Extractgs, Sigjgs, Vfigs) of probabilistic algorithms. We implement the Setupgg
algorithm by calling the Setup algorithm of FSS. When a participants key is extracted from the
master secret key and the participant’s ID, we do not send them the signing key, but instead we give
out a signature ojp = Sig(pp, sksig, pkz,|D) on the ID and a evaluator key, by which messages can
be added to the signed ID. If we want to sign a message m, we use the signature o;p and combine
it with m using Evalr.

2 Actually, Figs is required to be of type {0,1}£’J(’\> X {071}@,@) x {0, 1}27”<>‘>+“D‘ s.t. Fiss(\, f,a, (I,00m M) .=
(I,). Whenever the second component of the message is not 0= Figs outputs L. However, for readability
reasons, we do not enforce this type in the notation of the definitions or the proof.
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The security of the scheme comes from the fact that o|p is secure and can not be generated by
another participant. Even if a signature o = Sig(pp, sksig, pk7, (ID,m)) is known for some message
m, one can not generate a forgery for another message m’ because then the first component of the
signed message would differ from the identity ID (it would be the pair (1D, m)).

So, if FSS is secure against insider attacks and against outsider attacks for F, then the identity
based signature scheme IBS is unforgeable as well.

The algorithms KGen;, and KGenz can even be deterministic and produce the same evaluator
key every time. The important secret for signing is the signature ojp of the ID.

Proposition 5 (Security of identity based signatures). Given a functional signature scheme FSS
that is unforgeable against Insider attacks (Unfl) for functionality the functionality F with F(X, f,a, I) :=
(I, ), the identity based signature scheme IBS as constructed above is unforgeable (UnfIBS) as in

Definition [23.

Proof. We assume that identities have a certain, fixed length. Furthermore, assume towards con-
tradiction that IBS is not unforgeable. Then there exists an efficient adversary A that has access to
a signing oracle and outputs a valid forgery on a fresh message or on a fresh identity of its choice.
We show how to build an adversary B that breaks the unforgeability against insider attacks for F.
The algorithm B receives as input a tuple (pp, pky;g, pkr) from Initializeyan, calls Query[KGenS]()
and receives skr. Then it runs a black-box simulation of A on pp’ := (pp, Dhigigs pkr). When-
ever A invokes Query[lnit] ags on an identity ID, then B returns 1 to A. Whenever A invokes
Query[Corrupt];ags(ID), B sends Query[Sign],.«(Pkr, 0, 1D) to its signing oracle, receives a signa-
ture op, sets skp := (skr,op,ID) and returns skp to A. Whenever A invokes Query[Sign] on a
message m for an identity 1D, B sends Query[Sign]y.q(pkz, 0%, (ID,m)) to its signature oracle and
forwards its answer o to A. At some point, the algorithm B gets Finalizeypfgs(m™*,ID*,c*) and
forwards ((m*,ID*),c*) to its own challenger.

For the analysis assume that A succeeds with non-negligible probability. Observe that B per-
forms a perfect simulation from A’s point of view and that it runs in polynomial-time because A is
an efficient algorithm.

A wins against UnfIBS if it didn’t send Query[Corrupt](ID*) or Query[Sign](ID*, m*) before and
if ID* is a known identity. This corresponds to the condition of the verification of Unfl: Assume
for contradiction that (ID*,m*,¢’) is a forgery for UnfIBS but ((ID*,m*),0*) is not a forgery for
Unfl. If the verification algorithm Vfigs(pp’ = (pp, pksig, Pkzr),1D*,m*,0*) = 1, by construction
Vi(pp, pksiga pkr, (ID*,m*),0") = 1.

B succeeds against Unfl, whenever A succeeds: B uses the key pkr in Finalizeynq and pkr € K¢.
If (-, (ID*,m*),-,-) € Muynf, then B made a call to its signature oracle with the message (ID*, m*),
but then there has been a Query[Sign] on m* for identity ID* by A and in this case A does not win.

If 3z, f,a s.t. F(A, f,a,x) = (ID*,m*) and x € Mynf, then by definition of F, = ID*. Then
B made a query to its signature oracle for the message ID*. B only queries its signature oracle in
the following two cases:

o A Query[Corrupt],qgs(ID*) by A, but then ID* € Uynngs and thus ID*, m*,o* is not a forgery
for UnfIBS.

e A Query[Sign],ags(IDT,m™) by A with ID* = (IDT,m™). However, since identities have a
fixed length, ID* is not a valid identity and thus ID*, m*, c* is not a forgery for UnfIBS.

O
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B.4 Sanitizable Signatures

We show how to construct a sanitizable signature scheme as in [I5] out of a functional signature
scheme. However, we deviate from their definition on purpose in order to simplify the construction.

Intuitively, we express the possible sanitization options as a predicate P and implement the
predicate by a functionality F. Please note that we construct a “weaker form” of a sanitizable
signature scheme that does not have a notion of accountability. However, extending the scheme to
an accountable sanitizable signature scheme is an interesting future work.

More formally, let FSS = (Setup, KGeng;q, KGenr, Sig, Evalz, Vf) anf set £,(\) = £,, () for all A.
A sanitizable signature scheme is a tuple SanS = (Setups, s, KGeng;, KGeng,, Sigsang, Sanitsans, Vfsans).
We implement the Setupg,,s algorithm by calling the Setup algorithm of FSS, KGeng; by calling
KGenyig, KGeny, by calling KGenr, Sigs,ns by calling Sig, Sanits,ns by calling Eval rand Vfsyns by
calling VP

For a desired predicate P : {0,1}%*™ x {0,1}%™ x {0,1}»™) — {0,1} we construct a func-
aif P(m, f,a) =1

1 otherwise

tionality Fp as Fp(A, f,a,m) := {

Proposition 6. If FSS is unforgeable against outsider attacks for F (Definition[), then SanS is
unforgeable (Definition[21]).

Proof sketch. As we simply instantiate our scheme with a specific functionality, it follows directly
that an adversary A that breaks the unforgeability of SanS also breaks the unforgeability against
outsider attacks of FSS for F.

O

Note that our predicate based definition implies other common definitions for sanitizable signa-
tures (e.g. the MOD/ADM version of [15]) as they can be expressed by a predicate.

B.5 Redactable Signatures

Here we show how to construct redactable signatures as in [14] from functional signatures. Intuitively
we can construct a redactable signature scheme RSS from a functional signature scheme by making
the secret evaluator key skr public. This allows everyone to modify signatures according to a
functionality F that implements the desired redaction predicate P. As for the case of sanitizable
signatures we require that the length of £,(\) and /,,()) are equal.

More formally, let P : {0, 1}&”()‘) x{0, 1}£m(/\) — {0, 1} be a predicate and FSS = (Setup, KGeng;q, KGen £,
Sig, Evalr, Vf) be a functional signature scheme that is Fp correct for a functionality.

aif P(m,a

Fr( from) = { 1 othegrwise)

We implement the Setupggg algorithm by calling the Setup algorithm of FSS. We implement the
other algorithms as follows:

Proposition 7. If FSS is unforgeable against insider attacks for F, then RSS is unforgeable.

Proof sketch. An adversary A that breaks the unforgeability of RSS also breaks the unforgeability
against insider attacks of FSS for F.
O

3We require that YA.£,(A) = £, (\)
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C Appendix (Security Notions)

In this section, we review the security notions for the basic cryptographic primitives.

C.1 Sanitizable signature schemes

A sanitizable signature scheme is called unforgeable, if it is computationally hard to forge signatures

for new messages without access to the signing key, even if arbitrary messages have been signed be-

fore. More formally, we define unforgeability for a signature scheme SanS = (Setups, s, KGensans, Sigsans, Vsans))
as a game UnfSan (SanS,A,\) with the following game algorithms:

Definition 21 (Unforgeability for Sanitizable Signature Schemes). A Sanitizable Signature Scheme
S is Unforgeable if for all PPT adversaries A the probability

Pr{Unf(S,A,\) = 1].

1s negligible in A.

Unforgeability for identity based signature schemes We follow the definition of [8, [7], where
an identity based signature scheme is called unforgeable, if it is computationally hard to forge sig-
natures for new messages of honest (not corrupted) participants, even if arbitrary messages have
been signed for arbitrary participants before and if arbitrary participants were adaptively corrupted.
More formally, we define unforgeability for a signature scheme IBS = (Setup,gs, Extractgs, Siggs,
Vfigs) as a game UnfIBS (IBS,A,\) as in Figure [11]

Definition 22 (Unforgeability for identity based signatures). Let IBS = (Setup,gs, Extractigs, Sigigs,
Vfigs) be an identity based signature scheme. The definition uses UnfIBS(IBS, A, \) defined in Fig-
ure[11] IBS is existential unforgeable (EU-IBS) if for all PPT adversaries A

Advigs'® = Pr{UnfIBS(IBS, A, \) = 1]

1s negligible in A,

D Postponed proofs

In this section we present the omitted proofs from the body of the paper.

D.1 Proofs for Section [3

sketch for Theorem[1. We assume that the key generator of the underlying signature scheme KGeng
does not require a master secret key, as is the case for most signature schemes. Technically we assume
that Setupg always outputs an empty msks = ¢

Assume towards contradiction that DFSS is not unforgeable against outsider attacks. Then
there exists an efficient adversary A that has access to a public key oracle, a signing oracle and a
transformation oracle and outputs a valid forgery on a fresh message of its choice. We show how
to build an adversary B that breaks the unforgeability of §. The algorithm B receives as input a
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tuple (ppe, vke) from Initializeyns and computes (ppg, mske) < SeEupg(lA), CRS < KGenyzk (17).
B then sets pp := (CRS, ppc, ppe) msk := (g, mske). B generates (dk, ek) < KGeng(ppg, mske). If A
is bounded by the polynomial p(\), B guesses a number z € {0,...,p(\)}. Then B generates a new
key pair (sksig, pkyig) < KGensig(pp, msk). If 2 = 0, B replaces vks by vkc. B then runs a black-box
simulation of A on pp and pkg,.

Whenever A invokes Query[KgenP], B generates a new key pair (skr, pkr) < KGengg(pp, msk),
stores it and sends pk;, to A. On the 2’th invocation, however, B replaces vks by vke before sending
pky;q to A.

Whenever A invokes Query[Sign] or Query[Trans], B computes the required signature locally and
forwards its answer o to .A. However, if vks = vke, a local computation of the underlying signature is
not possible. In this case, B sends a query to its signature oracle instead of computing the signature
locally.

Whenever A produces a forgery (m*,o*), B proceeds as follows: It parses o* = (S, d,II) and
decrypts the signatures (o;, h;) = Dec(ppg, dk, s;). Then it parses the h; = (fi, g, mi, pkx;,4). If one
of the signatures validates with vke and B has not queried h; to its oracle, B sends (h;,0;) as a
forgery.

For the analysis assume that A succeeds with non-negligible probability. Observe that B runs in
polynomial-time because A is an efficient algorithm and that it performs a perfect simulation from
A’s point of view.

Claim 1: Whenever A produces a forgery, then this forgery contains the encryption of a
signature that verifies for some key vk* that either equals pkg;q or for which A has made a call
Query[KgenP]. The last signature in the chain (the one signing m*) can not have been produced
by Query[Sign] or Query[Trans], as otherwise (m*,o*, pkz*) would not be a valid forgery. As the
NIZK does not check which entity generated the keys, the last signature o; in the chain does not
necessarily validate under a key that has been honestly generated. However, neither Query[Sign]
nor Query[Trans] allow for delegation to entities with unknown keys and as A is an outsider, it will
never call Query[KgenS] or Query[RegisterKey] to obtain secret keys to known public keys. Thus,
in this case the previous signature o;;1 must have been forged by A as well. This argument can
be applied recursively. However, the NIZK makes sure that the first message in the chain has been
signed with sk;g, so at some point there has to be a signature that was forged by A and that verifies
with either vk* = pk,;, or another vk* for which A has made a call to Query[KgenP].

Note that if, by chance, vk* = vke, then (h;, ;) is a valid forgery for B. Recall that B performs
a perfect simulation from A’s point of view independent of the choice of z. This especially means
that the choice of z does not influence the behavior of A. As by claim 1 A produces a forgery for
an honest key and vke is randomly placed in the set of possible honest keys (p(\) many, as A makes
at most p(A\) many steps), A produces a forgery for vke with probability at least m. Since A
is assumed to succeed with a non-negligible probability, B will also succeed with a non-negligible
probability, losing a polynomial factor of p(\) + 1.

O

Against a (strong) insider B reacts to the calls to Query[KGenS] and Query[RegisterKey] as a
challenger for Unf would. Otherwise B behaves as before. In the analysis, the argumentation
for claim 1 changes slightly: The NIZK makes sure that whatever A computes from an honestly
generated signature that is included in S has been allowed in this signature: The trace of m’s and
f’s can not be broken without either violating the soundness of the NIZK, or forging a signature for
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a key that was output by Query[KGenP]. For the construction presented here, a strong insider does
not have more capabilities.

sketch for Theorem[4. We begin with a conceptually simpler case where the adversary A against the
CFA-security only invokes the challenge oracle Query[Sign-F] once. In the following proof, we start
with the game where b := 0 and via a hop of indistinguishable games we will end up with a game
where b := 1. Our proof shows that all intermediate games are either indistinguishable such that
A’s success probability remains the same (except for a negligible amount). Thus, we conclude that
A’s advantage was negligible at the very beginning. Finally, we apply a standard hybrid argument
to cover the more general case where A queries the challenge oracle Query[Sign-F] multiple times.

More formally, let GAME GAME Gy as shown in Figure be the original game in which A
plays against a challenger for CFA and where b = 0 holds. For simplicity we will write down
Initialize and give A orcle access to Query[Sign] (the number of queries to this oracle are only
polynomially bounded). To improve the exposition of the proof, we assume that A is a stateful
algorithm consisting of two procedures. The first one, that we denote by A;, creates a query for
the Query[Sign-F] oracle. The second algorithm, denoted by A3, obtains the response and outputs
its guess b.

GAME Gy = GAME G;. We define GAME §G; as the game in which instead of a (real) prover
P we use the simulator Simyjzx to compute the CRS and also to generate the proofs Il that are

requested by A in all Query[Sign-F] queries. This modification is defined in Figure
Claim 10. GAME Gy ~ GAME Gj.

sketch. The games GAME Gy and GAME @G are indistinguishable by the zero knowledge property of
the NIZK scheme: If an probabilistic poly time adversary distinguished between both games with a
non-negligible probability, we could easily construct an efficient distinguisher, that can distinguish
between a real proof and simulation with the same probability. Since this proof is fairly standard,
we omit a full reduction. O

GAME G; = GAME Go. The next games GAME G, is identical to the previous game, with the
difference being that we replace the encryptions sq,...s, by all O-string encryptions. The game is

depicted in Figure
Claim 11. GAME G; ~ GAME G».
sketch. Since neither A nor Simyzk receive decryptions keys or information about the randomnessﬁ

that has been used for encrypting, the CPA property of the encryption scheme implies that the
games GAME G; and GAME G, are indistinguishable. OJ

GAME Go = GAME G3. Now, in GAME G3 we change the computation of the signature we
generate. If o, # L, then we still generate oy as before and use it. In the case that o, = 1, B did
already set o := 0.

Claim 12. GAME Gy ~ GAME Gs.

4Since we use a simulator here that has no access to this information, it can not pass it on to the adversary
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sketch. However, the signatures are not used in the current game, since we only encrypt zero-
strings in S and d and use a simulator that has no access to secret information. Thus, GAME G
and GAME @3 are perfectly indistinguishable for A. O

GAME Gz = GAME §4.
Claim 13. GAME G4 ~ GAME Gs.

sketch. For the game GAME G4 we again replace the fake encryptions by encryptions of the s;.
Using the same argumentation as above we see that the CPA property of the encryption implies
that the games GAME G3 and GAME G, are indistinguishable. O

GAME G4 = GAME Gs.
Claim 14. GAME G4 ~ GAME G5.

sketch. Finally, we define GAME G5 as the original game in which A plays against a challenger for
CFA but where b = 1 holds. The only difference to GAME G4 is, that we replace the simulator
by a real prover again, that uses a new witness @ to show that the statement holds. Again, if one
could distinguish GAME G4 and GAME G5 with non negligible probability, we could construct a PPT
distinguisher, that can distinguish between a real proof and simulation with the same probability. [

O

E Appendix (Figures)
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Setup(lA) : Slg(pp7 Sksigvpk]-‘v (f7 k)vgvm) : Trans;g(pp, Skfa pksigvavﬂvmv pk/}'a U) :

CRS + KGenpizk (1) parse pp = (CRS, pps, ppe, e~k’) parse pp = (CRS, pps, ppe, 6~/€)
(msks, ppg) Setups(l’\) parse pkr = (vkr, ek) parse skr = (sskr, dk)
(mske, ppe)  Setupe (1) parse sk = (s3hs. phiiy)) parse phy = (ukl, ek
((Tk, gk) — KGeng(pp& mskg) hy, = (fvgvm>pk]-'a k) parse 0 = (Sv d, H)
pp = (CRS, pps, ppe, oK) oy < Sigg(pps, ssks, hi;rs) (f.9,i,0i) « Dece(ppe, dk, d)
msk := (msks, mske) sk < Ence(ppge, ek, (Oks hie);7sy,) z = (pp, Pksig, Pkr, S, d, m)
output (pp, msk) For i € {0,...,n}\ {k} if pkr = (vkr, ek) belongs to skr
o; := 0lox] AVfnizk,z,(CRS, z, 1) = 1

KGeng;g(pp, msk) : hi := (04 0t fm ) qlpkzl ) m = F(A, f,a,m)
parse pp = (CRS, pps, ppe, k) si  Ence(ppe, ek, (05, hi);rs,) =G0 9.0, pkz. )
parse msk = (msks, mskg) d < Encg(ppg, ek, (f,9,k,0k);74q) hi—1 := (f, 9,7, pKr,i — 1)
(ssks, vks) + KGeng(pps, msks) S:=(s0,---,8n) 6i—1 < Sigs(pps, sskr, hi—1;7s)
phyy = vks x = (pp, pkyig, pkz, S, d, m) si_1 < Ence(ppg, ek, (551, hi—1);7s)
sksig := (ssks, Pksig) w=(f,g,n,mq) d < Ence(ppe, ek, (f, 9,7 — 1,04-1);7q)
output (sksig, Pks;g) with wy = (o, 7s, k) & = (pp, Pksig»Pny S, d,m)

IT + Pnizk (CRS, x,w) w=(f,9,1—1,7q)
KGenz(pp, msk) : o:=(S,d,1II) with w;—1 = (04-1, rs, IL, pkr,m, f,a, B)
parse pp = (CRS, pps, ppe, k) output @ LI+~ Pz (CRS, z,1)
parse msk = (msks, mskg) 6= (5,d,1I)
(sskr, vkr) < KGeng(ppg, msks) Vi(pp, pkyig, Py, m, o) : output &
(dk, ek) <+ KGeng (pps, mske ) parse pp = (CRS, pps., ppe, ck) else
skr := (sskg, dk) parse pky;, = (vks, gk) output L
pky = (vkr, ek) parse pkr = (vkr, ek)
output (skr, pkr) parse o = (5,d, 1)

&€= (ppSa pp87 pksiga pkf7 S7 d7 m, CRS)
b+ V]cN|z|,<(CRS7 x, H)
output b

Figure 6: Construction of a DFSS
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PROC FINALIZE(m™, 0", pk¥) :

it 3(f, g, m, pkr,-) € Q,s.t.
pk]: € ICA/\m* Efé()‘7fag7m)

output 0

else

if (+,-,m*,-,-) € Q
output 0
else
retrieve (pp, pky;,)
parse pp = (CRS, pps, ppe, €k)
parse pkg;, = (vks, gk)
parse pkr = (vkr, ek)
parse 0" = (5, d,II)
@ := (pps, PPe, Phsig, PKF, S, d, m*, CRS)
b < Vfnizk (CRS, z,1T)
output b

Figure 7: A simulated version of Finalize for our construction DFSS

KGeng(pp, msk) : Sigg(pp, sk,m) : Vis(pp, pk,m,o) :
(sks,;g,pksig) +— KGengiq(pp, msk) parse sk = (sksig, pkr) parse pk = (pksig,pkf)
(skr, pkz) < KGenz(pp, msk) o < Sig(pp, sksig, Pk, 0)‘, m) b < Vi(pp, pk:sig, pkr,m, o)
set sk := (sksig, pk7) output o output b

set pk := (pksig, PkF)

output (sk, pk)

Figure 8: Construction of a signature scheme from an FSS.
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KGengr(pp, msk) :

(Sksig, pksig) +— KGenyiq(pp, msk)
(skr, pkz) < KGenz(pp, msk)
set sk := (sksig, Pk7)

set pk:= (skr, pkyig, Pkr)
output (sk, pk)

Extractigs(pp, msk, ID) :

parse pp = (ppr, Pksig, PkF)

parse msk = (mskr, sksig, skr)

oip < Sig(ppr, sksig, Pkx, OKP(’\), ID)
set sk := (skr,op,|D)

output skp

Sigr(pp, sk,m) :

parse sk = (sksig, pkz)
o < Sig(pp, sksig, pz, 0%, m)

output o

Vir(pp, pk,m,o)
parse pk = (pky;g, pkr)
b+ Vf(pp7 pksigv pk]:7 m, O')

output b

Sigigs (pp, sk, m) :
parse pp = (ppr, Phsig: Pkr)
parse sk = (skr,op,ID)

0 < Eval]:(pp]-'7 Sk]‘—vpksigv m, 1D, UID)

output o

Viigs(pp, ID,m, o) :

parse pp = (ppr, Phyig, PkF)

b+ V'F(pp]:, pksz’ga pk}'? (lDa m)v J)

output b

Rerandomizer(pp, pk,m, o) :

parse pk = (skx, pk;q, Pkr)
o'+ Evalx(pp, skz, pkgig,m,m, 0)

output o’

Setupis(A) :

(ppx, mskr) < Setup

(sksig,pksig) — KGengiqg(ppr, mskr)
(skr, pkz) < KGenz(ppr, mskr)
set pp := (ppr, Pksig, PkF)

set msk := (mskr, sksig, Skr)
output (msk, pp)

Figure 9: Construction of an IBS out of an FSS

KGengss (pp, msk) :

(Sksig, pksig) — KGenyiq(pp, msk)
(pkz, skr) < KGenz(pp, msk)
set pk := (skr, pksig, PkF)

set sk := (sksig, PkF)

output (pk, sk)

Sigrss (pp; sk,m)

parse sk = (sksig, Pkz)

o < Sig(pp, sksig, pkz, m)
output o

VfRSS (pp7 pkv g, m) :
parse pk = (skr, pky;q, Pkr)
b« Vi(pp, pkg;y, pkz, m)

output b
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Redactrss (pp, pk, m, o, m’) :

parse pk = (skr, Pkgig, Pkx)
o’ + Evalz(pp, sk, pkg;g, m',m, o)

output o’



Initialize(\) :
(pp, msk) < Setup(\)

(ksig, Pkyig) < KGensigSanS(pp, msk)

(skr, pkyx) < KGenzSanS(pp, msk)
store (pp, sksig, skz, Pk;g, PEF)

set M :=10

output (pp, pk)

Query[Sign] (pk;, 7, ™)

retrieve (pp, sksig, skx, Pksig, Pkr)

0 « Sigsans (pp, sk, m)
set M = MU {m}

output o

Finalize(m*, o™) :

if m* € M then
output 0
else
retrieve (pp, sk, pk)
b+ VfSanS(pp7 pk, m*a U*)
output b

Figure 10: Unforgeability for sanitizable signature schemes

Initialize(\) :
(pp, msk) < Setup(\)

store (pp, msk)
set M:=0.U:=0,H:=0
output (pp)

Query[Init](ID) :

retrieve (pp, msk)

skip < Extract(pp, msk;, 1D)
set H :=HU{(ID, skip)}
output 1

Query[Corrupt](ID) :

Finalize(ID*, m*, ") :

if (|D, Sk|D) eH

else

Query[Sign](ID, m) :

if (ID*, m*) € M

set U :=U U {ID} or ID* el

output skip or (ID*,) ¢ H then
output 0

output L else

retrieve (pp, msk)
if (|D, Sk”:)) eH

else

0 Slg(ppv Sleam)
set M = MU{(ID,m)}

output o

output L

retrieve (pp, msk)
b < Vfigs(pp, ID*,m*, ")
output b

Figure 11: Unforgeability for identity based signature schemes
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ORACLE O (RS s ppe. ) msksshe

Query[Sign](pk¥, f, g, k. m) :
hi, := (f, 9, m, pkx, k)
oy < Sigs(pps, ssks, hu; rs)
sk < Enc(ppe, ek, (ok, hi); 7y )
For i € {0,...,n}\ {k}

o := 0okl

h = (0"';:0\) , 0t , ()@m()\)7 Ohﬂk*fl7 0)

s; < Enc(ppg, ek, (01, hi);7s,)
d < Enc(ppg, ek, (f, 9, k, 0k;74))

S = (50,5 5n)
z = (pp, pkyig, PKF, S.d,m)
w:=(f,9,m,74)

with wy = (0%, s, k)
II <~ P(CRS, z,w)
o= (S,d,10)

output o

Query[Trans](pkl, o, B, m, pkz', o) :

find skr = (sskr, dk) with (pkF, skr) € K¢
find pkz' = (vkr, ek) with pkz’ € K¢
abort otherwise

parse o = (S, d,II)

(f.9i,0) « Dec(ppe, dk, d)

z = (pp, phyig, Pkx", S, d,m)

abort if Viyizk (CRS, z,IT) # 1

m:=F(\ f,a,m)

f=9(£.8)

hicy == (f, 9,0, pkz'i = 1)

Gi1  Sigs(pps, sskr, hi—1;7s)

§i—1 < Enc(ppg, ek, (Gie1, hiz1);Ts;)

z = (pp, Pkyig, k5, S, d,m)
w={(f,9,0—1,1q)

with wi—1 = (6i-1,75,_,, 1L, vkz, pkz',m, f,, B)
1T + P(CRS, z,w)

6 := (S,d,1I)

output &

Query[KGenP]() :
(skr, pkr) < KGenx(pp, msk)
output pkr

Query[KGenS]() :
(skr, pkx) < KGenx(pp, msk)
output (skr, pkz)

Query[RegisterKey] (skr™, pkz™) :

GAME Gy

001 CRS + KGenyizk (1)

002 (msks, ppg) < Setupg(1*)

003 (mske, ppg) < Setupg (1Y)

004 (Jk, e~lc) < KGeng (ppe, mske)
005 pp := (CRS, pps. ppe. ek)

006 msk := (msks, mskg)

007 (ssks, vks) < KGengs(pps, msks)
008 phy, :
009 sksig := (ssks, Pks;g)

010 ¢ + A?mmkys'iks (pp, pksz‘g-, pkr)

011 parse ¢ = (fo, g, k, [pkz, @, 8], t,mo)

012if phelt] € KaVk <t

013 out := L

014if (-, pk£[0]) ¢ Kr out:= L

015 0¢ < Sig(pp, sksig, Pkz[0], fo, g, k,mqo)

016 for i € {1,...,t}

017 if ~Jskr*. (Sk}'*,pk}—[i]) eKr

018 out := L

019  f; == g(fi-1,Bl])

020  my = F(N, fim1, afi], mi—1)

021 q; := (pp, skr", pkgig, alil, Bli], mi-1, phz(i], 0i-1)
022 o < Transzg(qi)

023if oy # L

= vks

024 hg—y == (f, g, me, pkr[t], k — 1)

025  op—t < Sigs(pps, ssks, hk—t;7s)

026 skt < Enc(ppe. ek, (Chts hi—t)iTs,_,)
027 For j € {0,...,n}\ {k}

028 o= 07k

029 hj = (0%0\)7 01’4)@)’ 0&,,()\)7 O\Fk}-[t]\’ 0)
030 s; + Enc(ppe, ek, (04, hj);rs;)

031 d « Enc(ppe, ek, (f,9, by ox_1574))

032 S :=(s0,.-.,5n)

033z := (pp, Pkyg, PE£(t], S, d, )

034 w:=(f,9,n,7q)

035  with wg—y := (0—y,7s, k)

036 II « P(CRS,z,w)

037 o:=(S,d,1I)

038 else

039 o :=o0¢

040 if out # L then out := o
041 0" < Az (out)

GAME Gy
101 (CRS, €) + Simyizk (1)
136 1T «+ SimN|ZK(C’RS, f, L)

GAME Go

227 for j € {0,...,n}

2316 := (0™, 0™, 0, glow—el)
d < Enc(ppe, ek, 6;7a))

GAME G3
316 for j € {1,...,t — 1}
324if —3skg™. (skr™, pkrlt]) € Kr
out := L
325 fy := g(fi1, Bt])
my = F(N, fi1, aft], me—1)
qt = (pp, skr™, Pkaig, lt], B[], me—1, phe(t], 0-1)
parse skr* = (sskr, dk)
parse pkr[t] = (vkz, ek)
parse oy_1 = (5, d’, IT')
(f,9,,5:) « Dec(ppg, dk, d')
&' = (pp, phig, pkz, S’ d'ymy 1)
if Vinizk;z;(CRS, 2/, 11) # 1 then out := L
hi—1 = (f, 9, mq, phr(t]i — 1)
Si—1 < Sigs(pps, sskr, hi—1;7s)
326 s,_1 < Enc(ppg, ek, (Gim1, hi1)s7s)
334w=(f,9,i—1,7q)
335 with w;—1 = (Si—1,7s, ', pkr, my—1, f, 0, B)
336 I « Puizk(CRS, €, )
3370 :=(S,d,1I)

GAME Gy
227 for j € ()
431 d « Enc(ppg, ek, (f,9,i—1,5-1);7a)

GAME G5
501 CRS + KGennizk (1*)
536 IT < P(CRS, z,w)

Figure 12: Games for CFA proof of DFSS (Theorem
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