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Abstract 
 

This paper describes the results of the research project Connection of system for identity management for algorithms for the 
analysis of access privileges and modelling of user role within the innovation project which was carried out by company AG 
COM and Ortex in collaboration with the University of Hradec Kralove, together operating in association Hradec Information 
Technology Cluster (HIT Cluster). The project focuses on linking the existing identity management system – parts of the 
system roles on external component that provides sophisticated design and life cycle of roles. The basis of the project is the 
development of algorithms applicable to the analysis of access rights and modelling user roles from the state of the 
permission settings to the final systems. This classification process based on roles aims at achieving an optimal minimum 
number of roles that are consistent with the needs of organizations that all users have all the rights that they need. The 
specific issues of this article is the use of SAT algoritmus in modeling user roles.  
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1. Introduction 

A user account consists of attributes that contain access information, specific technical settings and 
personal identification of the user (attributes). Each account is covered by one role.  And each account 
has the same values for the same attribute names. If we try to account cover more than one role, is 
the addition of roles. If more roles are required, they must be added. Covering the account roles 
includes a simple example where the aim is complete coverage of the entire set of roles with 
accounts. [1], [2], [3], [4] 

The system includes accounts with one X attribute.  The domain of this attribute in all accounts in 
the system is X={a,b,c} => Role1 : a; Role2 : b; Role3 : c. SAT solves the problem of truthfulness closed 
existentially quantified Boolean formulas. This algorithm allows to defining, if current formula on 
logical variables is in conjunctive normal form, if there exists truth assignments of variables, which has 
the value of 1. [5], [6, [7], [8] 

For example the formula )431()321(4321 xxxxxxxxxx   is satisfied if 

TRUExxxx 4,3,2,1 . 

2. Transfer of problem to SAT 

Description of problem is introduced top-down. The description of complex object is decomposed 
and consists from descriptions of simpler objects. The sum of coverage of all specified aggregated 
accounts is decomposed into simpler sub-formulas that describe coverage of simple objects. Addition 
is described conversion of formula established in the first part to the conjunctive normal form. [7] 

Table 1. Basic definitions and marking 

Basic definitions Marking 

Aggregated account agregAcc
 

Set of all specified aggregated accounts ACCOUNTSAGREG _  
i-th aggregate account of set of all specified aggregated accounts )(_ iACCOUNTSAGREG  
Attribute attrib  
Attribute name )(attribNAME  

Attribute type attrib  )(attribTYPE  

Set of all attributes aggregated account 
agregAcc

 
)(agregAccATTRIBS  

Attribute to cover verattribToCo  
Attribute name to cover )( verattribToCoNAME  
Set of all attributes to cover COVERTOATTRIBS __  
Role 
Set of all roles that algorithm will be make 
k-th role that algorithm will be make 
Set of all attributes role 
Attribute value 

Set of all attribute values attrib  
Boolean variable 
Value of the logical variable 

role  
ROLES  

)(kROLES  
)(roleATTRIBS  

eattribValu  
)(attribVALUES  

Variablelog  
)(log_ VariableVALUEBOOL  

Basic axioms 

 ACCOUNTSAGREGi _..1  
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 ACCOUNTSAGREGagregAcc _  

 

 )(,: agregAccATTRIBSattribagregAccattrib   

 

 COVERTOATTRIBSverattribToCo __  

 

 ROLESrole  

 

 
))))((((

,)(,,,:

attribNameagregAccATTRIBSVALUES

eattribValuattribNameattribNAMEattribNameattribagregAcceattribValu





 

  unionpriorityValuehighestattribTYPE ,,_)(   

 

   1)(:,_)(,  attribVALUESpriorityValuehighestattribTYPEattrib  

 

 
)()()(

:_,__

verattribToCoNAMEattribNAMEntagregAccouATTRIBSattrib

ACCOUNTSAGREGagregAccCOVERTOATTRIBSverattribToCo




 

 

 attribattribNAMEagregAccATTRIBSagregAccATTRIBSattrib  ))())(((:)(  

 

  ))())(((:)( attribNAMEagregAccATTRIBSagregAccATTRIBSattrib  

 

 attribattribNAMEroleATTRIBSroleATTRIBSattrib  ))())(((:)(  

 

  ))())(((:)( attribNAMEroleATTRIBSroleATTRIBSattrib  

 

 
verattribToCo

verattribToCoNAMECOVERTOATTRIBSCOVERTOATTRIBSverattribToCo



 ))((__:__

 

 


 ))((__:__ verattribToCoNAMECOVERTOATTRIBSCOVERTOATTRIBSverattribToCo

 

  FALSETRUEVariableVALUEBOOL ,)(log_   

2.1. Domain attribute 

Table 2. Domain attribute - definitions and marking 

Basic definitions Marking 

Attribute name to cover domainName  

Domain attribute with name namedomain _  )_( namedomainDOM  
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Axioms 

 domainNameverattribToCoNAMEverattribToCodomainName  )(,:  

 
 )()(

:)))(((,_

attribVALUESdomainNameDOM

domainNameagregAccATTRIBSattribACCOUNTSAGREGagregAcc




 

Description 

Domain of attribute whit specific name is defined as the union of all sets of values of all attributes 
of the specific name of all aggregated accounts. 

2.2. Basic variables 

Table 3. Basic variables - definitions and marking 

Basic definitions Marking 

Attribute name to cover verNameattribToCo  

Set of all logical basic variables of 
role 
Set of all logical basic variables 
defined for role and 

verNameattribToCo  
Basic variable for specific role, 
attribute name to cover and specific 
attribute value to cover specific role 

)(_ roleVARIABLESBASE  

),(_ verNameattribToCoroleVARIABLESBASE  

),,(_ eattribValuverNameattribToCoroleVARIABLEBASE  

 

Axioms 

 verNameattribToCoverattribToCoNAMEverattribToCoverNameattribToCo  )(,:  

 

 
verNameattribToCo

verNameattribToCoroleVARIABLESBASEroleVARIABLESBASErole ),(_)(_:   

 

 
)(

),,(_

),(_:,

verNameattribToCoDOMeattribValu

eattribValuverNameattribToCoroleVARIABLESBASE

verNameattribToCoroleVARIABLESBASEverNameattribToCorole







 

 

 FALSETRUEeattribValuverNameattribToCoroleVARIABLEBASEVALUEBOOL

eattribValuverNameattribToCorole

,)),,(_(_

:,,





 

))))((((

)),,(_(_

verNameattribToCoroleATTRIBSVALUESeattribValu

TRUEeattribValuverNameattribToCoroleVARIABLEBASEVALUEBOOL




 

 

Description 

The specific basic variable is always associated with specific role, attribute to cover and some value 

from domain of this attribute to cover. This basic variable takes value TRUE  if the specific role 
includes given values in specific attribute.  
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2.3. Rules of basic variables 

Table 4. Rules of basic variables - definitions and marking 

Basic definitions Marking 

Basic variable lebaseVariab  

 

 

 

 

Axioms 

 
ROLESrole

roleVARIABLESBASElebaseVariab


 )(_  

 

 

 
1

)(_

,,_))

(__(),

,(_:

:, 

































TRUElebaseVariabVALUEBOOL

priorityvaluehighestoCoverNameattributeT

COVERTOATTRIBSTYPEverNameattribToCo

roleVARIABLESBASElebaseVarianlebaseVariab

verNameattribToCorole

 

Description 

For attribute type with simple value exists maximum one variable, which has value TRUE , in the case 
of variables, which are associated with given role and specific attribute. For attributes of type multi-
values this restriction doesn´t apply.  

3. The transfer equation in conjunctive normal form (CNF) 

SAT solver allows use only formula in CNF doesn’t allow specific any formula. Formula has to be converted 
before transfer to the prepared form. The process is based on the use of logical implications. For each formula, 
which is an instance of one of the types of formulas, it´s made a new variable, which will be able to imply the 
right side of this formula. This formula, newly made, will be converted to CNF. These clauses that arise transfer 
to CNF will be directly put into the solver [9]. 

3.1. Example 

)(_..)2(_)1(___ mCOVATTRIBSCOVATTRIBSCOVATTRIBSCOVACCF   

Formula 1. Example 

1. Create a new logical variable. 
2. Creates the implications: 

 

)(_...)2(_)1(___ mCOVATTRIBSCOVATTRIBSCOVATTRIBSVARACCF   

 
3. New clauses which has been created after convert to CNF. These clauses should be directly put into 

solver. 
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))(___(...

...))2(___())1(___(

mCOVATTRIBSVARACCF

COVATTRIBSVARACCFCOVATTRIBSVARACCF




 

 

4. If it´s the value of variable COVACCF __  equal TRUE , then is an association account covered.  

 

3.2. Hierarchical approach 

Hierarchical approach creates a whole major formula, instead of primary sub-formulas are used in this way the 
newly created variable. Each object gets its logical variable whose value will represent a kind of state of this 
object. Usually, it will be the state cover of the object. [6] 

4. Conclusion 

Using the equivalence instead of implication in the processing of different sub-formulas is natural and more 
accurate. In used of implication is possible show the case where the value of some variable on the left side of the 

implication is FALSE and the right side is TRUE . This means that although all attribute of some account are 

covered, the account is not covered itself, it´s inconsistent with the original definition and description of the 
problem. However, in practice shows a disadvantage using the equity method. One reason is that the number of 
clauses using the equity method considerable increases – an average roughly doubled thus increased memory 
consumption, which especially in the calculation of larger instances plays a big role. The second reason, which is 
partly related to first, is a considerable extension of the calculation, which is especially noticeable on larger 
instances, occurs. Although the use implications are inconsistent with the definition and description of the 
problem, this approach doesn´t bring problems. Solver will try to evaluate all the variables such that all clauses 
(disjunction) are met. Because the variables of aggregated accounts are in the unit disjunction, has only one 

member, the solver has to assign a value TRUE to these variables. This value but already implies the fulfilment 

of the right sides of the implication, in other words has conditions on the values of the objects in the lower parts 
of the hierarchy, not vice versa, so the whole equivalence doesn´t apply here. [7], [8], [9] 
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