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Abstract applicable to the same set of resources [2].
We say a policyP is ineffectivein a domain if there is no
It is not sufficient to merely check the syntax of new poli- resource in the domain whose operation will be affected by
cies before they are deployed in a system; policies need to behis new policy or if the policyP is dominatedor shadowed
analyzed for their interactions with each other and with their by the already existing policies applicable to the domain. For
local environment. That s, policies need to go throughta example, if a local password policy already mandates that
ification process. We believe policy ratification becomes an “the password length must be greater than 8", then an in-
essential part of system management as the number of policoming global policy “the password length must be greater
cies in the system increases and as the system administratiothan 6” will not change the way the system is being managed
becomes more decentralized. locally. Ideally any ineffective policy must not be deployed
In this paper, we focus on the basic tasks involved in pol- or marked inactive so that CPU cycles are not wasted on eval-
icy ratification. To a large degree, these basic tasks can beuating it.
performed independent of policy model and language and We say that two policies ari conflict if, under cer-
require little domain-specific knowledge. We present algo- tain circumstances, they may issue directives that cannot be
rithms from constraint, linear, and logic programming dis- achieved simultaneously. For example, if one policy says that
ciplines to help perform ratification tasks. We provide an “all Windows workstation must check and install the latest
algorithm to efficiently assign priorities to the policies based service pack from Microsoft every week” and another policy
on relative policy preferences indicated by policy adminis- says that “the Windows XP Service Pack 2 must not be in-
trators. Finally, with an example, we show how these algo- stalled (due to its incompatibility with existing firewall soft-
rithms have been integrated with our policy system to provide ware)”, then, at the time when the Windows XP Service Pack
feedback to a policy administrator regarding potential inter- 2 has been released, the two policies conflict with each other
actions of policies with each other and with their deployment because their goals cannot be achieved simultaneously. In
environment. certain cases, meta-level rules can be used to resolve con-
flicts in an automated manner [17, 22, 15, 14]. However,
in many cases, it is necessary for the human administrators
1 Introduction to resolve conflict since it is not always clear which policy
should win among the conflicting ones. In general, conflicts
can be resolved either by specifying priorities among con-

Inrecent years, we are witnessing a growing interestinus-_." . e : ! L .
y gag g flicting policies or by disabling one of the conflicting poli-

ing policies for system management. In the literature, policy- . -
based management has been proposed for a variety of | I€s.. In the above exa”_‘p'e’ the_humqn _adm|n|stra_tor may
tasks such as access control, data backup, network securit)?pec'fy that the latter pollcy has high priority so that In gen-
resource provisioning, configuration checking, and serviceéral andows work.stanor?slare up to date, butthe installation
planning [1, 8, 4, 2, 20, 11]. The goal of a policy-based man- of Service Pack 2 is prohibited.

agement systemis to allow an IT administrator to define hight_ In tt?lls paper, vt\;e Stﬁ.d% the probllgm _pbhcy ratlgcs-f
level directives to enforce business rules and objectives, in- lon—Ine process by which a NEw policy 1S approved belore

stead of writing customized scripts, or manually configuring pemg commltted ina system l:?y.takmg ”.“0 accountits poten—
and auditing individual resources. tial interactions W|th_oth(_ar poI|C|e.s and !ts _deployment envi-
It has been long recognized that merely providing a policy r°’?r.”e”_t- Our focus in this paper is on d|SC|p_I|ne 'F‘dep‘?”de“t
editing tool to ensure correct policy syntax is not sufficient. ratification tools that' can be.a part of generic policy mldQIe-
Policies can interact with each other, often with undesirable Vare: The study of interaction amang policies that requires

effects, and an IT administrator needs to be aware of such in_discipline-_specific information ig, ou_tside the Scope ofthis pa-
teractions among policies. The problem of policy interaction per. Spegﬁcally, the key contributions of this paper are the
is particularly acute in a distributed system where it is likely following:

that a policy author would have only a partial view of the e We identify the primitive operations that can be used for
entire system and where multiple authors may write policies policy ratification regardless of the discipline, namely



dominance check, potential conflict check, coverage positive O+ (must do) or negativé®- (must not do) obli-
check andconsistent priority assignment gations, or positiveA+ (allowed to do) or negativé- (not
) _ . allowed to do) authorizations. Tisebjectspecifies the hu-

 We present the algorithms to implement these primi- man or automated managers and agents to which the policy

tive operations. In particular, we identify five classes of gppjies and specifies the entities which interpret obligation

boolean expressions for which we provide effective al- icies. Thetarget specifies the objects on which actions

gorithms to implement the operations listed above. We gre to be performed. Thactionsspecify what must be per-

also present an efficient algorithm to assign priority t0 @ formed for obligations and what is permitted for authoriza-

policy that is consistent with the relative preferences of tjons. An optional field calledonstraintspecifies a boolean

policies specified by a system administrator. condition when the policy is applicable. For example, the
d policy: “all corporate users (the subjects) are allowed (the
mode) to browse and purchase (the action) a shared travel-
booking agent (the target)” can be easily expressed in Ponder
gsee [17] for more details).

There are other policy models that follow a general format
of event-condition-actiofECA) [16, 19, 1]: “whenevent
occurs, ifconditionis true then executaction” The policy

The remainder of this paper is organized as follows: Sec-core information model (PCIM)[19] by IETF is an instance
tion 2 briefly presents the policy models considered in this of the ECA policy model. ACPL (autonomic computing pol-
paper, and the primitive operations required by a generic pol-icy language) [1] and PDL (policy definition language) [16]
icy ratification module. Section 3 presents algorithms to im- are also based on the ECA policy model.
plement ratification operations. Section 4 gives an example While there are significant differences in the various types
of how policy ratification can be used for defining print ser- of policies (goal, configuration, SAT, and ECA types), a few
vice policies. Section 5 briefly reviews the related researchcharacteristics are common to all. First, the evaluation of
in this area, and compares it with our work. Finally, Section @ boolean expression is a key operation required to evalu-

6 contains the main conclusions of this paper, and the futureate these policies. For example, goal policies are boolean
research directions. expressions. Configuration policies can be thought of as a

conjunction of equalities. The condition part of ECA poli-

cies and the constraint part of SAT policies are boolean ex-

pressions. Second, these policies contain variables and may

o ] ] o specify actions. Variables and actions that are eligible to ap-
Policies can be defined in terms ofguidelineor agoal pear in a policy are determined by theopeof the policy.

by giving a statement that can be evaluated to be either truerypically, there are multiple policies defined for a scope. For

or false. For instance, the policy “the average response timesome assignment of values to the variables, multiple policies

of aweb server.measured over an hour per_iod shou_ld be Ie:s§nay be applicable and they may issue conflicting directives.
than 15 msec”, is an example of such a policy. In this paper,

we call these “goal” policies.

Another type of policy is related to system con-
figuration. In this case, policies are generally spec-
ified as key-value pairs. One example of such
policies is the configuration policies for the Mi-
crosoft Exchange server. For example, the value of

¢ Finally, we describe how policy ratification can be use
in real life scenarios with print service policies as an ex-
ample. To help understand how policy ratification can
be used, we present a screen shot of the graphical use
interface designed on top of our policy ratification mod-
ule.

2 Preliminaries

2.1 Policy ratification

Regardless of the policy model used in a policy system,
when a new policy is written or committed in the system,
the administrator must consider how the new policy interacts
with those already existing in the system. In addition, given

DisableCollaborationApps , associated with the key ; t olicies. the administrator mav want to know if
HKEYCURRENTUSER Software \Policies \Micro f”t‘g ou.z ° poﬁ.c.es’t © da fs ato tay vs dof. cih
soft \Messenger \Client , determines whether or It provides sutticient guidance for a system. We detine these

tasks performed by system administratorgpalkcy ratifica-

not the whiteboard and application sharing features 0ftion[Z]. Based on the result of policy ratification, adminis-

Windows Messenger are enabled. We call such policies ) g . o
trators would accept or reject new policies, assign priorities

“configuration” policies. to resolve potential conflicts, or mark certain policies as be-
There are more sophisticated policy languages to handlem inactivs In particular W,e have identified F:he followin
complex systems management tasks [8, 16, 19, 1]. Ponder 9 - np ' 9

described in [8], specifies policies insabject-action-target generic operations that may be performed during policy rati-

! o . fication:
or SAT) format?> The modeof a policy specifies either ) . . .
( ) POlicy Sp Dominance CheckA policy x is dominated by a group of
IDefining and classifying different policy models is a challenging re- policiesY = {y1,...,yn} (n > 1) when the addition ok

search topic in itself. In this paper, we review some existing policy models does not effect the behavior of the system governed by

to motivate operations required for policy ratification without trying to come — - :
up with a comprehensive taxonomy. For example, a policy “password length6” is dominated

2|n addition, a Ponder policy can have optional fields such as constraint, by gno_ther policy “password length 8” because the former
trigger, exception, etc. policy is subsumed by the later. In another example, a pol-



icy “Joe has access to machine X from 1 P.M. to 5 P.M.” is
dominated by another policy “Joe has access to machine X
from 8 A.M. to 7 P.M.” From these examples, we observe that
determining whether a boolean expression implies another
boolean expression is a crucial ratification operation: in the
first example, we need to determine tiiatength > 8) =
(p.length > 6), while for the second example, we need to
determine that1300 < ¢ < 1700) = (0800 < ¢ < 1900).3
Conflict Check We say two goal policies are in conflict when
they specify goals (as boolean expressions) that cannot be
satisfied simultaneously (e.g. “password lengtB” and “4
< password lengtkg 8”). For configuration policies, we say
two policies conflict when they specify different configura-
tion values: “disk-quota=2 GB” and “disk-quota=1 GB". If Figure 1. Relative Priority Graph of Policies
the configuration parameters can take a range of values, then
conflict among configuration policies can be defined in a sim-
ilar manner as for the goal policies. In the ECA modgipa  be assigned a priority without reassigning priorities to poli-
tential conflict between two policies may arise when the con- cies already existing in the system.
ditions of two policies can be simultaneously true, i.e., both ~ The reassignment of priorities to the existing policies
policies may become applicable, amdyspecify two incom- needs to be done carefully to avoid a large (average as well
patible actions. Therefore, the key ratification operation hereas peak) overhead during insertions; especially if the up-
is to determine whether a conjunction of two boolean expres-dated policies need to be disseminated in a distributed sys-
sions is satisfiable. tem. The goal of consistent priority assignment is to take

In this paper, we assume that potential conflicts amongativepreferences (or in other words, the priority graph) spec-
policies would be resolved by human administrators either by fied by the policy author, including those specified during

marking policies inactive or by indicating relative priorities dominance and conflict checks, and assign integer priorities
of the conflicting policies. to the policies so that the number of amortized reassigned

Coverage Checkn many application domains, the adminis- Priorities is minimized. - ,
trator may want to know if explicit policies have been defined [N summary, we have identified four critical high-level
for a certain range of input parameters. For example, in theratification operations |mpqrtant for a wide range of policy
ECA model, the administrator may want to make sure that re-medels. Although the details of how these high-level oper-
gardless of the values of input parameters, at least one policytions are exposed to the user would depend on the policy
has a true condition (see Section 4 for a concrete example)Model and its application context, the low-level operations
The key operation in this case is to find out if a disjunction INvolved are largely independent of the policy model and its
of boolean expressions implies another boolean expression.@Pplication context. In particular, we need algorithms to find
Consistent priority assignmentMost policy systems prior- satisfiability of boqlean expressions (a_nd if possible the set
itize policies by assigning an integer value to each policy. of all values for which bpolea_n e_x.pressmn.e.valuates to true),
Thus in case several policies apply, the one with the highest2nd an algorithm to assign priorities to policies so that amor-
priority is executed. The manual assignment of priorities to tized number' of pflOflty re{:\SSIgnments can pe minimized. In
the policies can work when the number of policies is small. the nextsection, we will discuss these algorithms.
However, if the number of policies is large, the manual prior-
ity assignment becomes infeasible. Moreover, if the assign-3  Algorithms
ment of priorities is not done with care, then the insertion of
a new policy may require reassignment of prioritiesto alarge  To facilitate discussion, we will start by defining a few
number of policies. terms and notation. A boolean expressioatismicif it does
Figure 1 depicts one such example. Let each vertex innot contain explicitly compound logical operators, {/, ©
the graph denote a policy with an integer priority, and each etc.); a boolean expression éempoundotherwise. For a
arrow in the graph connect two potentially conflicting poli- given regular expression L(r) denotes the language gen-
cies with the arrow going from the policy of higher priority erated by the regular expressior{13]. Thus expressions
to the policy of lower priority. When a new policy is added (apple # orange, (5 < = < 10), and (username ¢
(denoted by the white vertex), its relative priority is specified I(“joe*" ), are all atomic boolean expressions, while the ex-
with respect to the other policies in the system as shown inpression5 < x) A (x < 10) is a compound boolean expres-
the figure. In this particular example, the new policy cannot sjon.
There are many challenges in determining whether a
3Note _that th_e interpretation of the dgminance depends on th_e sgmanticsooolean expression can beie  for an assignment of val-
of the policy as in the first example the implied boolean expression is dom- . . .
inated while the case is opposite for the second example. However, in eactH€S to the variables. This is an extension of the clayfic
case, logical implication is the fundamental operation. complete satisfiability problem where the atomic expressions




are restricted to boolean variables [13]. There are few knownsion r. For expressions in this category, we can use finite
classes of formulas that are tractable. Horn clauses is oneautomata techniques to find satisfiability [13].
where the disjunctive normal form of the boolean expression Category 5: Compound boolean expression constraint.
has at most one positive variable. It is tractable too if the This is the most general category that includes expressions
number of variables per disjunct in the disjunctive normal obtained by compounding boolean expressions belonging to
form is limited to two. However, more than two variables the categories listed above. Without loss of generality, we
makes the probleiP-complete. Even worse, we are some- can assume that the logical operators used for compounding
times interested in showing that two formulas are not simul- are A, v, and—. For expressions in this category, we use a
taneously satisfiable, which isca-NPproblem. solution tree algorithm that iteratively produces conjunctions
Our examination of policies from many different applica- that constitute disjunctive normal form of the given boolean
tion domains such as network QoS, storage, database, andxpression. This class is the only intractable class we present
identity management shows that often policies involve only and we address it with heuristics.
the subclasses of boolean expressions for which the satisfi- We are not going to address in this paper in how to deal
ability problem is tractable. Thus, our approach is to iden- with the Regular expression constraint category. We just
tify categories of boolean expressions that occur frequentlymention thaty connectors can be treated as unions and
in typical policies and address the satisfiability problem for connectors as intersections of regular expressions so that the
such cases. In the rest of this section, we describe five comboolean expression that we might extract from the policies
mon categories of boolean expressions and algorithms tocan be translated into the question of determining(if) is

solve the corresponding satisfiability problem. empty or not for a single regular expressions. Algorithms to
Category 1: Real valued linear constraints. The general  do that can be found in [13].

form of boolean expressions in this category/A$_, B;, In the following subsections, we describe algorithms cur-
B; = Y 77" aijxj>c;, wherea;; € R are constants;; € R rently used by our ratification process. We note that the cat-

are variables, and € {=, <, <, >, >}. In other words, this  egories listed above are by no means exhaustive; they have
category contains conjunctions of atomic boolean expres-been derived from our efforts to handle the frequently occur-
sions defined bylinear constraintsin m-dimensional real  ring cases in several practical scenarios. We plan to examine
space. We use a modified simplex algorithm to find satis- more scenarios and add more categories in the future.

fiability for these expressions. We would also like to note that categories listed above
Category 2: One variable inequality constraints.The gen- are not mutually exclusive. For example, the expression
eral form of boolean expressions in this categonjs , B, 5 < x < 10,z € R belongs to both Category 1 and Category
B; = x> ¢;, wherec; is a constantx is the variable, 2. Furthermore, by recognizing the equivaleacg = < 10
and> € {=,<,<,>,>}. The variablex and constants and(5 < z) A (z < 10), we can also put this expression in
c1,...,c, are of data typeeal , integer , string , or Category 5. This example is somewhat trivial, however it il-

calendar “. Note that foreal andinteger datatypes lustrates the point that given a boolean expression, the choice
linear constraints of the forad, - = + b; > ¢, can be reduced of algorithm to find its satisfiability is not always clear. In

to the formx > ¢;. For expressions in this category, we use our implementation, we use various heuristics to minimize
the domain elimination algorithm to find satisfiability as well the expected computational burden. In particular, if possi-
as the value of variables for which the boolean expression isble the use of Category 5 is avoided due to its computational

true . complexity.

Category 3: One variable equality constraints.The form

of boolean expressions in this categoryNs_, B;, B; = 3.1 Domain elimination algorithm

x > ¢;, whereg; is a constanty is the variable, and> € {=

,7}. The variabler and constants,, ..., ¢, are either of The idea behind the domain elimination algorithm is sim-

data typecomposite ° or of data typeboolean . For this ple: consider the conjunctive boolean expressigh, B;,
category also, we can use the domain elimination aIgonthmBi = 2> ¢, Wheree;,z € D andp € {=,<,<, >

to find satisfiability as well as the value of variables for which >}. Each atomic boolean expressiéh restricts the do-

the boolean expressiontisie . _ main of z to D; C D.” The algorithm works by examining
Category 4: Regular expression _constramt.T_he general  4iomic boolean expressio one by one, and by comput-
e e SOt 20 000eing i — [, . each tep. Th agorm stps e
h pf ith Ny h P h when all inequalities and equalities have been examined, or
t e form (.a't els < L(r) or s ¢ L.W wheres Is the same oy R; = ¢. Ifin the end,R,, # ¢, then the boolean
string variable in all the expressions,is a regular expres- expression is satisfiable with,, as its solution

h .

sion, andL(r) is the language generated by regular expres- The fundamental operation performed by the algorithm is

4calendar  data type is used to represent an instance of time. It is the computation ob; N S;, whereSy, So C D. We achieve
similar to the Java Calendar Object or XML dateTime data type.

5In our policy languagecomposite  data type is used to aggregate 6As discussed later, we have polynomial time bounded algorithms for
several name-value pairs in a single data structure. For the purpose of thisCategories 1-4, while the complexity for Category 5 is exponential.
discussion, the only relevant property of this data type is the existence of an ~ “We defineD to be the universal space corresponding to the data type of
equivalence class relationship over@imposite instances. z, thusD = Z whenz is integer, and) = R whenz is real, and so forth.




efficiency by observing that there are three fundamentalboolean expression whose constituent atomic expressions are
types of domains: totally ordered (ordered with respect of the formz; > c;, and thus avoid the use of the solution tree
to the usual< operation) continuous domainse@l and algorithm for such boolean expressions.
calendar ), totally ordered discrete domaingteger
andstring ), and discrete unordered domaim®¢lean 3.2 Linear inequalities
andcomposite ).8

First consider the domain elimination for an unordered
domain D. The input setsS;,S; C D are finite and
given by explicitly specifying their elements, that i$, =
{el,eb, ek, ... el } fori = 1,2. Assume that the cost of
deleting an element from or inserting an element in a set
is negligible compared to the cost of comparing equality
between two elements. Clearlg; NS> can be tested in

O(f”:t‘%') uglng;i\i;hlng;t. d conti domai . b wherer> € {=,<,<,>,2>}, a;,b € R, and theX; are
g ordg ally O[) erelz IScrete an ((j:o_n |tnuous fomalns, S€Sariables oveR. The variables are lexicographical ordered.
1 andos can be aways expressed In terms o eXpreS’SIOnS’Step 2 Transform all equations into equalities using slack

pf the following th_ree types: a f|n|t9 _d|.scr.ete ordered seF, AN ariables and limits. There are five types of equations:
interval, and a union of mutually disjoint intervals. The first

two types are sub-cases of the third type. A discrete ordered
set has twextreme boundary poirntthe minimum and max-
imum elements of the set. An interval has two boundary
points: the left and right hand side boundary points which
may or may not belong to the interval. A union of mutually
disjoint! intervals and a discrete setloklements hagl + k
boundary points. Itturns out that the set operafipnS, can Each is respectively translated into:
be performed efficiently by comparing only the (extreme)

For boolean expressions in Category 1, we modify Phase
1 of the standard simplex algorithm [9] to determine if there
is a non-empty feasible region that satisfies all linear con-
straints of the atomic boolean expressions. The algorithm
consists of the following five steps:
Step 1 Normalize all the linear inequalities and equalities
into equations of the form; X1 + as Xs + ... + a,, X, >

a1 X1+ axXo+ ...+ amXm,
(I1X1 + CI,QXQ +...+ ame
a1X1 + ang + ...+ ame
a1X1 + a2X2 + ...+ ame
a1X1 + a2X2 + ...+ ame

V VAN
SIS SRR~ s

boundary points of; andS,. For the most general case, a1 X1 + asXo + ...+ amXom - b
whens;, fori = 1,2 is a union of mutually disjoint; inter- a X1+ aXo+...4+amXm +5 = b—e
vals and a discrete set wiff) elements, computing; N S a1 X1 +asXo+...+amXm +S = b
can be done using a variation of the algorithm to merge two a1 X1+ asXo+ ... +amXm —-S = b+e
sorted lists resulting in an algorithm OX(1; 4 lo + k1 + k2). a1 X1 +asXo+...+amX,, —S = b

The domain elimination algorithm can be implemented
by using a few domain properties such as total order andwhereS is a new slack variable§ > 0. Note that a news
whether the domain is continuous or discrete. Thus our im-is introduced for each equality; whileis an infinitesimally
plementation is compact, easily maintainable, and largely in-small positive constant, the same for all equalities.
dependent of the data types supported by the policy languageStep 3Build the matrix representation of the system adding
As an added benefit, to support a new data type, all that needan extra column for the constaat l.e., instead of a sin-
to be done is characterizing the domain properties of the newgle column for the right-hand side of the equalities, the ma-
data type. For example, to add XML date type as a new datatrix representation has two columns for the right-hand side:

type, we would need to say that its domdiris a totally or- one contains the constarit@nd the other contains the fac-
dered discrete domain and provide a function to comptite  tor multiplying ¢ (initially 0, 1 or —1). The other columns
givenz € D. correspond to the variables in the equalities on the left-hand

Our implementation also covers two generalizations to the side.
type of expressions described above. First, instead of justStep 4Do linear transformations on the matrices with slack
computingS; N Sy, it is also capable of computing; U S variables constrained &s > 0 until finding a feasible solu-
and S¢. TheU operator is just a union of intervals already tion [9].
considered for single sets, and complements can be donestep 5If a feasible solution does not exist, the spaces do not
mostly by preprocessing the complements of intervals into intersect.
a new interval expression without complements. Second, in-  |n Step 4, similar to the simplex algorithm, we need
stead of working with just one variableat a time, itis capa-  to make sure that while transforming the maitrix to a row-
ble of working withn variableszy, zz, ..., r,. Withthese  reduced form and while selecting a column in a row that
two generalizations, the domain elimination algorithm can corresponds to a slack variable, there is no violation of the
find satisfiability and variable assignments for any compound non-negativity of the slack variables. This is checked by
. - _ o cor_nparing the sig.n of the factor associa_ted with the slack
A totally ordered domairt) is continuous if giverz,y € D,z <y, yarigple and the sign of the result of adding the two values
we can always find € D such thatr < z < y. A totally ordered domain . . .
D is discrete if for everyc € D, eitherz = supD (in case sup exists) or in columns corresponding tpande. These two signs must
there existse™ € D,z < 2T, and noy € D, such thatr < y < z*. be the same. In addition if one of the factors is 0 the other




must also be 0. Let’s say that the last column has a constanB.3  Solution tree algorithm
C. We determining the sign @éf+ Ce using limit arithmetic:
The solution tree algorithm is used as the first step in solv-

b>0 = b+Ce>0 ing satisfiability of a compound boolean expression whose
b=0,C>0 = b+Ce>0 atomic formulae do not fall in the first four categories de-
b<0 = b+Ce<0 scribed in the beginning of this section. In essence solv-
b=0,C <0 = b+Ce<0 ing the satisfiability of such expressions means dealing with
b=0,C=0 = b+Ce=0 A, V and— logical operators simultaneously. Take, for ex-

ample, the following two conditions(X < 10V (X >
If a column corresponding to a slack variable cannot be se-10 A X + Y < 10)) and(X > 12 v X > 2Y), coming
lected without violating the non-negativity constraint, then from two different policies. We would like to find out if the

the system has no solution. The complexity of this algorithm conjunction of the formulagX < 10V (X > 10 A X +Y <

is O(n? x m), wherem is the number of variables amdthe 10)) A (X >12V.X > 2Y) is satisfiable. If we look at the
. disjunctive normal form of the formula,
number of equations.

Let’s run through an example. The following set of equa- (X<10A X>12)V(X <10 A X >2Y)V
tionsswap > 2 RAM boot = 1024, boot + swap < (X210 A X+Y <10 A X > 12)V
i HD andRAM> 0 is normalized and modified as: (X210 N X4+Y <10 A X >2Y),

Oboot + OHD- 2RAM+ swap— S; = 0 our problem reduces to checking if at least one of these dis-
boot + O0OHD+ 0RAM4- 0swap = 1024 juncts can be satisfied. For this, we can use the domain elimi-
boot — jHD+ ORAM+ swap+ S» = 0—e¢ nation algorithm to check the first disjunct and solve systems

Oboot + OHD+  RAM+ Oswap— 53 = O+e of linear inequalities for the other three.

where$;. S, and S; are the new slack variables. We now The solution tree algorithm is based on this intuition, how-
need to find a solution for this system of linear equations €Vl it does not explicitly build a disjuncitve form of the

under the constraints; > 0, S, > 0 andSs > 0. We find input formula. Instead, it takes as an input a boolean ex-
a solution by doing linear transformations on the equations Pression built withA and Vv connectors, and it returns, one
until we obtain an independent variable for each equation.by one, each of the disjuncts on demand. In other words, it
For our running example, after the linear transformations we works like an iterator: the first time is called, it returns one of
obtain the following row-reduced matrix. the disjuncts that will be passed to the appropriate module for
evaluation; next time it is called returns a different disjunct

boot HD RAM swap 51 Sz Ss boe until no more disjunct exits. The order in which the disjuncts

(1) 8 (1) 8 8 8 _(1) 1022 é are returned is given by a depth-first like traversal of the tree
0o 1 0 0 —4 —4 —8 4096 12 representation of the input boolean expression (the disjunc-
0 0 0 1 -1 0 -2 0 2 tive normal form above lists the disjuncts in this order). The
benefit of using this order is that there is high chance for a
The witness solution iIRAM= ¢, boot = 1024, HD = disjunct to share some of its parts with the previously evalu-
4096 + 12¢, andswap = 2¢ with all slack variables$, Ss, ated disjunct allowing the reuse of previous computation. In
Ss, being equal to 8. Thus, a feasible solution exist, and all the example, the subsystgiy > 10 A X +Y < 10) can
linear constraints can be satisfied simultaneously. be computed in the third disjunct and reused in the fourth.
Since for two setsA and B, B C Aiff AN B = ¢, Currently we are using the structure of the formula provided

the algorithm above can also be used to check if a particularpy the users almost unmodified. The only change we do is to
constraint in a set of linear constraints is redundant. In otherpush negations down into the atomic boolean expressions.
words, this algorithm can be used to find a dominated policy,  The algorithm uses two data structures, a statkck
and to find whether a set of linear inequalities covers a regionand a (solution) listlist . Initially, list is empty. The
defined by another set of linear inequalities. stack stores nodes from the AND-OR tree representation
Finally, we note some limitations of the algorithm given of the input boolean expression with thragesof nodes:
above. First, the algorithm only finds whether a feasible so- AND, OR and atomic leaf nodes. AND nodes can be in two
lution exists—it does not find the set of all feasible solutions. states:non-coveredandcovered OR nodes can be in three
Second, the algorithm does not directly handle inequalities different statesnon-coveregpartially coveredandcovered
of the formaX' # b but it can be done by adding the formula  Given a node: and one of its ancestors we say that is a
(@X < b) Vv (aX > b) to the boolean expression and using leftancestor of: if n is part of the left subtree af; it will be
the solution tree algorithm described in Section 3.3. Last, thecalled aright ancestor ifz is part of the right subtree. We ini-
algorithm given above does not handle integer-valued vari-tialize the stack by pushing the root of the tree into the stack.
ables. We are currently working on modifying the simplex |f the root node is an AND or OR node we set its state to non-
algorithm to address some of these shortcomings [21]. covered. In addition, if the root is an OR node, the node will
oIn thi , - : have a pointer to the current state of the solution list (in this
n this particular case, the process of row-reduction did not involve

choosing a column corresponding to a slack variable. Therefore, all slackiniti"_"I state i_t po_ints to an empty I?St)- The _implementation of
variables can be assigned value 0. the iterator is given by the following algorithm:




1. IFTor(stack ) = null : STOP, no more solutions.

2. IFTYPE(TOP(Stack )) = atomic :

(@) N — poRstack ), ApPEND(list , N)
(b) P < PARENT(N)
i. IFISRIGHTANCESTOR P, N) MARK (P, covered )
ii. IFTYPE(P)= ORA ISLEFTANCESTORP, N):
MARK (P, partial )

(¢) UNTIL (P =null )V

TYPE(P) = AND A ISLEFTANCESTOR P, N . .
E)o p((_) PARENT(P) REN)) Figure 2. Binary Interval Tree

(d) IFP =null : RETURNIist and STORC
(e) IFP #null : MARK (P, covered ),

PUSH(Pright ,stack ), GOTO 1 3.4 Priority assignment algorithm
3. IFTYPE(TOP(Stack )) = AND A
MARK (TOP(stack )) = noncovered : The priority assignment algorithm is a modified version
PUSH(TOR(stack ).left ,stack ). of anorder-maintenancalgorithm in a list. The basic idea
4. IFTYPE(TOP(stack )) = ORA of the algorithm is as follows. Imagine a large array of size
MARK (TOR(stack )) = noncovered : 2" whosei-th cell is marked as occupied if the priorithas
MARK (TOP(stack ), partial ), . . . .
Top(stack ).backtrackingpoint — Heap(list ), already begn assigned to a policy. A good choicerfds _
PUSH(TOP(stack ).left ,stack ) the word-size of the machine. Logically, we can associate
5. IF MARK (TOP(stack )) — partial a binary tree of height with the array so that each leaf of
MARK (TOP(stack ), covered ), the tree corresponds to a cell in the array (see Figure 2 where
HEAD(list ) — ToP(stack ).backtrackingpoint , n = 4). We can also associate a group of consecutive cells to
PUSH(TOR(stack ).right , stack ) each internal node in the tree. Thus, the root of the tree cor-
6. IFMARK(TOP(stack )) = covered : POR(stack ). responds to the cells with indices|in 2 — 1], the left child
7. GOTO 1. (and the right child, respectively) of the root corresponds to

cells with indices in[0,2"~! — 1] (and[2"~,2" — 1], re-
spectively), and so on. We can also associatiemsityto
each internal node that equals the fraction of cells marked as
occupied among the group of cells associated with the node.
The idea is to keep the density of every internal node below
a threshold £ 1) so that there are unoccupied cells close to
all locations in the array. In this paper, we set the threshold
to be.

When a new cell is marked as occupied, we check whether
e density of the parent node of the marked cell is atgnve

If the threshold is violated, we look for the closest ancestor of
the cell where the density is less th§mWe take the cells as-
sociated with that node and redistribute the “occupied” mark
uniformly in the interval, thus reassigning priorities to some
policies while keeping the relative order of the priorities of

The complexity of the satisfiability problem is reflected
in our algorithm when the disjunctive form of a formula be-
comes exponentially larger than the original formula. We
need to work with heuristics and our approach is to try to
find common factors in the disjuncts of the disjunctive nor-
mal form to reuse its computation since in our application
the evaluation of a disjunct (e.g., solving a set of linear equa-
tions) is the most significant portion of the computation. Fac-
toring out subexpressions is also a hard problem. Findingth
the shortest disjunctive form of a formula is known toNbe
hard [12]. We currently work with the formula provided by
user expecting that the user will write a factored formula.
Automatic factorization requires further researh. Other op-
timization we do is partially evaluating expressions and if

thedeyaluzt(;loré f[alltshwe p;rl:.ne tlh? ;eg:ch. ZEach t|me. a Ieafpolicies the same. This process ensures that the amortized
3.0 tel IS ?] i i '?h € S?.UI |or: ,'[.S n eFt). f_al;/}/e cl?n IMMe- ,umber of priority reassignment for the policies remains low.
lately check 11 the partial solution 15 satishiable. 11 S0, We rpq algorithm works as long as the number of policies in the

prct)_? eed fgs dbtﬁfo?; tolthff rg)vse we ptop r}ot(:]esl fr?cm tge _S‘tatcgystem are less tha}mf the size of the array, which is more
untitwe find the Tirst ie ancestor ot Ine feal node Just enough for most practical scenarios.

added to the solution list (the node causing the pruning) We note, given a cell index (i.e. the priority of a policy)

_and go back to Step 1. If .SUCh an OR node doe_s not €X“Wwe can find the interval associated withitth ancestor node
'S}t(i thre are g? m(;/re solutlons.Yln our examplz, "; we had by looking at the binary representation of the index and vary-
EX >/1(1)0/\§(+Y+< 10? jging partizl ;\?gll:r;stitgr?wgvdngd ing the Iast?' bits. F_or example, if the index is 23 (10_111)’
not ;eed to complete thé evauluation af > 10 A X+Y < jche parent interval is [?.2,23] ([10110,10111]). If the index
10AY >10 A X > 12) and we wil nevgr attempt to eval- is 8 (1000) the parent interval is [8,9] ([1000.,1001]). To get
vate(X 10 A X +Y <10 A Y >10 A X > 2Y) the grandparent of 23, we vary the last two bits to get [20,23]
~ ' ([10100,10111]). The interval associated with the grandpar-

10Note that the stack might not be empty, this indicates that there are other€Nt of 8_ is [8,11] ([100011_-011]_)- ) o
solutions. The input to our algorithm is an array of sizeontaining




[ policies ordered by their priorities plus the positigfh < tively. The print service uses policies to categorize an incom-
1 < lin the array where the new policy needs to be inserted.ing job into one of these three queues. For categorization,

The core of the algorithm is the following: print policies can use the following parameters of an incom-
Step 1 Insert an empty cell in the input array’sh position. ing job: number of pages number of copies, total number
Step 2 Letp, 1 andp; 1 be the priorities of the two policies  of pages currently in the print queues by the samelNisand
contained in the cells adjacent to the empty cell. If these the time of day time-of-day . The default policy is to
priorities are not consecutivey,(.1 — p;—1 # 1), then the put all printing jobs in the normal queue.

new policy is assigned a priority; in the middle ofp; The first set of policies defined by the administrator
andp;11 (e.g.,p; = |(pi—1 + pi+1)/2]), and the policy is  classifies jobs by the time of day and the number of pages
inserted in the empty cett with a goal of expediting printing of small jobs during
Step 3 If p;,_; andp,;;; are consecutive, then we shift pri- business hours and to avoid congestion just before the end
orities for policies that are in the celist 1,i + 2,...,i + k of the business day:

by 1, wherek is the smallest integer such that priorities of

policies in the cells at position+ k£ andi + k + 1 are not PL1If (8 AM < time-of-day ~ <5PM)A (n < 10): queue = Q.

consecutive. PL2 If (8 AM < time-of-day < 5PM) A (10 < n < 30): queue =
If the above step cannot be performed either because thegfé If (

empty cell is in the last position & [ andP;_; = 2" —1), or

because priorities of policies in cells at positierd through

[ are consecutive up " — 1, then we shift priorities for the

policies that are in cells — 1,7 — 2,...,7 — k by 1, where

k is the smallest integer such that priorities of policies in the

cells at position — k and: — k — 1 are not consecutive.

Step 4 After the insertion is made, the density of the parent

node of the inserted policy is checked. If it is smaller t%an « There are no policies fdime-of-day =8 AM and 5 PM

Stop. Otherwise, find the first ancestor of the inserted pol- ., 4. ~30 andu=10 (giving the default normal queue for such
icy with density smaller than the threshold and rebalance the;

o , R A jobs regardless of their size or submission time.). In this case,
priority assignment by evenly redistributing the priorities of e 4qministrator may want to specify non-strict inequalities
policies corresponding to the ancestor found in the previoust . - in the policy PL2
step. . .- . . e The policy PL4 may be simultaneously true with policies

One important characteristic of the algorithm is that we PL2 and PL3. In this case, the administrator may want to

do not need to build the large binary tree or the cell array specify that PL4 has higher priority than policies PL2 and
explicitly. Thus the storage requirement of our algorithm is PL3

proportional to the number of policies in the systeimstead

of being proportional t@™ wherel <« 2". This algorithm
guarantees that on average, the amortized reassignment
priorities is O(1) if the number of policies with the same
priority is bounded by a constant.

8 AM < time-of-day < 5PM) A (n > 30): queue = Q;.
PL4If (4 PM < time-of-day =~ < 5PM) A (n > 10): queue = Q.

The atomic boolean expressions occurring in the condi-
tional clauses of policies PL1-PL4 are single variable linear
inequality constraints. Therefore, the domain-elimination al-
gorithm can be used to analyze policies PL1-PL4. The anal-
ysis would alert the administrator to the following facts:

Figure 3 shows the print service policies in the graphical
ser interface for our policy tools. This screenshot shows
%he ratification perspective, where groups of policies can be
viewed and analyzed for coverage, dominance, and conflict.
The tool shows that PL 2 and PL4 are potentially in conflict
. . as described above.
4 Print service management example Next, the administrator defines similar policies to give
low priority queue to bulk copy printing jobs:

We have implemented all four ratification operations de-
scribed in this paper for an ECA policy system. The core CL1If (8 AM < time-of-day < 5PM) A (c > 5): queue = Q;.
implementation consists of algorithm libraries that are inde- CL2 If (4 PM < time-of-day < 5PM) A (c > 3): queue = Q.
pendent of the policy language or model. The ratification
module uses these libraries, and is capable of analyzing poli- Both policies CL1 and CL2 can be simultaneously true
cies written in ACPL [2]. The module can be invoked from a with policies PL1-PL4. Since CL1 and CL2 assign low pri-
policy editor to provide feedback to the policy author as she ority queues, the administrator may assign both of them a
writes new policies, or the module can be invoked by a PDP higher priority than policies PL1-PL4. Note that policies
as new policies are committed into the system [2]. In this CL1 and CL2 can be simultaneously true, however since they
section, we will illustrate how the policy ratification module specify the same queues, the administrator need not worry
works by using a set of policies defined for managing a print about their relative priorities.
service. Finally, the administrator defines a third set of policies

Consider a print service with three queues: low, normal, that takes overall current usage of a user into account. These
and high priority queues denoted §y, @,,, andQ@;,, respec-  policies make sure that users do not circumvent the previous

11 the empty cell is either the first or the last cell of the array, then there sets of pOIICIES by breakmg a Iarge printing jObS into several

is only one cell adjacent to the empty cell. In such cases, the priority of the SMaller jobs or that users with mU|tip|_e printing jO_bS, but
missing cell can be thought of as beirg and2™ respectively. small overall load do not have to wait for larger jobs to




ﬂg‘Pulicy Editor: Ratification Perspective =1alx]|
File Edt Perspective Analysis Help
=|al 8| 2]<l9| v| a5 2] af
r—Palicy Explarer Palicy Viewer
E|+ Piirt «|| Print Carparate I Plint.Hesealchl Frint. Research Managersl Pnnt.Deve\oDment| Print.Development QA' Pnnt.Hesearch.Asswslant|
4| Coparate PoliciesCollection
-0 Policies - " — L
T 50 P 1d | Candition | &ction | Pricrity| Description [ =]
i O Condition: CL1  (08:00:00 < time-of-day < 17:00:00) AMD [c > &) queus = 0] - Dagtime, copy greater than 5 pages 1
Action: gu CL2  [16:00:00 < time-of-day < 17:00:00) AMD [z > 3] queve =l - End of day, copy greater than 3 pages 1
; Pricrity: - (EH] (02:00:00 < time-of-day < 17:00:00) AND [ < 10] queve = Jh - Daytime, less than 10 pages 1
e O Descriptior PL2  [08:00:00 < time-of-day < 1700000 AMD (10 < n< 30]  queue=0n - Daytime, between 10 and 30 pages 1=
- PL2 PL3 [08:00:00 < time-of-day < 17.00:00) AND [n> 30] queve =] - Daytime, greater than 30 pages
= O PL3 PL4  [16:00:00 < time-of-day < 17:00:00) AND [n> 10] queve =0l @ End of day, greater than 10 pages 1
0 Condiion: =]/l 1511 &N ¢ frenf-dan ¢ 170000 AMDC M + 0 5 nene = Nk - Nautime tatal lees than 5 _1IL|
2| | » < | »
Conflict |D0m\nance| Coverage |
£ € Conflict
-0 Palicy PL2
i O Policy PL4
€9 Confict
E-63 Conflict
O Policy CL1
i O Poliey CL2
Figure 3. Potential Conflicts in Print Service Policies
finish, etc. mains. A similar idea has been proposed by [15, 22]. They
are based on static conflict detection techniques. We also fo-
SL1If (8 AM < time-of-day ~ <5PM)A(N+n <5): queue = Qp. cus on static analysis but do not confine ourselves to the SAT

SL2If (8 AM < time-of-day < 5PM)A(N+n > 60): queue = Q;.

type policies. Instead, we present common primitive opera-
SL3If (4 PM < time-of-day < 5PM)A(N+n > 20): queue = Q.

tions that can be used across various policy models such as
goal, configuration, and ECA types. Dynamic policy con-

Some of the atomic boolean expressions occurring in thegjic resolution is addressed in [7] but is also based on meta
conditional clauses of policies SL1-SL3 involve two vari- tormation provided by the policy administrator.

ables linear constraints. Therefore, in this case, solution tree In [4], the authors have studied the anomalies that can

Elgontzn: '?iﬁgnjupfﬁ'insvﬂh tzebSImif‘)r!e)l(t arl]gorlthlmt\r/vou\l\(zth happen in a firewall configuration, and present various types
€ used o outtha can be simultaneously true of anomalies such as correlation anomaly (similar to policy

policies PL1, CL1, and CL2. The policy administrator may N S
) T . conflicts in this paper), shadow anomaly (similar to the dom-
assign SL1 a priority equal to PL1, but higher than CL1 and inance relation in this paper), generalization anomaly, and

tCLZ' SL2 a_nd tShL3 arehpuhmuve.pc.)thciﬁs anﬁttr?e ac:_rn_|n|stt;a—t redundancy anomaly. While the basic insight on the problem
or rr;)ay a_lss?[n em? tlg er F,;L'Osr:_é ag SLS € policies that ;¢ common, their work is very specific to firewall policies
can be simuttaneously true wi an ‘ and furthermore specific to their particular implementation

. In the last step of the ratification Process, Fhe priority as- ¢ ihe policy management tool. Thus, their findings cannot
signment algorithm would take relative priorities given by be easily applied to other domains

the system administrator to the policies and assign them nu- . - .
Y P 9 We have adopted algorithms to maintain order lists un-

meric priorities consistent with their relative priorities. der insertion and deletion operations to address our prior-
ity maintenance problem. The best upper-bounds known for
5 Related Work the order maintenance problem were introduced in [10]. The
problem is to keep elements in the right order in a data struc-
Conflict and anomaly detection have been among the pri-ture that cannot be modified easily, e.g. a file. The idea be-
mary research topics in the policy community. In [18], hind the algorithms with the best upper-bounds is to leave
the authors have categorized the conflicts that can occur inspaces between elements so that they are minimally reallo-
SAT policies: (1) modality conflicts, which can be detected cated. Part of the concern of these algorithms is to also min-
without application level knowledge; and (2) goal conflicts, imize the extra space required. Our algorithm is based on a
which require outside knowledge. revised version of the [10] that uses a simpler data structure,
This categorization has been further developed in [17] but keeps the same time complexity bounds [6]. Also we do
where the difference between modality conflicts and consis-not waste space since we do not move objects we just rename
tence conflicts are discussed and possible ways are given téhem (i.e. change priorities).
resolve them without human intervention. The main idea of  Finding feasible solutions of a set of linear inequalities is
conflict resolution, called domain nesting, is based on the a basic step in the Simplex algorithm. We modified the algo-
intuition that policies defined for more specific domains are rithm to take into account the fact that some variables were
assigned higher priority than the ones for more generic do-not bounded and to handle strict inequalities. Non-bounded



variables have been studied in [5] for solving problems in

graphics applications. That paper also addresses incremental

evaluation of linear constraints, a feature required for inter-
active graphics applications. These techniques apply directly

to our backtracking solution tree algorithm.
Non-deterministic algorithms to find solutions to AND-

OR trees can be found in many standard Al textbooks. Find-
ing all solutions and pruning algorithms are more sophisti-

(5]

(6]

International Symposium on Integrated Network Managemnt
March 2003.

G. J. Badros, A. Borning, and P. J. Stuckey. The Cassowary
linear arithmetic constraint solving algorithmACM Trans.
Comput.-Hum. Interact8(4):267-306, 2001.

M. A. Bender, R. Cole, E. Demaine, M. Farach-Colton, and
J. Zito. Two simplified algorithms for maintaining order in

a list. In Proceedings of the 10th European Symposium on
Algorithms (ESA)pages 152-164, 2002.

cated. Our version is a simplified and adapted version of [7] J. Chomicki, J. Lobo, and S. Naqvi. Conflict resolution using

the backtracking algorithm used by the Warren Abstract Ma-

chine to evaluate Prolog programs [3].

6 Conclusions

The first message we would like to convey in this paper
is that ratification is a fundamental concept in policy man-
agement. Itis applicable from high level goal policies to low
level Subject/Action/Target or Event/Condition/Action poli-
cies. We have further classified ratification into three cate-

(8]

[l
10]

(11]

gories: dominance, conflict, and coverage check. The second

message is that useful ratification functions can be developed

independently of the domain and policy language. We have [12]

built a system that handles ratification for a significant class
of policies. To build the system we brought together con-

cepts from constraint satisfaction, linear algebra, and logic (13]

programming and designed new algorithms that can be use
as building blocks for other management system supportin

d[14]

these three operations. To complete the ratification process,

priorities need to be assigned to policies; we also presented

an efficient algorithm to do this assignment. We illustrated [15]
how the system can be used through a series of examples

and showed the policy ratification tool incorporated into our
own policy system. We are planning to make ratification

tools publicly available so other researchers building policy [16]
management systems can incorporate our tools as a library.

We hope that other researchers will help expand the tools to
cover other classes of policies. For example, the system will
benefit if more integer and finite domain constraints are cov-

(17]

ered. It would also be useful to handle XPath expressions asi1g]

part of the atomic formulas, and the tools should be expanded

so that priorities do not need to be restricted to a total order [19]

as for integer priorities. We are studying algorithms that are

able to handle partial orders efficiently.
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