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ABSTRACT

File sharing has become an indispensable part of our
daily lives. Some of the shared files are sensitive, thus,
their confidentially, integrity and availability should be
protected. This paper investigates the protection re-
quirements and the activities of file sharing from the
perspective of the insider threat problem. It addresses
three fundamental questions to the design of a protec-
tion mechanism against insider misuses: who is the
insider, what are the insider misuses, and how the ac-
tivity of file sharing can be performed. This paper
proposes a new approach for classifying the insider
threat problem into different categories and then fo-
cuses on one category that is related to file sharing. It
characterises the protection required by the shared files
against different types of insiders misuses and charac-
terises the activity file sharing based on two factors:
how files can be propagated and how they can be ac-
cessed after their propagation.
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1 INTRODUCTION

File sharing has been a topic of interest in com-
puter science right from the beginning—ever since
files were created. The prevalence of file shar-
ing activity nowadays is attributed to the exis-
tence of variety of methods that simplified such

activity to be performed. These methods have
gone through several stages until they reached
the maturity at the present time to become fun-
damentals to any Internet user. At the beginning,
no actual storage medias existed, where the only
way to transfer information from one computer
to another is to type them manually. Later on,
the first magnetic storage media emerged which
could contain data, however, moving around these
magnetic storage were very difficult [1]. The
first time file sharing became an easy task to per-
form was in 1971 when the 8-inch floppy disk
was developed by IBM [2, 3, 4, 5]. However,
spreading of files went slowly as the files had to
be moved physically from one place to another.
Users were able to share files online by utilising
their phone lines in 1978 when the the first on-
line bulletin board system (BBS) emerged. This
was followed by various methods of sharing such
as Usenet in 1979, FTP in 1985, Napster in 1999.
From 2000 up to the present time, a wide variety
of peer-to-peer file sharing system emerged such
as Gnutella, eDonkey 2000, Kazaa, BitTorrent
as well as web-based file sharing services such
as Dropbox, GoogleDocs, youSENDit, Stream-
file, Wikisend, 4shared and social networking
sites such as Facebook, YouTube, Instagram and
Flickr.

The existence of these methods nowadays encour-
aged more people to share files with each other.
Some of the shared files might be confidential
content that needs to be protected. Such confi-
dential content raised the awareness of people to
the security concept share but protect. Depend-
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ing on the nature of the content, the shared files
might need to be protected against unauthorised
disclosure, modification, or withholding. Gener-
ally speaking, such protections stem from three
distinct fields of security due to the fact that data
can be in three different states. First, data can be
stored, and protecting it is the main concern of a
field named Perimeter security which prevents at-
tacks on data stored inside a trusted internal net-
work. Second, data can be in transit, and pro-
tecting it is the main concern of a field named
Communication security which prevents attacks
on data transmitted over a network. Third, data
can be in use, and protecting it is the main con-
cern of a field named Insider security which pre-
vents attacks on data by those who have autho-
rised access.

According to the 2011 CyberSecurity Watch Sur-
vey, conducted by the U.S. Secret Service, the
CERT Insider Threat Center, CSO Magazine, and
Deloitte [6], 58% of the attacks are caused by
outsiders (those unauthorised to access network
systems or data) while 21% of the attacks are
caused by insiders (those authorised to access net-
work systems and data), and 21% from unknown
sources. Even though the percentage of insider
attacks is less than the external attacks, the con-
sequences of insider attacks can be more severe.
The survey indicated that 33% of the respondents
consider insider attacks to be more costly and
damaging. Consequently, insider attacks merit
the same attention as external attacks.

Protecting the shared files from the perspective of
Insider security is a challenging problem. It has
always been recognised that preventing policy vi-
olation by authorised users is more challenging
than those who are not. Authorised users have
access privileges that make it hard to prevent or
detect policy violation. Additionally, providing a
mechanism to protect the shared files from insid-
ers requires an investigation into three fundamen-
tal questions which we address in this paper.

e First: What is the insider problem?

The problem with the insider security literature
is that there is no a widely accepted definition of

what is an insider and there is no a clear distinc-
tion between insiders and outsiders. What is con-
sidered an insider for someone might be an out-
sider for someone else. Therefore, protecting the
shared files from insiders without knowing who
is the insider is meaningless. Bishop and Gates
[7] pointed out that there exist many definitions
of insider and insider threat in the literature that
complicated the research in insider threats as one
solution to the insider problem might not be ap-
plicable to another insider problem. Also, Hunker
[8] stated that although there exists a large body
of work in the literature to address the insider
threat problem, little progress has been made due
to the absence of clear answers to fundamental
questions such as “What is an insider threat”. We
believe that the insider problem should be classi-
fied into several categories which can be defined,
studied and solved independently, and later com-
bined to solve the problem as a whole.

e Second: What are the insider misuses?

Defining the insider problem and the insider pre-
cisely is the first step towards protecting the
shared files from insiders. What more important
is 1dentifying the misuses that can be performed
by insiders. Misuses are actions taken by the in-
sider which violate the confidentiality, integrity or
availability of a particular asset. by knowing the
misuses that the insider can perform on the shared
files, we can derive the different types of protec-
tions that are required to protect the shared files.

e Third: How the activity of file sharing can be
performed?

While the first two questions are related to the in-
sider security, this question is related to the ac-
tivity of file sharing. However, similar to the in-
sider problem, the activity of file sharing is not
clearly identified. Most of the research on file
sharing is focused on specific domains and ap-
plications while little research studied file sharing
more broadly [9]. The term file sharing is rarely
defined in the literature, and if defined, it is tai-
lored to a specific method of sharing. One excep-
tion is the study by Whalen et al. [9] who defined
file sharing as “the activity of making specified

355



International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(2): 354-379
The Society of Digital Information and Wireless Communications, 2015 (ISSN: 2305-0012)

file(s) available to an individual or group, with
the option of granting specific right (e.g., ability
to view, edit, delete) over those files”. However, a
general characterisation of how the activity of file
sharing can performed is currently missing.

Protecting the shared files is a topic that have been
studied from two different fields with different
interests, namely, information sharing and secu-
rity. The former focuses on facilitating informa-
tion sharing and provides sharing tools that are
suitable for various tasks of sharing but not se-
cure. The latter focuses on securing information
sharing and provides sharing tools that are secure
but not suitable for every task of sharing. Con-
sidering both fields will help us to design a pro-
tection mechanism that will not only protect the
shared files from insiders but also allow owners
of files to share their files as desired. Therefore,
in addition to identifying the different types of in-
sider misuses, we investigate how the activity of
file sharing can be performed.

In this paper we study the protection requirements
and the activities of file sharing from the perspec-
tive of the insider threat problem by providing an-
swers to the above three questions. The rest of
this paper is structured as follows. In Section 2
we review the literature and related work on in-
sider threat and file sharing, respectively. In Sec-
tion 3, we propose a new approach for classifying
the insider threat problem and focus on one cat-
egory that is related to file sharing. In Section 4,
we give our first contribution to characterising the
protection required by the shared files against dif-
ferent types of insiders. In Section 5, we give our
second contribution to characterising file sharing
based on two factors: how files are propagated
and accessed after their propagation. In Section
6, we define a framework to classify the activity
of file sharing. Finally, in Section 7, we conclude
the paper with our future work.

2 RELATED WORK

2.1 Insider Security

Several definitions of insider and insider threat
exist in the literature. Some authors have fo-
cused on the trust relationship when defining the
term insider. For instance, RAND report [10]
defined the insider as “an already trusted person
with access to sensitive information and informa-
tion systems”. Bishop [11] defined the insider as
“a trusted entity that is given the power to vio-
late one or more rules in a given security policy”.
Other authors have focused on the abuse of given
access privileges. For instance, Chinchani et al.
[12] defined the insider as “legitimate users who
abuse their privileges”. CERT report [13] defined
the insider as “individuals who were, or previ-
ously had been, authorised to use the information
systems they eventually employed to perpetrate
harm”. Others defined the insider very broadly.
For instance, Predd et al. [14] defined the insider
as “someone with legitimate access to an organi-
sation’s computers and networks”. RAND report
[10] defined the insider again as “anyone with ac-
cess, privilege, or knowledge of information sys-
tem and services”. The former definition might
include masqueraders who stole the credential of
a legitimate user to get access to the computer
or the network. The latter definition eliminates
the need of trust and includes those who have
knowledge of the system or the service even if
they do not have access privileges. In 2008, a
cross-disciplinary workshop on “Countering In-
sider Threats” [15] concluded that

“an insider is a person that has been
legitimately empowered with the right
to access, represent, or decide about
one or more assets of the organisation’s
structure”

With regard to insider threat, Predd et al. [14]
defined insider threat as “an insider’s action that
puts an organisation or its resources at risk”.
RAND report [10] defined it as “malevolent (or
possibly inadvertent) actions by an already trusted
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person with access to sensitive information and
information systems”. Hunker and Probst [16]
defined it as “an insider threat is [posed by] an
individual with privileges who misuses them or
whose access results in misuse”. The CERT In-
sider Threat Center’s current definition of insider
threats as follows:

“A malicious insider threat to an or-
ganisation is a current or former em-
ployee, contractor, or other business
partner who has or had authorised ac-
cess to an organisation’s network, sys-
tem, or data and intentionally exceeded
or misused that access in a manner that
negatively affected the confidentiality,
integrity, or availability of the organi-
sation’s information or information sys-
tems”. [17]

Due to the differences and contradictory defini-
tion of insider and insider threats that complicated
the problem to be solved, many authors are urging
the community to establish a framework or tax-
onomy for distinguishing among different types
of insider threats [15, 16]. They mentioned that
each determining factor for an insider can be used
for a taxonomy, for example based on distinctions
between: Malicious and accidental threats; Do-
ing something intentionally (for malice, or good
reasons which nonetheless may result in damage)
versus events that occur accidentally; Obvious
and stealthy acts; Acts by masqueraders (e.g, an
individual with a stolen password), traitors (ma-
licious legitimate users) and naive or accidental
use that results in harm; A combination of factors
such as access types; aim or intentionality or rea-
son for misuse; level of technical and the system
consequences of insiders threats.

Bellovin [18] identified three different types of
insider attack which are misuse of access, de-
fence bypass, and access control failure. He
stated that access control failure attacks can be
prevented by purely technical means, while the
other two attacks require combination of techni-
cal and non-technical means. Hunker and Probst
[16] identified three different approaches, which

current works in the field revolve around, to solve
the insider threat problem. These approaches
are technical approach, socio-technical approach,
and sociological approach. The authors noted
that technical approaches are focused on policy
languages, access control and monitoring, while
socio-technical approaches are focused on pol-
icy, monitoring and profiling, prediction, foren-
sics and response work. Sociological approaches
are focused on motivation, organisational cul-
ture, human factors and privacy and legal aspects.
Silowash et al. [19] analysed cases of insider
threat from the CERT insider threat database,
which contains more than 700 cases of insider
threat, and observed that malicious insider activi-
ties can be classified into four classes as follows.

e [T sabotage: an insider’s use of IT to direct
specific harm at an organisation or an indi-
vidual. Example of this are destroying criti-
cal data, planting logical bomb to delete data
at critical times, etc.

e Theft of IP: an insider’s use of IT to steal
IP from the organisation. This category in-
cludes industrial espionage involving out-
siders. Examples of usually stolen IP as-
sets are proprietary software, business plans,
product details, and customer information.

e Fraud: an insider’s use of IT for the unau-
thorised modification, addition, or deletion
of an organisation’s data (not programs or
systems) for personal gain, or theft of infor-
mation that leads to an identity crime (e.g.,
identity theft or credit card fraud).

e Miscellaneous: cases in which the insider’s
activity was not for IP theft, fraud, or IT sab-
otage.

2.2 File Sharing

A wide variety of file sharing methods exist, and
they differ from one another in the way that they
allow users to control the what, how, and with
whom to share [20]. Various studies have been
conducted to investigate these properties.

Olson et al. [21, 22] conducted a pilot study
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and a more formal survey to explore preferences
for general information sharing by investigating
what information people are willing to share, and
with whom. Their findings indicated that peo-
ple willingness to share is different from one an-
other and it depends on who they are sharing
the information with, therefore, a one-size-fits-
all permissions structure for sharing is inappro-
priate. They found that people deal with particu-
lar types of information similarly when assessing
whether or not to share it with others (example
classes include work email and telephone num-
ber, pregnancy, health information, email content,
credit card number). Also, they found that people
deal with particular types of individuals similarly
when assessing whether or not to share informa-
tion with them (example classes include spouse,
manager, trusted coworker, the public and com-
petitors). The authors believe that their findings
can provide guidance to the design of access con-
trol and interfaces.

Voida et al. [20] conducted a survey and follow-
up interviews at medium-sized research organ-
isation to explore users’ current practices and
needs around file sharing. The authors stated that
the understanding of what, with whom and how
of sharing will lead us to understand users cur-
rent sharing practices of file sharing. The result
of their study indicated that almost third of the
respondents shared files with groups or classes
of individuals, and in many cases these classes
mapped directly onto categories identified by Ol-
son et al. [21, 22]. Also, their survey respondents
reported sharing files at work regularly with an
average of 7 individuals or groups. With respect
to the types of files are shared, their respondent
reported 34 different types of files or electronic
information they share, which range from busi-
ness documents and paper drafts to music, ideas,
schedules, and TV shows. In terms of how the
sharing is taking place, they found that Email is
the most common method used for sharing files
by their respondents (43% of all responses), fol-
lowed by shared network folder (16%), followed
by posting content to a website (11%).

Their findings indicated that there are three main
classes of difficulties and breakdowns that peo-

ple encounter in sharing, which are: forgetting
what file had been shared with who; difficulties
in selecting a sharing method with desired fea-
tures that was also available to all sharing partici-
pants; and problem in knowing when new content
was made available. They mentioned that their
respondents usually fall back to use the most uni-
versal method, which is Email, in order to share
their files when they are uncertain about the tools
available to their intended recipients. Based on
their findings, they identified a number of criti-
cal characteristics of file sharing methods includ-
ing universality, addressing, visibility, notifica-
tion, and the differentiation between push- and
pull-oriented sharing. They developed a proto-
type of a set of user interface features called a
sharing palette, providing a platform for explo-
ration and experimentation with new modalities
of sharing.

Whalen et al. [23] conducted an online survey
and follow up interviews at a medium-sized in-
dustrial research laboratory to address the is-
sue of users’ experience of file sharing and ac-
cess control by gathering information on how
and why people share files; the types of infor-
mation shared; and how, when and why people
limit access to those files. The results of the
survey showed that email attachments were the
most commonly used method for sharing files
(98% of all responses), followed by network files
sharing (55%), followed by commercial content
management system (25%) and removable media
(25%). Also their result indicated that 37% of re-
spondents protect their shared files from friends
and colleagues, and the methods used for restrict-
ing access to their sensitive files are: passwords;
permissions/access control lists; physical controls
(e.g., safeguard in office or on person); encryption
; obscurity (e.g, given files innocuous names, hid-
den directories); and deleting/relocating sensitive
files. Based on the results of the study, the au-
thors suggest guidelines to improve methods for
appropriate content protection.

In another study, Whalen et al. [9] conducted
a web-based survey at a medium-size university
to investigate the fundamental issues regarding
how files are shared and the difficulties encoun-
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tered when managing files in collaborative envi-
ronments. From the result of their survey, they
found that file sharing is a common activity, with
over 70% of respondents share professional and
personal files at least once per week . The file
sharing methods used by their respondent are
email attachments, physical devices (e.g., USB
token, CD), networks file share, instant messen-
ger (e.g., MSN, Yahoo), Web server (e.g., web-
page, wiki), peer-to-peer (e.g., KaZaa), file copy
protocol (e.g., scp,ftp). The most commonly-used
file sharing method by their respondents is Email
(42.7%) followed by network file share (14.7%)
followed by peer-to-peer and file copy protocol
(10.3%). This corresponds with the findings of
Voida et al. [20] and their previous study [23].
Their results show that there are a number of pos-
itive and negative factors that have an impact on
peoples choice of file sharing methods. The pos-
itive factors are: the convenience and the ease of
use of the method, the widespread availability of
the method in order to reach all recipients, and
the suitability of the method to the organisation
or task at hand. The negative factors are: the
limit on file space or file size, lack of access con-
trol or security features and the inability to reach
all recipients. Also, the result show that the ma-
jority of respondents share files between two and
four groups, and 80% of respondents have sensi-
tive files. These sensitive files were shared as the
results indicated that 44% of respondents shared
sensitive professional files and 11% of respon-
dents shared sensitive personal files such as finan-
cial or medical information. The authors found
that people utilise various methods to control ac-
cess to their sensitive files, some are technical
(passwords, permissions) and others are socially-
controlled such as hiding files.

Unlike the study of Voida et al. [20] and Whalen
et al. [23, 9] which focused on subjects within
a single organisation, all of whom had access to
similar, established file sharing methods, Dalal
et al. [24] conducted in-depth interviews with re-
spondents across various domains in their homes,
home offices, or in cafes where people worked
to examine how file sharing and access controls
are used, not used or circumvented in order to get

work done. The result of their study show that
80% of respondents shared files with overseas
collaborators or clients in Europe and the Asia-
Pacific region and 100% shared files with col-
leagues across the US. Their results showed dif-
ferences between personal and professional shar-
ing as they found that people in professional shar-
ing concentrate on sharing files that are related
to project work, such as shared documents in-
cluded technical specification, meeting minutes
and action items, proposals, reports. On the other
hand, they found that people in personal shar-
ing concentrate on sharing their experiences with
others, and the content being shared (primarily
multimedia) relational in nature, such as shar-
ing photographs with with family members who
live overseas. Email was used by all the respon-
dents of their survey and 80% of them used var-
ious social software such as wiki, blogs, social
networking sites (including MySpace and Face-
book), public websites for sharing images and
multimedia files (including Flickr, YouTube), and
online forums and games. Moreover, their re-
spondents made distinctions between two type of
sharing which are sharing with oneself and shar-
ing with others. Sharing files with oneself is very
useful as it allows people to synchronise their ac-
tivities regardless of their location, accessibility,
or what devices are at hand. They found that USB
drives and email are convenience and preferred
methods for sharing with oneself. Analysing their
results, they derived a set of design criteria for
more effective file sharing system [24].

In contrast to previous studies which have fo-
cused on asking users themselves to report on
how they share and protect files, Smetters and
Good [25] conducted an automated survey of ac-
cess control in a medium-sized corporation to col-
lect behavioural data over time by analysing dig-
ital record of actual user behaviour as they be-
lieve that users’ self-descriptions of their own be-
haviour can be incomplete or inaccurate. They
used automated data mining to examine how users
in a medium-sized corporation utilise two com-
mon access control features: the definition of ac-
cess control groups, and the permissions settings,
or ACLs, that users set on folders and documents.
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They found that access control polices which are
applied by users to their content are quite com-
plex. Based on the results of their study, they de-
rived a number of suggestions for the design of
both access control systems themselves, and the
interfaces used to manage them [25].

Mazurek et al. [26] conducted semi-structured in-
terviews with 33 non-technical computer users
in 15 households to examine the current access
control attitudes, needs, and practices of home
users when they share files inside and outside
their homes. They found that people utilise a wide
range of measures to restrict access to their files,
some of them are standard access-control tools
while others are ad-hoc tools. These tools are
the same as those reported in [23] which are user
accounts, password, encryption, limiting physical
access to devices, and hide and delete sensitive
files. They found that people have complex poli-
cies that ever-changing over time which are inad-
equately addressed in current file sharing and ac-
cess control methods; a finding supported by Ol-
son et al. [21, 22], Whalen et al. [23, 9], and Voida
et al. [20]. Based on the results of their study, they
have generated several guidelines for developers
of access control systems aimed at home users.

Hart et al. [27] surveyed 23 blogging and so-
cial networking sites such as Blogger, Facebook,
Flickr, YouTube, and MySpace to determine what
access control and privacy features are currently
available. They found that a lot of content-sharing
sites provide primitive access control mechanisms
which make a file entirely private or public while
others allow more flexible control by offering pri-
vate/friends/public access control model. The au-
thors asserted that these models failed to support
people’s needs, and thus, proposed a method of
access control for content-sharing sites that spec-
ify access control polices in terms of the content
being mediated. Whalen et al. [28] pointed out
that a potential solution for file sharing problems,
such as exposing sensitive files accidentally, is to
provide the user with clear information about file
sharing settings and activities. Therefore, they
explored existing research on awareness in col-
laborative environments, and used it to develop
a framework for file sharing awareness. The au-

thors used this awareness framework to develop
a prototype for a file manager that facilitates file
sharing by making sharing activity and settings
more visible to the user.

Table 1 summarises the results of the above stud-
ies of file sharing with respect to answering the
following fundamental questions: with whom the
file is shared, what type of file is shared, how
the file is shared and protected. The previous
studies investigated these questions in details and
provided valuable answers which could lead to
better design of file sharing methods and access
control models. However, the question of how
the file is shared has been answered improperly.
They merely answered the question of how peo-
ple share their files by enumerating the methods
of sharing files that people utilised. Such answers
are applicable to the question of what methods
people utilise to share their files rather than how
the files are shared as we believe that the files
can be shared in different ways using the same
method.

3 CLASSIFYING the
SIDER PROBLEM

IN-

By surveying the previous work of insider secu-
rity, we argue that the insider problem is signifi-
cant and that no single definition can encompass
the problem as a whole, which most researchers
attempt to do. In the literature, insiders have al-
ways been defined and differentiated from out-
siders by either being inside the network perime-
ter, trusted, authorised, or knowledgeable of the
information system. Definitions based on these
factors are either ambiguous or insufficient. To
make progress and find a solution to the insider
problem, we suggest that the problem should be
classified into several categories which can be
defined, studied and solved independently and
which later can be combined to solve the problem
as a whole. There are three factors which play
an important role in classifying the insider prob-
lem which are: the type of activity that deals with
an asset in an organisation; the type of asset that
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Table 1:

Summary of previous studies on file sharing

With whom the file is | What type of file is shared How the file is shared How the file is protected
shared
Olson -The public, co-workers, | -Email content, credit card | - -
et al. | managers and trusted co- | number, transgression,
[21] workers, family and spouse. | work related documents,
work email and desk phone
number.
Voida -Similar to Olson et. al.- | -34 different types of files | -Email (43%), shared net- | -
et al. | With an average of 7 indi- | e.g. business documents, | work folders (16%) and
[20] viduals or group paper drafts, music, ideas, | posting content to a web
schedules, and TV show site (11%)
Whalen | -Over 69% shared with | -Only focused on sensi- | -Email  (42%), shared | Various methods to control
et al. | two to four groups such | tive files, such as email, | network folders (14.7%), | access to their sensitive
[9] as friends, family, research | personal financial or med- | peer-to-peer program | files, some are technical
group, general public and | ical information, profes- | (10.3%) and file copy | (passwords, permissions)
colleagues. -25% shared | sional data or documents | protocol (10.3%) and others are socially-
with five to twenty groups. | of an organisation, profes- controlled such as hiding
sional data or documents files.
governed by law.
Whalen | - - -Email (98%), shared net- | Passwords;  permissions/
et al work folder (55%), com- | access control lists; physi-
[23] mercial content manage- | cal controls (e.g., safeguard
ment systems (25%) and | in office or on person);
portable devices (25%) encryption; obscurity
(e.g., given files innocuous
names, hidden directories);
and deleting/relocating
sensitive files.
Dalal et | -With employees in profes- | -In professional sharing: re- | Email (100%), - 80% used | -
al. [24] | sional sharing -With friends | volve around project work | a wide variety of social
and family in personal shar- | such as technical specifi- | software, such as wikis,
ing. cations, meeting minutes, | blogs, social networking
and action items, proposals, | sites (including MySpace
reports.-In personal shar- | and Facebook) hosted
ing: revolve around mul- | services (such as Yahoo!
timedia relational in nature | Briefcase) public websites
such photograph and video. | for sharing image and
multimedia files (including
Flickr and YouTube) and
online forums and games.
Mazurek | -Family, friends, co- | -Music, photo, video, | - -User accounts, password,
et al. | workers and strangers. private documents, school encryption, limiting physi-
[26] work, work files, and other cal access to devices, and
personal documents. hide and delete sensitive
files.

needs to be protected; and the type of attack that
targeted the asset.

The activity. The activities are identified by the
organisation for its partners, contractors, and em-
ployees to perform a particular job and might be
different from one organisation to another. The
activity will differentiate insiders from outsiders
as an insider will be a person who is a legitimately
given an activity by an organisation to perform a
particular job. Therefore, the activity will lead to
identifying who is the insider and what the insider
is doing. The type of activity that insiders perform

in an organisation are various and organisation-
specific. Examples of activities that are given to
insiders are file sharing, updating customer infor-
mation, installing software to organisation’s de-
vices, setting up organisation’s network, provi-
sioning authorisation credentials to organisation’s
employees, etc.

The asset. The assets that need to be protected
are identified by an organisation based on a clear
description of activities in the organisation, such
that each activity will involve one or more assets
to deal with. For example, if an activity in an
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organisation is employees sharing files with each
other, the asset will be the file being shared which
contains sensitive information. Another exam-
ples of activities and assets are an IT administra-
tor who provisioning authorisation credentials to
an organisation’s employees where the asset here
is the authorisation credential, a software devel-
oper who writes software scripts to an organisa-
tion computer where the asset can be the software
itself or the computers that run the scripts, a net-
work administrator who sets up the organisation’s
network and maintains it where the asset is the
network.

Generally, the assets can be of three types which
are the network which connects devices together,
the devices which contains the data, or the data
itself.

The attack. The attacks that targeted the as-
set can be generally of three types which are
availability attacks, confidentiality attacks and in-
tegrity attacks, each of which can be performed in
different ways which might require either physi-
cal security or IT security. Choosing which type
of attacks to prevent is determined by the type of
protection required for the chosen asset. For in-
stance, if the asset is the network which needs
to be available all the time, availability attacks
should be prevented. On the other hand, if the
asset is data that needs to be secret, confidential-
ity attacks should be prevented and so on. There-
fore, the asset will determine which type of at-
tacks should be prevented.

Based on these three factors, we can define the
insider precisely as a person who is legitimately
given an activity by an organisation to deal with
the organisation’s assets, and define the insider
problem as particular types of attacks that per-
formed by insiders on particular types of assets of
an organisation during particular types of activi-
ties. Therefore, we can classify the insider prob-
lem into several categories based on these three
factors such that each particular type of attack by
insiders on a particular type of asset of an organ-
isation during a particular type of an activity will
result in a unique class of the insider problem

which can be defined, studied and solved inde-
pendently. For example, one class of the insider
problem is preventing confidentiality attacks on
sensitive files by employees when they share them
with each other. Another class might be prevent-
ing availability attacks on an organisation’s net-
work by IT administrators when they maintain it,
or preventing integrity attacks on customers infor-
mation by employees when they update them etc.

Our concern in this paper is not to classify the
insider problem thoroughly, rather we have pro-
vided an approach for such classification. How-
ever, we are interested in one class of the in-
sider problem which is related to file sharing.
The activity in our class is file sharing, the asset
is the files being shared, and the attacks we are
concerned with are confidentiality and integrity
attacks. Thus, we define our class of the in-
sider problem as preventing confidentiality and
integrity attacks on sensitive files when employ-
ees share them with each other.

Since file sharing is not only an activity that is
performed by an organisation’s employees but
also it is an activity that can be performed among
friends, family members, or colleagues, we will
look at this class of the insider problem from
broader perspective to include any individuals
performing such activity. In other words, the in-
sider in our class will be the recipients whether
those recipients are employees, friends, or family
members.

4 PROTECTING SHARED
FILES

Although we defined our class of the insider prob-
lem in the previous section, the attacks we are
concerned with (i.e. confidentiality and integrity
attacks) are still vague. These attacks can be
performed in different ways, which in turn re-
quires different types of protections. Claiming
that a particular protection mechanism can pro-
tect the confidentiality of the files is not enough.
Instead, one should claim that a particular protec-
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tion mechanism can protect the confidentiality of
the files under specific kinds of attacks. There-
fore, In order to protect the confidentiality and
the integrity of the shared files from the insiders
(i.e. recipients), the different attacks and misuses
that affect the confidentiality and the integrity of
shared files must be identified.

Generally, protection of the shared files can be re-
alised from two different angles: protecting the
shared files while in transit, and protecting the
shared files when they are received by the recip-
ients. In this section we characterise the protec-
tions required by the shared files against different
types attacks and misuses that are performed dur-
ing the activity of file sharing.

4.1 Protecting the Shared Files in
Transit

This type of protection prevents attacks on the file
while it is transferred from the owner to the recipi-
ents. We divided these attacks into confidentiality
attacks and integrity attacks as follows:

Confidentiality attacks. These attacks lead to
the disclosure of the shared files to unauthorised
users and can performed in two ways. First,
someone eavesdrops or monitors the communica-
tion between the owner and the recipient to obtain
knowledge about the files. We refer to such at-
tacker Interceptor. Second, someone pretends to
be the original recipient to deceive the owner and
obtain the files. We refer to such attacker Mas-
querader. Therefore, there should be two types
of protections to prevent unauthorised disclosure
of the shared files in transit as follows. Protecting
the confidentiality of files from interceptor and
protecting the confidentiality of files from Mas-
querader.

Integrity attacks. These attacks lead to unau-
thorised modification to the shared files by unau-
thorised users. The attacker in such attacks pre-
tends to be the original owner to deceive the re-

cipient by sending them files as if they were orig-
inated by the original owner. These files can ei-
ther be an entirely new files or modified version of
the original files. We refer to such attacker Mas-
querader. Therefore, there should be one type of
protection to prevent unauthorised modification
of the shared files in transit which is protecting
the integrity of files from Masquerader.

4.2 Protecting the Shared Files at the
Recipient

This type of protection prevents misuses on the
file after it has been received by legitimate re-
cipients. These misuses can affect the confiden-
tiality and integrity of the files. Such misuses
can be committed by three different entities which
are Malicious recipients, Naive recipients or Mas-
queraders. Malicious recipients are untrusted le-
gitimate recipients who deliberately misuse the
shared files. Naive recipients are trusted recip-
ients who accidentally misuse the shared files.
Masqueraders are unauthorised users who acci-
dentally acquire a device of a trusted legitimate
user which contains the shared files and misuse
these files. Therefore, misuses can be deliberate
which are committed by Malicious or accidental
which are committed by Naive or Masqueraders.

Protection against Malicious and Naive recipients
are different from protection against Masquer-
ader. Malicious and Naive recipients are already
allowed to view the files, therefore, confidential-
ity of the files is achieved by not allowing them to
redistribute the files to unauthorised users. Also,
they may or may not be allowed to modify the
files, therefore, integrity of the files is achieved
by not allowing them to modify it in an unautho-
rised manner. On the other hand, Masqueraders
are unauthorised users, therefore, confidentiality
is achieved by not allowing them to view or redis-
tribute the files, and integrity is achieved by not
allowing them to modify the files.

Moreover, protection against Naive recipients is
different from protection against Malicious recip-
ients. The former is trusted to not redistribute or
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modify the files in an unauthorised manner, while
the latter is untrusted and might strive to circum-
vent any protection to misuse the files. Therefore,
we divided misuses which can be committed by
the three entities broadly into confidentiality mis-
uses and integrity misuses as follows:

Confidentiality misuses. Confidentiality mis-
uses are those misuses which lead to the disclo-
sure of the shared files to unauthorised users and
which can be done in two ways. First, the shared
file can be copied and sent to an unauthorised user
through a file sharing method. Second, the de-
vice of a legitimate recipient which contains the
shared file can be acquired by an unauthorised
user, which we refer here to as a Masquerader,
who discloses the shared files.

In the first case, the file can be redistributed in
three ways. First, the file can be redistributed ac-
cidentally by a Naive legitimate recipient. Sec-
ond, the file can be redistributed deliberately by
a Malicious legitimate recipient. Third, the file
can be redistributed accidentally by a Masquer-
ader who found a device of a legitimate recipient
unattended. In the second case, the file can be
disclosed to Masqueraders in two ways. First, an
unauthorised user steals the device of a Naive le-
gitimate recipient. Second, a Malicious recipient
lends his device to an authorised user.

Therefore, there should be five different types of
protections to prevent unauthorised disclosure of
the shared files at the recipients as follows. Pro-
tecting the confidentiality of files from acciden-
tal redistribution by Naive; protecting the confi-
dentiality of files from accidental redistribution
by Masquerader; protecting the confidentiality of
files from deliberate redistributions by Malicious;
protecting the confidentiality of files from acci-
dental disclosure by Naive to Masqueraders; pro-
tecting the confidentiality of files from deliberate
disclosure by Malicious to Masqueraders. Since
the last two types of protection have similar im-
pact which is disclosing the file to Masqueraders,
we refer to them as protecting the confidentiality
of files from accidental or deliberate disclosure to
Masqueraders.

Integrity misuses. Integrity misuses are those
misuses which lead to unauthorised modification
to the shared files. Such unauthorised modifica-
tion can be either modifying the shared files that
do not allow any modification or modifying the
shared file, that allowing partial modification, in
an unauthorised manner. In both cases, the file
can be modified in three ways. First, the file can
be modified accidentally by a Naive legitimate re-
cipient. Second, the file can be modified deliber-
ately by a Malicious legitimate recipient. Third,
the file can be modified accidentally by a Mas-
querader who found a device of a legitimate re-
cipient unattended.

Therefore, there should be three different types
of protections to prevent unauthorised modifica-
tion of the shared files at the recipients as follows.
Protecting the integrity of files from accidental
modification by Naive; protecting the integrity of
files from accidental modification by Masquer-
aders; protecting the integrity of files from delib-
erate modification by Malicious.

Below we classify the aforementioned protections
into two types which are protection of files in
transit and protection of the files at the recipients.

Protection of files in transit: this can be fur-
ther divided into confidentiality protection and in-
tegrity protection.

e Confidentiality protection
— Protecting the confidentiality of files in
transit from interceptor
— Protecting the confidentiality of files in
transit from Masquerader
e Integrity protection
— Protecting the integrity of files in transit
from Masquerader

Protection of files at the recipients: this can be
further divided into protection against accidental
misuses when sharing with trusted recipient and
protection against deliberate misuses when shar-
ing with untrusted recipient.

Accidental misuse: this can be further divided
into accidental misuse of confidentiality and acci-
dental misuse of integrity.
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e Accidental misuse of confidentiality:

— Protecting the confidentiality of files at
the recipients from accidental redistri-
bution by Naive

— Protecting the confidentiality of files at
the recipients from accidental redistri-
bution by Masquerader

— Protecting the confidentiality of files at
the recipients from accidental disclo-
sure to Masquerader

e Accidental misuse of integrity:

— Protecting the integrity of files at the
recipients from accidental modification
by Naive

— Protecting the integrity of files at the
recipients from accidental modification
by Masquerader

Deliberate misuse: this can be further divided
into deliberate misuse of confidentiality and de-
liberate misuse of integrity

e Deliberate misuse of confidentiality:

— Protecting the confidentiality of files at
the recipients from deliberate redistri-
bution by Malicious

— Protecting the confidentiality of files at
the recipients from deliberate disclo-
sure to Masquerader

e Deliberate misuse of integrity:

— Protecting the integrity of files at the
recipients from deliberate modification
by Malicious

4.3 Summary

Figure 1 illustrates eleven types of protections
that might be required to protect the files in transit
and at the recipients. Protections of files in tran-
sit are concerned with preventing external attacks
while protections of files at the recipients are con-
cerned with preventing insider attacks.

The characterisation of the protections required
by the shared files at the recipients, illustrates
the different ways of how files can be misused
by different types of insiders. This characteri-
sation makes it clear which type of insider mis-

use needs to be prevented in a particular shar-
ing scenario. For instance, misuses by Masquer-
aders need not to be prevented if the machine con-
taining the file resides in a locked room where
unauthorised users cannot access. Also, deliber-
ate misuses by Malicious insiders need not to be
prevented if the file is shared with trusted recip-
ients. A major advantage of this characterisation
is the avoidance of the chaos exists in the litera-
ture with respect to distinguishing insider attacks
from external attacks, and between insiders at-
tacks themselves. We listed different protections
requirements to prevent different insiders misuses
so that one can select the desired protection re-
quirements for a particular sharing scenario and
develop a mechanism to enforce it.

From our point of view, in order to protect a
shared file against insiders attacks, it should only
be shared with trusted insiders. Protecting the
shared files from untrusted insiders who might
strive to circumvent the protection is a dilemma
for two reasons. First, each system has its own
vulnerabilities and there is no system without vul-
nerabilities. Research efforts have proven that
there is no system 100% secure against all de-
liberate attacks or misuses [29]. A brief look at
the approach taken to protect commercial con-
tent, justifies this principle. Commercial content
is protected by the use of Digital Rights Manage-
ment systems that dictate how the content must
be used by each individual. Although these sys-
tems are in place to protect commercial content,
the content can still be obtained illegally in un-
protected form. Second, the easiest way to cir-
cumvent any protection system used to protect
confidential files is by exploiting the analog hole.
All digital content must eventually be converted
to human-perceptible form, known as the analog
form, to be consumed by users. Once the digital
content is converted to analog form, it will be in
an unprotected form, and thus, it will be suscepti-
ble to unauthorised uses [30].

However, sharing a file with trusted insiders with-
out any protection in place is risky. Even if insid-
ers are trusted to not violate the content policy
deliberately, there is a chance of accidental vio-
lation. According to a survey conducted by In-

365



International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(2): 354-379
The Society of Digital Information and Wireless Communications, 2015 (ISSN: 2305-0012)

fosecurity Europe and PwC on 1,402 UK com-
panies, 36% of the worst security breaches in
the year were caused by inadvertent human er-
ror [31]. Also, AngloSec conducted a survey
on 197 network, security, and compliance profes-
sionals, and found that the greatest security con-
cern is employees accidentally jeopardising se-
curity through data leaks or similar errors [32].
Therefore, there should be appropriate level of
protection that prevents accidental misuses on the
shared files by trusted insiders who do not misuse
the files intentionally.

S CHARACTERISING FILE
SHARING

Although the different types of misuses on the
shared files and the protection requirements are
identified in the previous section, the activity of
file sharing is still ambiguous. Some people con-
ceive the activity of file sharing is to send an email
attachment, while others conceive it as to make
files available to others through peer-to-peer net-
works. Designing a mechanism that provides the
various types of protection without taking into
account how the activity of file sharing is per-
formed, might be useless. This is pointed out by
previous studies, where they showed that some
people might avoid secure methods of file sharing
and utilise insecure methods because it is more
suitable for the task of sharing, although security
is a concern for them. For instance, employees in
organisations might be forced to utilise particular
sharing methods because they are secure. How-
ever, since these methods have been built with
only security in mind, they might not be suitable
for the task of sharing that employees need to get
their job done. Hence, employees usually tend
to utilise other sharing methods that might be in-
secure to avoid obstacles found in secure meth-
ods, and hence, putting organisation’s confiden-
tial files at risk. To avoid such problem, the differ-
ent ways of performing the activity of file sharing
should be considered when designing a protection
mechanism, so that the protection mechanism will
not only protect the shared files but also allow var-

ious task of sharing to be performed.

The activity of file sharing is performed by in-
dividuals for various purposes (e.g. professional
or personal). The purpose of performing the ac-
tivity of sharing makes it obvious to whom the
files should be shared with ( e.g. family, friends,
colleagues, or anyone), which type of file to be
shared (e.g. music, photo, video, business docu-
ments, etc.), and which method of sharing to be
utilised that is possibly the most satisfied to the
sharing purposes (e.g. secure, convenient, avail-
able to everyone etc.). These factors are discussed
in literature and summarised in Table 1.

However, there two factors that are clearly af-
fected by the purposes of sharing and which are
overlooked by previous studies. These factors are
file propagation and access which can be differ-
ent based on the sharing purpose. To the best of
our knowledge, we are not aware of any work that
characterises the activity of file sharing based on
these two factors. Therefore, In this section we
characterise the activity of file sharing based on
how files can be propagated and how files can be
accessed after their propagation.

5.1 How files are propagated

5.1.1 Publish vs. Share:

Files can be propagated in two main ways de-
pending on their sensitivity. Confidential files are
only released to selected individuals while non-
confidential files are released to everyone. Avail-
able file sharing methods can either allow peo-
ple to share files with selected individuals (suit-
able for confidential files) or allow people to share
files with everyone (suitable for non-confidential
files). A few file sharing methods provide both
options. We will use the term share to refer to a
file that is released to selected individuals and the
term publish to a file that is released to everyone.
Publishing or sharing files can be performed in
different scenarios. Therefore, we use the follow-
ing terminology to characterise the different ways
of how files are shared and published.
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Figure 1: Types of protection of the shared files

Terminology: who is known in advance. For example, Al-
_ ) ) ice wants to share her file only with Bob but

e (O: a particular owner of files who might or 1no one else.
might not be known in advance. e O — G (OneToGroup): This describes a

e InG: a set of owners of files whom their
numbers and identities are known in advance
and share their files with each other.

e (3: a set of owners of files whom their num-
bers and identities are known in advance and
do not share their files with each other.

e M: aset of owners of files whom their num-
ber and identities are not known in advance

situation when a particular owner of files
wants to share his files with a set of recipi-
ents whom their numbers and identities are
known in advance, and whom receive the
same copies of the shared files. For exam-
ple, Alice wants to share her file only with
her colleagues Bob, Carol, and Dave but no

one else.

and do not share their files with each other. e O — M (OneToMany): This describes a sit-
e O:aparticular recipient who is known in ad- uation when a particular owner of files wants

vance. o _ to share his files with a set of recipients
e G: aset of recipients whom their number and whom their numbers and identities are not
identities are known in advance and whom known, and whom receive the same copies

b

receive the same copies of the shared files. of the shared files. For example, Alice wants
® M: a set of recipients whom their numbers to share her file with everyone on the internet
and identities are not known and whom re- regardless of whom they are.
ceive the same copies of the shared files. e InG (InGroup): This describes a situation
when owners of files whom their numbers
and identities are known in advance want to
share their files with each other. For exam-
ple, Alice, Bob, and Carol want to share their
files only with each other but no one else.
e InG — O (InGroupToOne): This de-
scribes a situation when a set of owners of
files whom their numbers and identities are

In general, files can be released either to O, G or
M. However, the received files by the recipients
who can be O, G and or M, might belong to O,
InG, G or M. Therefore, including [ nG as a cat-
egory of sharing we have 11 different categories
that can describe all the possible ways of how files
are shared or published as described below.

e O — O (OneToOne): This describes a situ- known in advance and share their files with
ation when a particular owner of files wants each other, want to share their shared files
to share his files with a particular recipient with a particular recipient who is known in
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advance. For example, Alice, Bob and Carol
who are sharing their files with each other
want to share these shared files only with
their colleague Dave but no one else.

InG — G (InGroupToGroup): This de-
scribes a situation when a set of owners of
files whom their numbers and identities are
known in advance and share their files with
each other, want to share their shared files
with a set of recipients whom their num-
bers and identities are known in advance, and
whom receive the same copies of the shared
files. For example, Alice, Bob and Carol
who are sharing their files with each other
want to share these shared files only with
their colleagues in the same department but
no one else.

InG — M (InGroupToMany): This de-
scribes a situation when a set of owners of
files whom their numbers and identities are
known in advance and share their files with
each other, want to share their shared files
with a set of recipients whom their numbers
and identities are not known and whom re-
ceive the same copies of the shared files. For
example, Alice, Bob and Carol who are shar-
ing their files with each other want to share
these shared files with everyone on the inter-
net regardless of whom they are.

G— O (GroupToOne): This describe a sit-
uation when a set of owners of files whom
their numbers and identities are known in
advance and whom do not share their files
with each other, want to share their files with
a particular recipient who is known in ad-
vance. For example, Alice, Bob and Carol
who work in the same company want to
share their files only with Dave who is their
employer but not with each other or anyone
else.

G — G (GroupToGroup): This describe a
situation when a set of owners of files whom
their numbers and identity are known in ad-
vance and whom do not share their files with
each other, want to share their files with a set
of recipients whom their numbers and iden-
tities are known in advance, and whom re-
ceive the same copies of the shared files. For

example, Alice, Bob and Carol who work in
the same company want to share their files
only with employees of the HR department
but not with each other or anyone else.

M — O (ManyToOne): This describes a sit-
uation when a set of owners of files whom
their numbers and identities are not known
in advance and whom do not share their files
with each other, want to share their files with
a particular recipient who is known in ad-
vance. For example, applicants to a partic-
ular job want to share their documents files
only with Alice who is the employer but no
one else.

M — G (ManyToGroup): This describes a
situation when a set of owners of files whom
their numbers and identities are not known
in advance and whom do not share their files
with each other, want to share their files with
a set of recipients whom their numbers and
identities are known in advance, and whom
receive the same copies of the shared files.
For example, applicants to a particular job
want to share their documents files only with
Alice, Bob and Carol, who are the employ-
ees responsible for recruiting new staff, but
no one else.

Figure 2 illustrates these categories and clas-
sifies them to either publish or share. Note
that we excluded situations that do not make
sense such as M’ — M and G’ — M, since
any of the owners can be of the recipients
and vise versa.

5.1.2
mode

Static vs. Dynamic vs. Transfer

In any of the categories of files propagation
described above, files can be moved from an
owner to a recipient differently. For instance,
the original file can be moved physically as
an object in real world, leaving no copies be-
hind, or a copy of the original file can be
moved to the recipient. In the latter case,
the moved copy can be either a dynamic or a
static. Below we describe each one of them.
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Figure 2: How files can be published and shared

Publishing or sharing in Static Mode:
Publishing or sharing in a static mode de-
scribes a scenario where independent copies
of the original file are moved from the owner
to the recipients. Any changes made to the
copies of the original file by the recipients or
to the original file by the owner do not reflect
on one another. It is useful when the owner
of the file does not want to receive a new ver-
sion of the published or shared files from the
recipients or update the copies that the re-
cipients have. An example of a method that
allows sharing in a static mode is an email
attachment where neither the owner nor the
recipients can observe changes made on the
shared files by others.

Publishing or sharing in Dynamic Mode:

Publishing or sharing in a dynamic mode de-
scribes a scenario where copies of the orig-
inal file that are linked to the original file
are moved from the owner to the recipients.
Therefore, any changes made to the copies
of the original file by the recipients or to the
original file by the owner do reflect on one
another. It is adequate for a collaborative
project where a group of members may work
on a set of documents collectively. An exam-
ple of a method that allows sharing in a dy-
namic mode is Dropbox where a file can be
shared and updated by the owner or the re-
cipients such that both can observe changes
made to the shared files.

Publishing or sharing in Transfer Mode:
Publishing or sharing in a transfer mode de-
scribes a scenario where the original file is
moved, leaving no copies behind, from the
owner to the recipients. The file is treated
as a real world object that cannot exist at two

places at the same time. Hence, in this mode,
releasing a file to more than one recipient, re-
quires the file to be held by one recipient at a
time. We are not aware of any method meets
this mode of publishing or sharing.

5.1.3 Distributed memory vs. Shared mem-
ory

Files can be moved from the owner to the recipi-
ents directly to their devices or indirectly to a lo-
cation where recipients can access (e.g. server).
We refer to the former as sharing or publishing in
distributed memory (DM), and the latter as shar-
ing or publishing in shared memory (SM). A file
that is shared or published in DM, will be stored
in each recipient device, allowing them to ac-
cess the file when they are off-line. On the other
hand, a file that is shared or published in SM,
will be stored in a central location where recip-
ients must access each time they need to access
the file. Thus, unlike DM, a file in a SM requires
the recipients to be online to get access to the file.

SM best suited for a file that is shared or pub-
lished in a dynamic mode. Since the owner and
the recipients have access to the same copy of
a file, changes made to the file will be observed
by others without the need to move copies of the
file with the new changes to others. An example
of a file that is published in a dynamic mode in
SM is Wikipedia page. Also, SM can be suitable
for transfer mode, such that a file in the central
location can be accessed only by one recipient,
who the file is transferred to, at a time. How-
ever, sharing or publishing in a static mode is not
suitable for SM, particularly when the recipients
are allowed to change the files. This because re-
cipients of a file that is published or shared in a
static mode are each intended to have a indepen-
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dent copy of the original file that can be changed
without affecting the copies that other recipients
have. Hence, this cannot be achieved in SM, since
all recipients access the same copy of the file si-
multaneously.

On the other hand, DM can be suitable for all
sharing or publishing modes (i.e. static, dynamic,
and transfer). In static mode, independent copies
of the original files are moved to the recipients de-
vices, while in transfer mode, the original file is
moved to one recipient device at a time. In case
of a dynamic mode, copies of the original files are
also moved to the recipients devices, however, the
moved copies are linked to the original file, so that
any changes made on them will be communicated
to other copies.

Table 2 illustrates 33 types of files propagation.
Each cell in the table marked with letter T indi-
cates a way of propagating a file. For instance,
OneToOne sharing can be performed in static
(DM), dynamic (DM or SM) or transfer (DM or
SM) mode. In other words, an independent copy
of the original file can moved to one particular
recipient device (static DM), a linked copy to the
original file can be moved to one particular recipi-
ent device (dynamic DM) or a copy of the original
file is moved to a location where one particular
recipient can access (dynamic SM), or the origi-
nal file is moved to one particular recipient device
rather than a copy (transfer DM), or moved to a
location where one particular recipient can access
(transfer SM).

5.2 How files are accessed:

Once files are propagated, recipients need to ac-
cess them. There are only two types of access that
the recipients might need which are read and write
access. The former allows them to read the file
while the latter allows them to append or remove
content from that file. However, an owner of a
file might want to restrict these types of access
based on the sharing or publishing purpose. For
instance, the owner might want the recipients to:
a) read but not edit the file. b) not read but edit the

Table 2: Types of propagation

Static Dynamic | Transfer

Types of propagation (DM) (DM or (DM or
SM) SM)

OneToOne T T T
OneToGroup T T T
OneToMany T T T
InGroup T T T
InGroupToOne T T T
InGroupToGroup T T T
InGroupToMany T T T
GroupToOne T T T
GroupToGroup T T T
ManyToOne T T T
ManyToGroup T T T

file by appending new content only. ¢) read and
edit the file by appending or removing content.
d) not read and not edit the file but just hold it (e.g.
cloud storage providers). We refer to these access
types as ReadOnly, WriteOnly, ReadWrite, and
NoReadOrWrite, respectively.

Additionally, an owner of a file might find these
types of access not restrictive enough for some
sharing or publishing purposes. For instance, the
owner might know that the recipients need only
to read or edit the file a) for a limited number of
times (e.g. only once). b) for a limited period of
time (e.g. for three days starting from 1/9/2014).
c¢) on a specific time (e.g. only Monday from 9am
- 3pm). d) at a specific location (e.g. only in Lon-
don). Therefore, these can be used as restrictions
to further control the different access types men-
tioned above.

Table 3: Types of access

Types of access Ln'! Lp? St 3 S14
ReadOnly T T T T
WriteOnly T T T T
ReadWrite T T T T
NoReadOrWrite F T F T

Table 3 illustrate 14 types of access the recipients
might have. Each cell marked with letter T indi-

'Limited number of times
?Limited period of time
3Specific time

4Specific location
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Table 4: Types of files propagation and access

How Files are ReadOnly WriteOnly ReadWrite NoReadOrWrite
propagated and accessed | Ln | Lp | St | SI | Ln | Lp | St | S1 | Ln | Lp | St | SI | Ln | Lp | St | SI
Static T T T | T F F F | F T T T | T F T F | T
Share Dynamic T T|T|T| T T| T, T| T | T |T|T]|F T|F|T
Ttransfer T T | T|T]|F F|F|F| T|T|T|T|F T|F|T
Static T T|T)|T]|F F|F|F| T|T|T|T]|F F |F|F
Publish Dynamic T T|T|T| T T| T, T| T | T/ |T|T]|F F | F|F
Transfer T T|T|T]|F F|F|F| T|T|T|T|F F |F|F

cates a useful type of access that owners of files
might want the recipients to have. Table 2 shows
two unuseful types of access which are (NoRe-
adOrWrite,Ln) and (NoReadOrWrite,St). This
because restricting NoReadOrWrite access for a
limited number of time or for a specific time
does not make sense. However, the other two re-
strictions on NoReadOrWrite access (i.e. Lp and
SI) might be useful for some scenarios of shar-
ing. For instance, an owner might want to share
files with a cloud storage providers provided that
the files are kept in the provider servers that are
located at a particular geographical area. An-
other owner might want the files to be kept at the
provider servers until a particular point of time
after which the provider will not be authorised to
keep the files in the servers.

It should be noted that recipients can only have
one type of access, however, various restrictions
can be used to restrict that type of access. For
instance, an owner might want the recipients to
have the following type of access: (ReadOnly, Lp,
S1) which allows the recipients to read the file for
a limited period of time and at specific location.
These two restrictions should be satisfied in order
for the recipients to read the file. Also, there is a
difference between having no type of access at all
and having NoReadOrWrite type of access. The
former disallows holding the file, while the latter
allows holding the file but not reading or editing
1t.

Table 4 combines the different types of files prop-
agation and access and identifies the useful com-
binations of these types. Each letter T in the table
identifies a useful a way of propagating and ac-
cessing a file by the recipients. The term Share

and Publish can be replaced with any of the cat-
egories of files propagation depicted in Figure 1.
As shown in the table, not all types of access are
suitable for all types of files propagation (i.e. not
all combinations of files propagations types and
access types are applicable). For instance, it is
not sensible for the recipients to have WriteOnly
type of access for a file that is shared or published
in a static or transfer mode. Although the recipi-
ents will be able to add content to the file, no one
can observe this content. Also, it is not useful
to publish a file with NoReadOrWrite type of ac-
cess, since there is no need to release the file to
everyone and not allowing them to read it or edit
1t.

6 TAXONOMY BASED on
the CHARACTERISATION
of FILE SHARING

Based on the characterisation of the activity of file
sharing discussed in the previous section, we de-
fine a framework that can be used to classify the
activity of file sharing in a systematic way. This
framework is shown in Figure 3, will help to clas-
sify the activity of file sharing by distinguishing
how files are propagated to and accessed by the
recipients. Below is a brief description of the pro-
posed framework.

The framework has a tree-based structure, where
each level represents either a way of files propa-
gation or files access. Paths of the tree are num-
bered. Therefore, specifying the path number for
each level of the tree starting from the root down-
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Figure 3: Framework for classifying the activity
of file sharing

wards, will result in a unique class of the activ-
ity of file sharing. The first four levels after the
root (i.e. paths from 1-18) represents types of files
propagation, while the last two levels (i.e. paths
19-27) represents types of files access. At each
level of the framework a unique choice has to be
made. In this way every class of file sharing will
form a single path in the tree. However, there is
one exception: namely level six,“restriction over
access types”. Any class of file sharing can utilise
none or multiple restrictions (e.g. Ln and Lp at
the same time) over one type of access (e.g. Read-
Only) as described in the previous section.

Due to space limitations and to avoid redundant

branches, not the entire tree is drawn. For in-
stance, level two has eleven types to choose from,
two types belong to path one, and nine types be-
long to path two. Each of these types has the
same three possibilities for level three (i.e. Static,
Dynamic and Transfer). Hence, at level three
there are eleven identical groups of the three pos-
sible values. Therefore, to avoid using redundant
branches, the types of level three are written once
and can be used by all types of level two. On
the other hand, each type of level one might have
different possibilities of level five, and also from
level three to six, each level might have different
possibilities of its subsequent level. However, for
simplicity and to save space, the maximum pos-
sibilities that each level should have is specified
while tablel, 2 and 3 can be utilised to help ex-
clude those unuseful classes of sharing. For ex-
ample, as shown in table 3, NoReadOrWrite ac-
cess is not suitable for publishing. Hence, if the
path 1 is chosen, regardless of the paths chosen
for level 2, 3, and 4, path 23 in level 5 should
be excluded. Otherwise, this class will be unuse-
ful. Another example is when path 23 is chosen
in level, paths 24 and 26 should be excluded as
restricting the number of time and specific time
on NoReadOrWrite access is unuseful.

6.1 Utilising the taxonomy of file
sharing

The framework, depicted in Figure 3, can be
utilised in two ways. First, the framework can
be applied to classify the activity of file sharing,
by showing different classes of how owners might
want their files to be propagated and accessed for
different sharing scenarios. Second, it can be ap-
plied to classify available file sharing methods,
by showing which method provides which class
of the sharing activity. Below two examples are
discussed to illustrate how the framework can be
utilised.

Example 1: -classifying the activities of file
sharing in an organisation. Alice has a start-
up company consists of several departments
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which are Human Resource, Marketing, Produc-
tion, Finance. Each department contains several
employees. Employees within the same depart-
ment and between different departments need to
share files with each other to get their job done.
Therefore, Alice wants to define how the activity
of file sharing should be performed among em-
ployees.

Alice knows the Marketing department is respon-
sible for dealing with customers. The Market-
ing department should send surveys to customers,
however, Alice wants the surveys that should be
sent to customers to be approved by the Manager
of the department who is then responsible to move
copies of the surveys to customers devices, so
that customers can access them on their devices to
read and edit them and move these copies back to
the department if they are willing to do so. Hence,
Alice specified the following class of file sharing
for this department: 1-3-14-17-21.

Also, Alice knows that employees of the Produc-
tion department, each should write a report and
share it with other employees in the same depart-
ment, so that each will be aware of others work
and able to modify other reports in case mistakes
are found. Alice wants employees to view and
edit others reports when they are in their offices
and during working hours. Hence, Alice specified
the following class of file sharing for this depart-
ment: 2-7-15-18-21-(26 + 27).

With respect to the Finance department, Alice
knows that employees of this department write re-
ports that should be viewed by employees of the
Human Resource department in order for them
to make a decision for recruiting new employ-
ees. However, Alice wants these reports to be
approved by the Manager of the department who
then is responsible to move copies of the reports
to the company’s server where employees of the
Human Resource department can access. This
will allow these reports to be updated by the Man-
ager of the Finance department while employees
of the Human Resource department will be able to
view up to date reports. In addition, Alice wants
employees of the Human Resource department to
view these reports for a limited period of time and

during working hours. Hence, Alice specified the
following class of file sharing for this department:
2-6-15-18-19(25 + 26).

Finally, Alice who owns the company, needs to
view a monthly reports written by each depart-
ment manager. Alice does not want any man-
ager to view reports written by other managers.
Therefore, Alice specified the following class of
file sharing between the managers and herself as
follows: 2-10-14-17-19.

Example 2: Classifying file sharing methods
There are various methods of file sharing exist to-
day. Some of them have been designed merely
for sharing files such as File Hosting Services,
FTP, and Peer-to-peer file sharing, while others
include file sharing as an added feature to their
main purposes such as Emails and Social Net-
working Sites. Table 5 classifies some of the most
popular file sharing methods based on the taxon-
omy described in the previous section. Each cell
in the table shows which path the sharing method
can take in each level of the framework. Below is
a brief discussion of the classified methods in the
table.

Email email is considered the most commonly-
used method for sharing files. Although there
is a few drawbacks of sharing files via an email
such as limitation on file size, it is still popular
method for sharing files at the present due to cer-
tain features. These features are the ease of use,
the widespread availability and the suitability to
various tasks. Almost anyone uses a computer
owns an email account, and knows how to use
it. Therefore, by using an email to share files,
the user will avoid all the difficulties associated
with other methods of file sharing such as ensur-
ing that all recipients have the same method to be
able to share the files or ensuring that all recipi-
ents know how to use the method of sharing espe-
cially if the method is quite complex and difficult
to learn. Examples of emails are Hotmail, Yahoo,
and Gmail.

e Level 1: since email requires an owner of a

373



International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(2): 354-379
The Society of Digital Information and Wireless Communications, 2015 (ISSN: 2305-0012)

Table 5: Classifying file sharing methods

File sharing Emails Peer—to—Peer file e e EIIE None-anonymous Cloud—s.torage
methods sharing FTP services
Level 1 2 1 1 2 1,2

5,6,7,8,9,10, 11, 3,4,5,6,7,8,9,
Level 2 12,13 3 3,4 5,6,7,8,9 10, 11
Level 3 14 14 14 14 14,15
Level 4 17 17 17 17 17,17
Level 5 21 21 21 21 19, 21
Level 6 - - - - -

file to enter the emails addresses of the re-
cipients, which means that recipients should
be known in advance, it is only suitable for
sharing rather than publishing (i.e. path 2 in
Figure 3).

Level 2: email allows an owner of a file
to share the file with a particular person
or with a group of people, hence, files can
be shared as OneToOne or OneToGroup.
A group of owners can share their files
with each other by email, as well as shar-
ing their shared files with another person or
group. Therefore, files can also be shared
as InGroup, InGroupToOne and InGroup-
ToGroup. Also, email allows a group of
owners who do not share their files with
each other to share their files with a par-
ticular person or a group of people. This
group might or might not be known in ad-
vance to the recipients. Therefore, files can
be shared as GroupToOne, GroupToGroup,
ManyToOne, ManyToGroup. Hence, all
paths (i.e. 5,6,7,8,9,10,11,12,13) of level two
are applicable for sharing files by emails.
Level3: email allows an owner of a file to
only send a copy of the file to the recipient
rather than the file itself. The copy received
by the recipient is not linked to the original,
therefore, any changes to the copy by the
recipient will not be reflected on the origi-
nal file. Hence, email allows sharing files in
static mode only (i.e. path 14 in Figure 3).
Level 4: since the copy that is sent to the re-
cipient must be stored at the recipient device
in order to be accessed, email allows shar-
ing files in distributed memory rather than
shared memory (i.e. path 17 in Figure 3).

access to the recipients which is ReadWrite
which allows the recipients to read and edit
the received files (i.e. path 21 in Figure 3).
Level 6: email provides no restrictions on the
type of access the recipients have.

Peer-to-peer file sharing Peer-to-peer
(P2P) file sharing applications have gained
much attention in recent years. As its
name suggests, P2P file sharing applications
utilise P2P network. Unlike client-server
network, P2P network consists of multiple
computers (nodes) that are able to act as
client and server in the same time. For
instance, a node in a P2P network can send
request to another node in the network while
responding to requests from other nodes.
Therefore, in P2P file sharing applications,
files are not uploaded to a central server,
instead, they are scattered across users
devices which each of which can act as a
client and server simultaneously. Examples
of P2P file sharing applications are Napster,
LimeWire, Shareaza, Kazaa,and BitTorrent.

Level 1: P2P file sharing requires an owner
of a file to use a P2P client to register the file
to P2P network. Once the file is registered to
the network, other users who use clients that
connect them to the same network will be
able to search and download that file. There-
fore, it is suitable for publishing rather than
sharing.

Level 2: P2P file sharing allows an owner
of a file to share the file with everyone on
the network, therefore, files can be published
only as OneToMany.

e Level 5: email provides only one type of
e Level 3: P2P file sharing allows an owner

374



International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(2): 354-379
The Society of Digital Information and Wireless Communications, 2015 (ISSN: 2305-0012)

of a file to publish an independent copy of
the file to the recipients. Hence, it allows
publishing in static mode.

Level 4: Since the sent copies to the recipi-
ents will be stored at their devices in order to
be accessed, P2P file sharing allows publish-
ing files in distributed memory rather than
shared memory.

Level 5: P2P file sharing provides only one
type of access to the recipients which is
ReadWrite which allows the recipients to
read and edit the received files.

Level 6: P2P file sharing provides no re-
strictions on the type of access the recipients
have.

Anonymous FTP Anonymous FTP
allows anonymous access to the uploaded
files on the FTP sever to anyone with an FTP
client or even through a web browser. Most
anonymous FTP servers allow anonymous
users to download files from the server but
no one can update the directory except the
owner of the directory.

Level 1: Since the uploaded files to the
server are publicly available to be accessed
by anyone with an FTP client, anonymous
FTP is suitable for publishing rather than
sharing.

Level 2: Anonymous FTP allows a particu-
lar owner of files to publish the files to every-
one, or a group of owners of files, who share
their files with each other, to publish their
files with everyone. Therefore, files can be
published only as OneToMany or InGroup-
ToMany.

Level 3: Anonymous FTP allows an owner
of a file to only publish an independent copy
of the file to the recipients. Hence, it allows
publishing in static mode.

Level 4: Since the sent copies to the recip-
ients must be stored at their devices in or-
der to be accessed, Anonymous FTP allows
publishing files in distributed memory rather
than shared memory.

Level 5: Anonymous FTP provides only
one type of access to the recipients which

is ReadWrite which allows the recipients to
read and edit the received files.

Level 6: Anonymous FTP provides no re-
strictions on the type of access the recipients
have.

None-anonymous FTP  Unlike anony-
mous FTP, non-anonymous FTP does not
allow anonymous access to the uploaded
files on the server. Users accessing non-
anonymous FTP server will be prompted
for a unique username and password which
will be used as a basis for making decision
whether to allow or deny the user access
to the files. As a result, the owner of the
directory can specify different operations
that can be performed by each user such
as view, update, delete, and execute a file
in the directory. The differences between
anonymous FTP and non-anonymous FTP is
only in level 1 and 2.

Level 1: Unlike anonymous FTP, since the
users in non-anonymous FTP are prompted
for a unique username and password, which
means that not anyone can access the files,
non-anonymous FTP is suitable for sharing
rather than publishing.

Level 2: Non-anonymous FTP allows an
owner of a file to share the file with a par-
ticular person or a group. Also, it allows
a group of owners of files to share their
files with each other as well as sharing their
shared files with a particular person or group.
Therefore, files in non-anonymous FTP can
be shared as OneToOne, OneToGroup, In-
Group, InGroupToOne, InGroupToGroup.

Cloud-storage  services Cloud-storage
services allow the users to create storage
accounts to store their files. Users are able to
perform several operations on their storage
accounts such as upload, download, delete,
and share files. These operations can be
performed by the users in two ways. First,
through a web browser from any device.
Second, through a proprietary software
client that installed into their devices.
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Cloud-storage services offer a synchroni-
sation service, which means operations on
a storage account made through a browser
will be reflected in the installed client of
that account and vice versa. Also, users who
own several devices (e.g., laptop, tablet,
smartphone) can install a client into each
device to synchronise the files stored in their
storage accounts across their devices. Exam-
ples of cloud-storage services are Dropbox,
Google Drive, Microsoft’s Skydrive.

Level 1: Cloud-storage services allow users
to share their files either with users sub-
scribed to the same service or with users
form the outside. Sharing files with other
users subscribed to the same service requires
an owner of a file to select a person or a
group of people from the same service to
share the file with and specify the opera-
tions that they can perform on the shared
file (e.g., read and write). Since the file will
be released only to users from the same ser-
vices and to whom the owner has selected, it
is suitable for sharing. On the other hand,
sharing files with other users that are not
subscribed to the same service, requires the
owner of the file to generate URL for that file
and distribute the URL to others. The URL
can be distributed to everyone (e.g. posted
in a public forum) or to a person or a group
(e.g. via email). Therefore, Cloud-storage
services are suitable for publishing and shar-
ing.

Level 2: Cloud storage services allow an
owner of a file or group of owners of files
who are sharing their files with each other
to publish their file to every one. Also,
it allows an owner of a file to share his
file with a particular person or group and a
group of owners to share their files with each
other. Also, it allows a group of people who
do not share files with each other to share
their files with a particular person or group.
Therefore, files in cloud storage providers
can be published or shared as OneToMany,
InGroupToMany, OneToOne, OneToGroup,
InGorup, InGorupToOne, InGroupToGroup,

GroupToOne, and GroupToGorup.

e Level 3: Cloud storage services allow an
owner of a file to publish or share an inde-
pendent or linked copies of the file to the
recipients. Hence, it allows publishing and
sharing and static and dynamic mode.

e Level 4: The published or shared copies
of the files must be stored at the recipients
devices to be accessed. Therefore, Cloud-
storage services allow publishing and shar-
ing files in distributed memory.

e Level 5: Cloud-storage services allow the re-
cipients to have two types of access which
are ReadOnly and ReadWrite.

e Level 6: Cloud-storage services provide no
restrictions on the type of access the recipi-
ents have.

6.2 Summary

We used the characterisation of the activity of
file sharing in Section 5 to define a framework
that can classify all possible ways of perform-
ing the activity of file sharing. The framework
depicted in Figure 3, can be used to specify dif-
ferent policies for different sharing scenarios to
meet the protection requirements of the shared
files discussed in Section 4.2. For example, lev-
els 5 and 6 of the framework are concerned with
Read and Write operations and is useful to spec-
ify policies to protect the file against accidental
modification by Naive or Masquerader and acci-
dental disclosure to Masquerader. To protect the
file from accidental modification by Naive, the
file should be shared with ReadOnly or NoRe-
adOrWrite type of access, so that Write opera-
tion cannot be performed on the file. To protect
the file from accidental disclosure to and acci-
dental modification by a Masquerader, ReadOnly,
WriteOnly, and ReadWrite types of access should
be more restricted. For example, they can be re-
stricted to be exercised only on a specific time
(e.g. working hours) or location (e.g. office build-
ing), so that whether the device of a legitimate
user is stolen from home or found unattended out-
side working hours, Read and Write operations
cannot be performed.
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One the other hand, levels 1 to 4 of the framework
are concerned with Send operation and is useful
to specify policies to protect the file against ac-
cidental redistribution by Naive or Masquerader.
For example, Send operation on a class of sharing
such as share-OneToOne-Static-DM, can only be
performed successfully if the file is sent to only
one user who is either the owner of the file or an
authorised recipient, and the copy to be sent is
not linked to the original file, and must be moved
to the recipient device. Therefore, any attempt to
send the file to a group of people or to one user
who is neither the owner nor the authorised recip-
ient will fail.

Since the framework can classify all possible
ways of sharing files, having a mechanism that
enforces all classes of the framework will ensure
that files will not only be protected against insider
misuses but also files will be shared as their own-
ers desired.

7 CONCLUSION and FU-
TURE WORK

This paper has studied one category of the in-
sider threat problem that is concerned with file
sharing. In particular, protecting the shared files
against insider misuses. In this paper we investi-
gated three fundamental questions to the design of
a protection mechanism against insiders misuses.
Since the insider problem is not well-defined in
the literature and the insider is not clearly identi-
fied, we have proposed a classification to the in-
sider threat problem and defined the insider and
the insider threat problem precisely. Having de-
fined the insider problem and identified the in-
sider precisely, is the first step towards protect-
ing the shared files against insiders. More impor-
tantly is identifying misuses that insiders might
perform on the shared files. We have looked at
the different insiders misuses on the shared files
and characterised the protection requirements of
the shared files against them. However, in or-
der to provide a useful protection mechanism that
will not interfere with the activity of file sharing,

we need to consider how the activity of file shar-
ing can be performed. Otherwise, such protection
mechanism might be abandoned because it is not
suitable for various task of sharing. Therefore, we
have characterised the activity file sharing, moti-
vated from the development of extensive use-case
scenarios. From the characterisation we have de-
fined a framework that can classify all possible
ways of how the activity of file sharing can be
performed. Such framework can be used to spec-
ify different policies for different sharing scenario
to meet the protection requirements of the shared
files.

We are currently working to develop a mechanism
to enforce the different protections types against
accidental misuses on the shared files (See Fig-
ure 2). Since software is the major cause of many
breaches in security, a promising approach to cre-
ate a secure software is to write it in a typesafe
programming language. Therefore, we take a
type-based approach to enforce security policies
which is a language-based technique to provide
security in programs. Generally, system secu-
rity requirements can be divided into two con-
cerns which are access control and information
flow control. The former places restrictions on
the release of the resources, while the latter on its
propagation. Access control requirement can be
specified by our characterisation of how files can
be accessed while information flow control can be
specified by our characterisation of how files can
propagated. Next, we formalise our approach us-
ing a type system to formally analyse access con-
trol and information flow whereby our character-
isation of file sharing are represented as security
type annotations and access control and informa-
tion flow polices are enforced through type check-
ing to prevent accidental misuses.
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