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Abstract The WWW is more and more used for application-
to-application communications. Web services are a new

Web Services constitute a set of technologies thatPreed of web applications. They are self-contained, self-
many believe will change the web communication land- descnblng,.modular applications that can be pubh;hed, lo
scape within the next few years. They offer standardized andcated and invoked across the Web [14]. Web services per-
easy communications for distributed systems over the In-form functions which can be anything from simple requests
ternet. However their dynamic and distributed nature 'O COMplex business processes. Once a web service is de-
requires a well-managed system, and pending security is-Ployed, other applications (and other web services) can dis
sues prevent their widespread adoption. Meanwhile there €OVer and invoke this service.Web services provide a stan-
is a big rage toward the use of Virtual Private Networks dard means of interoperability between different applica-

(VPNSs) to secure communications in a cost-effective en-iOns, running on a variety of platforms and frameworks.
vironment like the Internet. In this paper we explain how One of their strength is the use of standard web technolo-

to merge these two technologies in a new powerful hybrid 91€S [17] (€.9. XML, SOAP, WSDL, UDDI), as will be ex-
model that: (1) enables an easy management of web serPlained latter on. However other issues like the security an

vices, (2) provides web services security thanks to the usdlynamic management of web service architectures are still

of dynamic and programmable VPNs, and (3) remains sim- Under discussion. _
ple and fully integrated. There is clearly a mutual need between the web service

and the VPN technologies. The proposed model fuses sev-
eral security technologies, IPsec and SSL, and the web ser-
vices technology into the same melting pot. The resulting
. hybrid model: (1) enables an easy management of web ser-
1. Introduction vices, (2) provides web services security thanks to the use
of dynamic and programmable VPNs, and (3) remains sim-
Virtual Private Networks (VPNSs) [13][12] have become ple and fully integrated.
an easy way of securing communications over the Intemet.  Ths paper is organized as follows: we discuss our VPN
VPNs services are a fundamental part of distributed sys-apnr0ach in section 2; in section 3 we discuss web services
tems spread over the Internet [10], since they enable the cre 5nq highlight the pending management and security issues;
ation of secure data tunnels among remote sites or hosts. IRye detail our proposal in section 4 and discuss some design

[2] we have introduced a VPN service provider architecture g4 performance aspects in section 5; finally we introduce
that enables to dynamically build IPsec VPNs between sites,g|ated works and we conclude.

or hosts, and which is totally independent from the Internet

Service Provider (ISP) used by each of them. This approach . ]

is centralized around the Virtual Network Operation Cen- 2. A Dynamic and Centralized VPN Ap-

ter (VNOC) of the VPN service provider. This VNOC col- proach

lects all configuration and policy information and remotely

configures VPN sites dynamically according to the clientre-  In this section we introduce our VPN architecture, dis-
quests to join or leave a VPN. cuss its features, and quickly compare SSL and IPsec VPNs.



2.1. Centralized VPN Architecture (which can be changed almost transparently) and en-
ables VPN creations between sites connected through

In a previous work [2] we described an IPsec VPN archi- different ISPs to the Internet. This is a major asset over
tecture that fully secures communications over the Interne other VPN solutions provided by ISPs that heavily rely
It relies on aVPN service providewhich is the responsi- on their own routing infrastructure.

ble of the VPN deployment and management between two
or more VPN sites. A VPN site can be a system at a branch
office, a laptop or even a system on a trusted partner's net-
work. This centralized VPN approach takes in charge all the ) o o
security management aspects like the authentication and ac  ® relies on well-known building blocksecurity is al-

e simple centralized approackhe presence of a central-
ized VNOC greatly simplifies the configuration, man-
agement and possibly billing aspects.

cess control of the sites that want to join the VPN. Every- ways done on a point-to-point basis, using well known
thing is dynamic and sites can join or leave a VPN at any security protocols like IPsec (site-site) and SSL (site-
time. VNOC).

¢ fully dynamic approacheach ED sends dynamic re-

guests to the VNOC to join/leave a VPN. Those dy-
namic requests are done on behalf of clients depend-
IPSec configuration ing on their own needs.

e many topologies are possible for site-to-site communi-

cations:in this paper we assume that a star topology,
T T centered on the service provider, is created. However
P TuN e this is not compulsory and other schemes are possible

for other communication scenarios. For instance [1] in-

troduces the Routed VPN (or VPRN) concept whereby
EDs can route packets between various VPN branches.

VPN site

‘ ‘ Dynamic Centralized

VPN site IP VPN approach .
¢ well-managed systenthis approach offers an access
Figure 1. The Dynamic Centralized VPN ap- mechanism to authenticate and authorize users before
proach for site-to-site security. they can benefit from the VPN service. It also provides

a provisioning tool for the subscription, management,
monitoring and billing processes.

Last but not least, this approach has been fully imple-
In this approach, a dedicated host, the Virtual Network mented and is commercially available [16].

Operation Center (VNOC), is the central pdinthat dis-
tributes policy configurations to the Edge Device (ED) of 22 Support of SSL-based and | Psec-based VPNs
each site. Those EDs are VPN enabled access gateways, and
one of them is necessarily present in each site. Each ED can IPsec and SSL (or the TLS IETF successor of SSL [6])
issue requests to the VNOC to join, leave or query a VPN. are two effective ways to provide secure communications
For instance, in case of a “join request”, if the site is au- over the Internet [22][4] and both can be considered for
thorized, the VNOC sends back the VPN configuration to building VPNs. Yet several fundamental differences exist
the ED of the site and updates the configuration policies of [5], essentially because IPsec operates at the network laye
the other EDs concerned by this VPN. This ED/VNOC di- whereas SSL operates at the application layer. For instance
alog is based on XML messages sent over HTTPS. There-IPsec offers a global security to all the applications, nd-ma
fore, the site-to-site communications are secured by IPseaer whether they use the TCP or UDP protocol, but it re-
[11], the security protocol used in our VPN tunneling ap- quires that an IPsec stack be installed. On the opposite SSL
proach, while sites-to-VNOC and VNOC-to-sites commu- only offers security to SSL-aware applications, but since
nications are secured by SSL connections. most web browsers support HTTPS (i.e. HTTP over SSL),
This approach has several distinctive features: it is largely deployed and used. But from a security point of
e ISP Independencehis service is provided by a VPN view, there is no ;ignifiqant differenge sincg SSL and IPsec
service provider independent of any ISP. This is a ma- POth support a wide variety of security services.

jor asset since it does not create any ISP dependency N Practice, building an SSL VPN or an IPsec VPN has
more to do with clients needs [3]. Therefore both technolo-

1 Note that in practice secondary backup VNOCSs, locatedidritsf gies can be used in a VPN environment amel consider
the VPN service provider's network, are used for high religpur- both IPsec and SSL based VPiNsour VPN web service
poses. architecture proposal.




3. Web Services e WSDL: itis a definition language [23] used to describe

where a web service resides and how to invoke it.
We now introduce web services and focus on the limita-

tions of current solutions. The hosting web services platform is typically either

J2EE or .NET. Platforms handle runtime issues on behalf
of web services, and because of their complexity they need

3.1. Web Service Architecture to be carefully managed.

A typical web service consists of three elements: 3.2. Evolution of Web Services and Open Chal-

e a Service Requester (the client), who requests the exe- lenges
cution of a web service,

« a Service Discovery Agency, who typically operates as . The evolution qf web service technologies can be divided
a repository where a service provider publishes its ser- into three phases:
vices, and e The first phase concerned the basic standards: XML,
SOAP, UDDI and WSDL. Thanks to the efforts of such
standardization groups as W3C and WS-I (Web Ser-
vice Interoperability Organization), these standards are

now rather mature.

e The second phase addresses the security and relia-
bility issues. This phase is still in an intermediary
stage, despite the big efforts of several working groups
such as OASIS (Organization for the Advancement
of Structured Information Standards), WS-l and oth-
ers. For instance WS-1 is working on critical web
services specifications like XML Digital Signature,
XML Encryption, HTTP-R, SAML (Security Asser-
tion Markup Language), and XACML (eXtensible Ac-
cess Control Markup Language).

e The third phase addresses the provisioning, monitor-
ing and system management. This phase is really in
the very early stages of discussion, even if it is of ut-
most practical importance.

e a Service Provider (later referred to as a web service
platform), who provides a set of services.

Service Discovery
Agency

1. Publish a service descriptions

Service Requester

Service Provider

4, Bind to the provider Web Service

Figure 2. Web Service Architecture.

In a typical scenario, a service provider first describes a
web service and publishes it to a service discovery agency.
A service requester retrieves the web service description ~Since the functional requirements are essentially cov-
from service discovery agency, and invokes the web servicee_re‘ja challenges have moved to the management and secu-
implementation from the service provider. rity aspects.

The use of standard technologies, in particular XML and 3.2.1. Managen’]ent Cha”enges A successful approach
HTTP, is the main factor of the web service success. In ad-to web service management requires a set of flexible, inter-

dition to that, a fU”y functional web service also requires 0perab|e Security primi[ives that, through po||Cy and con-

e SOAP: It is a specification protocol that defines a figuration, enable a variety of secure solutions, in additio
uniform way for passing an XML message [15]. A !0 @ set of policies for deploying, operating and monitor-
SOAP message contains the name and parameters of'd Web services. In this work we concentrate on the ex-
the method to call on the service provider, and returns ternal management operations (i.e. the management opera-
the values to the service requester. SOAP provides allons between a web service platform and the client envi-
light-weight messaging format that works with any op- fonments) rather than on the internal ones. External man-
erating system, any programming language, any plat- 2gément operations include:
form, and which is firewall-friendly. e client identification: clients are given a unique identity

e UDDI: it looks like a repository service [18] and it of-
fers a mechanism to discover services published by
providers. It has two kinds of clients: service providers
(who want to publish a service and its usage inter-
faces), and service requesters (who want to obtain
some services).

when placed under management control. Without these
identities, monitoring all instances of the web service
environment would be complex.

e client authentication and authorization: the goal is to

authenticate clients and give them the right or not to
invoke services from a web service platform.



e monitoring operations: the goal can be to determine  Other technologies are used for establishing secure con-
whether a web service instance is working correctly, nections over HTTP like SSL and TLS. Basically transport
to get the list of clients currently hosted on the web security for web service messaging consists in using SOAP
service platform, the list of web service instances cur- over HTTP/SSL or TLS.
rently responding or not, or the average dispatch time  Using IPsec is another way to secure web service mes-
for messages sent between web service instances.  sages. It provides peer authentication, confidentialitg an

integrity of IP packets. However fundamental differences

exist between SSL/TLS and IPsec as explained in sec-

tion 2.2.

No matter whether the security technology is for point-
to-point or end-to-end communications, a high level of se-
curity management is required to prevent conflicts between
web service instances and to deploy security policies with-

Yet the current web services standards do not handle allout any interoperability problem. Additionally, these ol
above issues. A significant limitation is the management of cies should be generated in a dynamic way, without any hu-
authorization and security events, as well as the explé&it ¢ man intervention, each time a client requests a web service.
pabilities of monitoring, configuring and identifying.

3.2.2. Security Challenges: Most of the current efforts 4. Our Approach: VPN Web Services

concern security issues. Many languages are created $or thi i i i
purpose (but are not yet finished). One of these languages®1- I ntroduction to the VPN Web Service Archi-

known as Web Services Security Language (WS-Security), tecture
defines SOAP extensions that can be used to provide in-

tegrity and confidentiality. Other languages use XML ex-
tensions for these purposes:

e configuration deployment: configuration policies must
be deployed in order to secure communications be-
tween a client and a web service platform. By having
enough information about clients, generating suitable
configuration policies that conform to the clients envi-
ronments is much easier.

The proposed architecture, that merges the web service
and VPN technologies, includes all the components of any
web service. It is based onantral Management Opera-

o XML Signature [7] describes how to digitally sign an tion Point (MOP)that handles all the management aspects

XML document and provides integrity, signature as- of both the web service and the clients, but is not involved

surance, and non-repudiation for web data. in the web service processing itself. The MOP includes two

e XML Encryption [8] describes how to encrypt an Components:

XML document and represents the encrypted con- e a UDDI register where the service descriptions are
tent of XML data and the information that enables a published, and

recipient to decrypt it. ¢ a VNOC where the management of the web service oc-

e XKMS [9] describes an XML-based protocol for dele- curs.
gated trust and specifies protocols for distributing and
registering public keys (used in conjunction with XML
Signature).

In this architecture, we distinguish timeanagement op-
erations of the web service platform and client environ-
ments, from theébusiness operationwhere clients request
e XACML [20] provide a specification for policies to ac-  the execution of a web service. The MOP is only concerned

cess XML documents, based on objects (elements to beby management aspects. There is only one management in-

accessed in the XML document), subject (the user), ac-terface in the MOP, shared by all web service platforms and
tion (read, write, create, delete) clients, while there might be several business interfameass,
e SAML [19] describes authentication, attributes, and &t €ach web service platform. , ,
authorization decision _ In order to unify all operations, a dedicated W_eb service
is created between the MOP and each web service platform

 SPML [21] Service Provisioning Markup Language oy client environment for management operations. To avoid
for exchanging user, resource, and service provision- confusions, we now distinguish:

ing information . i
e themanagement web servigarovided by the MOP to
These standards do not address the larger problem of  the entities he manages, and

how to secure a web service, but how to secure XML data,
no matter whether it is part of a web service or not. More-

over they do not address the issue of transport protocol se-
curity, although transport is an integral piece of end-to-e We therefore make &ecursive use of the web service
secure messaging required. conceptin our architecture. Naturally, WSDL descriptions

e the business web servicder just web services) pro-
vided by a web service platform to its clients.



are provided for the management and business services. e The messages exchanged between the MOP and a web

SOAP is used in both cases, and the management function-

alities can be discovered in the same way as web services.
The traffic within the management web service itself is al-
ready secured by SSL as explained in section 2.1.

To simplify management tasks of the various business

web services, and to address security requirements, the

MOP creates alynamic VPN for each business web ser-
vice This VPN is a star VPN that spans:

e the web service platform (center of the star).

e all clients of this business web service: they join (or
leave) the VPN dynamically and invoke the web ser-
vice. They are at the periphery of the star VPN.

From now on we will refer to the business web service
created over a VPN by¥PN web service

In this architecture a VPN web service is created by the
MOP for each web service offered by a web service plat-
form. Nevertheless a web service platform could use only
one VPN web service for all his web services, but this case
is not considered in this work because it may require to add
AAA functionalities to the platform which contradicts our
goals.

4.2. VPN Web Service Phases

In this section we describe more in details the various

steps required to set up a VPN Web Service, as well as sev-

services platform: the web service platform first con-
tacts the MOP by sending Rublish SOAP message
(1), with a WSDL description file attached that con-
tains details of the business interface and the pro-
vided services. The SOAP message is processed by the
VNOC who verifies the identity and authorization of
the web services platform (we assume a list of autho-
rized platforms exists). If OK, the VNOC registers the
new service description file into its UDDI register, and
associates a new star VPN to the web service platform.

The messages exchanged between the MOP and
a client environment: a client initiates the signal-
ing phase by sending &earchSOAP message (2)
to the management interface to look for informa-
tion about a business interface. Once the client is iden-
tified by the VNOC, arinfo SOAP message (3) is re-
turned to the client with the description file of the
business interface requested, plus the ID of the as-
sociated VPN web service. The client then sends
a Join SOAP message (4) to the MOP to join
the VPN web service. Upon receiving this mes-
sage, the VNOC adds the client’s ID to the VPN
members and distributes the new (IPsec or SSL) con-
figuration policies (5) to the client and the web service
platform. A VPN tunnel is finally established be-
tween them.

Two other types of SOAP messages exist:

eral types of SOAP messages used to establishing VPN web

services. Two phases can be identified during the setup pro
cess:

"""""""""""""""""""""" I Traffic between MOP
Management operation Point (MOP) [ !} and other elementsis

1} secured by SSL
e ] ] |

1
T | Management
interface

|
Management '
Web Services !
vl
Nl
<

"L _@Info ¢

o

Client

(5) Update of VPN configurationsfiles

Figure 3. Building Web Service VPN: Signal-
ing Phase.

4.2.1. Signaling Phase and VPN Branch Setup: This

e Leave messagé is sent by a client who wants to leave
one (or more) VPN web services identified by their ID.
Upon receiving it, the MOP updates the configuration
policies of the corresponding web service platform(s)
to delete the VPN tunnels for this client.

e GetVPN messagthis message enables to get the VPN
web services IDs that a client has joined.

All the IDs for the VPN web services, the clients and
the web services platforms are generated manually. This
manual configuration is due to the need of verifying the re-
guester identities which can be done via traditional ways,
like mails or telephone calls and the need of determining
the required security level.

4.2.2. DataTransfer Phase: Once the client and web ser-
vice platform have received VPN configuration policies,
the client can then invoke service thanks to the informa-
tion found in the WSDL description file obtained previ-
ously. When the client sends his first SOAP message to the
business interface, it invokes the establishment of the tun

phase concerns the management web services, and mesel between the client and the business interface. Once es-
sages are exchanged between the MOP and the web servidablished, the tunnel will remain active till the client sisra

platform or the clients. So we can distinguish two kinds of
messages:

Leavemessage to the management interface, and this later
has updated the VPN configuration policies.
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Depending on the security policies deployed in the previ-
ous phase, the traffic between the client and the web service
platform is secured either by IPsec or by SSL, depending on
the configuration policies. The choice of the security proto
col(s) depends on the clients security needs when they reg- 25
ister to the VPN service. The use of IPsec or SSL will not
prevent the use of other technologies such as XML signa-
ture or SAML to secure point-to-point communications, but
they add another level of security.

Another benefit is that a VPN web service contains only
authorized members who are interested in invoking its ser-
vices. Thus a web service platform does not care about the
authentication and access control of clients any more.& hes
security aspects are performed by the VNOC on behalf of

Update VPN time
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5. Implementation and Evaluation of a VPN Figure 6. Update time of a VPN web service
. histogram).
Web Service Platform ( gram)

In order to evaluate this architecture we implemented
a great part of the system. The MOP includes the VNOC sic authentication within SOAP messages. We used the
(UDDI is missing in this prototype) and uses a J2EE plat- SOAP::Lite model to implement the Perl client pro-
form to handle runtime issues. The management interfacegram. Since SOAP was developed to send authentica-
runs in front of a Java Apache server, and the clients use ation information just in case where the server asks for them,
Perl program to send SOAP messages to the managemenhe client sends its first SOAP message without any au-
interface. thentication information. This causes the management

We measured the time required to handle managemeninterface to send back a “401: authentication error” mes-
operations on the VNOC, in a real, operational environ- sage, and the client must reply with the missing informa-
ment. We focused on the three major operatidog, Leave tion. We solved this problem by enforcing SOAP messages
and GetVPN services Experiments have shown that pro- to always send authentication information in the first mes-
cessingJoin (figure 5) and_eavemessages require respec- Sage sent to the management interface.
tively 978 microseconds and 938 microseconds on average. We then measured the time required to set up a VPN web
This is twice as long as the processing @tVPN mes- service. This is the time between receivind@n message
sages that only require 492 microseconds. This is normalfrom a client, and updating the VPN configuration files in
becauseloir/Leaveoperations imply modifications in the the client’s side. This time is in fact strongly related toreo
VPN database handled by the VNOC. VNOC parameters that add an additiorstime to the up-

A problem that affected performance, especially when date process in the current VNOC implementation. In our
the number of clients increases, is related to the ba-tests (figure 6) thé\time ranges between 10 to 20 seconds



and we measured an average update time of 24 secondsiave been written in this domain, yet the vast majority re-
This is the waiting time before a client can participate ® th mains highly theoretical, as opposed to practical, realdvo
VPN web service. It may seem long, but once the client is implementations.
connected, service invocation is only determined by the web  The WS-Security document, which is now developed in
service platform, no longer by the VPN web service frame- the OASIS standards body, should be published for pub-
work. Besides we are currently working on this aspect to re- lic comments and is expected to be completed within a few
duce this initial latency. months. The WS-I (Web Services Interoperability) organi-
zation was formed recently and to promote open standards
for web services interoperability and it will come up with
mean time for treating getVPN requests sent by synchronized threads Security specifications, in particular WS—Security. Yet mos
standards require some time before they are truly useful
from an interoperability point of view, and web services se-
curity standards are no exception.
I As for management issues, no serious efforts have been
15000 Ay done, and most of them are proprietary approaches from
,f' 1 major application developers and providers. Lately a new
10000 o F / OASIS Web Services Distributed Management (WSDM)
f % Technical Committee was created as a way to bridge the gap
. IRV between OASIS and other organizations such as the W3C

25000

20000

time in MicroSeconds

—

5000 { + ’{ i
{}}f | J | Web Services Architecture Working Group and the Dis-
ol - - tributed Management Task Force (DMTF). This includes
0 5 ni;ber o Threis 20 % using web services architecture and technology to manage
distributed resources. The first Web Services Distributed
Figure 7. Processing time of GetVPN mes- Management (WSDM) V1.0 Specification is expected in
sages sent simultaneously by several clients. January 2004.

In addition to these organizations, business companies
such as Microsoft, Actionl, Amberpoint, already realized
the urgent need for web services management solutions.
time required to process GetVPNSOAP message when For instance Microsoft Will soon release its.new NET-
the number of clients accessing the management interfacé(ﬁsoelsl r;ggj)gement solution, Microsoft Operations Manager

increases. The results are good up to around 20 simulta- ) . readv di d with detail
neous clients, and then the average processing time largely " '€vious sections already discussed with great details

increases. A first reason for this behavior is the fact that several related works concerning security aspects of web
for eachGetVPNmessage received, the management inter- services. This section_ does POt re-open this discussion. A
face must invoke the database. Yet, since this is a Shared:_omplem_entary qugstlon is: *why Sho“'?" we use web ser-
database, the number of concurrent accesses is limited andf'°€S while othgr m|ddlevyare platform.s like R_MI’ CORBA
someGetVPNmessages cannot be handled immediately. A ©" DCOM provide great implementation vehicles for ser-
second reason that we suspect, is a negative impact of the//C€S ?The s.tren.gt.hs of the web as an .|nfc_)rmat|o.n distribu-
Java and the J2EE platform on performances, but further in-{0"» N@mely simplicity of access and ubiquity, are importan

vestigation is needed here in resolving the fragmented middleware world where inter-
Our experiments have shown that the overall perfor-

operability is hard to achieve. The web complements these

mance level is largely impacted by many different techno- platforms by provjding a uniform and w_ic?ely agcessible in-

logical aspects. Yet we are confident that performance Can?erface dqyer sler\{lgglrs, that arle rfnore efficiently implemented
still be largely improved, and efforts in this complex area " a traditional middleware platform.
are continuing. Therefore this section should be undedstoo
as a first evaluation of a prototype, not as a performance7. Conclusions

analysis of an optimized solution.

We finally performed scalability tests. Figure 7 shows the

Due to their flexibility and simplicity, web services
6. Reated Works gained much interest during the last few years. How-
ever the distributed and dynamic nature of web services re-
Security remains an important barrier to customer adop- quires advanced management capabilities. VPNs play
tion of web services, and in spite of many efforts, no sin- a prominent role in the framework we propose to man-
gle standard for security exists. Many documents and draftsage and secure these services, since VPNs provide the in-



frastructure over which business web services take place[17] E. Newcomer. Understanding Web Services: XML, WSDL,

The centralized Management Operation Point (MOP) per- SOAP, and UDDI Addison Wesley Professional, ISBN 0-

forms the client authentication and authorization aspects 201-75081-3, 2002.

and manages po||cy and Security Conﬁgurations at the[18] OASIS StandardUDDI Spec Technical Committee Specifi-

clients. Therefore it seamlessly takes in charge lots of has cation Version 3.0July 2002.

sles found in traditional web Services. [19] OASIS StandardAssertions and Protocol for the OASIS Se-
This work is supported by an implementation which curity Assertion Markup Language (SAML) v1Sept. 2003.

shows the feasibility of the approach. Yet achieving a good [20] OASIS Standard.eXtensible Access Control Markup Lan-

performance level requires an appropriate tuning of many guage (XACML) version l'(FebI 2.00_3'

building blocks, which is a complex task. If we are not sat- [21] OASIS Standard. Service Provisioning Markup Language

isfied by some aspects, most problems are now identified (SPML) Version 1.june 2003.
y ASpects, P [22] A. Patrick. SSL VPNs: The next hot mantra Net-
and we are continuing our efforts.

work Computing company, Feb. 2003.  http://www.nc-

india.com/features/.
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