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Abstract—We present a potential class of cyber attack, named
false data injection attack, against the state estimation in dereg-
ulated electricity markets. With the knowledge of the system
configuration, we show that such attacks will circumvent the
bad data measurement detection equipped in present SCADA
systems, and lead to profitable financial misconduct such as
virtual bidding the ex-post locational marginal price (LMP). We
demonstrate the potential attacks on an IEEE 14-bus system.

I. INTRODUCTION

The electric power industry is undergoing profound changes
as our society increasingly emphasizes the importance of a
smarter grid in support of sustainable energy integration and
utilization. Enabled by the technological advances in sensing,
communication, and actuation, the monitoring and control of
future electric power system is likely to involve many more
real-time information gathering and processing devices such
as Phasor Measurement Units (PMUs). While major research
efforts have been conducted in improving the power system
operational efficiency and reliability by use of novel cyber
technologies, the potential risks of cyber security bleach on
electric energy systems also need to be seriously investigated
before massively deploying these smart grid technologies.
Institutionally, the deregulation of electricity industry has un-
bundled the generation and transmission. Market participants
such as independent power producers (IPPs), load serving
entities (LSEs), and virtual market participants could submit
their bids and offers in a variety of electricity markets, the
operation of which depends on the physical power system
status. In this paper we investigate a potential cyber security
bleach scenario in the power system state estimators, which
could lead to financially profitable misconducts in electricity
markets.

The physical and financial operations in electric power
system become much more different after the industry dereg-
ulation. In most regions, the operation of the wholesale level
electricity markets and the underlying physical power systems
are organized in Regional Transmission Organizations (RTOs)
such as Independent System Operators (ISO) New England ,
Pennsylvania-New Jersey-Maryland (PJM) and California In-
dependent System Operator (CAISO). The market operations
are performed in a software engine named Market Manage-
ment System (MMS). The physical information of the electric
power grid is measured, communicated, and estimated in
another package named Energy Management System (EMS).

The well functioning of the electricity market relies on

faithful characterization of the real-time physical power system
information. As more and more advanced cyber technologies
are getting integrated into the EMS, potential cyber attack
threats are becoming a major security concern for RTOs.
One of the key functions in EMS is the state estimation
routine, which provides robust estimation of the entire power
grid’s real-time information according to field measurements.
In [6] the scheme of false data injection attack against power
grid state estimation was first introduced. By leveraging the
knowledge of the power network topology, it was shown that
false data injection attack could bypass the bad data detection
in today’s Supervisory Control and Data Acquisition (SCADA)
system. In [7] two possible indices are proposed in order to
quantify required efforts to implement such a class of attack.
As a function of the system topology, the indices could reveal
the least effort needed to achieve attack goals while avoiding
bad-data alarms in the control center. In [8] efforts have been
made to develop computationally efficient heuristics to detect
these false data attacks against state estimators. However, the
potential risks and costs of such a class of cyber attack are
not well understood yet. In [4] an attempt has been made to
systematically model the potential impact of cyber attacks in
deregulated electricity market operations.

While most cyber attack study on the SCADA systems
for the electric power transmission network primarily focuses
on the physical impact of such attacks, this paper presents
a novel integrated which shows the potential financial mis-
conduct that may be induced from cyber attack. In addition
to the catastrophic electric power system blackout scenarios
that cyber attacks can affect, the proposed scheme will be
much more often with cumulative significant financial losses
to the social welfare. The physical and financial impact of
these cyber attacks may lead to more vulnerable testing from
entities. The objective of this paper is to reveal such potential
risks, and to convey a starting formulation to analyze, and
prevent such a class of cyber attacks. An interdisciplinary
approach with power, control, and communication aspects
would lead to important findings to prevent such cyber attacks
from happening in the future. We illustrate in an IEEE standard
14-bus system the possibility of such a class of cyber attack-
induced financial misconduct.

We present in this paper a first attempt to convey the
potential financial risks that could be induced by these false
data injection attacks. In summary, the main contribution of
this paper is twofold:
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o We posed the problem of the data injection attack against
state estimation in deregulated electricity markets, which
leads to financial misconduct .

e« We provided a heuristic for finding profitable attack,
which can be formulated as a convex optimization prob-
lem.

The rest of this paper is organized as follows. Section
II provides basic background of how electricity markets are
operated in major RTOs. The possible false data injection
attack model is then elaborated in Section III. In Section
IV we present from the attacker’s perspective how a false
virtual bidding could be performed in conjunction with a false
data injection attack. Numerical example in an IEEE standard
system and discussions are presented in Section V. Concluding
remarks and future work are drawn in Section VL.

II. PRELIMINARIES

In deregulated electricity markets, the nodal price of electric
energy is determined at the Regional Transmission Organiza-
tions (RTOs). The electric energy market consists of several
look-ahead forward markets and real-time spot market. In the
real-time spot market, the Market Operations will calculate the
ex-post locational marginal price (LMP) based on the actual
state estimation from the SCADA system, the results of which
will be the final settlement price. In this section we will briefly
introduce state estimation algorithm in power grid and how it
will affect the ex-post market.

A. Notations

We first summarize the notations which will be used
throughout this paper in Table I. We will also use superscript
to indicate the contexts of variables. For example Pg; denotes
the optimal generation power at bus % given by the Ex-Ante
Solution. Pg; denotes the real time generation power and Py;
is the estimated real time generation power.

TABLE I
NOTATIONS

Index for generators ¢

Index for load buses j

Index for transmission line [

Total number of generators

K]
J
l
k Time k
1
J

Total number of load buses

L Total number of transmission lines

Ld; Load at bus 7 during run time
Pg; Generation at ¢ during run time
T A vector consists of all Pg; and Ld;
z Collection of sensor measurements
C;i(Pg;) Generation cost of producing Pg;
Pgimm(mm) Minimum (maximum) available power from generator ¢
Ai(k) Electricity price at bus ¢

F; Transmission flow at line [

Fynar Maximum allowed transmission flow at line [

Fymen Minimum allowed Transmission flow at line [

B. Ex-Ante Market

The Ex-Ante market is used to compute optimal generation
power Pg; with minimum total cost for each generator given
the predicted load Ldj. Moreover, the optimal solution needs
to satisfy certain safety and operation constraints. First, due
to the inertia of generator, Pg; cannot deviate too large from
the current generation power. Thus, the constraints can be
expressed as

Pgi"" < Pg; < Pg"**, Vi=1,...,1

where Pg™" Pgm% are functions of the current generation
power and ramping rate of the generator. Second, the power
flow for each transmission line must remain within the capac-
ity, which implies that

F™t < Ff < F*, Wl=1,..., L,

LMPs are calculated based on the linearized DC- optimal
power flow model. Therefore, we can represent the line flow
vector as a linear function of nodal injection vector:
Ld
P [ Pg} ()
where H is the distribution factor matrix of the nodal injection
vector. For future analysis, we would like to define the jth
column of H to be H;.
By all the previous argument, the Ex-Ante market will try
to solve the following optimization problem

Ex-Ante Formulation:

I
minimize E Ci(Pg;)
Foi i=1

I J

subject to Z Pyl = Z Ld;
i=1 j=1
Pgin < Pgr < Pg™™®  Vi=1,..,1
Flmin < Fvl* < Fvlmaz V] = 1,.. .,L

The solution of the above minimization problem will be
published and sent to each generator.

C. Real-time Market Model and State Estimation

Due to the stochastic nature of demand Ld;, the real
time Pg, Ld, F' may be different from the optimal value
Pg*, Ld*, F*. Hence, it is necessary to measure the real
time system in order to estimate the real-time state variables.
To simplify notation, let us denote the state x as the vector
consists of net power injection at each bus !. Since the real-
time states are different from the optimal value, we have the
following equations

r=x"+w, F=H(x" +w),

where w is the deviation of run time states from the scheduled
optimal states. In this paper we will assume that w is a

'Under the assumption of DC power flow, there exists bijective relationship
between bus voltage phase angle and net power injection [9].
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Gaussian random variable with zero mean and covariance Q).
We assume that I 4 .J + L number of sensors are deployed to
measure Pg;, Ld;, F; respectively. As a result, the observation
equation can be written in the matrix form as follows:
1

z= Hx+e:Cx+e, 2)
where e is the measurement error which is also assumed to
be Gaussian with zero mean and covariance R.

Given z, a minimum mean square error estimator is used to
estimate the state x based on the following criterion:

3)

Since we assume the observation equations and flow model
are linear, one can proof that the solution of the minimum
mean square error estimator is given by

& = argminzE|z — 2|3

#=(C'"RC)"'C'Rz = Pxz. 4)

where P = (C'RC)~'C’R. We also assume that a detector is
used to detect abnormality in the measurements. Let us define
the residue r to be

®)

We will assume the detector triggers an alarm based by
comparing the norm of r with certain threshold, i.e. an alarm
is triggered if the following event happens:

7lle = ||z — C#|l2 > threshold. (6)

D. Ex Post Market

Since the run time states Pg, Ld, F' is different from the
optimal states given by Ex-Ante market, it is reasonable to
recalculated the nodal price based on the run time data. In
this paper we will use the Ex-Post market model proposed by
[3]. Let us first define the positive congestion set to be

cly ={l: Fy > F"*},
the negative congestion set to be

cd_ ={l:EF < Fm™my,
and the non congestion set to be

co={l:l¢cly, 1 ¢cl_},

The Ex-Post Market will try to solve the following opti-
mization problem:
Ex-Post Formulation:
I

migi}grﬁze Zl Ci(APg; + Pg;)

I
> APg; =0
=1

AF <0
AF; >0

subject to

Vi=1,..,1
Vi e cly
Viecd._,

where APg™*® and APg™"™ is usually chosen to be
0.1MWh and —2M W h respectively. The Lagrangian of the
above minimization problem is defined as

I I
L =3 Ci(APg; + Pgi)) = \>_ APy
i=1

i=1

I
+ Z,Ui,mar(APgi - Apg;na:r)

=1
I .
+ ) timin(APg™™ — APg;)
i=1
+ > mAR+ Y G(-AR).
lecly lecl_

It is well known that the optimal solution of the optimization
problem must satisfies the KKT conditions. In particular, we
know that the following holds:

m=>0,¢=>0. @)

To simply notation, we define n, = 0 if [ ¢ cly, ¢ = 0 if
[ ¢ cl_. After solving the above optimization problem and
computing the Lagrangian multiplier X, (i maz, ti,min, M5 Cls
we can define the nodal price at each load bus of the network,
which is given by

L
OF,
Nj= A+ d(m—G)gr
=1 J

More details of the derivation of nodal price can be found in
[1]. Now let us write (8) in a more compact matrix form. Let
us define 7 = [n1,...,n1]" € RY to be a vector of all 7; and
¢ = [¢,.--,C]- By (1), we know that O0F;/0Ld; = Hy,
where Hj; is the element on the /th row and jth column of
H. Hence, (8) can be simplified as

N = A+ H (g 0),

(®)

9

where H; is the jth column of H matrix. The difference of
price at two nodes j; and js is given by

Ajy = Aj, = (Hj, — Hjp) ' (n = €).

III. ATTACK MODEL

(10)

J1

In this section we assume a malicious third party want to
attack the system by compromising certain number of sensors
and sending bogus measurement to the RTO in order to make
a profit from the market. The attacker is assumed to have the
following capabilities:

1) The attacker knows the underlying system model and

price model.

2) The attacker knows the optimal states Pg*, Ld*, F*

given by the Ex-Ante market.

3) The attacker compromised several sensors. Let us de-

fine matrix T' = diag(y1,...,vr+J+L), Where ~; is
a binary variable and ; = 1 if and only if sensor ¢
is compromised by the attacker. Hence, the corrupted
measurements received by the RTO can be written as

228



z' = z+ 2%, where z* € span(T") is the bias introduced
by the attacker’.
Based on the above assumptions, we can write the state
estimation equations as

2 =P =3+ P2“ (11)

Therefore, the new residue ' = r+ (I —CP)z®. By triangular
inequality, we know that

Iz < lIrll2 + (T = CP)z*2.

Thus, if ||(I —CP)Az%||2 is small, then with a large probabil-
ity the detector cannot distinguish 7’ and 7. In the limit case,
if (I — CP)Az =0, then 7’ will pass the detector whenever
r passes the detector. Based on these arguments, we give the
following definition:

Defnition 1: The attacker’s input z® is called e-feasible if
I(Z — CP)=2; < e.

Remarks 1: € is a design parameter for the attacker. A
smaller € causes more difficulties for the RTO to detect the
attack. On the other hand, a smaller ¢ also limits the magnitude
of attacker inputs. In the rest of the paper we will assume ¢
is pre-determined by the attacker.

Besides being unnoticeable, the attack must also bring profit
to the attacker. In this paper, we assume that the attacker will
exploit the virtual bidding mechanism to make a profit. In
many RTOs such as New England and PJM, virtual bidding
activities are legitimate financial instruments in electricity
markets. A market participant purchase/sell a certain amount
of virtual power P at location ¢ in day-ahead forward market,
and will be obligated to sell/purchase the exact same amount in
the corresponding real-time market. Therefore, the attacker’s
action can be summarized as

« In day-ahead forward market, buy and sell virtual power

P at locations j; and j, at price AP4, AD4, respectively.
« Inject z to manipulate the nodal price of Ex-Post market.
o In Ex-Post market, sell and buy virtual power P at
locations j; and jo at price Aj,, Aj,, respectively.
The profit that the attacker could obtain from this combination
of virtual trading is

Profit = (\j, — AP P+ (ADA —\;,)P
=\, — Ny FARA AP P
Let us define
p=X, — N, +ADA —APA (12)
Combining (10), (12) can be written as
p(z') = (Hj, — Hp,) " (n(z') = (=) + AR = A04

Ideally to make a profit, the attacker would like to enforce
that p(z’) > 0. However, since the system is stochastic and
the attacker does not know the whole 2’ vector, it can only try
to guarantee that Ep(z’) > 0, i.e., the attack is profitable in
the expected sense. Such a problem is still quite hard since the

2span(T) refers to the vector space containing all the subspaces of T'.

relationship between 7, ¢ and 2’ is implicit and hence Monte
Carlo method may be needed in order to compute Ep(z’). In
the next section, we will exploit the structure of the Ex-Post
formulation and develop a heuristic for the attacker.

IV. MAIN RESULT

In this section, we will develop a heuristic for the attacker,
which can be effectively formulated as a convex optimization
problem and solved efficiently. First let us define the set

Ly ={l:Hy; > H,},

and
L_ = {l : Hl7j1 < Hl_’ﬁ}.

As a result, p(z’) can be written as

p(z)) = Y (Hig — Hig)(m(z') = G(="))

leL+

+ Y (Hiy,

leL—
DA DA
+ )\jz - )\h :

— H3,) (G = m(2) (13)

Now by the fact that 7;(¢;) is non-negative and is 0 if the line is
not positive(negative) congested, we know that the following
conditions are sufficient for p(z’) > 0

1) APA > DA,

2) Fl’ < Frer if [ € L_, ie. the line is not positive

congested.

3) F/ > Fm™n if | € L, ie. the line is not negative

congested.

The first condition can be easily satisfied in the day-ahead
market. As a result, the attacker needs to manipulate the
measurement z’ to make sure that the last two conditions hold.
Following such intuition, we give the following definition:

Defnition 2: An attack input 2¢ is called J-profitable if the
following holds

EF < "% —6,Vle L_,
EF] > F™™ 4+ 6, Vl e L,

where EF' = F* + HP2°.

Remarks 2: Since the real F” is a Gaussian random variable
with mean EF”, a large margin § will guarantee that with large
probability the last two conditions are not violated.

Hence, the attacker’s strategy during the run time is to find
an ¢ feasible 2z such that the margin ¢ is maximized, which
can be formulated as

maximize )
zeespan(T)

subject to (I —CP)z%2<e
EE] < Fmow —§ VieL_
EE] > F™™ 4§ Vie L,

6>0
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Remarks 3: It is possible that the above convex optimiza-
tion problem is infeasible. In other words, with the compro-
mised sensors, the attacker could not guarantee that all the
lines in L_ are not positively congested and all the lines in
Ly are not negatively congested. In that case, the attacker
could instead seek to decongest as many lines as possible. As
a result, the attacker could relax the hard constraints to soft
constraints by adding penalties on the congested lines, which
leads to the following formulation:

l
§-D) f
=1

maximize
za€span(T) —
subject to (I —-CP)z%2<c¢
EF] <F™@=® _§+3 VielL_
EE] >F™" +6—-3 VielL,
6>0
6 >0 vi=1,...,1,

where D > 0 is the weight of the penalty and [; is the penalty
for line [.

V. ILLUSTRATIVE EXAMPLES

In this Section we illustrate examples of financial virtual
bidding misconducts, which are direct consequences of false
data injection attack against the EMS state estimators. Figure
1 shows the topology of the IEEE 14-bus system. There are a
total of five generators in this system. Table II describes two
scenarios that are simulated. In both cases, a small subset of
transmission line flow sensors are compromised by false data
injection attack.

A malicious attacker follows the procedure described in the
end of Section III with the purpose of gaining profit from
virtual bidding. At the pair of the nodes that are pre-specified
in the third column of Table II, an attacker purchases and
sells the same amount of virtual power in Day-ahead market
at nodes j; and j,, respectively. Based on historical trends,
the attacker purchases at the lower price node and sells at
the higher price node 3. In real-time market, the attacker then
executes false data injection attacks on the selected sensors
in order to remove a subset of congested lines. To illustrate
the effect of the attacks on ex-post market clearing prices, we
assume that the load forecast at day-ahead is perfect. In other
words, if there were no cyber attacks, the day-ahead LMP will
be the same as the ex-post LMP.

In Case I, only one transmission line (from bus 1 to bus 2)
is congested. The attacker chooses to buy virtual power at bus
4 and sells virtual power at bus 3 in day-ahead market. By
compromising two line flow sensors with false data injection,
the transmission line congestion gets relieved, leading to a
system-wide uniform ex-post market price. Figure 2 shows

3The choice of pairs of nodes do not necessarily have to be between a
congested transmission line [9]. As long as the pair of nodes exhibit consistent
sign on nodal price difference, it could be a candidate.
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Fig. 2. LMP with and without cyber attacks (only one line congestion)

the LMPs with and without the cyber attacks. Based on (12),
the profit of such transaction is about $1/MWh. In Case II,
there are three congested lines in the day-ahead market. By
compromising three line flow sensors, the desired attack pair
of nodes (buses 1 and 2) result in the same LMP in ex-post
market. The reason is that the cyber attacks maliciously lower
the estimated line flow information, thereby setting the shadow
prices of the actual congested lines to be zero. The profit of
such transaction is about $8/MWh. In Table Il we compare
the attack efforts and expected financial profits for both cases.
We use the norm infinity of z, with respect to the norm
infinity of z as an indicator of the attack efforts. As the system
congestion becomes more complex, the potential of gaining
financial profits by maliciously placing false data attack is also
higher. Due to the space limitation, here we do not elaborate
the numerical stability of the RTOs’ market clearing software.
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TABLE II
CASE DESCRIPTION

congested lines in day-ahead (from bus-to bus)

virtual bidding nodes compromised sensors

Case I 1-2

3 and 4 line flow sensors 1-2, 3-4

Case 11 1-2, 2-4, 2-5

1 and 2 line flow sensors 1-2, 2-3, 2-4
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Fig. 3. LMP with and without cyber attacks (three congested lines)
TABLE III
ATTACK EFFORTS AND PROFITS (¢ = IMWH)
relative efforts (HHZ;H‘L:O) profits (% of transaction cost)
Case | 1.53% 2.50%
Case II 1.21% 9.76%

Future research could address the possible alternatives to the
Lagrangian multiplier-based pricing mechanism in order to
prevent such false data injection attacks.

VI. CONCLUSION AND FUTURE WORK

In this paper we examine the effect of false data injection
attacks on the electricity market. We show that an attacker
could manipulate the nodal price of Ex-Post market while
being undetected by the system operator. Combining with
virtual bidding, such attack could bring financial profit to
the attacker. A heuristic is developed to compute the opti-
mal injection of the attacker, which can be formulated as a
convex optimization problem and thus solved efficiently by
the attacker. An illustrative example is further provided to
show the effect of false data injection attacks on the IEEE
14-bus systems. In the future, we would like to design counter
measures to mitigate the financial impact of false data injection
attacks.
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