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Abstract—We consider a cooperative diversity scheme where
a relay cooperatively enhances communication between a source
and destination. In cooperative diversity, due to lack of a mecha-
nism to ensure relay’s adherence to the cooperation strategy, the
receiver is often assumed to be passive. In this paper, we consider
a smart destination which examines relay’s signal prior to
applying diversity combining. This is attributed to the assumption
that relay may not conform to the cooperation strategies at all
times and may behave maliciously. Based on this assumption,
we develop a statistical detection technique to mitigate malicious
relay behavior in decode-and-forward cooperation strategy. The
detection technique statistically compares the signals received
from the two diversity branches to determine the relay’s behavior.
As the uncertainty in the direct path is only due to the channel,
correlation of received signals from the source and relay provides
a basis to characterize relay behavior. We show, both by analysis
and simulation, that a malicious relay reduces the correlation
between the received signals in the diversity branch. Finally, we
investigate bit-error rate and outage behavior performance in the
presence of asmart destination.

Index Terms—Diversity techniques, fading channels, relay
channel, communication system security.

I. I NTRODUCTION

Cooperative wireless communications is a new and emerg-
ing form of diversity that emulates transmit antenna diversity
to mitigate fading in the wireless channel. By exploiting the
broadcast nature of the wireless channel, cooperative diversity
allows single-antenna radios share their antennas to form a
virtual antenna array. The formation of the virtual antenna
array, through cooperative diversity, provides reliable commu-
nication and improved Quality of Service (QoS), like BER,
outage probability, etc., to single-antenna wireless devices.

Cooperative diversity may be achieved in a relay channel
[1], [2], [3] setting or through user cooperation [4], [5], [6].
A relay channel is a three-terminal network consisting of a
source, a relay and a destination, Figure1(a). Whereas in
user cooperative communications, Figure1(b), each wireless
user transmits their own data as well as act as a relay. In both
cases, the relay enhances communication between the source
and destination.

Cooperative diversity schemes employ various cooperation
strategies, commonly known as cooperative diversity proto-
cols. The two main fixed cooperative diversity protocols are
amplify-and-forward (AF) and decode-and-forward (DF). The
two protocols are fixed as the cooperation strategy does not

depend on the state of the source-relay channel. In the adaptive
version ofAF andDF, the cooperation strategy relies on the
decoding ability of the relay. That is, relay cooperates only
when amplitude of the source-relay channel is above a certain
threshold.

Consider the scenario depicted in Figure1 where the source
transmits directly to the destination. Due to the broadcast
nature of the wireless channel and its proximity to the source,
the relay also receives the transmitted signal. In theAF
strategy, the cooperating radio simply amplifies the faded and
noisy received signal and retransmits it to the destination. It
is important to note thatrelay amplifies the received signal
subject to its power constraint. In theDF strategy, therelay
decodes the received source codeword. It then re-encodes the
source codeword and retransmits the encoded source bits to the
destination. The relay might fully decode, i.e., estimate without
error the entire source codeword [6]. At the destination, the
retransmitted signal from relay provides redundancy to resolve
the uncertainty in decoding the signal received from the direct
path. The destination combines the received signals using any
one of the diversity combining techniques yielding less number
of detection errors compared to single path transmission.

Cooperative diversity protocols are primarily designed to
improve QoS at the physical layer with the assumption that
relays always cooperate. That is, the source and destination
implicitly assume that the relay conforms with the cooperation
strategy at all times. From a security point of view, this
inherent assumption implies that relays are always trusted.
However, this assumption may not be valid in a practical
setting with adversarial elements wherein relays might exhibit
malicious behavior. As achieving reliable communication with
cooperative diversity depends on relays conformance to rules
of cooperation protocol, a malicious relay can constrain the
envisaged performance improvements severely. Due to this
trust assumption, cooperative diversity presents a new security
challenge at the physical layer.

One approach to detect malicious behavior is where source
and destination can agree on a mechanism to authenticate
relay’s signal, e.g. employing tracing symbols. Such an ap-
proach, although it may be effective, incurs a cost to the
system in terms of bandwidth and additional complexity to
generate tracing symbols. In this work, we argue that corre-
lation between signals received in the two diversity branches
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Fig. 1. Cooperative Diversity.

is significantly reduced due to malicious behavior. Based on
this argument, we propose a statistical detection technique to
mitigate malicious relay behavior. The detection technique is
restricted toDF cooperation strategy as it promises further
performance improvement and attributes a higher degree of
trust to relay. However, the detection technique can easilybe
extended to other cooperation strategies.

The rest of the paper is organized as follows. The communi-
cation (channel, modulation scheme, protocol settings) model
is describe in sectionII. A model that capture relay’s behavior
is also described in sectionII. Discussion of the proposed
detection technique is presented in sectionIII. In sectionIV ,
the proposed technique is evaluated using simulation. Finally,
we present concluding remarks and discussion on going works.

II. SYSTEM MODEL

Consider the relay network depicted in Figure2. In this
work an orthogonal transmit scheme is considered, where the
source and the relay transmit in non-overlapping time slots,
TS and TR, respectively. During time slotTS, the source
(S) transmits signalXs to the destination (D). Due to the
broadcast nature of the channel, the relay (R) also receives
the transmitted signal,Xs. During this time slot, the relay
processes the received signal, implementingDF cooperative
diversity protocol, and generates relay signalXr. The received
signals at the destination and the relay during this time,
respectively are:

ysd = hsdXs + nsd

ysr = hsrXs + nsr
(1)

where, channelhhh : {hsd hsr hrd} is zero mean complex
Gaussian random variable that captures the effects of path
loss and fading in the wireless channels;nnn : {nsd nsr nrd}
is assumed to be additive white gaussian with power spectral
density N0

2 . Throughout this work we assume uncoded BPSK
signals, whereXs ∈ {−

√
Es, +

√
Es} with E(|Xs|2) = Es.

We assume an adaptive cooperation strategy where the relay
cooperates only when it can reliably decode the BPSK signal,
Xs. Thus, during the next time slot (TR) relay retransmitsXs
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Fig. 2. Relay network.

to the destination. The source transmits nothing during this
time. The received signal at the destination, during time slot
(TR) is,

yrd = hrdXs + nrd (2)

Rayleigh fading channels with independent channel dynamics
in source-relay, source-destination and relay-destination chan-
nels is assumed. It is also assumed that the fading amplitude
remains constant for two consecutive symbol durations. The
noise processes are assumed to be independent and identically
distributed.

The destination implements a diversity combining technique
to combine the received signals during consecutive and non-
overlapping time slots. We assume coherent detection where
the channel state information (CSI) is fully known at the
receivers. In this work, the Maximum Ratio Combining (MRC)
technique is considered.

The relay behavior is represented assuming a probabilistic
model [7]. In this model, the relay exhibits cooperating be-
havior in a stochastic manner. That is, the relay might coop-
erate with probabilityp1, or act maliciously with probability
p2. As the relay exhibits mixed behavior of cooperation or
maliciousness, we will refer to such relay behavior as semi-
malicious. The randomness of the relay behavior introduces
a new form of uncertainty in the system. To incorporate this
new uncertainty in the system model, (2) is modified. Hence,
the received signal at the destination can be described as

yΘ
rd = hrd(ΘXs) + nrd (3)

where yΘ
rd is the received signal in the presence of semi-

malicious relay andΘ is a random variable that captures the
relay behavior; the probability density function ofΘ is given
by:

fΘ(θ) = p1δ(θ − θ1) + p2δ(θ − θ2) + p3δ(θ − θ3) + . . .

+pmδ(θ − θm)
(4)

wherepm is the probability of occurrence of relay behavior
m andθm represents the associated relay action. For instance,
a cooperating relay is represented by (pm , θm = 1) while a
malicious relay will have (pm , θm ≪ 1).



Destination

Training?
YesNo

No(ρ(Θ) ≈ ρ(Θ = 1))
MRCρ(Θ) < ρ(Θ = 1)

Yes

Revert to
direct Tx

Source Relay

ML
detector

Fig. 3. Proposed Detection Technique.

III. PROPOSEDDETECTION TECHNIQUE

In the literature the destination is often assumed to behave
in passive manner. That is, it simply combines signals received
from the source and relay employing one of the diversity
combining techniques without examining the relay’s signal.
The passive behavior signifies the lack of a mechanism to en-
sure relay’s adherence to the cooperation strategy and inherent
assumption that relay always behaves according to the cooper-
ation strategies. As detection of malicious behavior is difficult
under such assumption, we consider asmart destination which
examines relay’s signal prior to applying diversity combining.
The proposed detection technique statistically compares the
signals received from the two diversity branches. As the
uncertainty in the direct path is only due to the channel,
correlation of the signals from the source and relay provides
a basis to characterize relay behavior.

The received signals at the destination in two consecutive time
slots, assuming the relay correctly decodes, can be expressed
as

ysd = hsdXs + nsd

yΘ
rd = hrd(ΘXs) + nrd

(5)

As can be seen in (5), the uncertainty in the direct path is only
due to the channel. Whereas the relay-destination channel is
characterized by the additional uncertainty due to the relay
behavior. Due to this, the statistical similarity between the
received signals (5) decreases. Thus, correlation between the
signals in the two diversity branches (5) provides a basis
to determine relay behavior. Taking the correlation of the
received signals at destination,

E[ysdy
Θ
rd] = E[hsd]E[hrd]E[Θ]E[X2

s ] (6)

For the case of iid Rayleigh fading channels with unit mean
power (E[h2] = 1), (6) becomes

E[ysdy
Θ
rd] =

π

4
EsE[Θ] (7)

Thus, the normalized correlation, E[ysdyΘ

rd
]√

E[ysd]2E[yΘ

rd
]2

is,

ρ(Θ) =
π
4 EsµΘ

√

(Es + σ2
n)(EsµΘ2 + σ2

n)
(8)

whereµΘ, µΘ2 are the first and second moments ofΘ.
Considering the special case where the relay cooperates at

all times (Θ = 1 with probabilityp = 1), (8) is reduced to,

ρ(Θ = 1) =
π
4 Es

(Es + σ2
n)

(9)

Thus, the correlation coefficient given by (9) provides a
threshold to characterize the relay behavior. This can be further
established analytically as,

ρ(Θ)

ρ(Θ = 1)
= µΘ

√

SNR + 1

SNRµΘ2 + 1
(10)

whereSNR = Es

σ2
n

. It can be shown that the first and second
moments ofΘ are less thanunity (µΘ < 1, µΘ2 < 1). Thus,

ρ(Θ) < ρ(Θ = 1) (11)

As shown above (11), the correlation between signals received
in the diversity branch is smaller in the presence of a malicious
relay. This result is intuitive as a maliciously modified signal
is not statistically similar to the source transmitted signal. In
the next section, this result is verified by simulation.

To implement the proposed technique shown in Figure3, the
destination estimatesρ(Θ) which will then be compared to the
ground truth (9). The best estimate ofρ(Θ) is obtained using a
sufficiently large number of received signals at the destination.
Suppose the source transmitsRS Kbits in a given symbol
duration. The destination may usex% of thoseRS Kbits

to estimateρ(Θ). Thus, a portion of the symbol duration
may be considered as a training period to determine relay’s
behavior. Note that during the training period, the destination
continues to process signals from the two diversity branches.
The overhead in implementing the proposed scheme is the
additional computation required to learn the behavior of the
relay. This overhead is negligible in an uplink transmission
where the source transmits to a base station or an access point.
At the end of the training period, the destination determines
the relay behavior using (11). In case malicious behavior is
detected, the destination reverts to direct transmission.

IV. SIMULATION RESULTS

In [7], it has been shown that bit error probability and outage
performance exhibit significant performance degradation due
to a semi-malicious relay. In this section, we discuss the bit er-
ror probability and outage behavior performance improvement
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Fig. 4. Correlation between received signals.

due to the proposed scheme. We assume a relay that behaves
according to the probability distribution,

fΘ(θ) = p1δ(θ−θ1)+p2δ(θ−θ2)+(1−p1−p2)δ(θ−θ3) (12)

According to this model, the relay distorts each correctly
decoded signal with probabilityp1 and a distortion factor
θ1(θ1 ≪ 1). That is, the relay introduces random amplitude
distortion. It might also introduce random phase distortion
with probability p2 and distortion factorθ2(θ2 < 0). This
represents the worst malicious behavior. This is because the
relay retransmits the BPSK signal after shifting its phase.
For instance,+Xs might be the correctly decoded signal at
the relay but a malicious relay might send−Xs in place
of +Xs. That is, the phase distortion due to the malicious
relay repositions signals in the BPSK constellation. At the
destination, a decision variable is formed by combining (using
MRC) received signals (hsdXs +nsd) and (hrd(−Xs)+nrd),
from the source and relay respectively. Due to this, the
destination gets confused as to which signal is transmitted
from the source. Thus, it makes decision error with relatively
higher probability.

We consider three different cases of (12) to estimate (8)
for the purpose of verifying (11). In the first case, the
relay introduces only amplitude distortion with probability
p1(p1 ≪ 1) (p2 = 0). In the second case, we consider a
relay that introduces only phase distortion (θ2 < 0) with
probability p2(p2 ≪ 1) (p1 = 0). Finally, we consider a
relay that introduces both amplitude and phase distortionswith
probabilityp1 + p2 (p1 = p2).

For the three different cases, we estimate the correlation
between received signals in the two diversity branches to
verify the claim in (11). Thus, malicious behavior reduces
correlation between the received signals as shown in Figure4.
We also observe that lower correlation is observed when the
relay introduces random phase distortion. This supports our
argument that malicious phase distortion represents the worst
behavior.

The detection technique is applied to the single relay
channel where the relay behaves according to (12). We focus
evaluation of the technique to two cases, namely, (p1 ≪
1, θ1 ≪ 1, p2 = 0) and (p2 ≪ 1, θ2 < 0, p1 = 0). As
shown in Figure 5, we observe BER and outage performance
improvement with reference to adumb receiver. In the first
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Fig. 5. Proposed detection technique performance.

case, the communications is reverted to direct transmission
as shown by the overlap of the BER and outage probability
curves. Significant performance improvement is also observed
in the second case. However, the performance at high SNR
is worse than that of direct transmission. This is due to a
significantly long training period which incurs higher cost.
We consider various length training periods to show the
impact on performance of the detection scheme. As shown
in Figure6, longer training periods incur penalty in terms of
relatively higher BER and outage probability. Note that the
destination processes all bits within a training period without
prior examination.
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Fig. 6. Proposed detection technique for various training periods,τ1 < τ2

andτ3 ≫ τ2.

V. CONCLUSION AND ONGOING WORK

In this paper we propose a statistical detection technique
to mitigate malicious behavior in adaptiveDF cooperative
diversity. To this end, we introduce asmart destination which
examines relay’s signal prior to applying diversity combining.



In the proposed technique, thesmart destination computes the
correlation between the received signals in the two diversity
branches. We showed both analytically and by simulation
that malicious activity significantly lowers this correlation.
We determine performance of the proposed technique in the
presence of a relay that behaves in probabilistic manner. We
showed the detection technique improves the BER and out-
age performance by reverting to single path communication.
We also showed the tradeoff between implementing training
periods and performance of the proposed technique.

Currently, we investigate cooperative diversity from a game-
theoretic point of view which conditions the communication
between relay and destination based on a trust and reputa-
tion model. The trust/reputation based system will provide
the mechanism to detect misbehaving (malicious and selfish)
partners and possibly impose penalty on such partners. Suchan
argument is equally valid in cooperative diversity where relays
are characterized by selfish and malicious behavior. For the
purpose of trust formation, we model cooperative diversityas
a repeated game with one-sided uncertainty where destination
maintains beliefs (probability based on past actions) about
relay’s behavior. Finally, we will extend our approach to other
cooperative diversity protocols such as amplify-and-forward.
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