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Abstract

We have seen an explosion of data exchange in the Internet and the extensive use of digital media.
Consequently, digital data owners can quickly and massively transfer multimedia documents across the
Internet. This leads to wide interest in multimedia security and multimedia copyright protection. In this
paper, a blind audio watermarking scheme using stereo signals is proposed. In the proposed scheme,
each bit of watermark bit stream is embedded into “non-silent” samples of stereo audio signals. The
watermark bits can be embedded by replacing least significant bit or bits in higher bit layers of original
signal samples. Robustness and performance of this audio watermarking scheme under different types
of attacks, such as addition of noise, MP3 compression and re-sampling are investigated. Watermark
extraction rates are calculated. Different audio signals including music, speech are used for the
experiments. It is found that the proposed audio watermarking scheme, compared with the use of
single-channel signals, is much more robust against addition of white noise.
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1. Introduction

The outstanding process of digital technology has increased the ease with which multimedia data are
reproduced and retransmitted. Since the advantaged of such a process are broadly available, they offer
equally increasing potential to both legal and unauthorized data manipulation. Consequently, the
necessity arises for copyright against unauthorized copying and redistribution, known as data piracy.
The problem of copyright protection of multimedia products has attracted the interest of scientists and
entrepreneurs alike. The most promising solution to this challenging task seems to lie in data hiding
techniques, i.e., methods for secretly and imperceptibly embedding signals of certain characteristics in
the media of interest.

Digital watermarking is a process of embedding additional secret information into digital signals
such as audio, image or video signals. If the watermarked signals are copied, then the embedded
information is also carried in the copy. The embedded information or watermark is usually in binary
format and the quality of original signals should not be affected by the embedded watermark. The
watermark bits are not apparent to any unauthorized user and they can be used to prove the ownership
of watermarked signals. The watermark should be robust and easily extracted from watermarked
signals even after some incidental and intentional attacks, such as addition of noise, re-sampling and
MP3 compression.

For digital audio watermarking, the approach can be non-blind or blind. For non-blind watermarking
technique, original signals are required for watermark extraction. On the other hand, for blind
watermarking technique, original signals are not required for watermark extraction. In this paper, a
blind audio watermarking technique is described.

A review of the multitude of existing multimedia watermarking techniques can be found in [1] and
[2]. The obvious conclusion from reading these review papers is that research on audio watermarking is
not as mature compared to image watermarking. Indeed, only few publications on audio watermarking
exist, most of them in the patent literature. Among many audio watermarking schemes, the approach
using least significant bit (LSB) for watermarking is a powerful method as it enables high rate of
information hiding and ease of implementation. It is a simple approach in watermarking of the audio
sequences, where the embedding of a watermark into a digital audio stream is performed by alternation
of the LSBs, having the amplitude resolution of 16 bits per sample. But robustness of this method is
very low. The watermark bits can be easily detected and changed. Watermark extraction rate is also
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very low when watermarked signals are subjected to different types of attacks. Instead of using LSB of
mono-signal samples, it is perceived that by using higher bits of stereo-signal samples, it can be more
robust against attacks. In this paper, a new watermark embedding algorithm using stereo signals is
proposed and its robustness is presented.

The organization of this paper is as follows, watermark embedding algorithm is explained in Section
2. Effects of watermarking on original stereo signals are detailed in Section 3. The robustness of
proposed audio watermarking scheme under different types of attacks is shown in Section 4 and 5;
followed by conclusion in the last section.

2. Watermark embedding algorithm

Numerous steganography techniques have been designed and implemented, which is due the fact
that multimedia objects have a highly redundant representation. In multimedia compression techniques
data redundancy is used in order to decrease the number of bits per sample needed for perceptually
transparent representation of multimedia content. On the other hand, data redundancy is used in
steganography techniques to embed additional data into the cover object, without causing perceptual
distortion. As already noted, one of the most common and simplest steganographic method is the LSB
coding method that embeds a message in the least significant bits of the host audio. As the number of
used LSBs increases or the depth of the modified LSB layer becomes larger, the risk of making the
embedded message statistically detectable increased and perceptual transparency of stego objects is
decreased. Therefore, there is a limit for the number of bits in each sample of host audio that can be
used to embed messages.

For LSB watermarking method[3-8], only the least significant bits of each mono-signal samples are
replaced by watermark bits and bits in higher bit layers remain unchanged. In the watermark
embedding algorithm proposed by N. Cvejic and T. Seppénen[5,6], bits in higher bit layers are used for
watermark embedding. To minimize the changes in original sample values due to embedding
watermark in higher bit layers, bits in other bit layers of the same sample have also to be changed. This
mono-signal watermarking method is only robust when watermarked signals are subjected to low level
noise. Other types of attacks, such as addition of high level noise, re-sampling and MP3 compression
may completely destroy the watermark information[9-13].

The proposed audio watermarking scheme improves above mono-signal watermarking method by
introducing watermarking threshold and making use of stereo signals. The result is a slight amplitude
modification of each audio sample in a way that does not produce any perceived effect[14-19].

The watermarking threshold is calculated using the following equation:

1

2n—(w+4)

Watermarking threshold = Q)

Where n stands for the number of bits per sample and w stands for the watermark embedded bit
layer.

The samples whose values are higher than the threshold are considered as “non-silent” samples
and they are used to embed watermark bits. The samples whose values are lower than the threshold
are considered as “silent” samples and they are not used for watermark embedding. This procedure is
suggested as the original values of “silent” samples are very small. Embedding watermark in “silent”
samples will significantly change the values and cause much additional noise, the quality of original
audio signals will be severely affected, hence “silent” samples are not used in watermark embedding
process. After calculation of the threshold, let each “non-silent” sample value of original stereo
signals be represented in 16-bit binary format, a;¢,a;5,814,813,812,811,810,89,88,87,86,85,84,83,82,81, Where
a; is the bit in the 1% bit layer; a, is the bit in the 2" it layer and so on. A watermark bit stream is
first generated and i™ bit layers of “non-silent” samples are used as watermark embedded bit layer. If
the first bit of the stream is bit “1”, and a; of the first “non-silent” sample of left-channel signal is
also bit “1”, no action is taken. If a; is not “1”, watermark embedding process of left-channel signal is
performed according to the following procedures,
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a=1

ifa_;=1 thena;a,..a;=00...0

ifa_;=0 and

ifaz=1 then a4=0 and aa.... y=11...1

else if aj;o=1 then a»,=0 and aj4a..a;=11...1
else if ai+3=1 then ai+3=0 and QAiso@isg .o =11...1

else ifajg=1 then a;gz=0 and  ajsau... 3;=11...1
If the first bit of the stream is bit “0”, and a; of the first “non-silent” sample of right-channel signal is

also bit “0”, no action is taken. If a;is not “0”, watermark embedding process of right-channel signal is
performed according to the following procedures,

a;=0

ifa_.; =0 thenaj;a.,..a=11...1

ifa =1 and

if 3,,,=0 then a=1 and aj4... 2,=00...0

else if a;,,=0 then a»,=1 and aa ... ;=00...0

else if aj+3=0 then ai+a=1 and Qis2i+1... 33=00...0

else if a;6=0 then a;gz=1 and  a;5a14... 3;=00...0
The same watermark embedding procedures are applied to the second bit of the stream and so on until
the last “non-silent” sample of stereo signals.

3. Effects of watermarking on original signal

From above watermark embedding process, it can be seen that besides watermark embedded bit
layer, other bit layers also have a lot of changed bits. Hence the bit layer used for watermarking cannot
be exactly identified and watermark cannot be easily changed or removed. The method is applied to a
stereo audio signal and Fig. 1 shows the percentage of changed bits in different bit layers as a result of
embedding watermark in the 5™ bit layers of “non-silent” samples.
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Figure 1. Percentage of changed bits as embedding in the 5" bit layer

When watermark bits are embedded in original stereo signals, the original sample values are changed.
This is equivalent to adding noise to original signals. An experiment is conducted to investigate signal-to-
noise ratio (SNR) of watermarked signals due to embedding watermark bits in different bit layers. The
experiment is conducted using a 15 second stereo music signal sampled at 44,100 samples per second
with each sample having 16 bits. The proposed watermarking scheme is applied to the music signals. A
watermark bit stream is embedded in Layer 1 to Layer 5 of “non-silent” samples and generate 5 different
watermarked stereo signals. The mono-signal watermarking method is also applied to one single-channel
signal of the music signal. The same watermark bit stream is embedded in Layer 1 to Layer 5 of each
mono-signal samples and generate 5 different watermarked mono signals.

Mathematically, SNR for the watermark embedded in time-domain is calculated as follows,

20



Advanced in Information Sciences and Service Sciences
Volume 2, Number 3, September 2010

SNR=10log, {3 x*(n)/ Y [x*(n) - y* () 2

where x(n) stands for a sample value of original signals and y(n) stands for a sample value of
watermarked signals. The SNRs of all 5 watermarked stereo signals and 5 watermarked mono signals
are shown in Table 1, 2.

Table 1. SNR(dB) of watermarked stereo signals ~ Table 2. SNR(dB) of watermarked mono signals

Signal-to- Embedded Bit Layer of Signal-to- Embedded Bit Layer of
Noise Watermarked Signals Noise Watermarked Signals
Ratios st 2nd 3rd  4th 5th Ratios 1st 2nd  3rd  4th 5th

SNR (dB) 72.09 70.15 67.38 59.36 46.25 SNR (dB) 66.52 6149 56.81 44.37 2853

It can be observed that each SNR of different embedded bit layer for the proposed watermarking
scheme is much higher than that for mono-signal watermarking method. For mono-signal watermarking
method, the SNR of 5™ embedded bit layer is 28.53dB. However, informal listening test shows that the
quality of the watermarked audio signal is already affected. When the proposed scheme is used, additional
noise level due to embedding watermark is significantly reduced. The quality of watermarked signals is
also improved.

4. Robustness under attack of addition of noise

To assess the robustness of proposed audio watermarking scheme under attack of noise, white noise
with different magnitude are added to the 5 watermarked stereo signals and 5 watermarked mono
signals mentioned above, and obtain watermarked signals with resulting SNRs of 20dB and 50dB for
each of these watermarked signals. The watermark bits can be extracted by reading the bits in the
embedded bit layers. Percentages of correct extracted bits are calculated for each of these watermarked
signals. The watermark extraction rates are tabulated in Table I, IV and plotted in Fig. 2, 3.

Table3. Watermark extraction rates(%) for Table 4. Watermark extraction rates(%) for
watermark signals with 20dB resulting SNR watermark signals with 50dB resulting SNR
Watermark Audio Watermarking Watermark Audio Watermarking
- Method - Method
Extraction Rate Extraction Rate
(%) St_ereo— Mono— (%) St_ereo- Mono—
signal signal signal signal
o o 1st 50.16 49.97 o o 1st 50.39 50.23
3 < 2nd 57.82 49.99 S < 2nd 69.13 62.81
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Figure 2. Watermark Extraction Rates of Table 3 Figure 3.Watermark Extraction Rates of Table 4
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When no white noise is added, the watermark extraction rates are 100% for both methods. When the
level of added white noise is high such that the resulting SNR is low, the extraction rates for mono-
signal method are very low. For example, when the added noise level is high such that the resulting
SNR is only 20dB, the watermark extraction rates for mono-signal method are around 50%, which is
the level of random guess for binary data. But for the proposed stereo-signal method, watermark
extraction rates are significantly increased across 5 embedded bit layers. A rate of 73.47% can be
achieved when 5™ bit layer is embedded. When added white noise level is reduced, for example, the
resulting SNRs of watermarked signals are 50dB, the extraction rates are increased. When 5" bit layer
is embedded, the rate for proposed stereo-signal method is 91.52%, which is 18.16% higher than that
for mono-signal watermarking method.

Similar results are obtained when the proposed watermarking scheme is applied to a stereo speech
signal and they are shown in Table V. This shows that the robustness of proposed scheme is not
significantly affected by the types of audio signals.

Table 5. Watermark extraction rates(%) for a speech signal

Watermark Extraction Embedded Bit Layer of Watermarked Signals

Rate (%) 1st 2nd 3rd 4th 5th
Resulting No white noise 100 100 100 100 100
SNR(dB) 20 50.22 55.61 62.72 70.36 72.79

50 50.28 69.04 73.24 83.65 90.07

5. Robustness under MP3 compression and resampling attacks

Experiments are carried out to test the robustness of proposed audio watermarking scheme when
watermarked stereo signals are under attack of MP3 compression. The watermarked audio signal is
compressed to MP3 format. After compression, the sampling rate of watermarked signal is reduced to
1,400 samples per second and the number of samples is also reduced. Then the MP3 format is
converted back to the original format. After conversion, the number of samples is increased to original
value. The above 5 watermarked stereo signals without any white noise are used again in these
experiments. The watermark exaction rates are calculated and they are given in Table 6.

Table 6. Watermark extraction rates(%) under attack of MP3 compression

ExtractionRate (%) Embedded Bit Layer of Watermarked Signals
for MP3 Compression 1st 2nd 3rd 4th 5th
Extraction Rate (%) 49.80 49.82 49.83 50.06 50.11

MP3 compression is lossy[20]. The extraction rates are only about 50%. As 50% detection of binary
data is equivalent to random guess, the watermark information is completely destroyed. It can be
concluded that MP3 compression completely destroys the watermark information and the proposed
watermarking scheme is not robust under attack of MP3 compression.

Experiments are also carried out to test the robustness of proposed audio watermarking scheme
when watermarked stereo signals are under attack of re-sampling. The watermarked stereo signals are
first re-sampled at a different frequency and then re-sampled back at 44.1 kHz which is the original
sampling frequency. After re-sampling, the length of audio signal and the number of samples are not
changed. The watermark exaction rates are calculated and they are shown in Table 7.

Table 7. Watermark extraction rates(%) under attack of re-sampling

Watermark Embedded Bit Layer of Watermarked Signals
Extraction Rate (%) Ist 2nd 3rd 4th 5th
Resampling 14.70 48.99 49.54 49.83 49.71 50.11
Frequency 22.05 49.61 49.73 50.17 50.66 50.70
(kHz) 66.15 49.17 49.84 49.96 50.30 50.43

88.20 50.03 53.29 55.64 58.52 60.79
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From above table, it can be seen that the watermark extraction rates are round 50% except when re-
sampling frequency is 88.2 kHz which is an integer multiple of original sampling frequency, hence it
can be concluded that the proposed scheme is not robust under attack of re-sampling unless the re-
sampling frequency is an integer multiple of original sampling frequency.

Subjective quality evaluation of the watermarking method has been done by listening tests involving
ten persons. Three of them had basic or medium level music education or are active musicians. In the
first part of the test, the participants were repeatedly presented with unwatermarked and watermarked
audio clips in random order and were asked to determine which one is the watermarked one (blind
audio watermarking test). Values near 50% show that two audio clips (original audio sequence and
watermarked audio signal) cannot be discriminated by people that participated in the listening tests.

6. Conclusions

Standard LSB watermarking scheme is a powerful method of information hiding and the complexity
of implementation is low. However, if the least significant bit layer is used for watermarking,
robustness is very low. Even if higher bit layers of each mono-signal samples are used for watermark
embedding, it is only robust when low level white noise is added to the watermarked signals. Some
other types of attacks, such as addition of high level noise, MP3 compression and re-sampling, will
completely destroy the watermark information.

In this paper, a blind audio watermarking scheme is proposed. The scheme embeds watermark bits
into “non-silent” samples of stereo signals. The noise level due to embedding watermark is significantly
reduced. The proposed scheme is very robust against addition of white noise. Even the added noise
level is high, the watermark extraction rate can still reach about 73% when 5™ bit layer is embedded,
which is 23% higher than that when mono-signal watermarking method is used.

The proposed audio watermarking scheme, however, as expected of bit replacement watermarking
schemes, is not robust against MP3 compression and re-sampling unless the re-sampling frequency is
an integer multiple of original sampling frequency.
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