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Abstract- Multibiometric recognition systems, whih aggregate information from multiple biometric sairces, are gaining
popularity because they are able to overcome limiteons such as non-universality, noisy sensor datand susceptibility.
Multibiometric systems promise significant improvenents as higher accuracy and increased resistance $poofing over
the single biometric systems. This paper proposes method which integrates fingerprint, palmprint and face and
performs the fusion at score level. Three biometritraits are collected and stored into database ahe time of Enrollment.
In the Authentication stage query images will be awmpared against the stored templates and match scores
generated.AOV based minutiae algorithm is proposetbr fingerprint matching. To compare Face images P@ analysis is
used. Palmprint matching score can be generated ugj PCA analysis. This matching score will be passed the fusion
stage. Fusion stage includes normalization of thesres. Weights can be assigned according to the iontance of the
biometric traits. These weighted and normalized sae will be combined to generate a total score. Thiwtal score will be
passed to the decision stage. In the decision staigpal score will be compared with certain thresha value. That will
realize person’s authenticity whether a person isenuine or imposter.

Keywords — Multibiometric, fingerprint, palmprint, face, AOV,PCA

l. INTRODUCTION

In the recent years, biometric authentication helne popular in modern society. Multimodal biamegberson
authentication systems integrate multiple authatitia techniques, and are important for many sgcagplications
such as government, defensarveillance anairport security Biometrics is defined as the science of recogugizi
an individual based on his/her physical or behaligroperty [1]. As password or PIN can lost orgfuten,
biometrics cannot be forgotten or lost and requipbgsical presence of the person to be authenticatbus
personal authentication systems using biometriesnaore reliable, convenient and efficient than tiaglitional
identification methods. Multimodal biometrics hascbme increasingly important, particularly becasiagle modal
biometrics has reached its bottleneck; i.e. nowarsality, noise in sensor data and spoofing. Mhdtdal
biometrics gives supplementary information betwdiferent modalities that increases recognitionf@enance in
term of accuracy and ability to overcome the draskbaof single biometrics. There are two types afnitric
techniques: Physiological (face recognition, ifgagnition, and finger print recognition). And tbther one is
Behavioral (signature recognition, gait, voice ig@tion). In this paper we concentrate on the phlggiical features
such as fingerprint recognition, face recognitiod galmprint recognition. Authentication by usingiltrmodal
biometrics offers high reliability due to the prese of multiple piece of evidence and it is moréidgilt to
simultaneously forge multiple biometric charactiécsthan to forge a single biometric characterigi.

1. SYSTEM DESCRIPTION
A generic biometric system operates in two stagesis the capture and storage of enrollment biamstmples
and the capture of new biometric samples and tloeiparison with corresponding reference samples.pfbposed
Multimodal Biometric Authentication system worksarsix-stage process that consists of the followtages.
* Image Capture
* Image Preprocessing
* Feature Extraction

e Matching
* Fusion
» Decision

FoaT

Internatonal Journal of Elec
5 suter Science Engi

ISSN 2277-1956/1N3-1315-1320 S WWW.LECSEORG

A



| JECSE,Volumel,Number 3
A.S.Deshpande.et.al

A Image Capture Stage

A multimodal biometric authentication system caifethe samples of biometric features. In the pregay/stem w
capture the images of fingerprint, palmprint ancefavho wants to register in the system. To cafthe face image
and palm high quality webcamera is used. Fingerprimges are captured using optical fingerprintdes:
Fingerprint image size will 260*300 pixels and theage size for face and palm will be 320*240 pi»

B. Image Preprocessing

The imayes must be preprocessed before going for thestagé. Image preprocessing is done with the irderaf
removing unwanted data in the image such as naflections.The objective of image processing sfagde filter,
binarize, enhance and skeletmmithe original gre-level image.In the proposed system we have to poess thre
images obtained by three various biometric ti

C. Fingerprint Image Preprocessing

Fingerprints are texture on the top of human fitige Fingerprint is a graphical flowke ridges present on hum
fingers.[3].It has been widely used for person tiieation for several centuries.The fingerprint basically the
combination of ridges and valleys on the surfac¢heffinger. The lines that create fingerprint pattare alled
ridges and the spaces between the ridges are eallegs or furrow. In the context of fingerprint, minutiae refer
various ways that the ridges in a fingerprint cerdiscontinuous. The goal of fingerprint image poepssing is ti
increase th clarity of ridge structure so that minutiae psio&n be easily and correctly extracted. Figuredicates
the preprocessing stage for fingerp

Image o Elimination of . .
. Binarization R smoothing Thinning
segmentation noise
Fingerprint Image preprocessing stage Enhanced
Raw fingerprint
fingerprint image
image

Figure 1Fingerprint Image Preprocessing
Once a higlguality image is captured, there are several required to convert its distinctive features int
compact template.. The above image preprocessaps stre sequentially applied to achieve the enldaimscage.
Image preprocessing is applied for images at the tf enrollment as well as authenticn.
D. Face Image Preprocessing
Faces differ in thousands ways because of theredifées in shape, size and structure of the ordn general, face
recognition techniques can be divided into two gsobased on the face representation they use Appearance-
based, which uses holistic texture features aagdied to either who-face or specific regions in a face imagnd
the other onés Featurebased, which uses geometric facial features anthgeix relationships between the At
the time of enrtbment face image is captured by using web camEnase images will undergo image proces:
stage. After image preprocessing enhanced faceemadly be passed to the fusion stage. Figure 2citdis the
preprocessing steps for face.

Face Image Size Histogram Median Rotation Illumination Enhanced
Image Normalization Equalization Filtering normalization Normalization Face
image

Face Preprocessing Stage
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Figure2:Face Image Preprocessing

E. Palmprint |mage Preprocessing

Palmprint is one of the relatively new physiolodibeometrics due to its stable and unique charaties. The are
of the palm is much larger than the area of a firgel as a result, palmprints arepected to be more distincti
than the fingerprints. Unique features of the [-print include principle lines, wrinkles, ridges addtum points
There are two approaches for palmprint recognitione is transforming the palmprint images into #pe
transformation domains and the other one is to extmocipal lines and creases extracted from |
[4,5].Palmprint image is acquired using a high dgyalebcamera and subsequently undergoes underomegsing
steps as shown in figure 3.

Background Image P Ellimination .
] Binarization . smoothing
Removal segmentation of noise

Palmprint Image preprocessing stage

Raw Enhanced
Palmprint Palmprint
image Image
Figure. 3:Palmprint Image Preprocessing Stage
F. Feature Extraction Sage

a. Minutiae extraction

Minutiae points are essentially the endings andrbétions of the ridgelines that constitute a fipgat. The
minutia can be represented by the type, positiah aientatior The minutiae type can be either ridge endini
ridge bifurcation. The direction of a minutia i, this system, defined to be the angel of the vebtat starts in th
minutia and ends in the eight pixel of the ridgattthe minutia belongs to. Thecation of minutiae points alor
with the orientation is extracted and stored tarfar feature set. Fingerprint matching techniquesbeaplaced int:
two categories: minutiae based and correlation hfge Minutiae-based techniques first find minutiaoints and
then map their relative placement on the fingeis Itifficult to extract the minutiae points acdals when the
fingerprint is of low quality. Fingerprint matchinigased on minutiae has problems in matching diffesized
(unregistered) mirtine patterns. The extraction of minutiae pointsaiglifficult step in fingerprint recognitic
system. This is when the fingerprint informatiopttaed by the scanning device is transformed wrmét that cal
be matched by an automated system. Theure vector of minutia generally consists of the utim type, the
coordinates and the tangential angle of the mindilee minutia correspondences are difficult to ob@due to
several factors such as the rotation, translatr@hdeformation of the fingprints, the location and direction err
of the detected minutiae as well as the presenspwious minutiae and the absence of genuine ra@ Adjacent
feature of a minutia is very important for matchipgcause it is rotation invariant and trarion invariant. In this
paper, we will present a fingerprint minutiae matghby using Adjacent Orientation Vector (AO

TFa

Figured:lllustration of adjacent orientation vector [7]
Fig.3 depicts how to find adjacent orientation wvectf a is a minutia f a fingerprint, then b is the correspond
orientation point, whereas c, d, e and f are the &ljacent minutiae satisfying |ac|=|ad|=|aet),<bac=0 , <bad
=xn, bae=x, and <baf =8/ 2 where D is a constant. Since a, b, ¢ and doarepoints in tle fingerprint image, there
will be certain orientation at the four Points. \W&sume the difference between the four orientamusminutiac
orientation are 1 0, 2 0,3 0 and 4 o respectivEtye ridge number between ac, ad, ae and afsisusled tensure
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reliable matching, which is named as 1 n, 2 m,add 4 n respectively. The vector< 10,2 ®,30,1n,2n,3
n, 4 n >is named AOV.[7].Assume directioneofis ¢, then 0181 — ¢, 02=92 — ¢, 0363 — ¢, 0464 — ¢. Now
these 0l, 02, 03, 04 are rotation and translatiorariant. Now AOQV for point a can be calculated as
AOV(a)=<o0al,0a2,0a3,0a4,nal,na2,na3,na4>. Let APt AOV(y) denotes the vectors for different atiae x
and y.By using Euclidean distance formula the girity can be measured between these two minutigxspo

b. Facefeature extraction
The feature extraction module for face composesatufe vector that is well enough to representfdbe image.
Eigenfaces approach seemed to be an adequate methedused in feature extraction due to its siaigli speed
and learning capability. Eigenfaces are a set gdraiectors used in human face recognition. Thely seeapture
the variation in a collection of face images and tlgs information to encode and compare imagesdi¥idual
faces. Eigenfaces are the principal components ditabution of faces, or equivalently, the eigeators of the
covariance matrix of the set of face images [7fBfgces are mostly used to extract the relevaidlfadormation
and to represent face images efficiently by redytime and space complexity. The training set adides is given
as input to find eigenspace. Using these imagesatierage face image is computed. Covariance mafpresents
the difference of these images with respect to dherage face image. Eigenvectors and Eigenvaluesbea
calculated accordingly. These are the Eigenfacashaepresent various face features. Eigenvaluesarted and
higher of them which represent maximum variatiorils e considered. This becomes eigenspace spamydide
eigenfaces, which has lower dimension than origmalges. PCA is used to extract linear features fitee original
input images by transforming a set of m variabligh( dimensionality) to a set of n variables by mtaining as
many variances of the original data as possible T8 feature vector of a face image is the primacof the
original face image on the reduced eigenspace.féhisre vector is stored as a template in theesyslatabase.

c. Palmprint Feature Extraction
Gabor transformation can capture prominent visuapgrties. Gabor filter can be used to extractribe line
features of palmprint. Palmprint is more reliablenhetric feature at it covers larger area thanfihgerprint. The
rich line features remain unaltered throughout pleeson’s life. In this paper PCA approach can bedushich
transforms palmprint images into specific transfation domains to find useful image representatiams
compressed subspace. It computes a set of base fiemn a set of palmprint images, and the imagyesprojected
into the compressed subspace to obtain a set tfaeets called as eigenpalms.[8].
G. Matching Sage
At the time of Enrollment, fingerprint, palmprintéface images will be acquired. Feature vectaganerated for
each biometric trait and stored separately in ffstesn database. At the time of authentication, wieer wants to
prove his/her identity fingerprint image will becaired by using optical fingerprint reader. Face &almprint
image will be captured using web camera. These ésiagain will undergo image preprocessing and featu
extraction stage. Template will be compared with tespective template created at the time of Eneoit. The
minutiae based matching consists of finding aligniteetween the template and the input minutiae thatisresult
in the maximum number of minutiae pairings [6]. Stpairing generates a similarity score (YSEuclidean
distance formula is used to compute the distantedsm the eigenpalm coefficients of the template e query
palm image. This will generate score MBuclidean distance formula is used to computedtbience between the
template and query face image. Match scoreg iMM§enerated. All these three scores will be passale fusion
stage Fingerprints are represented using minutiae festumed the output of the fingerprint matcher isnailarity
score. Face images are represented using eigefiee@t, and the output of the face matcher isséadce score.
Palmprint images are represented using eigenpaéfiidents, and the output of the palmprint matcisea distance
score.
H. Fusion Stage
MS;, MS; and MS are the matching scores generated by fingerpraimprint and face recognizers respectively.
Since the matching scores output by the threesteai® heterogeneous because they are not on tleersamerical
range, so score normalization is done to transfimese scores into a common domain prior to comgitirem
[9].Total score TS is generated by using weighted sule, which will passed to the decision stage.
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l. Decision Stage
Total score TS will be compared against the sestiwld value This will decide whether ‘e person is genuine or
imposter.In this system we have given e weights to all biometric traits, i.e.face,fingergrand palmprint.We ca
change the weights of the individual modality adéog the modality for which we can find best res.

. SYSTEM ARCHITECTURE

Following diagram indicates the functional blcDiagram.

Exiracted . Extracted Eccxtracted
Fingerprint fingerprint Palmprint Palmprint Face face
Templates Template Templates || Template Templates Template
Matching Matching Matching
”MSI Il MS, 1l Ms;
[ Fusion of Fingerprint,Palmprint,Face at Match Score level ]
LTS
[ Compare TS against threshould value ]
Decision

Fig.5. Functional Block Diagram Indicating FusidrFingerprint,Palmprint and Face at Match Scoredl.

V. CONCLUSION
Biometric systems are widely used to overcome tadittonal methods of authentication. But the urdiai
biometric systenfails in case of biometric data for particular trdihus the individual score of three traits (f&:
palmprint, fingerprint) are combined at classifievel and trait level to develop a multimodal bidritesystem
Multimodal system performs better compared to unimodal biometrics with accuracy ofertban 98%
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