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Abstract- Voting is one of the most important activities in a 

democratic society. In a traditional voting environment voting 

process sometimes becomes quite inconvenient due to the 

reluctance of certain voters to visit a polling booth to cast 

votes besides involving huge social and human resources. The 

development of computer networks and elaboration of 

cryptographic techniques facilitate the implementation of 

electronic voting.  

In this work we propose a secure electronic voting protocol 

that is suitable for large scale voting over the Internet. The 

protocol allows a voter to cast his or her ballot anonymously, 

by exchanging untraceable yet authentic messages. 

The e-voting protocol is based on Homomorphic 

Technology and   guarantees eligibility, unreusability, privacy, 

verifiability and also receipt-freeness, no vote selling and 

uncoercibility. The scheme can be implemented in a practical 

environment, since it does not use voting booth or untappable 

channel, only anonymous channels are applied.  

The proposed protocol encompasses three distinct phases - 

that of registration phase, voting phase and counting phase 

involving five parties, the voter, certification centre, 

authentication server, voting server and a tallying server 

Keywords- E-voting, Homomorphic Technology, Traditional 

voting. 

I. INTRODUCTION 

Democracy and elections have more than 2500 years of 

tradition. However, technology has always influenced and 

shaped the ways elections are held. In times past, different 

voting systems that are based on traditional paper ballots 

and mechanical devices were developed for elections. 

As the computing, communicating, and cryptographic 

techniques progress rapidly, increasing emphasis has been 

placed on developing voting schemes that uses information 

and communications technology resources for providing 

more efficient voting services than conventional paper-

based voting methods. 

There is a need for research on secure cryptographic 

electronic election schemes. Electronic voting system, 

compare to traditional paper-based elections, promise that 

election results will be calculated quickly with less chance 

of human error and also will reduce costs in a long-term 

period. 

 

 

 

Electronic voting has many advantages over the 

traditional way of voting. Some of these advantages are 

lesser cost, faster tabulation of results, greater accuracy, 

and lower risk of human and mechanical errors, it offers 

improved accessibility for the people with disabilities, and 

it provides multiple-language support for the ballots. 

Electronic voting will increase voter convenience and voter 

confidence in the accuracy of election results. 

A secured e-voting system should not only satisfy 

requirements of completeness, privacy, non-reusability, 

eligibility, fairness, verifiability, and robustness, but also 

receipt-freeness and non-coercion. The notions of receipt-

freeness and coercion were introduced to deal with vote-

selling and coercion in e-voting systems in. There are two 

threats were mentioned to address in a fair and democratic 

election process: voter coercion and vote buying.  

Internet-based voting does not introduce these problems, 

but it does have the potential to exacerbate them by 

extending the reach and data collection abilities of an 

attacker. In a voting system with coercers, a voting scheme 

must ensure that the voter should not be able to prove to a 

third party that he has cast a particular vote.  

II.   PROPOSED SYSTEM 

A. The Proposed scheme requires four Stages: 

1) Registration Phase:-Prior to the election, voters will 

have to prove their identity and eligibility. An electoral roll 

is created. The Trusted centre checks for the eligibility of 

each voter. The age of each person is checked and the 

national registration database to ensure he/she is not 

involved in crime before registration.  

All voter information is sent to a database acting as the 

voters register which is kept safe by the trusted centre. 

Also, biometric features like fingerprint or face recognition 

can be very useful during registration of voters.  

The voter will provide a username along with a pass 

code that is randomly generated by the computer to log-in 

during the validation phase. 

2) Validation Phase:-During the election, voters are 

authenticated before casting their vote. This is similar to 

manual voter verification in the traditional system of voting 

to ensure that the registration numbers are confirmed on the 

voters register.  
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Each voter will have to supply the pair of username and 

pass code. When a voter is authenticated, he can now vote 

for the candidate of his choice, otherwise, he will be denied 

access. It should be noted that only one vote per voter is 

allowed in this e-voting system. 

3) Vote Casting Phase:-Voters cast their vote. Each 

voter choice is directly transferred to the tallying phase. In 

this phase, we want to ensure anonymity, non-coercion and 

receipt-freeness. Anonymity ensures that each vote cannot 

be linked to the person that cast it. When there is receipt-

freeness and no coercion, the voter will not be able to prove 

to the coercer the way he voted or to receive a receipt 

(bribe). The best way to do this is by encryption. 

Modified ElGamal cryptosystem that is additive 

homomorphic and satisfies threshold cryptography will be 

used. Each voter ballot is digitally signed with EDSA 

(ElGamal DSA) and encrypted with the additive ElGamal 

scheme.  

The election counter verifies the ballot, and if it passes 

this stage, it will accept the voter ballot because it is 

coming from the right source (to ensure non-repudiation of 

origin). The authorities monitor the voting process. 

4) Tallying Phase:-In this phase, all encrypted votes for 

all voters are decrypted and counted since each vote is sent 

to this phase for n-voters. At the end of the election 

process, there is need for audit trail where voter  results are 

verified by the trusted centre and the whole result is made 

known.  

The authenticator publishes the list containing the 

encrypted ballots and the ballot ID. The election counter 

publishes its version of the same list and the verifier 

confirms that these lists are identical to ensure fairness. 

III. METHODOLOGY USED 

A. Homomorphic Technology 

Voting systems using homomorphic encryption work 

with a communication model called bulletin board. It is a 

public broadcast channel with memory. All information 

sent to the bulletin board is readable by everyone. Every 

authorized user can add messages to his own area, but no 

one can delete any data from the board. 

The central element of the homomorphic encryption is 

the feasibility to sum up data without decrypting them, i.e. 

without knowing the exact content of the data. This is a 

feature that is typical of the principle of homomorphism. 

More precisely speaking, the homomorphic encryption 

ensures the mathematical law that the product of encrypted 

data is the encryption of the sum of the data: 

 

Enc(v1) *...* Enc(vn) = Enc(v1 +...+ vn). 

The method works as follows: Before the election, the 

talliers generate distributed asymmetric keys (e.g. 

Threshold cryptography). These keys are a single public 

encryption key and for each tallier a secret decryption key. 

To decrypt a message encrypted with the public key, more 

than at least half of the secret keys have to be used. 

Therefore more than half of the talliers would have to be 

corrupted in order to break the anonymity or manipulate the 

election result. 

Only authenticated voters are allowed to write on the 

bulletin board. The voters send their votes encrypted with 

the public part of the distributed key to the bulletin board, 

together with a zero knowledge proof of correctness. After 

the voting phase, the talliers take all the encrypted votes 

from the bulletin board and form their homomorphic sum.  

Afterwards this sum is decrypted using the distributed 

parts of the key and sent to the bulletin board with proofs 

of correctness of the summation and the decryption. By 

skillful application of zero knowledge proofs, and because 

everybody (even external observers) can read the 

information on the bulletin board, everyone can verify the 

correctness of the results. This includes the correct 

summation and the completeness of votes included. 

Online voting systems with homomorphic encryption 

secure, in particular, the casting of correctly formed votes 

as well as a correct counting. This is verifiable during the 

election, and in addition, remains verifiable after the 

election. However, this encryption type cannot monitor the 

proper execution of the election.  

In order to trace the execution, an additional audit 

logging is necessary. Since the information on the bulletin 

board can be used for verification, less information is  

probably needed for the audit logging compared with 

systems that use blind signatures. 

 

Fig. Schematic view of an e- voting system using homomorphic 

encryption 
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IV. PERFORMANCE EVALUATION 

A. Security Analysis And Performance Measurement 

1) Completeness: No fake vote and sum of valid ballots 

are accurately counted in the proposed e-voting 

scheme.  

2) Privacy: In the proposed e-voting scheme, all ballots 

are secret (not linked to voters)  

3)  No vote duplication: in the proposed e-voting 

scheme, a voter can vote twice.  

4)  Eligibility: In the proposed e-voting scheme, only 

eligible voters can vote.  

5) Fairness: No one can know the intermediate results of 

the voting in the proposed e-voting scheme.  

6) Universal verifiability and Correctness: In the 

proposed e-voting scheme, the public can verify the 

voting system.  

7) Receipt-freeness: In the proposed e-voting scheme, 

the voter cannot reveal his ballot to others.  

8) Non-coercion: In the proposed e-voting scheme, a 

voter cannot be coerced into casting a particular ballot 

by a coercer.  

9) No vote buying: In the proposed e-voting scheme, a 

voter cannot buy a particular vote. 

10) No Unauthorized Proxy: If a voter decides not to 

cast his/her ballot, no party can take advantage of this 

and cast a forged ballot. 

11) Public Participation: Everyone knows who did, 

and did not, vote. 

12) Private Error Correction: A voter can prove his 

vote was miscounted without revealing how he voted. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

V.   LITERATURE SURVEY 

 

 

 

 

 

 

 

 

 

 

 

 

Protocols 

 

Properties 

Blind 

Signature 

[1] 

Mix-

Net 

[2,3] 

Noninteractive 

Deniable 

Authentication 

Protocol 

[4,5] 

Homomorphic 

Technology 

Based 

Protocol 

[11,16,17] 

 

 

 

 

Basic security 

Requirements 

 

Privacy T T T T 

Eligibility F F T T 

Individual verifiability T T T T 

Accuracy T T T T 

Fairness T T T T 

Robustness 

Against 

Authority F F F T 

(Multiple) 

Others T T T T 

 

 

Extended 

security 

requirements 

Universal verifiability T T T T 

Receipt-freeness F T T T 

Coercion-resistance F T T T 

Hiding 

voter’s 

identity 

against 

Authority F F F T 

(Multiple) 

Others F T T T 

Authority computational complexity O(n2 * L) O(n2) O(n2) O(n2) 

Voter’s communication complexity O(m) O(m) O(m) O(1) 
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VI. CONCLUSION 

Many countries have not fully implemented e-voting 

systems because of the associated security challenges. Any 

little security flaw in the design of a secure e-voting can 

cause a very severe electoral fraud more than the 

conventional voting system. In our proposed scheme, we 

have ensured that all the requirements to design a secure e-

voting are kept in mind. The scheme ensures eligibility, 

completeness, privacy, efficiency, universal verifiability, 

no vote duplication, non-coercion and receipt-freeness. The 

Homomorphic Technology scheme is also practical to be 

used for real election.  

It might be necessary for researchers to look at the 

implications of Homomorphic Technology scheme on the 

overall voting process. This scheme ensures the privacy of 

the voters and prevents any disruption by voters or the 

administrators. The implemented scheme covers most of 

the security requirements of the internet voting scheme 

including voting fairness. The problem of computer and the 

Internet security has taken a prominent and important place 

in today’s research area. Since electronic election is a part 

of these applications, it is of supreme importance as we will 

consider its emerging advantages in today’s modern life. 

This problem is open, researches in different universities 

and laboratories are still going on.  

Different protocols are emerging by the day, each with a 

hint of advancement over the other. With the growing use 

of internet in these days, it is evident that better and more 

secure protocols would come to the fore and their 

practicality can be exploited to meet the growing security 

needs.  
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