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ABSTRACT

In hostile environments, the enemy can launch traffic amaggain-

st interceptable routing information embedded in routiressages
and data packets. Allowing adversaries to trace networtesoand
infer the motion pattern of nodes at the end of those routeg ma
pose a serious threat to covert operations. We propose ANODR
an anonymous on-demand routing protocol for mobile ad héoc ne
works deployed in hostile environments. We address twoetyes
related problems: Foroute anonymity ANODR prevents strong
adversaries from tracing a packet flow back to its source sti-de
nation; forlocation privacy ANODR ensures that adversaries can-
not discover the real identities of local transmitters. Thesign

of ANODR is based onbBroadcast with trapdoor informatidha
novel network security concept which includes featuresnaf €x-
isting network and security mechanisms, namely “broadcasd
“trapdoor information”. We use simulations and impleméiotato
validate the effectiveness of our design.

Categories and Subject Descriptors

C.2.2 [Computer-Commmunication Networks]: Network Proto-
cols—Routing protocols

General Terms
Security, Design, Measurement, Experimentation, Perdoice

Keywords

Anonymity, Untraceability, Pseudonymity, Broadcast,pdaor, On-
demand Routing, Mobile Ad-hoc Network

1. INTRODUCTION

In hostile environments, allowing adversaries to tracevost
routes and nodes at the end of those routes may pose setieatsth
to the success of covert missions. Consider for examplelafiald
scenario with ad hoc, multi-hop wireless communicationzpsui.
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Suppose a covert mission is launched, which includes swafms
reconnaissance, surveillance, and attack task forces. adii®c
network must provide routes between command post and swarms
(for delivery of reliable commands/controls from commantte
swarms and for situation data/video reporting from swaroghée
commander) as well as routes between swarms (data fusitn, fa
ure recovery, threat evasion etc). Providing anonymitylandtion
privacy supports for the task forces is critical, else théremmis-
sion may be compromised. This poses challenging consiraimt
routing and data forwarding. In fact, the adversary couldlole
reconnaissance and surveillance forces in the battlefrelchzain-
tains communications among them. They could form their own
network to infer the location, movement, number of parécits,
and even the goals of our covert missions.

On-demand routing schemes are more “covert” in nature in tha
they do not advertise in advance—they just set up routesextede
Nevertheless, the enemy may gain a lot of information abloet t
mission by analyzing on-demand routing information andeobs
ing packet flows once the connection is established. Sineeesn
sary byproduct of any mission, whether covert or not, is camim
cations across swarms and to/from command post, these flovs a
the routes temporarily set up at intermediate nodes mustrde p
tected from inference and intrusion.

The purpose of this paper is to develop “untraceable” roates
packet flows in aron-demandrouting environment. This goal is
very different from other related routing security probkesuch as
resistance to route disruption or prevention of “deniakefvice”
attacks. In fact, in our case the enemy will avoid such agives
schemes, in the attempt to be as “invisible” as possible] iint
traces, locates, and then physically destroys the assetaddfess
the untraceable routing problem by a route pseudonymitycemt.

In our design, the anonymous route discovery process éstabl
an on-demand route between a source and its destinatiorh Eac
hop en route is associated with a randmute pseudonymSince
data forwarding in the network is based on route pseudonyitis w
negligible overhead, local senders and receivers needevetr
their identities in wireless transmission. In other wortle route
pseudonymity approach allows us to “unlink” (i.e., thwanteir-
ence between) network member’s location and identity. Rche
route, we also ensure unlinkability among its route pseydmn

As a result, in each locality eavesdroppers or any bystaother
than the forwarding node can only detect the transmissianiref
less packets stamped with random route pseudonyms. ltdsftiar
them to trace how many nodes in the locality, who is the transm
ter or receiver, where a packet flow comes from and where i$ goe
to (i.e., what are the previous hops and the next hops en)rdete
alone the source sender and the destination receiver ofbtlie\Ve



further tackle the problem of node intrusion within the sdraene-
work. In our design a strong adversary with node intrusiquade-
ity must carry out a complete “vertex cover” process to traaeh
on-demand ad hoc route.

The design of route pseudonymity is based on a network secu-
rity concept called broadcast with trapdoor informatidnwhich
is newly proposed in this work. Multicast/broadcast is anmek-
based mechanism that has been explored in previous reg8arch
32] to provide recipient anonymity support. Trapdoor imf@tion
is a security concept that has been widely used in encrystiwh
authentication schemes. ANODR is realized upon a hybriah foff
these two concepts.

The contribution of this work is to presentumtraceable and
intrusion tolerant routing protocalor mobile ad hoc networks.

e Untraceability ANODR dissociates ad hoc routing from the
design of network member’s identity/pseudonym. The en-
emy can neither link network members’ identities with their
locations, nor follow a packet flow to its source and destina-
tion. Though the adversaries may detect the existence of lo-
cal wireless transmissions, itis hard for them to infer aszov
mission’s number of participants, as well as the transioissi
pattern and motion pattern of these participants.

Intrusion tolerance ANODR ensures there is no single point
of compromise in ad hoc routing. Node intrusion does not
compromise location privacy of other legitimate members,
and an on-demand ANODR route is traceable only if all for-
warding nodes en route are intruded.

The rest of the paper is organized as follows. Section 2 deescr
the underlying models and useful tools to realize our schérhe
design framework and related discussions are illustratedétails
in Section 3. Then we present untraceability analysis irtiGed.
Our implementation and performance evaluation are shov@ent
tion 5. Finally Section 6 concludes this paper.

2. UNDERLYING MODELS AND TOOLS

2.1 Nomenclature

Throughout the paper we will address the anonymous routing
problem based on the nomenclature introduced by earliateel
work. In particular, we refer to Pfitzmann and Kohntopp [26jo
define the concept giseudonymityand the concept ciinonymity
in terms ofunlinkability or unobservability

In a computer network, entities are identified by unique IDs.
Network transmissions are treated as ifeens of interes(lOls).
Pseudonymis an identifier of subjects to be protected. It could
be associated with a sender, a recipient, or any protégéade-
ing protection. The concept gfseudonymitys defined as the use
of pseudonyms as IDs. The conceptasfonymityis defined in
terms of eitheunlinkability or unobservability The difference be-
tween unlinkability and unobservability is whether setyupirotec-
tion covers IOls or not:

e Unlinkability: Anonymity in terms of unlinkability is de-
fined as unlinkability of an 10l and a pseudonym. An ano-
nymous IOl is not linkable to any pseudonym, and an ano-
nymous pseudonym is not linkable to any IOIl. More specifi-
cally, sender anonymityneans that a particular transmission
is not linkable to any sender’s pseudonym, and any trans-
mission is not linkable to a particular sender's pseudonym.
Recipient anonymitis similarly defined.

A property weaker than these two casegeisitionship ano-
nymity where two or more pseudonyms are unlinkable. In
particular for senders and recipients, it is not possiblesoe
who communicates with whom, though it may be possible to
trace who is the sender, or who is the recipient. In other
words, sender’'s pseudonym and recipient’'s pseudonym (or
recipients’ pseudonyms in case of multicast) are unlinkabl

Unobservability Unobservability also protects 10ls from be-
ing exposed. That is, the message transmission is not dis-
cernible from random noise. More specificabgnder unob-
servabilitymeans that a could-be sender’s transmission is not
noticeable.Recipient unobservabilittneans that a could-be
recipient’s transmission is not noticeablRelationship ob-
servabilitymeans that it is not noticeable whether anything
is sent from a set of could-be senders to a set of could-be
recipients.

Throughout this paper, IOl means wireless transmissionda m
bile ad hoc networks. We use the term “anonymity” as a synonym
of “anonymity in terms of unlinkability”. In other words, weéo not
address how to make wireless transmissions indistingbistieom
random noises, thus unobservability is not studied in thugkwin-
stead, we address two closely-related unlinkability peais for
mobile ad hoc networks.

We studyroute anonymityproblem to implement a untraceable
routing scheme, where each route consists of a set of hopsaad
hop is identified by a route pseudonym. For each multi-hoperou
we seek to realize relationship anonymity among the coomding
set of route pseudonyms. The route pseudonymity approdfein-di
entiates this work from earlier studies addressing idgmsteudo-
nymity (e.g., person pseudonymity, role pseudonymity, tads-
action pseudonymity).

The route pseudonymity approach enaldbestion privacysup-
port that realizes unlinkability between a mobile node'snitity
and its location. This is achieved by anonymous wirelessncom
nications that hide the sender and receiver. This part sotrer
traditional meaning of sender anonymity, recipient anoity,rand
relationship anonymity in a wireless neighborhood.

2.2 Notations
In the paper we will use the notations shown in Table 1.

2.3 Adversary and attack model

Passive eavesdroppers may be omnipresent in a hostil@envir
ment where ANODR is deployed. For example, nowadays teehnol
ogy has implemented wireless interface on low-cost sensdes
(e.g., Motorola ColdFire, Berkeley Mote) that can be pldritead
hoc networks to monitor ongoing activities. However, anaadsary
with unbounded computing and active interference capgldica-
pable of overwhelming any practical security protocol. $twe
design our schemes to be secure against a powerful advevitary
unbounded eavesdropping capability batundedcomputing and
node intrusion capability.

e Link intrusions An adversary at this level is aaxternal ad-
versarythat poses threat to wireless link only. The adversary
knows and actualizes all network protocols and functiots. |
can eavesdrop, record, inject, re-order, and re-sendédijte
wireless packets. (i) The adversary can access its compu-
tational resources via a fast network with negligible delay
(e.g., using directional antenna or ultra-wideband conimun
cation). This implies that collaborative adversaries clao a



Table 1: Table of variables and notation

PK 4 Node A’s public key Ka An encryption key only known by nodé

SKa Node A’s private key corresponding tB K 4 Kap An encryption key shared by nodé and B
{M}pK, | Encrypting/verifying message/ using public keyP K a Na, N, | Nonce or nonces chosen by node

[M]sk , Decrypting/signing messag¥ using private keyS K 4 RREQ Route Discovery Request Packet

K(M) Encrypting/decrypting messadd using symmetric keyx’ RREP Route Discovery Reply Packet

sre a special tag denoting the source RERR Route Maintenance Error Packet

dest a special tag denoting the destination , concatenation of appropriately formatted bit strings

contact each other in short latency. (ii) However, their eom attack as the network has limited number of nodes and canesp
putational resources may be abundant, but not unbounded.ing public keys), knowsD is the downstream forwarder, and for-
Network members can employ public key cryptosystems (e.g.,wards the protected messagelRo

RSA, El Gamal) and symmetric key cryptosystems (e.g., 3DES, If the message needs to go through a sequence of MiXes
AES) to protect critical messages. They can also employ ef- {Mn+1, My, -+, M2, M1}, then the MIX-Net's input becomes
ficient message authentication protocols (e.g., TESLA)[25] ‘
to get rid of unauthenticated and out-of-date packets fegec

by the adversary.

3 2 1 0
Mp,Ng,{ - - {My, Ng, D, Ng,{m.Nstpk  }pPK

Ay }PKM2 P }PKM

n+1

Such a cryptographic data structure is namedaasdt’ in Inter-
net Onion Routing networks [29]. Each MIX en route peels off
one layer of the onion, knows the downstream forwarder, fben
wards the remaining onion to it. Each forwarding MIX only kve
the immediate downstream forwarder, and the immediateegust
forwarder as well (if data forwarding is observable).

Chaum also addressed defense againging analysis which
relies on network delays to expose certain information abowt-
ing. A technique calledhixingcan thwart this attack. Such mixing
techniques include sending messages in reordered basemeling
dummy messages, and introducing random delays. An idealize
MIX-Net protocol should ensure that timing analysis will ééec-
tively stopped.

e Node intrusionsAn adversary at this level is anternal ad-
versarythat also poses threat to network members. (i) Af-
ter the adversary compromises a victim node, it can see the
victim’s currently stored records including the privateite
caches. (ii) The adversary may move from one node to an-
other over time (i.e.mobile adversaryroposed in previous
research [9]). However, its capability to intrude legitima
members is not unbounded. During a time wind®yy,, it
cannot successfully compromise more tll@members. (iii)
Intrusion detection is not perfect. passive internal adver-
saryexhibiting no malicious behavior will stay in the system
and intercept all routing messages. This means encrypting
routing messages cannot stop a passive internal adversary. Trapdoor information Trapdoor is a common concept in crypto-

graphic functions [19]. A functiorf : X —Y is aone-way function
2.4 Network model if it_ is “eas_y” to qbtain im_age for_ every ele_me'ﬂEX, but “compu-
) ) . . . tationally infeasible” to find preimages given any elemgal”. A
We assume wireless links are symmetric; that s, if a n¥de in function f is atrapdoor one-way functioif f is aone-way func-
transmission range of.some noﬁethenY. isintransmissionrange  tion and it becomes feasible to find preimagesfal” given some
of X. On a wireless link a node’s medium access control (MAC) ' an400r information Without the secret trapdoor keys, it is hard to

interface is capable of broadcasting data packets lodafihin its inverse the cryptographic functions to obtain protectetirpéxts or
transmission range, a network node can send a unicast paciet signatures. With the secret trapdoor keys, the cryptogeaipimc-
specific node, or a broadcast packet to all local nodes. A nae tions are invertible in polynomial time

hide its identity pseudonym using an anonymous broadcaséesasl Cryptographic operations incur processing overheads. BRO

In 802.11, a distinguished predefined multicast addresdl dfsa minimizes such overheads, and only uses cryptographiclo@p
can be used as source MAC address or destination MAC address t one-way functions during anonymous route discovery phase.

realize anonymity for local senders and receivers. In zattitoy cryptographic functions are needed to establish routedzseums,
anonymous acknowledgment and re-transmission, a localesen i ‘in tum efficiently realize local trapdoors withoutypto-
and a local receiver can implement locally reliable unicdfthe graphic operation/overhead.

count of re-transmission exceeds a predefined thresh@deider
iders th ti the hop is lost.

considers the connection on the hop is los 3. ANODR SYSTEM DESIGN

2.5 Underlying cryptographic tools

MIX-Net A number of protocols for anonymity, Web-MIXes [3], 3.1 Design rationales

ISDN-MIXes [27], Stop-and-Go-MIXes [13], Onion RoutingdR Broadcasting with trapdoor assignmentAs shown in previous
and many others, have been based on Chaum’s anonymous emailesearch [31, 32], multicasts and broadcasts without Bpaity
solution: a network oMIXes [6]. The MIX-Net design assumes  identifying the receiver(s) are effective means to achieaipient
that a sender can instantly send secret messages to anyerecei anonymity. In this work we extensively explore the mechamnis
that can be decrypted by the receiver only, for example,qutie of broadcasting with trapdoor assignment, that is, by erdined
receiver’s public key in encryption. Suppose a messageseds to a trapdoor information known only to the receiver(s), dada be

be sent from sourcé to destinationD via one MIX M, the input anonymously delivered to the receiver(s) but not other memin
of the MIX-Net should be prepared as the same receiving group.
{D,Ns,{m,NS}rk,, } P, Intrusion tolerant location privacy and untraceability de sign

so that onlyM can decrypt the input, throws away the random Due to the limited radio propagation range of wireless dewjc
nonce (proposed in Chaum'’s original work to stop ciphenmeatch routes in ad hoc networks are often “multi-hop.” Major goefs



our design are to ensure location privacy for each forwaydiode
and to prevent the enemy from effectively tracing a multp-houte
from a starting point to other points en route (especiallythe
source and to the destination).

However, in hostile environments, intrusion is likely iftable
over a long time window. A distributed protocol vulnerabtesin-
gle point of compromise is not a proper solution. A qualified s
lution should maximize its tolerance to multiple comproesises-
pecially against passive internal adversaries who woutdbéxno
malicious behavior and stay in the system. The number of gash
sive internal adversaries can be added up over a long tireevait
Message encryption is a good solution, but it does not nacess
ily offer protection if the protected message can be deeqtue
to node intrusion). Instead, we employ a pseudonymity agagro

where (i) segnum is a globally unique sequence number(ii)
trqes: iS @ cryptographic trapdoor that can only be opened by the
destination. Depending on the network’s cryptographiaiags
tions, how to realize the global trapdoor is an implementati
defined cryptographic issue and will be discussed laterenstt-
tion. (iii) onion is a cryptographic onion that is critical for route
pseudonym establishment.

Using cryptographic onion in RREQ network-wide floodingses
design validity concerns as well as performance concerreswilV
present three variants to illustrate our design. The firg mna
naive porting of MIX-Net to mobile ad hoc networks. The laseo
features best anonymity guarantee and best performance.

Like MIX-Net, the cryptographic onion used in the first scleem
is formed as a public key protected onion (PO). The corredipon

where each hop of an ad hoc route is assigned a random pseudoANODR-PO protocol is described below:

nym to be used in data forwarding. With respect to attackinaga
route pseudonyms, two pseudonyms en route are unlinkatde wh
no node is intruded, an8” pseudonyms en route cannot be linked
together when less thai — 1 nodes are intruded.

Dissociating untraceable ad hoc routing from identity psedo-
nymity and content privacy In our design, untraceable routing in
ad hoc networks is orthogonal to identity pseudonymity asdent
privacy. The route pseudonymity approach allows mobilessdo
transmit their packets anonymously without identifying gender
and the receiver. Network members may also employ end-do-en
security protocols (e.g., SSL/TLS, host-to-host IPseeXtsure pri-
vacy of their application payloads. Such protocols proddeurity
services at or above the network layer, and are not the sislyaa-

ied in this work.

Avoiding expensive cryptographic operation<Cryptographic op-
erations incur processing overheads. Compared to synmovieyi
operations, public key processing on resource-limitedesodre
relatively much more expensive. According to our measuréme
on low-end mobile devices (Section 5), symmetric key entoyp
scheme AES/Rijndael can achie¥® x 107 bps encryption bit-rate
on an iPAQ 3670 pocket PC. Other comparable encryption seeem
have similar performance on the same platform. Howeverjigsom
public key cryptosystems require 30—100 milliseconds ofipota-
tion per encryption or per signature verification, 80-900lisgc-
onds of computation per decryption or per signature geimrat
These measurements are consistent with previous resuksaged
by other research groups on similar platforms [5].

Therefore, ANODR avoids using public key cryptosystems if
symmetric key cryptosystems can provide the needed supfiort
also avoids using symmetric key cryptosystems if not inelisp
able.

3.2 Design components

ANODR divides the routing process into two pargsionymous
route discoveryand anonymous route maintenancdesides, in
anonymous data forwardindata packets are routed anonymously
from senders to receivers as usual. The details of these peat
described below:

Anonymous route discoveryAnonymous route discovery is a crit-
ical procedure that establishes random route pseudonymas fan-
demand route. A communication source initiates the rougeal

1. RREQ phaseRREQ packets with previously seen sequence
numbers are discarded. Otherwise, as depicted in Figure 1,
each RREQ forwarding nod& prepends the incoming hop
to the PO structure, encrypts the result with its own public
key PK x, then broadcasts the RREQ locally.

2. RREP phaseWhen the destination receives an RREQ packet,
the embedded PO structure is a valid onion to establish an
anonymous route towards the source. The destination opens
the trapdoor and assembles an RREP packet of the format

(RREP, N, prycst, onion)

whereonion is the same cryptographic onion in the received
RREQ packetpr,.s: is the proof of global trapdoor open-
ing, and N is a locally unique random route pseudonym.
The RREP packet is then transmitted by local broadast. Un-
like RREQ phase when the ad hoc route is determined, the
RREP phase is less time-critical and is implemented by re-
liable transmissions (The details about proof of globgbtra
door opening, anonymous reliable transmission, and unique
ness of local pseudonyms are discussed later in this s¢ction

As depicted in Figure 1, any receiving nodedecrypts the
onion using its own private keg Kx. If its own identity
pseudonymX does not match the first field of the decrypted
result, it then discards the packet. Otherwise, the noda is o
the anonymous route. It selects a locally unique naol¢e
stores the correspondence betwéés: N’ in its forwarding
table, peels off one layer of the onion, repladéswith V',

then locally broadcasts the modified RREP packet. The same
actions will be repeated until the source receives the otion
originally sent out.

Upon receiving different RREQ packets, the destination can
initiate the same RREP procedure to realize multiple ano-
nymous paths between itself and the source. We leave the
decision to be made by implementation defined policies.

Firstly, this ANODR-PO scheme has a significant drawback. As
RREQ is a network-wide flooding process, large processirgg-ov
head will exhaust computation resources at the entire nktieeel.
Hence we need to devise an efficient scheme featuring exyeme
low processing delay during RREQ flooding.

As RREQ and corresponding RREP packets are forwardingghrou
the network like a boomerang, high-speed symmetric keyygacr
tion can play an important role in anonymous route discavény

ery procedure by assembling an RREQ packet and locally broad 'There are many methods to implement the globally unique se-

casting it. The RREQ packet is of the format

(RREQ, seqnum, iT4est, omion),

qguence number, for example, applying collision-resistarg way
hash functions on node’s unique identity pseudonyms caergan
statistically unique values [20].



PO = {AsrcN, by,

POy = msrcvw Py g

POc= {CBN:.{BAN .{AscNek, pk, pi

POp= {DCNp . {CB.N .{BAN .{ASCNbd, rd, rt Pl

PO, PO, PO POy
Figure 1: ANODR-PO: Anonymous route discovery using pub-
lic key cryptography (A single path showed from sourceA to

destination E)

other words, secret information can be protected by symaiaty
encryption in RREQ phase, and can be lately decrypted aathe s
node in RREP phase. This will minimize the processing latenc
in route discovery, so that our scheme will have maximal chan
to choose the identical path as regular on-demand routeisg
protocols.

The efficient anonymous route discovery protocol is depliate
Figure 2. Instead of relying on public key encrypted onicthe,
new scheme ANODR-BO uses symmetric key baBedmerang
Onions(BO).

1. When intermediate forwarding nodésees an RREQ packet,
it prepends the incoming hop to the boomerang onion, en-
crypts the result with a random symmetric kéyx, then
broadcasts the RREQ locally.

. The boomerang onion will be bounced back by the desti-
nation. Like the public key version, when nodé sees an
RREP packet, it strips a layer of the boomerang onion and
locally broadcasts the modified RREP packet. Finally the
source will receive the boomerang onion it originally sent
out.

Compared to ANODR-PO, ANODR-BO ensures that no public key
operation is executed during RREQ flooding, hence the impact
processing latency is acceptable because many symmeyrierke
cryption schemes have good performance even on low-endefevi

Secondly, ensuring identity anonymity for ad hoc networkme
bers is a critical design goal. We have so far assumed thatRRE
and RREP packet senders reveal their identity pseudonymisén
less transmission. Fortunately, the senders need not ¢éalréweir
identity pseudonyms if trapdoor information is appropelgtem-
bedded and transmitted. Figure 3 shows the case where anasym
route discovery depends completely on local broadcast tragh
door information. The depicted ANODR-TBO only uses trapdoo
boomerang onions (TBO).

1. When intermediate forwarding nodésees an RREQ packet,
it embeds a random nonééx to the boomerang onion (this
nonce is not a route pseudonym nonce), encrypts the resul
with a random symmetric kei( x, then broadcasts the RREQ
locally. The trapdoor information consists 8fx and K x,
and is only known toX.

BOa = K,(A, src)
BOg = Kg(B,A, K, (A, src))
BOc = K¢(C,B, K (B,AK (A, src)))
BOp = Kp(D,C, K- (C,B, K5 (B,A, K (A, src))))
BO, BOg BO¢ BOp
///’/ ‘\// \‘\///’/ ‘\//
BO, B8O, BOe BOy

Figure 2. ANODR-BO: Anonymous route discovery using
Boomerang Onion (A single path showed from sourcel to des-
tination F)

the trapdoor it made in the RREQ phase, hence the result is
equivalent to a wireless unicast. Then the node strips a laye

of the boomerang onion and locally broadcasts the modified

RREP packet.

TBO,= K,(src)

TBOg= Kg(Ng , K, (src))
TBOc= Ke(Ne, kg (N K (src)))
TBOG= Kp(No . e (b . K (8 LK (sro))
TBO, TBOg TBO¢ TBOp
//// \\\//’/ \\\/’/ \\\/’/ \\\
TBO, T8O, TBO. T80,

Figure 3: ANODR-TBO: Anonymous route discovery us-
ing Trapdoor Boomerang Onion (A single path showed from
source A to destination E)

Anonymous data forwarding For each end-to-end connection, the
source wraps its data packets using the outgoing route pegod

in its forwarding table. A data packet is then broadcastllpeéth-

out identifying the sender and the local receiver. The seddes
not bother to react to the packet it just sent out. All othealae-
ceiving nodes must look up the route pseudonym in their faiwa
ing tables. The node discards the packet if no match is return
Otherwise, it changes the route pseudonym to the matcheg-out
ing pseudonym, then broadcasts the changed data packéy.loca
The procedure is then repeated until the data packet araivte
destination.

Anonymous route maintenancefollowing the soft state design,
the routing table entries are recycled upon time®yt,,. More-
over, when one or more hop is broken due to mobility or node
failures, nodes cannot forward packet via the broken hopsagy
sume nodes can detect such anomalies when re-transmission ¢
exceeds a predefined threshold. Upon anomaly detectionde no
looks up the corresponding entry in its forwarding tabled$irthe
other route pseudony@¥’ which is associated with the pseudonym

t

. The boomerang onion will be bounced back by the destina- N of the broken hop, and assembles a route error packet of the
tion. After each local RREP broadcast, only the next hop format(RERR, N'). The node then recycles the table entry and
(i.e., the previous hop in RREQ phase) can correctly open locally broadcasts the RERR packet. If multiple routes aieg



the broken hop, then each of them will be processed and Haultip
RERR packets are broadcast locally.

A receiving node of the RERR packet looks D in its for-
warding table. If the lookup returns result, then the nodenighe
broken route. It should find the match@d’ and follow the same
procedure to notify its neighbors.

3.3 Discussions

Unlinkable pseudonyms and payloadsGiven an input onior,
the symmetric key encryption function used in onion proaurct
ensures that cryptanalysts cannot know the relation betvilee
input onionI and output onior with non-negligible probability.
Only the forwarding producer knows that it produg@srom I—
and by cryptanalysis it is hard for any other node to discdkier
relation. Hence it is also hard for cryptanalysts to coteeltne
route pseudonyms established on top of the cryptographdmen

algorithm is able to differentiate a cryptographicallyosty pseu-
dorandom sequence from a truly random sequence in polyhomia
time. The pioneer work done by Yao[33], Blum, and Micali[4]
illustrates the relation between one-way functions andigean-
dom number generators. They showed that cryptographistiiyng
pseudorandom bit generators realized on top of one-waytifure
can pass next-bit-test. Thus any polynomial time statibtést can-

not distinguish the next pseudorandomly generated bit fiaraly
random bit.

Slow but provably secure pseudorandom bit sequences can be
constructed using hardcore predicates of a one-way fumctla
particular, as the hardcore predicate for any one-way fandtave
been discovered, cryptographically strong pseudorandengm-
tors are constructible from any one-way function [7][8]. wio
ever, due to performance concerns, many implementatiangels
atively) fast one-way functions (e.g., MD5,SHA1,AES) tmgeate

However, an unbounded eavesdropper can trace on-demates rou pseudorandom block sequences instead of bit sequences.

by exploring other data fields in RREQ/RREP packets: (i) RREP

packets with the samer,.: field are likely on the same route. (2)
RREQ packets with the sanfeeqnum, tr,.s:) fields belong to the

In ANODR, route pseudonym sequence is generated by feeding
the shared secret seéd..  into the fast one-way functiofi, then
feeding the output back to the input repetitively. In otherds, the

same route. The unbounded eavesdropper can record allsonion i-th pseudonym is

during RREQ phase, then the RREP packets using the oniams fro

previously matched RREQ packets belong to the same route.
To resist the unbounded eavesdropper, an asymmetric sbairet

n; = f(f( : 'f(Kseed)' : )) = fi(Kseed)
N—_——

i

nel is needed from an RREP sender to its receiver. During the The two ends of a hop should update the shared route pseudonym
RREQ phase, a forwarding node must embed its one-time public per forwarding packet for a reliable transmission. For aeliable

key from a public/private key paifpkon., skon.). RREQ packet
format is changed to be

(RREQ, seqnum, pkone, tTdaest, TBO),
and RREP packet format is changed to be
<RREP1 {Kseeri}pk Kseed (P’f‘dest, T‘BO))7

where K..q is a nonce (same ay¥ in the § 3.2 original design).
During the RREP phase, the producer of an onion can seceetly r
cover the needed information as usual. For the RREQ onekityie
storage overhead can be traded off for key generation oadrhs
the node may generate a number of such key pairs prior tangini
in the ad hoc network. In addition, the key length should be-mi
imized to reduce transmission overhead, but must be longgimo
to resist cryptanalysis. ANODR recommends elliptic curasedd
schemes, such as ECAES, with key length ranging from 11&bit
160-bit (approximately equivalent to RSA using 512-bit 28Q-
bit key length [17]) to resist a 1-day cryptanalysis with dsare
cost ranging from $50,000,000 to $250,000,000.

The revised design ensures that there is no expensive kaylic
computation incurred during RREQ flooding. During the RREP
phase, each forwarding node en route must do one encryptibn a
one decryption using a well-known public key scheme. Fately,
the tradeoff can realize more appealing features.

The first benefit is self-synchronized route pseudonym gpdat
Consider a single hop on an anonymous route, the two nodesrat b
ends will share a route pseudonym in their forwarding tab®se
is an outgoing entry, and the other is an incoming entry. Ag las
these two entries are appropriately synchronized, thedusgum
can be constantly changed to other random but locally unial:e

one 3

transmission, at least two candidate schemes are usefuf:tight
time synchronization is feasible, that is, difference kew the
two system clocks is smaller than the delay to transmit thallsm
est packet on their network interface, then both ends caseaigr
update the route pseudonym per short intetyal; (2) The sender
stamps a non-decreasing sequence nustaeon each packet pay-
load. The receiver computes., = f°°?(Ks..q) based on current
pseudonym. The values ferq are not necessarily consecutive. If
the difference between two consecutively received sequanm-
bers is reasonably small, experiments on TESLA protocolfi2ve
shown that the computational overhead is acceptable.

The second benefit is packet payload shuffle. In an ad hoc net-
work the adversary can simply match data payloads to trape-a s
cific packet (if his collaborators are on the forwarding pathhis
mobility speed can catch up with the packet forwarding pssge
In 802.11, the shared secret can be used as WEP key to imple-
ment link payload encryption per hop and foils the attackalhi
is not against route pseudonyms but data payloads. The grirpo
of such link payload shuffle is to foil “matching-payloadeaat”
rather than to ensure content privacy. On some 802.11 haggwa
e.g., those based on PRISM chipset, the WEP payload shuffle ca
be accomplished by the hardware and does not consume CPU cy-
cles.

Reliability of local broadcasts In RREP/RERR packet transmis-
sion and also in reliable data communication, local brosi$caust

be reliably delivered to the intended receiver despite leg=inter-
ference. This can be achieved by anonymous acknowledgments
Once the receiver has opened the trapdoor and anonymously re
ceived the data, it should locally broadcast an anonymoukl AC

ues. If previous hops and next hops have the same behawor, th packet. In an anonymous ACK packet, the source or destimatio

packet flow of the same connection will be marked by “one-time
route pseudonyms changed over time and over hops from thessou
to the destination.

Route pseudonym update explores the concephpfedictabil-
ity in polynomial time This concept means that no Turing-complete

MAC address is the predefined all-1's broadcast addresspatieet
payload uniquely determine which packet is being acknogéded

In particular, route pseudonyms can be embedded in the ACK’s
payload to acknowledge an RREP/RERR packet or applicatitan d
packet.



At the other end of the hop, the sender must try to re-transmit
data packets until it receives the anonymous acknowledgrhéwe
802.11's reliable unicasts, if retransmission count esse® pre-
defined threshold, then the node considers the hop conneistio
broken. If this happens during application data forwardirayte
maintenance will be initiated to refresh forwarding tabhéries.

Route pseudonym collisiorin the ideal case, no route pseudonym
collision is allowed within any forwarder’s single hop nbkkgpr-
hood. Here we study how to enforce the constraint.

As the chance of collisiop. decreases exponentially when pseudo
nym lengthl increases linearly (currently we select the route pseudo-
nym lengthl = 128 bits), random selection following uniform dis-
tribution inside the pseudonym space is computationallijstan
resistant. For arbitrarilyt randomly selected local pseudonyms,
the chance of collisiop. is only
PR | e {C )

(20)k

When pseudonym collisions happen, packets will be duglctat
and erroneously forwarded to other destinations. Curyemd ad-
dress this problem by adding keyed end-to-end packet chatks
HMAC [15] functions are keyed collision resistant hash fimres
widely used in message digesting. Like SSL/TLS, for eaclmeon
tion an initial handshake establishes a shared secret keycbe
the message sender and receiver. Without the secret key;ahi-
putationally infeasible to generate a correct packet chatk As
different connections have different keys, an incorrefdtyvarded
packet will finally be discarded at the destination.

Our study shows that the packet checksum method may not be
necessary if we increase the route pseudonym bit-lehgtAny
checksum, including the one used in TCP or UDP, is only compu-
tationally sound rather than perfect. In other words, thenmeeg-
ligible but greater than zero probability that a checkswotgrted
packet is indeed corrupted but undetectable. For examplasing
128-bit MD5 as the function to create cryptographic chenksiine
probability of such detection failure is about 1 pr8/2 = 264
packets due to “birthday paradox” [19]. This probabilitynich
higher tharp. as we currently choogeto be 128-bit.

Setting and opening global trapdoor As we stated previously,
design of global trapdoor is an implementation-defineddsthat
heavily depends on other cryptographic assumptions of #dte n
work. For example, as assumed in Ariadne [10], if the souneees
the destination’s TESLA secret kdyr, then the global trapdoor
trqest 1S the anonymous assignmekty (dest, K.) where dest is
the special destination tag atid. is a nonce. The probability of
revealingdest from K1 (dest, K.) is negligible without knowing
the key K. Trying to open the global trapdoor incurs another
decryption overhead at each node, but the RREQ commurticatio
latency from the source to the destination does not incraagach
forwarding node can try to open the trapdoor after forwagdime
RREQ packet.

Under the exemplary assumptions, RREQ format is instautiat
as

(RREQ, seqnum, pkone, K1 (dest, K.), K.(dest), TBO),

where K is destination’s TESLA secret arfd. becomes a com-
mitment key. Consequently RREP format is instantiated as

(RREP, {KS@ed}Pkonn ) KSEEd(KcIa TBO)))
where K. is the anonymous proof presented by the destination.

Any forwarding node can verify the anonymous proof of trapdo
?

opening by checkind(.(dest)=K(dest).

Here ANODR employsttapdoor commitmefita cryptographic
concept explores the collision-resistant property of wag-func-

tions. That is, given an output of one-way functiéh (dest), it

is computationally hard to find the input, or another inpuliico
sion that can produce the same output. TESLA[25] is an exampl
trapdoor commitment protocol. In TESLA, the output of a amey

function is published as a commitment before the the coordp

ing input is revealed. When both the input and output ardaivia,
any verifier can efficiently validate the commitment by ajupdy
the one-way function on them. In ANODR.(dest) embedded

in RREQ packet is a public commitment made for the destinatio
by the source. Later the destination node can present th Kip
as the proof of furnishing the commitment.

Routing optimizations One limitation of ANODR is the sensitiv-
ity to terminal node mobility. As nodes move, the path is lemok
and must be reestablished. The well-known AODV and DSR "re-
pair” strategies (which typically benefits from routes cadlluring
unrelated path establishments) cannot be applied here siny
anonymous paths specifically set up for the current conmectin

be used, or the optimization technique by the design cosflitth

the anonymity goals.

To enhance performance in a mobile environment, and in par-
ticular to mitigate the disruption caused by path breakageen-
courage actual implementations to use multiple paths désmliin
the anonymous route discovery part. Several multi-pathimgu
techniques have been described and evaluated in the ad tc ro
ing literature[23][16][18][21]. Several paths can thusdeenputed
and are used in a round robin schedule. If the applicatios run
on TCP, a TCP protocol resilient to out-of-sequence mustsee.u
Sequential path computation has the advantage of allowifigeo
maintenance—if a path fails, a new path is computed whiledhe
maining paths are still in use.

4. UNTRACEABILITY ANALYSIS AND
COMPARISONS TO RELATED WORK

In order to unlink a network member’s identity and its stauggi
location, ANODR employs a very different approach from com-
mon on-demand routing protocols [11, 22, 24]. As depicteligr
ure 4, common on-demand routing protocols use node’s igenti
pseudonyms to furnish packet forwarding, while ANODR uses a
on-demand route discovery process to randomly name eacsr tra
mission hop and to record the mapping between consecutpe ho
in each forwarding node. ANODR’s anonymous routes bearmese
blance to virtual circuits used in Internet QoS [1]. Howevke de-
sign goal of ANODR is completely different from virtual cirits:
When node intrusion occurs in hostile environments, theatganis
localized in ANODR, but not in other on-demand protocols.

C D

Figure 4: Different approaches in packet forwarding (Us-
ing node pseudonymsA, B, ... vs. using route pseudonyms
Ni, Na,...)

4.1 Intruders and route traceable ratio

If a node X is compromised, the adversaries can link two ran-
dom pseudonyms together for each route going through the nod
X. For each route, i’ forwarding nodes are compromised and



they are consecutive en route, then a route segmeht-6fl hops

are linked together. If the compromised nodes are not caiisec

en route, then the adversary can form multiple route segsnént

it is hard to link together the multiple compromised segraefor
example, ifA is the source and is the destination in Figure 4,
and A, B, D, E are intruded, then adversaries can form traceable
segmentsABC andC DE, but they have to intrud€' to discover
that ABC andC DE belong to the same route.

Let’s quantify the damage caused by node intrusion. Supese
route totally had. hops,K compromised route segments, and the
hop count ofi-th compromised segment i5,1<i<K, we define
thetraceable ratioR of the route as

L L
wherelV; is a weight factor. Without loss of generafityve select
W; = L& so that the traceable ratio of a route is 100% when all
forwarding nodes en route are intruded, or 0 when no forwaydi
node en route is intruded. In addition, the longer a compsenhi
segment is, the larger the traceable rdtids as the adversary can
trace a longer distance towards its target. Using the sarmeebe

from the previous paragraptd; = 4. The traceable ratid? =
2-%+2-% 3.%+1.%
4

—* = 1 whenA, B, D, E are intruded, oR =
5 whenA4, B, C, E are intruded.

R:

4.2 Eavesdroppers and traffic analysis

In Internet anonymous routing schemes, it is demanded to re-
sist strong attacks such as flooding attack (aka. node flgsitin
tack,n — 1 attack) and timing analysis [28]. Both attacks require
a network-wide monitoring mechanism to trace a set of indete
ministic points that the victim message may be routed thnoyg
In timing analysis, data transmission is assumed to be ahiskey,
and the adversary can monitor network-wide transmissi@mntsv
with timing information recorded. The adversary can usepem
ral dependency between transmissions to trace a victimagess
forwarding path. Each node can use mixing technique to thwar
timing analysis. That is, it uses a playout buffer to stord eat
order received data packets, and to inject dummy packeistiet
buffer if necessary. Then it flushes the buffer at the end dhwaqut
time window. (ii) In flooding attack, the adversary can send 1

messages to trace a victim message even though each MIX node

using a playout buffer of size. The adversary can match its own
attacking messages and differentiates the victim message.

In ANODR, flooding attack is effectively stopped by hop-tdise
payload shuffle. To foil timing analysis, ANODR uses similar
methods proposed in various MIX-Net designs [27][13][3ktk
assume nod&X chooseg x as its playout time window size and
rx as its playout buffer size. During period, if X has receivea
data packets with distinct pseudonyms, then it genethtes x —r
random dummy packetsi(= 0if r = 0 or rx<r). The random

pseudonyms used in the dummy packets should be out of the syn-

chronization with any pseudonym sequence in use. At the énd o
time windowtx, the nodeX randomly re-orders thex packets
and sends them out in batch.

Unlike a wired link, wireless medium is shared by all locatles.
Thusr is the number of all packets received durihg, including
those packets not intended for the node. Nevertheless, ittiegn
process may potentially generate many dummy packets tmat co
sume significant communication and energy resources, tisiali
lowed to trade untraceability with performance. The nddenay

*The weighti¥; can be of form(£:)” wherer>0.

shrink the size of its playout time window, or generates thsamy
packets to decrease the overhead, but the price is that ohecpt
is more traceable.

Let’s estimate the effectiveness of traceability attaclkaanulti-
hop on-demand route. Assume in a locality an adversary dscor
that r route pseudonyms have been used during a time interval
Tattack, all of ther pseudonyms are unique if the one-way func-
tion returns collision-free results, thus the adversary ttaguess
the relation between two pseudonyms by testinq;jllcases. The
probability of a correct guess jg, = 1/(}). If the route being
traced hagh remaining hops towards the adversary’s target, then
the probability of a successful trace is less than a upperdiopf:,
which is a number rapidly approaching zero wheor r increases.
The goal of sending dummy packets is to maintain a large dnoug
r in the neighborhood where a real transmission occurs.

In addition to data packets, RREP and RERR packets are also
threatened by timing analysis. Similarly, each node cad demmy
RREP and RERR packets to confuse the eavesdroppers. A dummy
RREP packet uses a random dumpiy,,.. in encryption so that
nobody can decrypt it. A dummy RERR packet uses a random
pseudonym that is out-of-synchronization of any pseudosgm
guence in use.

4.3 Comparison with DSR and AODV

DSR [11] is traceable by a single eavesdropper en route since
it explicitly embeds routing information in packet headerSor
any DSR route, the identities of all forwarding nodes andréie
lation among all forwarding hops are recoverable from alsimng
tercepted packet. AODV [24] is more untraceable because rou
ing information is stored in routing tables instead of padikead-
ers. Nevertheless, it is traceable by collaborative eavpgers and
does not provide location privacy support.

ANODR is much more robust against anonymity and tracegbilit
attacks than DSR and AODV:

¢ In DSR and AODV, an eavesdropper can successfully detect
the identities of all local transmitters. The eavesdrogiso
knows that these identities are currently in the area badinde
by its signal receiving range.

In contrast, the locally unique route pseudonyms allow AN-
ODR nodes to transmit their packets anonymously without
identifying the sender and the receiver. Though the adver-
sary can detect the existence of wireless transmissiorss, it
hard to discover the identities of local transmitters.

e As DSR embeds all forwarders’ identities in its packet heade
a DSR route is immediately visualized if one data packet is
intercepted. An AODV route is traceable if multiple collab-
orative eavesdroppers en route combine their eavesdropped
data and analyze the forwarding chain (e.g. do “matching-
payload-attack” and check the chain of senders and resgiver
In other words, if a region is covered by multiple collabora-
tive eavesdroppers, then they can visualize all AODV paths
intersected with the region. In our adversary model an om-
nipresent eavesdropper is assumed, thus all AODV routes can
be visualized.

In contrast, ANODR separates routing from node’s identity
pseudonyms. To visualize an on-demand route, it is neces-

3The upperboungilg is not achievable if the adversary fails to phys-
ically move in the same direction of the packet flow. It is bayo
the paper’s scope to maximize the distance the adversaryohas
roam.



sary to link two route pseudonyms together. However, cryp- 5. IMPLEMENTATION AND EVALUATION
tographically strong pseudorandom sequence generation en
sures that pseudonyms used on the same hop are unlinkables.1 ~ Cryptographic implementation
in polynomial time by any Turing-complete algorithm. To In our cryptographic implementation, the lengthsof, dest tags
link two pseudonyms on consecutive hops, the adversary has g route pseudonym (i.eK..q) nonces is 128-bit. And the
to do timing analysis or to intrude the forwarding node. Mix-  ength of other nonces is 40-bit. In RREQ packet, the sequenc
ing techniques can resist the former attack, and physical pr - nympersegnum is formed by appending 32-bit timestamp to the
tections can resist the latter attack. source’s identity pseudonym (e.g., 128-bit IPv6 addrebs)) ap-
¢ Node intrusion is a common attack against mobile nodes de- plying 160-bit SHA1 HMAC function to the concatenation. In
ployed in hostile environments. In DSR, an intruder canvisu RREQ and RREP packets, the onion is padded with random bits
alize every cached on-demand route. In AODV, the intruder to hide its actual length. Currently we pad each onion to be at
knows the compromised node is en route to each cached des-east 400-bit because each extra hop extends the actuéth lefnan
tination and how far the destination is. We consider these onion with a 40-bit nonce, and 10-hop is considered a redspna
vulnerabilities are not apposite to untraceable routifgpetes.  big hop count in related research [12]. In practice, the nemdi®0
In ANODR only the mapping between two random sets of can be replaced by a number based on the estimation of the hop
route pseudonyms is exposed. count of the network’s diameter.
. . The processing overhead used in our simulation is based-on ac
4.4 Comparison to encryption based Propos-  tual measurement on a low-end device. Table 2 shows therperfo
als: Why not simply encrypting routing mance of different cryptosystems. For public key cryptosys,
information? the table shows processing latency per operation. For syriume
key cryptosystems (the five AES final candidates), the taibevs

Itis feasible to provide untraceability support to DSR ar@BV - i .
encryption/decryption bit-rate.

using methods other than ANODR. Basagni et al. [2] use a m&two
wide symmetric key to secure routing information. The prexb Table 2: Processing overhead of various cryptosystems (on

solution effectively stops eavesdroppers, but it has toexidthe iPAQ3670 pocket PC with Intel StrongARM 206MHz CPU)
problem of single node intrusion. The authors argue to ptdtes

key using tamper resistance facilities which introducesitsl cost Cryptosystem decryption | encryption
and offer indefinite physical warranty. Another possiblevaer EFSSAA'\E(Sl c(le?tOEJki)tltklée))/) ;ozonr]nss 13%0”’:‘55
is to change the n.etwor.k-W|de key to hop-baseq link encoypti El Gamal (1024-bitiey) 30ms 100ms
!<eys, then a node intrusion woult_:i pnly compromise the rogtEs AES/Rijndael (128-bit key & block)[| 29.2Mbps | 29.1Mbps
ing through the node. However, it is an open question to &skab RC6 (128-bit key & block) 53.8Mbps | 49.2Mbps
a web of hop-based link encryption keys in an ad hoc network. Mars (128-bit key & block) 36.8Mbps | 36.8Mbps
We do not use such encryption-based schemes to proteatgouti Serpent (128-bit key & block) 15.2Mbps | 17.2Mbps
information due to following reasons: TwoFish (128-bit key & block) 30.9Mbps | 30.8Mbps

e For each data packet forwarding with encrypted route head- .
ers, one encryption/transmission causes multiple reoegpfie- 5.2 Evaluation
cryptions at all local neighbors in a wireless broadcast-env We implement ANODR in simulation as a basic on-demand route
ronment. The computational cost of data packet forwarding discovery/maintenance scheme with flavors of both souretng
is potentially very high. In addition, adversaries may sim- and table driven. The source routing part is adopted to sitadhe
ply inject random messages to consume legitimate node’s re- appending and pealing off layers in RREQs and RREPs, a way tha
source. Like regular data packet forwarding, one such at- is similar to the creation and transmission of RREQs and RREP
tacking packet provokes multiple decryptions for all local DSR. The table driven part is used to establish the per hapdase
victims. The situation favors the adversaries rather th@n t  nym switching during RREP propagation and data forwardang,
legitimate nodes. way that is similar to the routing table maintenance in AOBWs-
sible optimizations used for AODV and DSR are not used in our
implementation, for example, no expanding ring search,auall
route repair, no promiscuous listening, no salvaging, raujtous

cryption trapdoor keys can see the plaintext, hence such an"OUt€ reépair, no aggressive caching and no switching estrye at
encryption proposal is in general equivalent to an ANODR intermediate nodes. In addition, ANQDR also |mplerr_1entgdar
variant with encrypted route pseudonyms. In ANODR, route RREQ, RREP, and RERR. packets with extra processing overhead
pseudonyms are low-cost non-cryptographic trapdoors. The fOr encryption and decryption at each packet stop. _
pseudorandom pseudonym update is actually an efficient en- We evaluate our proposed routing schemes in three aspéts. F

cryption operation. The encryption overhead on 128-biadat € investigate untraceability of ANODR in terms of intrusitol-
only applies to the two communicating nodes, while other €rance. As ANODR uses a way similar to source routing in estab

wireless nodes pay little cost doing fast table lookup. lishing a route, we compare ANODR to DSR. For ANODR, a node
. o . . L intrusion unconditionally exposes everything cached anrtbhde

° V\/lh.en.node intrusion is possible, it is a non-trivial issue to including the mapping between two sets of random route pseud
minimize th_e subsequen_t dam_ages. Even after a h‘?‘:"b_asednyms. For DSR, we assume it is protected by an ideal hop-based
link encryption scheme is realized to protect all routing in i, encryption scheme. Nevertheless, the entire DSR noiltde
formation, a DSR route is traceable by a single intruder en o, nnsed as long as a packet passing through a compromised nod
route, while an AODV route is traceable by collaborative in- \ye ysetraceable ratioR (Section 4) to quantify the effect of node
truders that locate at every other forwarding node. intrusions. The traceable ratio for a DSR route is 0 when rafne

e As an encryption function is a one-way function with trap-
door keys, an encryption proposal also follows a trapdoor
approach where only nodes knowing the corresponding de-
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the nodes en route is intruded, or is 1 otherwise.

Then we evaluate the performance of ANODR-TBO proposed
in both Section 3.2 and 3.3 in a mobile ad hoc network scenario
The former one provides location privacy support, but isresable
to route traceability attacks. They are denoted as "ANODBOT
(Sec 3.2)" and “ANODR-TBO (Sec 3.3)", respectively. Congut
tional delay using symmetric key cryptosystem AES/Rijidap-
proximately 0.02ms for each onion construction) is addedach
RREQ and RREP forwarding stop. For “"ANODR-TBO (Sec 3.3)",
additional key processing time for RREP packet8 ¢ 160 =
202ms) is added according to our measurement. For a comparison,
ANODR-PO using the same ECAES public key cryptography and
AODV with route optimization are also presented in simwati

Finally, we evaluate the impact of mixing technique on ANODR
performance. We study both mixing overhead and routinggoerf
mance given many combinations of mixing playout window size
and playout buffer sizes. In the experiment, the dummy pegike
is a random value computed from the average size of data {sacke
recently received.

Metrics we used for routing performance includePégket de-
livery fraction— the ratio between the number of data packets re-
ceived and those originated by the sources. Aiigrage end-to-
end data packet latency the time from when the source gener-
ates the data packet to when the destination receives ifs ifhi
cludes: route acquisition latency, processing delays ridws lay-
ers of each node, queueing at the interface queue, retrasiomi
delays at the MAC, propagation and transfer times. Bigrage
data path length- the average hops that a data packet traveled.
(iv) Normalized control byte overheadthe totalbytes of routing
control packets transmitted by a node normalized by dedivelata
bytes, averaging over all the nodes. Each hop-wise trasgmis
of a routing packet is counted as one transmission. Thisitnetr
is useful in evaluating the extra padding overhead of ANOD/AR.
Dummy packet ratie- the ratio between the number of dummy data
packets and real data packets given a specific playout timeoni
and buffer size.

5.3 Simulation Model

The routing protocols are implemented within QualfR¥t[30],

a packet level simulator for wireless and wired networksyetle
oped by Scalable Network Technologies Inc. The distribetsat-
dination function (DCF) of IEEE 802.11 is used as the MAC faye
in our experiments. It uses Request-To-Send (RTS) and -Ttear
Send (CTS) control packets to provide virtual carrier segdor
unicast data packets to overcome the well-known hiddeniteim
problem. Each data transmission is followed by an ACK. Broad
cast data packets are sent using CSMA/CA only. The radiothses
two-ray ground reflectiopropagation model and has characteris-
tics similar to a commercial radio interface (e.g., Lucewave-

Mobility (m/s)

6 8 10

Mobility (m/s)

Figure 7: End-to-end Data Packet Latency

Delivery Fraction

LAN). The channel capacity is 2 Mbits/sec.

In order to hide the sender’s and receiver’s identity, ANCDR
local broadcast with trapdoor uses broadcast addressr rdithe
source and destination’s link layer addresses. This behavakes
ANODR's transmission look like 802.11 broadcast. Howedd\;
ODR'’s local broadcast with trapdoor is an equivalence of. 802
unicast rather than broadcast, except that 802.11 usesatrkec
identity pseudonyms while ANODR uses untraceable trapzi(ith
simple table lookup). In data forwarding we use 802.11 wstiplus
1us table lookup delay to simulate ANODR's local broadcashwit
trapdoor. We believe it is practical to implement the sanzuee
in commercial 802.11 device drivers.

The network field is 1500m300m with 50 nodes initially uni-
formly distributed. The transmission range is 25@Random Way-
point mobility model [11] is used to simulate nodes’ motion be-
havior. According to the model, a node travels to a randonseho
location in a certain speed and stays for a whole before gming
another random location. In our simulation, mobility speades
from 0 to 10 m/sec, and the pause time is fixed to 30 seconds. CBR
sessions are used to generate network data traffic. For easios,
data packets of 512 bytes are generated in a rate of 4 padakets p
second. The source-destination pairs are chosen randoonhyil
the nodes. During 15 minutes simulation time, a constam; co
tinuously renewed load of 5 short-lived pairs is maintainddhe
simulations are conducted in identical network scenanmshil-
ity, communication traffic) and routing configurations &saill the
schemes. Results are averaged over multiple runs withréliffe
seeds for the random number generator.

5.4 Simulation Results

5.4.1 Traceability Analysis

In the simulation a percentage of network members are marked
as intruded. Figure 5 depicts the traceable ratio over miffepath
lengths of routes for ANODR and DSR. Simulation uses 100 ran-
dom CBR pairs each generating only one packet and nodes move
in 2 m/s. The following table gives the path length distribaot
over all the connections. The results are averaged overgiwith
different seeds.

[ hops 1 2 3 4 15
[ #of routes || 45.25 | 19.5 | 20.25 | 6.75 | 4.25

[ 7 18]
[05[05 |

[ 6
'3

The figure shows that starting from paths of only one-hop, rehe
the two protocols expose the same amount of informationr¢agpp
mately same as the percentage of intruded nodes), the tuacpis
diverge into different trends. For DSR, traceable ratioéases
when path length increases, due to the fact that longer @aths
more likely to have intruded forwarding nodes. As a resudijihg
as low as only 5 percent of intruded nodes, DSR's tracealtie ra
will be larger than 20 percent for paths longer than 2 hopgh\B0



Window 1sec —— 1F
Sec3.3) 8 Window 3sec —=—
Sec3.2) e 35 r Window 5sec -
Sec3.3) ——

ANODR-PO
ANODR-PO
0.5 ANODR-TBO
ANODR-TBO

0.95 -

0.9

Delivery Fraction

ANODR-TBO (Sec3.3) &
Window 1sec —+—
Window 3sec —*—

0.85 - Window 5sec ——

Normalized Control Bytes
Dummy Pkts/Data Pkts (ratio)
N

0 2 4 6 8 10 12 14 16 18 20 0 2 4 6 8 10 12 14 16 18 20
Mobility (m/s) Buffer Size Rx (# packets) Buffer Size Rx (# packets)

Figure 8: Normalized Control Bytes Figure 9: Overhead with Mixing Figure 10: Data Delivery with Mixing
percent intruded nodes, DSR’s traceable ratio quickly eggines Figure 8 gives the number of control bytes being sent in order
100 percent (reaches 90 percent at 3-hops long paths) whbn pa to deliver a single data byte. The figure shows that all the AN-
length increases. In the graph, we see special cases ingiatios ODR variants send more control bytes than AODV. This result i
more hops. This is because the chance of constructing lothg pa expected, because they use larger packets due to globdbtmap
is rare in our simulation scenario. Even with multiple rutise and padded cryptographic onion. When mobility increadesfiy-
occurrence is too rare for meaningful statistics. ure shows the normalized control overhead grows in all theses

In contrast, ANODR is not sensitive to path length because th as more control packets are transmitted for path recoverg.lack
knowledge exposed to intruders is localized. Figure 5 sttbassin of optimization in ANODR variants demonstrates here a faste
general the traceable ratio of ANODR stays at the percerufige creasing trend as more recovery are generated from sowcesre
truded nodes. When path grows longer, the traceable ratimoti control overhead is produced.
exceed the percentage of intruded nodes. The result deratasst
ANODR’s resistance to strong adversaries with node inbrusia- 5.4.3 Mixing Performance
pability. Figure 9 shows the ratio of dummy packets transmitted over ac

. tual date packets transmitted. It suggests that for a fixayopit
5.4.2 Routing Performance time window sizet x, the larger the playout buffer size; is, the

Figure 6 gives the packet delivery fraction as a functionmefi  more dummy packets need to be transmitted according to the fo
creasing mobility. The figure shows that ANODR does not penfo mularx — r. The figure also shows that when the playout time
as good as optimized AODV. A common reason for the degradatio window sizet x increases, less dummy packets are transmitted due
of ANODR is the absence of optimization operations, whicéxs to the increment of value accumulated over the time window. In
pected (similar deficiency due to lack of optimizations igared many cases, the dummy packet ratios are reasonably smgll (sa
in [10]). Further, the result that “ANODR-TBO (Sec 3.2)" per less than 100% such that averagely at least one of two tréesini
forms very close to AODV can be justified by the following two data packets is real). This demonstrates that mixing tecienis
reasons: (i) The onion used in ANODR-TBO control packets and practical in mobile ad hoc networks if appropriate valueplafy-
the route pseudonym field used in data packets are not biggenou out window size and buffer size are selected.

to incur noticeable impact to the packet delivery fracti¢ii). The However, it is a non-trivial problem to choose the best valioe
0.02ms cryptographic computation overhead for “"ANODR-TBO playout window size x and buffer size-x. Many ad hoc network
(Sec 3.2)" is too small to make a difference in route discpvéhe dynamics, including distributed decision making, wireldmand-

latter reason also explains why the performance of “ANODBRET width estimation, end-to-end application latency requieat, and
(Sec 3.3)” and both ANODR-POs degrade faster than “ANODR- pre-defined lower bound metrics fox andrx, have significant
TBO (Sec 3.2)" — their long computation time prolongs theteou  impacts on the choice. Itis appealing to employ an adaptiverae

acquisition delay, which reduces the accuracy of the nevelgay- to replace the fixed scenarios simulated in this work.

ered route, leading to more packet losses. Clearly, thedigiows Figure 10 shows the packet delivery faction under the sarme mi
the tradeoff concern between the performance and the dejree ing conditions as used in Figure 9. As a comparison, “ANODR-
protection. Fortunately, even with a much stronger pradegpro- TBO (Sec 3.3)", which has been extensively studies in previo
vided by "ANODR-TBO (Sec 3.3)", performance only degrades t  subsection, is presented here. The mobility parameter insiis

10 percent less than optimized AODV. experiment is equal to 1. The figure shows that “"ANODR-TBO

Figure 7 shows the average end-to-end data packet laterey wh  (Sec 3.3)” and its mixing variants perform closely. Somed@m-
mobility increases. “ANODR-TBO (Sec 3.2)” and AODV exh&it  ness occurs in the figure, but it does not suggest noticeaiferp
very close end-to-end packet latency as they require althest mance degradation. Thus the result suggests that the npgiciy
same processing time. "ANODR-TBO (Sec 3.3)" has longer la- ets generated under the current conditions do not affectitie
tency than “ANODR-TBO (Sec 3.2)” due to additional publigzke  packet delivery much.
processing delay during RREP phase. ANODR-POs also have ex-
tremely long end-to-end packet delay. This is largely duéso
excessive public key processing at each intermediate nodegd 6. CONCLUSIONS AND FUTURE WORK
both RREQ and RREP phases. The delay trend of “ANODR-TBO In this work we propose ANODR, an anonymous on-demand
(Sec 3.3)" and ANODR-POs increases when mobility increases routing protocol for mobile ad hoc networks deployed in Hest
since the increasing mobility increases packet loss whiglgers environments. We have addressed two close-related ubiiitya
more route discovery, leading to increasing buffering timevait- problems, namelyoute anonymityand location privacy Based
ing for a new route. on a route pseudonymity approach, ANODR prevents strong ad-



versaries, such as node intruders and omnipresent eapesiso
from exposing local wireless transmitters’ identities arating ad

hoc network packet flows. Moreover, ANODR also demonstrates

that untraceable data forwarding without encrypted rautisader

can be efficiently realized. The design of ANODR is based on

“broadcast with trapdoor informatidn a novel network security
concept with hybrid features merged from both network cphce
“broadcast” and security concept “trapdoor informatiomhis net-
work security concept can be applied to multicast commuitioa
as well. Currently we are working towards solutions to aiabt
adjust ANODR'’s playout window size and buffer size, to immg@o
ANODR's performance in high mobility scenarios, and to devi
an anonymous untraceable multicast routing scheme forlmadbi
hoc networks.
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