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Abstract— Cryptography has traditionally been used for defensive purposes. Ciphers defend against a passive eavesdropper. Public key infra-
structures defend against an active adversary that mounts a man-in-the-middle attack. Digital signature algorithms defend against a forger. E-
cash systems defend against a counterfeiter and a double-spender. Pseudorandom bit generators defend against a next-bit predictor, and so on.
Crypto virology extends beyond finding protocol failures and design vulnerabilities. It is a forward engineering discipline that can be used for at-

tacking rather than defending.

Index Terms— Cryptography, Cryptovirology, Public Key, Security, Cryptovirus, FIPS, PKCS.

1 INTRODUCTION

Crypto virology is the study of the applications of cryp-
tography to malicious software. It is an investigation into
how modern cryptographic paradigms and tools can be
used to strengthen, improve, and develop new malicious
software (malware) attacks. Crypto virology attacks have been
devised to: give malware enhanced privacy and be more Ro-
bust against reverse-engineering, give the attacker enhanced
anonymity when Communicating with deployed malware
(e.g., over public bulletin boards and Usenet Newsgroups),
improve the ability to steal data, improve the ability to carry
out extortion, Enable new types of denial-of-service; enable
fault-tolerance in distributed crypto viral attacks, and so on.
Also, recent work shows how a worm can install a back door
on each infected system that opens only when the worm is
presented with a system-specific ticket that is generated by the
worm's author. This is called an access-for-sale worm [1].

1.1 Cryptovirus

In computer security, a crypto virus is defined as a computer
virus that contains and uses a public key. Usually the public
key belongs to the author of the virus, though there are other
possibilities as well. For instance, a virus or worm may gener-
ate and use its own Key pair at run-time. Crypto viruses may
utilize secret sharing to hide information and may communi-
cate by reading posts from public bulletin boards. Cryptotro-
jans and crypto worms are the same as crypto viruses, except
they are Trojan horses and worms, respectively. Note that un-
der this definition, a virus that uses a symmetric key and not a
public key is not a Crypto virus (this is particularly relevant in
the case of polymorphic viruses).
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There are several rules that all viruses seem to obey.

e By virtue of being programs they all consume
CPU time and occupy space.

e Since viruses need to gain control of the program
counter in order to execute, they must (directly or
indirectly) modify code in the host system in or-
der to do so.

e Their inherent vulnerability to user scrutiny is the
last and perhaps most interesting rule of viruses

Viruses can always be frozen and analyzed by the user.
They can be backed up (or a backed up copy can be found)
and later scrutinized in detail using a low level debugger.
In what follows we show that this vulnerability can be ef-
fectively bypassed if strong cryptographic techniques are
employed and if the virus acts fast enough, i.e. before de-
tection.

Fig. 1. Cryptovirus
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2 COMPARISON OF CRYPTO VIROLOGY AND CRYP-
TOGRAPHY

Traditionally, cryptography and its applications are defensive
in nature, and provide privacy, authentication, and security to
users. Here we present the idea of “Crypto virology" which
employs a twist on cryptography, showing that it can also be
used offensively. By being offensive we mean that it can be
used to mount extortion based attacks that cause loss of access
to information, loss of confidentiality, and information leak-
age, tasks which cryptography typically prevents. In this pa-
per we analyze potential threats and attacks that rogue use of
cryptography can cause when combined with rogue software
(viruses, Trojan horses), and demonstrate them experimentally
by presenting an implementation of a ““crypto virus'" that we
have tested (we took careful precautions in the process to in-
sure that the virus remained contained). Public-key cryptog-
raphy is essential to the attacks that we demonstrate (which
we call "cryptovirological attacks"). We also suggest counter-
measures and mechanisms to cope with and prevent such at-
tacks[2]. These attacks have implications on how the use of
cryptographic tools should be managed and audited in gen-
eral purpose computing environments, and imply that access
to cryptographic tools should be well controlled. The experi-
mental virus demonstrates how cryptographic packages can
be condensed into a small space, which may have independ-
ent applications (e.g., cryptographic module design in small
mobile devices).

Hackers have uncovered the dark side of cryptography — that
device developed to defeat Trojan horses, viruses, password
theft, and other cyber-crime. It's called crypto virology, the art
of turning the very methods designed to protect your data into
a means of subverting it. In this fascinating, disturbing vol-
ume, the experts who first identified crypto virology show
you exactly what you're up against and how to fight back.

2.1 Cryptographic Standards

FIPS: - FIPS stands for "Federal Information Processing
Standard." FIPS standards are published in FIPS PUBS. These
standards and guidelines are issued by NIST for use by the
U.S. government. NIST develops FIPS when there are compel-
ling federal government requirements for security and in-
teroperability and there are no acceptable industry standards
or solutions to these requirements. Of particular relevance to
crypto virology is the FIPS 140- 2 standards entitled, "Security
Requirements for Cryptographic Modules" [FIPS140] and its
annexes. The annexes employ the FIPS 186-2 standard entitled,
"Digital Signature Standard (DSS) These standards are rele-
vant to crypto virology since companies rely heavily on them
for information security and privacy.

PKCS: - The Public-Key Cryptography Standards (PKCS) is a
set of standards for public-key cryptography, developed by
RSA Laboratories in cooperation with an informal consortium,
originally including Apple, Microsoft, DEC, Lotus, Sun and
MIT. PKCS has been cited by the OIW (OSI Implementers”
Workshop) as a method for implementation of OSI standards.)

PKCS includes both algorithm-specific and algorithm-
independent implementation standards. Documents detailing
the PKCS standards can be obtained at RSA Data Security's
FTP server.

3 ADVANTAGES OF CRYPTO VIROLOGY OVER THE
CRYPTOGRAPHY

Provides privacy

Authentication

High security

It extends beyond finding protocol failures and design
vulnerabilities

High speed

f.  Requires less human resources

oo

@

3.1 Disdvantages of Cryptography

Traditional active virus detection, proposed as one counter-
measure, would be helpless against such worm, since the up-
dates could be distributed much faster that the system admin-
istrators can clean their system. The virus stays afloat by con-
stantly re-infecting the whole Internet using new zero-day
vulnerabilities discovered by the worm owner Instances ob-
serve schemes of access control to cryptographic tools on the
victims” systems and trick them into allowing access to those
tools. All attempts to analyze the traffic and track down the
worm owner fail, since all traffic is minimized -- most of the
times [5].

3.2 Applications of Cryptography

3.2.1 Defensive purposes

Crypto virology extends beyond finding protocol failures and
design vulnerabilities. It is a forward-engineering discipline
that can be used for attacking rather than defending.

3.2.2 Security on the internet

Crypto virology attacks have been devised to: give malware
enhanced privacy and be more robust against reverse-
engineering, give the attacker enhanced anonymity when
communicating with deployed malware.

It also used in Development of Security Products and ATM
Centre.

4 COUNTERMEASURES TO CRYPTO VIRUS

There are several measures that can be taken to significantly
reduce the risk of being infected by a crypto virus, and there
are also measures that can insure a quick recovery in the event
of an attack. Fortunately, many of the attacks described in this
paper can be avoided using existing antiviral mechanisms,
since crypto viruses propagate in the same way as traditional
viruses. The first step in this direction is implementing mech-
anisms to detect viruses prior to or immediately following
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system infiltration. One of the pioneering works in the area
was "An Intrusion-Detection Model", by Dorothy Denning
[Den86]. The paper by White, Chess, and Kuo entitled "Coping
with Computer Viruses and Related Problems" is another
good source regarding the virus threat.

4.1 Access control to cryptographic tools

More specifically, we suggest auditing access to cryptographic
tools - This is perhaps the major issue that needs to be learned.
This will help system administrators identify suspicious cryp-
tographic usage.

Note that if strong cryptographic ciphers and random number
generators are made available to user processes, then they will
also be made available to crypto viruses. Such viruses would
be smaller than our crypto virus since they would not contain
as much code, and they would also run faster since such tools
are usually optimized for speed. Incorporating strong crypto-
graphic tools into the operating system services layer may
seem like it would increase system security, but in fact, it may
significantly lower the security of the system if the system is
vulnerable to infection[10]. Furthermore, with such tools read-
ily available, virus writers would not even have to understand
cryptography to create crypto viruses. Note that this rule
should not apply only to export control (as it is now) but also
to protection of an installation by its own administration.

4.2 On-line proactive anti-viral measures

Apart from vague advice to perform the backups and patch the
systems on the regular basis, there are a few things that we can
suggest. Specifically for certificates and e-cash schemes, we can
suggest storing them in encrypted form, so that even in case of
an infection, the worm would not be able to tell that encrypted
data from regular files which present no interest to it[6]. How-
ever, that appears to be a non-trivial implementation problem,
since the victim needs to somehow obtain these, and the very
request for them might lead the worm to the encrypted versions
of certificates and ecash.

Even though they cannot be stolen in encrypted form, they still
can be subverted once the worm finds out about the nature of
that One effective tool to combat the cryptovirologic super
worm that we envision are automated response-enabled Intru-
sion Detection Systems (IDS). Although state-of-the-art is not at
that point yet, a fruitful direction for research would be trying
to develop coordinated response-enabled IDS.s that quickly
generate signatures of unknown attacks and communicate them
to their peers before the worm. Specification-based IDS.s that
allow detection of unknown attack and automated response
techniques are now being developed [8].

Fig. 2. Skeletal of Crypto Virus

5 FUTURE SCOPE

Imagining what the nature of future viral attacks might look
like is the key to successfully protecting against them. This
description discusses how cryptography and key management
techniques may definitively checkmate antiviral analysis and
mechanisms[9] Traditionally, cryptography and its applica-
tions are defensive in nature, and provide privacy, authentica-
tion, and security to users. In this paper we present the idea of
Crypto virology which employs a twist on cryptography, show-
ing that it can also be used offensively. By being offensive we
mean that it can be used to mount extortion based attacks that
cause loss of access to information, loss of confidentiality, and
information leakage, tasks which cryptography typically pre-
vents. In this paper we analyze potential threats and attacks
that rogue use of cryptography can cause when combined
with rogue software (viruses, Trojan horses), and demonstrate
them experimentally by presenting an implementation of a
crypto virus that we have tested (we took careful precautions in
the process to insure that the virus remained contained). Pub-
lic-key cryptography is essential to the attacks that we demon-
strate (which we call "crypto virological attacks"). We also
suggest countermeasures and mechanisms to cope with and
prevent such attacks. These attacks have implications on how
the use of cryptographic tools should be managed and audited
in general purpose computing environments, and imply that
access to cryptographic tools should be well controlled. The
experimental virus demonstrates how cryptographic packages
can be condensed into a small space, which may have inde-
pendent applications (e.g., cryptographic module design in
small mobile devices).

6 CONCLUSION

We have shown how Cryptography can be used to implement
viruses that are able to mount extortion-based attacks on their
hosts. Public-key cryptography is essential in enabling the
writer to get an advantage over the victim. We also presented
an experimental crypto virus that accomplishes this (it
demonstrates cryptographic implementations requiring small
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space). A model based on a distributed network was then
formulated and an algorithm was provided for how to write a
virus that is able to gain discretionary access control over its
host. We also suggested a set of measures that can be taken to
minimize the possibility of and the risks posed by the crypto
virological attacks.
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